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Chapter 7

Use of Apps for Crime Reporting
and the EU General Data Protection
Regulation

Christina Charitou, Dimitrios G. Kogias, Spyros E. Polykalas,
Charalampos Z. Patrikakis, and Ioana Cristina Cotoi

Introduction

With the number of Internet enabled devices (e.g., a smartphone, a tablet, a wear-
able or a laptop) highly increasing, so does their role in every person’s daily life.
Through the use of a call, an instant message, a post on social media or even real-
time video communication, users can easily use their smartphone to report an event,
ask for assistance or provide information about their status, allowing the provision
of faster and more efficient safety services. To this end, community policing has
come to be considered as a new and improved mode of policing by many countries
in the past years.

In general, this new approach includes an increasingly active role of civilians in
community policing which firstly includes to assist the police in creating improved
relations with the communities they serve; and secondly, yet not unrelated, to make
policing the responsibility of all members of a community which in turn should
serve to decrease the level of crime in their society. In order to achieve this, the
police service and communities need to have close working relationships with one
another based on trust, transparency and a shared concern for safety, peace and sta-
bility. To facilitate the communication, the use of smart apps in Crime Reporting
appears to be a fast and effective way of getting citizens engaged.
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It goes without saying that police departments routinely collect information,
while police reports include intimate details about victimization and other personal
events. At the same time, the use of mobile applications in crime reporting will defi-
nitely lead to an increase of personal data collection and processing. These applica-
tions demand access to the user’s personal data and information (e.g., location at the
time of reporting via the embedded GPS sensor in the smartphone) for their efficient
performance. By providing this access to his/her personal data, the user consents on
the collection, storage and process of their data, hoping that this will be done in the
frame to which he/she provided his/her consent.

But the sharing of certain consenting sensitive information is not, always, a bad
thing. Especially when there are specific applications that aim at helping the user to
increase the feeling of security in his/her everyday actions. Such applications are
developed for smartphones, wearables and the web, in TRILLION (TRILLION
Project 2017), that targets to enhance the role of community policing. The citizens
will use the application both to report such events (e.g., vandalism actions in a con-
cert, scenes right after an earthquake) in order to inform and update the LEAs about
the conditions at the reported place, but also to communicate with registered users
asking for help in crisis situation. To prevent any misuse, the personal data that are
collected should follow the new regulation from the European Parliament, taking
place from 2018, regarding the collection and process of personal data from the
mobile applications.

To this end, Section 2 will try to describe the efforts that aim to enhance com-
munity policing (mainly in recent Security projects), while Section 3 will focus on
the European GDPR and the way it affects the mobile applications Section 4 will
describe the TRILLION use-case and how the applications that are developed for its
performance can meet the new requirements, without affecting the TRILLION’s
system performance. In the last section, a conclusion about the noticeable points of
this paper will be presented.

Related Work

The new data protection framework is based on the assumption that personal data
processing is lawful only if this data is processed on the basis of the consent of the
data subject concerned or some other legitimate basis, laid down by law: legal obli-
gation, performance of a contract, vital interest of data subject or a third person,
public interest or legitimate interests of the data controller or third persons. The
GDPR preserves the purpose limitation principle as central element of the legal
framework stating that data should be collected for specified, explicit and legitimate
purposes and - principally - should not be processed for incompatible purposes. The
Regulation confirmed the principles of accuracy and purpose-related duration of
storage. Of utmost importance for a proportionate processing in the context of com-
munity policing is the data minimisation principle, which must be taken into consid-
eration by the designing of the system.
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Many solutions, that enhance the role of community (or neighborhood) policing,
have been developed and applied lately with increasing interest and participation
from the users. Next Door (NEXTDOOR n.d.) is an upcoming application that
encourages the citizens of a neighbor to subscribe in an online system where they
can register their neighbor and form a social network to circulate news. Xpose
(Xpose n.d.) is another recent solution that manages to combine more modern social
network features in an effort to provide for efficient reporting of hazardous
situation.

Recent Security Projects that are funded by the European Union under the
HORIZON 2020 program aim, also, to enhance the role of community policing. To
achieve this, some of them decided to develop a mobile application for two-way
communication. INSPEC2T (INSPEC2T Project 2017) targets to develop a specific
application for dissemination and gathering of real time information from the police
to the citizens and vice versa. CITYCOP (CITYCOP Project 2017) is another proj-
ect that has the similar scope and aims to create a system of combination of mobile
application and on-line portal. On the other hand, UNITY (UNITY Project 2017) is
a project that aims to develop and provide a community policing model in which
citizens and police will have an effective and practical cooperation, based on the
development of a communications technology.

GDPR and Mobile Applications

Internet connectivity in recent years is characterized by “3E” (Everywhere, Every-
time, Everything). That means that people are willing to connect to the Internet
from everywhere (home, work, entertainment etc.), at every-time (working days,
weekends, day, night etc.), with every-thing (pc, tablets, smartphones, smart TVs,
wearables etc.). The daily necessity for Internet connectivity is accompanied by an
increasing demand for applications in order to cover all aspects of user’s needs.
Thus, millions of applications are available online, the majority of them requires
access to data stored in user’s devices. The data stored to user’s devices usually are
correlated with user information such as name, age, gender, location and several
other personal information.

Millions of mobile applications are available from several online web-stores,
while the relevant market is characterized by duopoly since the two main players,
Google Play and Apple Store, have a large portion of the market in terms of mobile
apps availability.

In Google Play store the available mobile apps are provided either free of charge
or paid and are organized in several categories. In each category, mobile apps are
further grouped by Google taking into account the popularity, the date of release, or
user preferences. In (Polykalas et al. 2017) researchers analyzed a sample of the
most popular, free of charge, mobile apps provided by Google Play store, in order
to examine the type as well as the extent of personal data access required by mobile
apps. It was found that the majority of the examined mobile apps (84%) require
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access to the data type “Photo/Media/File”, while more than half of the examined
mobile apps require access to “Wi-Fi connection information” (62%). “In apps pur-
chases”, “Identify” and “Device ID & call information” type of access follow with
49%, 44% and 43% percentage of the examined mobile apps, respectively Fig. 7.1.

For users who are willing to get more informed about the types of access, Google
provides a short description of each type of access. For the most popular type
(Photo/Media/File) is mentioned that: “An app can use files or data stored on your
device. Photos/Media/Files access may include the ability to: Read the contents of
your USB storage (example: SD card), Modify or delete the contents of your USB
storage, Format external storage, Mount or unmount external storage”. In practice
this type of access, allows mobile apps to get access to almost all files or data stored
in user’s devices, while overlaps several other categories, explaining in such a way,
the high popularity of this type of access among the rest types. Adopting the assump-
tion that the sample of the examined mobile apps (10 most popular apps in each
category — total 529 examined apps) is representative of all mobile apps available in
Google Play store, it could be argued that there are more than 2.2 million of apps in
Google Play store, which require access to almost all files stored in user’s personal
devices.

The rapid increase of online connected personal devices has brought new chal-
lenges to policy makers in relation to the protection of personal data. To this content
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a new Regulation was approved and published by European Parliament, aiming to
the protection of EU citizens’ personal data from unlawful collection, storage and
processing of personal data. In (Spyros 2017) the new framework laid down by the
Regulation is discussed giving emphasis to the procedures that an online mobile app
store or/and a mobile app developer, should follow in case that the provision of a
service/application, requires personal data storage/collection/processing. The
Regulation imposes as a fundamental precondition for any personal data process the
existence of user consent. In addition, two basic principles are imposed in relation
to personal data privacy: the data minimization and purpose limitation. Data mini-
mization refers to the correlation between the extent of personal data collection/
processing and the purpose for which are collected. Purpose limitation refers to the
transparent and explicit determination of purposes in which personal data are col-
lected/stored/processed. Last but not least, the Regulation introduces more strictly
rules in cases of minor users. In particular, if users are under 16-year-old then the
process of personal data is lawful only to the extent that the person who has the
responsibility of the minor has given his/her consent for the processing of minor’s
personal data.

Coming back to the discussion in relation to the current procedures followed in
Google Play store and taking into account the main principles introduced by the
GDPR several inconsistences could be highlighted. First of all, it could be argued
that, the current procedures are not in compliance with the two main principles of
Regulation regarding data minimization and purpose limitation. In particular, as
discussed earlier, the majority of mobile apps require access to almost all files stored
in user devices without an appropriate justification regarding the necessity of this
type of access. In addition, it is not clear the correlation between the purpose of
personal data collection and the extent of personal data access. Furthermore, the
current procedures are not in compliances with the new rules in relation to minor
protection. More specific a user under 16 is currently able to download and install
in his/her personal device a mobile app, which require access to minor personal data
without the consent of the person who has the responsibility of the minor.

TRILLION Mobile Applications

With TRILLION aiming to use state of the art technology to encourage the action
of community policing, the use of mobile phones and wearables will play a very
significant role in this effort. Location information, device info, access to media
files and time-stamp of the data are some of the information that might be shared
with when a TRILLION mobile application is used by a citizen or LEA. Taking
under consideration, the sensitive and personal nature of these data, TRILLION’s
performance will be highly affected by the new European GDPR.

In TRILLION, each user in order to enter in the application should register with
his/her credentials; therefore, an account should be created. The reason is both for
feedback on the status of a submitted report directly to the interested user, but also
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to avoid any false alerts by identifying users that are misleading the LEAs. In addi-
tion, TRILLION will support hidden identity reporting by using a special architec-
ture that manages to hide the user identity if he/she selects this kind of communication
with the LEAs, providing also end-to-end encryption to increase the security of that
communication. To achieve this, the TRILLION platform architecture will include
a two-step anonymization process, which is described in (Chatzigeorgiou et al.
2017) in more detail.

On top of this, TRILLION will allow the users to send media files attached with
their reports. The user will be allowed to select what should be included in their
report and, apart from a short text description of the event there is no obligation as
to including any attachments and/or upload a media file. As a further privacy
enhancement, photos that will be taken from the application to be attached in a
report (an option that will prompt the users to access the camera and take a photo
will be included) will not be included in the phone’s gallery and, therefore, if the
phone falls in the hands of a malicious user, then he/she will not have access to
them.

But for TRILLION to work efficiently and according to the regulation, detailed
descriptions and/or instructions as to the reason the applications needs to access
specific sensors and data should be provided to the users. Prompt messages should
also be included to ask for explicit access to specific sensors and their generated
data, e.g., the camera or the GPS signal of the smartphone. Those requests should
be followed by details about how these data will be processed by TRILLION, in an
effort to help for the efficient and smooth operation of the system, but, also, to
encourage the user to permit the access. Furthermore, the user should be given the
opportunity to query about and verifying that the data have been used for the
described purpose and report if something is not working as it is supposed to. The
above described functionality, designed for TRILLION’s mobile applications,
shows that they can comply with the lawfulness, fairness and transparency, data
minimization and purpose limitation principles described in the GPDR and will
allow them to work efficiently under the upcoming changes in the regulation.

On the other hand, as far as the protection of minors is concerned TRILLION
demands the user to specify his/her age during the registration in the system, but up
until now, no specific mechanisms have been adopted based on the received
information.

Conclusions

In this paper, we investigated the compliance of the GDPR with the mobile applica-
tions in Google Play, in an effort to check the readiness of the today digital era and
that of the IoT ecosystem with the changes that are described in GDPR. We have
found that the majority of applications will not comply with the strict requirements
of the GDPR, showcasing a large security gap in the existing regulation. Also, by
using TRILLION as a use-case, we presented the mobile applications designed for
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it and their compliance to the new regulation. The results have shown that following
the security by design technique can lead to create applications that can comply, in
a very large degree, with the new European data protection regulation and, at the
same time, achieve the necessary operations to perform efficiently and with great
results.
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