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Abstract. Shamir’s polynomial-based secret image sharing (SIS)
scheme and visual secret sharing (VSS) also called visual cryptography
scheme (VCS), are the primary branches in SIS. In traditional (k, n)
threshold secret sharing, a secret image is fully (entirely) generated into
n shadow images (shares) distributed to n associated participants. The
secret image can be recovered by collecting any &k or more shadow images.
The previous SIS schemes dealt with the full secret image neglecting the
possible situation that only part of the secret image needs protection.
However, in some applications, only target part of the secret image may
need to be protected while other parts may be not in a full image. In
this paper, we consider the partial secret image sharing (PSIS) issue
as well as propose a PSIS scheme for (n,n) threshold based on image
inpainting and linear congruence (LC). First the target part is manually
selected or marked in the color secret image. Second, the target part
is automatically removed from the original secret image to obtain the
same input cover images (unpainted shadow images). Third, the target
secret part is generated into the pixels corresponding to shadow images
by LC in the processing of shadow images texture synthesis (inpaint-
ing), so as to obtain the shadow images in a visually plausible way. As
a result, the full secret image including the target secret part and other
parts will be recovered losslessly by adding all the inpainted meaningful
shadow images. Experiments are conducted to evaluate the efficiency of
the proposed scheme.
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1 Introduction

Through splitting the secret image into noise-like shadow images (also called
shadows or shares), secret image sharing (SIS) distributes a secret image among
multiple participants. The secret is recovered by collecting sufficient authorized
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participants(shadow images). SIS can be applied in not only information hid-
ing, but also access control, authentication, watermarking, and transmitting
passwords etc. Shamir’s polynomial-based scheme [1] and visual secret shar-
ing (VSS) [2] also called visual cryptography scheme (VCS), are the primary
branches in this field.

In Shamir’s original polynomial-based (k,n) threshold SIS [1], the secret
image is generated into the constant coefficient of a random (k — 1)-degree poly-
nomial to obtain n shadow images distributed to n associated participants. The
secret image can be losslessly recovered by collecting any k& or more shadow
images based on Lagrange interpolation. Following Shamir’s scheme and utiliz-
ing all coefficients of the polynomial for embedding secret, Thien and Lin [3]
reduced share size 1/k times to the secret image. The advantage of Shamir’s
polynomial-based scheme [4-6] is lossless recovery. Shamir’s polynomial-based
SIS requires more complicated computations, i.e., Lagrange interpolations, for
reconstructing and known order of shares, although the scheme only needs k
shares for recovering the distortion-less secret image.

In (k,n) threshold VSS [7-13], the generated n shadow images are printed
onto transparencies and then distributed to n associated participants. The
beauty of VSS is that, the secret image can be revealed by superposing any k
or more shadow images and human visual system (HVS) with no cryptographic
computation. Less than k shares will reveal nothing about the secret except
the image size. Inspired by Naor and Shamir’s VSS work, the associated VSS
physical properties and its problems are extensively studied, such as contrast
[14], threshold [15], different formats [16], multiple secrets [6], noise-like patterns
[11,17-20], pixel expansion [8,9,21,22] and so on [23,24].

In most of the existing SIS schemes, the full (entire) secret image is directly
generated into the shadow images. The previous SIS schemes dealt with the
full secret image neglecting the possible situation that only part of the secret
image may need protection. However, there are many examples that only part
of the secret image may need to be protected while other parts may be not in
the same image, such as improving part design, sensitive information in part of
a image and so on. One possible scenario is described as follows. On the basis
of multiple traditional design modules in a product, a company improves one
module design of them, while the other modules continue to use the traditional
original design. At this point for the overall design drawing of this product,
the improved module is needed to be protected and the other original modules
can be public. Due to business privacy and access control, this product design
drawing is kept by the company’s n managers. Each manager can display the
traditional modules in public display to facilitate the product introduction and
other activities. In accordance with business needs, k or more managers together
have the right to losslessly recover the full product design drawing including the
improved module. In this scenario, we need protect target part of the secret
image other than the full secret image as well as need access control with (k,n)
threshold.
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Thus, in some applications we may only need to encrypt part of the secret
image rather than the full secret image for some reasons. However, the previous
SIS schemes have not considered this issue. In order to deal with the partial
secret image sharing (PSIS) issue, in this paper, we will introduce PSIS prob-
lem as well as propose a novel PSIS scheme for (n,n) threshold based on image
inpainting [25,26] and linear congruence (LC) [27], where (n,n) threshold is a
special case of (k,n) threshold under k = n. The target secret part of the color
secret image is first manually selected and then automatically removed from the
original color secret image to obtain the same input cover images (unpainted
shadow images). Then, the target secret part is generated into the pixels corre-
sponding to shadow images by LC in the processing of shadow images texture
synthesis (inpainting), so as to obtain the shadow images in a way that looks
reasonable to the human eye. As a result, the full secret image including the
target secret part and the other parts will be recovered losslessly by adding all
the inpainted meaningful shadow images. Experiments are conducted to evaluate
the efficiency of the proposed scheme.

The rest of the paper is organized as follows. Section 2 introduces some basic
requirements for the proposed scheme. In Sect. 3, the proposed scheme is pre-
sented in detail. Section4 is devoted to experimental results. Finally, Sect.5
concludes this paper.

2 Preliminaries

In this section, we give the PSIS problem description and some preliminaries
as the basis for the proposed method. The original secret image S is shared
among original total n shadow images, while the reconstructed secret image S’
is reconstructed from t (k <t < mn,t € Z+) shadow images.

2.1 Problem Definition

As show in Fig. 1, for the given secret image S in Fig. 1(a), Fig. 1(b) indicates
the same input cover image C obtained by manually selecting and removing the
target part from the original secret image S, where the notations of different
parts and their edge are presented in Fig. 1(c). The region 2 is the target secret
part (object), part @ illustrates the untouched part, and 92 denotes the edge of
the 2 parts. Shadow images covered secret after sharing are denoted as SC;, i =
1,2,...,n for (k,n) threshold.

The PSIS problem can be described as follows: From the selected target
part 2 and the associated cover images Ci,Csy,---C,,, the PSIS scheme may
generate n meaningful shadow images SCj,i = 1,2, ...,n distributed to n asso-
ciated participants, where each shadow image looks like a nature image. When
any k or more shadow images are collected, the full secret image including the
secret target part can be reconstructed. Whereas even if infinite computational
power is available, less than k shadow images will reveal nothing about the secret
target part.
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Fig. 1. An example of PSIS problem description. (a) The secret image .S; (b) the same
input cover image C' by manually selecting and removing the target part with color
green from the original secret image S; (c) notations in the problem definition. (Color
figure online)

2.2 Linear Congruence

Equations (1) and (2) are the basic equations for LC secret sharing, by which
(n,n) threshold secret sharing can be achieved, where P denotes a number larger
than the biggest pixels value, x; and y represent the i-th shared pixel and secret
pixel, respectively. In Eq. (1), a one-to-many mapping between y and sum of
all the x is established, so the secret value can be recovered losslessly with all
the shared values. But there is no direct map relationship between secret value
and less than k shared value, thus the method is secure. So Eq. (1) guarantees
the feasibility of precise recovery and security for the proposed scheme. At the
meanwhile, the condition in Eq. (2) ensures that no duplicate values exist in first
n shared pixels.

(t1+x2+ - +x,) mod P=y (1)

x; # xj, when i # j. (2)
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Equation (3) is the basic equation for LC secret recovery. After removing the
duplicate shared values, the rest of shared values z;,,z;,, - ,x;, take part in
the computation for the recovered secret value y' using Eq. (3).

v = (xy +xiy + - +x5,) mod P (3)

Figure2 indicates an example by directly applying LC method for (2,2)
threshold, where the input secret image is the same as Fig. 1. We can see that the
secret target part can be reconstructed losslessly, while the corresponding the
secret target parts of the shadow images are noise-like. In the revealing process of
the secret image, it only needs to iterate ¢ pixels and execute t — 1 times addition
operation and one time module operation to decode a secret pixel. Obviously,
the time complexity is smaller. Hence, LC sharing idea is selected in our scheme
as an SIS method.

()

Fig. 2. Simulation results of directly applying LC method for threshold (2,2). (a)—(b)
two shadow images SC1, SC2; (¢) recovered result by SCi and SCs.
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2.3 Image Inpainting

Many image inpainting schemes were proposed in the literature, here Criminisi
et al. approach [25,26] will be applied in our scheme, which is researched widely.
We will introduce Criminisi et al. image inpainting approach in detail. The
keynote of it is the selection of patch priorities order in region-filling. The
patch with the highest priority will be filled preferentially. The priorities will
be renewed after every filling until the image is inpainted totally in the same
manner. The main inpainting process includes:

1. Select the part 2 to be inpainted, and 2 =5 — .

2. Determine the size of template window, denoted as ¥, using image texture
feature, where any p € 9f2 exhibits center of template window and the size
of the window should be larger than the biggest texture element.

3. Compute patch priorities by Eq. (4) which is defined as the product of the
confidence term and data term.

W(p) = C(p)D(p) (4)

where C'(p) and D(p) denote the confidence term and data term, respectively,
defined as follows:

>, Clg)

C(p) = m” ‘ (5)
1,
D) = V51! (6)

where |1,| indicates the area of ¢, and a is a normalization factor. VS;- and
n, denote the isophote direction and the normal vector direction at point p,
respectively.

The confidence term expresses the amount of reliable information contained in
template window. The data term measures the difference between the isophote
direction and the normal vector direction. In a word, we conclude that the
template window includes more information and the difference between the
isophote direction and the normal vector direction is less, the priority of the
patch is higher.

4. Find p using Eq. (7) and the most matching block 13 € @ in the source image
using template window according to Eq. (8), where the evaluation standard
is the Sum of Squared Differences (SSD). Finally, the most matching block
replaces the patch of current window.

p = arg max W(p) (7)
peEDN?
¢ = arg mind(¢p, 1q) (8)

qeP
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5. Renew the confidence terms after each filling process C(¢) = C(p) for any
q € PpN I
6. Repeat steps 3-5 until the image is inpainted completely.

Taking as an example, the inpainted image by Criminisi et al. approach is
presented in Fig. 3. We can see that another visually plausible image is obtained,
thus image inpainting will be applied in the proposed scheme to achieve mean-
ingful shadow images.

Fig. 3. An example of the inpainted image from Fig. 1(b) by Criminisi et al.’s approach

3 The Proposed PSIS Scheme

Here, in order to deal with the PSIS issue, in this paper, we propose a novel
PSIS scheme for (n,n) threshold based on image inpainting and LC. We present
the proposed PSIS scheme based on the original secret image S and the
selected secret target part (2, resulting in n output meaningful shadow images
SC1,S5Cy, -+ - SC,,. Our generation steps are described in Algorithm 1.

In step 2 of our Algorithm, each shadow image has its own order (highest
priority) in which the filling proceeds, i.e., p;. Aiming to inpaint synchronously,
among the n candidate orders, the highest priority is selected again in Step 3 as
the applied order for all the n shadow images inpainting.

After the most matching block replaces the patch of the current window in
Step 4, the secret block of the current window corresponding to the secret target
part will be generated into the n shadow images corresponding blocks based
on LC sharing in Steps 5-6. Thus, the modified patches of the current window
will be the basis for next inpainting processing so that the target secret pixel
is encoded into the pixels corresponding to shadow images in the processing
of shadow images inpainting. As a result, meaningful shadow images may be
achieved in a visually plausible way.

The secret recovery of the proposed scheme is the same as LC method accord-
ing to Eq. (3) by all the n shadow images.
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Algorithm 1. The proposed PSIS scheme for (n,n) threshold

Input: The threshold parameters (n,n), the original secret image S and The selected
secret target part (2.
Output: n shadow images SC1,SCs,--- SC,

Step 1: Remove the target part {2 from the original secret image S to obtain the same
n cover images, denoted as C1,Cy, - -- Cy. Let SC; = C; be the input inpainting image.
Determine the size of template window, denoted as Wp«.
Step 2: For each shadow image, find p; using Eq. (7).
Step 3: Find ¢* = arg max W;(p;), set p; = pi=, i =1,2,---n.

i€[1,n]
Step 4: Based on p; and Eq. (8), search for the most matching block to gain vy,
where i = 1,2, - --n. For each cover image, the most matching block replaces the patch
of current window.
Step 5: For each position (4, 5) € {(¢,7)|M1 < i < Mz, N1 < j < Na}, where (M1, N1)
and (M2, N») denote the coordinates of the processing template window in S, repeat
Step 6.
Step 6: Least modify SC1 (4,5),SC2 (i,5),---SCh (4,]) to satisfy Eq. (1).
Step 7: Renew the confidence terms after each filling process SC(g;) = SC(p;) for
any ¢; € ¥y, N 92,1 =1,2,---n.
Step 8: Repeat steps 2—7 until each cover image is inpainted completely.
Step 9: Output n shadow images SC1,SCq,--- SCy.

4 Experimental Results and Analyses

In this section, experiments and analyses are conducted to evaluate the effective-
ness of the proposed method. In the experiments, the same example as shown in
Fig. 1 will be employed as the input color secret image, with size of 512 x 384.

Simulation result by the proposed PSIS scheme is presented in Fig.4 for
(4,4) threshold, where Fig.4(a) — (d) show the generated four shadow images
SC4,SC,, 8C3,SC, and the recovered results by two or more shadow images are
presented in Fig. 4(e) — (o). Here “+” indicates addition and module operation as
in LC. The shadow images corresponding to the secret target part are meaningful
in a way that looks reasonable to the human eye, although little artifact appears
in the shadow images due to the modification of the shadow images blocks for
secret block generation based on LC sharing in Steps 56 of our Algorithm. We
can see that the secret target part can be reconstructed losslessly when all the
four shares are collected. The recovering results by less than four shadow images
cannot recovery the secret while secret leakage appears especially for the edge of
the selected secret target part, which also may be caused by the modification of
the shadow images blocks in Steps 56 of our Algorithm. In the revealing process
of the secret image, it only needs to execute one time addition operation and one
time module operation to decode a secret pixel so that the recovery computation
complexity is simple. Decreasing the artifacts and threshold extension will be our
future work.

Additional (3,3) threshold simulation result is illustrated in Fig.5, we can
conclude similar results as the previous simulation except for a little more artifact
in the shadow image, which is caused by LC sharing feature.
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(k) SCit 12,3 (1) SCi 12,3 (m) SC1 15,4 (n) SCry 2,34y

(0) SC4,1,2,3,4)

Fig. 4. Experimental example of the proposed scheme for threshold (4, 4)

Based on the above results we can conclude that:

1. The target part is successfully inpainted into visually plausible shadow image.

2. Each shadow image is meaningful in a way that looks reasonable to the human
eye, while Every single shadow image can not disclose the secret image.

3. When t < n shadow images are collected, we cannot recovery the secret
although secret leakage appears.

4. When t = n shadow images are recovered by only addition and module oper-
ation, the secret image including the secret target part could be recovered
losslessly.

5. An acceptable the partial secret image sharing (PSIS) for (n,n) threshold is
achieved in our scheme.
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(8) SC41,2,3)

Fig. 5. Experimental example of the proposed scheme for threshold (3, 3)

5 Conclusion

This paper considered the new partial secret image sharing (PSIS) issue as well
as proposed a novel PSIS scheme for (n,n) threshold based on image inpainting
and linear congruence (LC) secret sharing method. Experiments showed that
the output inpainted shadow images are meaningful, and the full secret image
including the target secret part and other parts can be recovered losslessly by
addition. Decreasing the artifacts and threshold extension will be our future
work.
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