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Abstract. In this paper, we propose an improved cryptanalysis of the
double-branch hash function RIPEMD-160 standardized by ISO/IEC.
Firstly, we show how to theoretically calculate the step differential prob-
ability of RIPEMD-160, which was stated as an open problem by Mendel
et al. at ASTACRYPT 2013. Secondly, based on the method proposed by
Mendel et al. to automatically find a differential path of RIPEMD-160,
we construct a 30-step differential path where the left branch is sparse
and the right branch is controlled as sparse as possible. To ensure the
message modification techniques can be applied to RIPEMD-160, some
extra bit conditions should be pre-deduced and well controlled. These
extra bit conditions are used to ensure that the modular difference can
be correctly propagated. This way, we can find a collision of 30-step
RIPEMD-160 with complexity 257. This is the first collision attack on
round-reduced RIPEMD-160. Moreover, by a different choice of the mes-
sage words to merge two branches and adding some conditions to the
starting point, the semi-free-start collision attack on the first 36-step
RIPEMD-160 from ASIACRYPT 2013 can be improved. However, the
previous way to pre-compute the equation 7% B Cy = (T B C1) <51
costs too much. To overcome this obstacle, we are inspired by Daum’s
et al. work on MD5 and describe a method to reduce the time complex-
ity and memory complexity to pre-compute that equation. Combining
all these techniques, the time complexity of the semi-free-start collision
attack on the first 36-step RIPEMD-160 can be reduced by a factor of
915.3 ¢ 9551

Keywords: RIPEMD-160 - Semi-free-start collision + Collision - Hash
function - Compression function

1 Introduction

A cryptographic hash function is a function which takes arbitrary long messages
as input and output a fixed-length hash value of size n bits. There are three
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basic requirements for a hash function, which are preimage resistance, second-
preimage resistance and collision resistance. Most standardized hash functions
are based on the Merkle-Damgard paradigm [2,12] and iterate a compression
function H with fixed-size input to compress arbitrarily long messages. Therefore,
the compression function itself should satisfy equivalent security requirements
so that the hash function can inherit from it. There are two attack models
on the compression function. One is called free-start collision attack, the other
is semi-free-start collision attack. The free-start collision attack is to find two
different pairs of message and chaining value (CV, M), (CV’, M') which satisfy
H(CV, M) =H(CV’, M’). The semi-free-start collision attack works in the same
way apart from an additional condition that CV = CV’. The last decade has
witnessed the fall of a series of hash functions such as MD4, MD5, SHA-0 and
SHA-1 since many break-through results on hash functions cryptanalysis [15,20-
23] were obtained. All of these hash functions belong to the MD-SHA family,
whose design strategy is based on the utilization of additions, rotations, xor and
boolean functions in an unbalanced Feistel network.

RIPEMD family can be considered as a subfamily of the MD-SHA-family
since RIPEMD-0 [1] is the first representative and consists of two MD4-like
functions computed in parallel with totally 48 steps. The security of RIPEMD-0
was first put into question by Dobbertin [4] and a practical collision attack on it
was proposed by Wang et al. [20]. In order to reinforce the security of RIPEMD-0,
Dobbertin, Bosselaers and Preneel [3] proposed two strengthened versions of
RIPEMD-0 in 1996, which are RIPEMD-128 and RIPEMD-160 with 128/160
bits output and 64/80 steps, respectively. In order to make both computation
branches more distinct from each other, not only different constants, but also
different rotation values, message insertion schedules and boolean functions are
used for RIPEMD-128 and RIPEMD-160 in their both branches.

For RIPEMD-128, there has been a series of analysis on it [5,8,16-18],
threatening its security. As for RIPEMD-160, Mendel et al. [11] proposed an
improved method to automatically find the differential path of RIPEMD-160 at
ASTACRYPT 2013. With their method, they found a 48-step differential path
and a 36-step differential path. Based on the two differential paths, Mendel
et al. [11] mounted a semi-free-start collision attack on 42-step RIPEMD-160
and a semi-free-start collision attack on the first 36-step RIPEMD-160. Addi-
tionally, they also proposed an open problem to theoretically calculate the step
differential probability. Besides, there are also some other analytical results on
RIPEMD-160, such as a preimage attack [13] on 31-step RIPEMD-160, a distin-
guisher on up to 51 steps of the compression function [14], a practical semi-free-
start collision attack on 36 steps of the compression function [9] (not starting
from the first step), and a semi-free-start collision attack on 48-step RIPEMD-
160 [19]. However, RIPEMD-160 is yet unbroken and is widely used in the imple-
mentations of security protocols as a ISO/IEC standard.

In 2005, Daum investigated the probability computation of T-functions (a
function for which the i-th output bit depends only on the i first lower bits of all
input words) in his PhD thesis [6]. More specifically, he proposed a method to
calculate the probability that T satisfies the equation (T'HCy)<® = T<SH(C,
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where Cjy and C; are constants. According to our analysis of the open problem to
calculate the step differential probability of RIPEMD-160, we find that calculat-
ing such a probability is equivalent to calculating the probability that the modu-
lar difference of the internal states is correctly propagated and the bit conditions
on the internal states hold. Although Daum’s work can be used to calculate the
probability that the modular difference is correctly propagated, it can’t solve
the open problem completely since the probability that one bit condition on the
internal state holds is not 1/2 any more. However, by considering the calculation
of the probability that T satisfies the equation (T'HCy) < = T<YE(C; from a
different perspective, we can deduce some useful characteristics of T which can
be used to calculate the probability that the bit conditions hold. In this way, we
can solve the open problem completely.

This paper is organized as follows. In Sect. 2, we briefly describe the algo-
rithm of RIPEMD-160. In Sect. 3, we describe our method to calculate the step
differential probability. In Sect. 4, we describe our improved way to pre-compute
the equation 7<% B Cy = (T B C;)<<1. In Sect. 5, we describe the collision
attack on the first 30-step RIPEMD-160. In Sect. 6, we describe the improved
semi-free-start collision attack on the first 36-step RIPEMD-160. Finally, we
conclude the paper in Sect. 7.

Our Contributions

1. Our method to theoretically calculate the step differential probability consists
of two steps. At first, we consider the probability that the modular difference
of the internal states holds, which will help obtain some characteristics of Q);
(Q; is referred to Sect.2.2). Then, for each characteristics of @;, the proba-
bility that the bit conditions on the internal states hold under the condition
that this characteristic of @); holds can be calculated. In this way, the theoret-
ical calculation of the step differential probability of RIPEMD-160 becomes
feasible.

2. We deduce a useful property from the PhD thesis of Daum [6]. Based on it, we
can convert solving the equation 7% B Cy = (T'HC; )< into solving the
equation TS0 B Cy = 7<%, By analyzing the expectation of the number
of the solutions to the equation if given many pairs of (Cy, Ci), we can
claim that our new method to obtain the solutions at the phase of merging
only costs 4 times of checking the equation 7% B Cy = (T B C1)<1 on
average, thus having a negligible influence on the efficiency compared with
the previous method [5,11]. Moreover, both the time complexity and memory
complexity of our new method to pre-compute the equation is 232, which is
much smaller than the strategy by constructing a table of size 254 to store
the solutions.

3. By using the technique described in [11] to automatically find a differential
path for RIPEMD-160, we can construct a 30-step differential path where the
left branch is sparse and the right branch is controlled as sparse as possible.
For the left branch, we leave it holding probabilistically. For the right branch,
we apply the message modification techniques [20] to it. However, accord-
ing to our analysis of the open problem to theoretically calculate the step
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differential probability of RIPEMD-160, the differential path of RIPEMD-
160 holds only when both the bit conditions and the modular difference of
the internal states hold. That’s different from MD4 since the differential path
of MD4 holds only when the bit conditions on the internal states hold. Since
the message modification can only be used to ensure the bit conditions hold,
the difficulty is how to have the modular difference of the internal states hold
when applying it to RIPEMD-160. Fortunately, we discover that we can add
some extra bit conditions on the internal states to have the modular differ-
ence hold. Therefore, before applying the message modification, we have to
pre-deduce these extra bit conditions on the internal states by considering the
characteristics of @;. After obtaining the newly added extra bit conditions,
by adjusting the message modification techniques so that it can be applied
to RIPEMD-160, we can mount a 30-step collision attack on RIPEMD-160
with probability 2767,

4. Based on the 36-step differential path, by a different choice of message words
to merge both branches, we can improve the time complexity of the merg-
ing phase. Moreover, based on the characteristics of QQ15, we can add some
extra bit conditions on Y7; at the phase of finding a starting point to further
improve our attack. The improved semi-free-start collision attack on the first
36-step RIPEMD-160 is 2°5-!, which is much smaller than the previous best
known result (Table1).

Table 1. Summary of preimage and collision attack on RIPEMD-160.

Target Attack type Steps | Complexity | Ref
Comp. function | Preimage 31 2148 [13]
Hash function |Preimage 31 2155 [13]
Comp. function | Semi-free-start collision | 36* | low 9]
Comp. function | Semi-free-start collision | 36 2704 [11]
Comp. function | Semi-free-start collision | 36 2551 New
Comp. function | Semi-free-start collision | 42* | 275 [11]
Comp. function | Semi-free-start collision | 48* | 276 [19]
Hash function | Collision 30 2% New

#An attack starts at an intermediate step.

2 Description of RIPEMD-160

RIPEMD-160 is a 160-bit hash function that uses the Merkle-Damgard con-
struction as domain extension algorithm: the hash function is built by iterating
a 160-bit compression function H which takes as input a 512-bit message block
M; and a 160-bit chaining variables C'V;:

C‘/;;Jrl — H(CV;, Mz)

where a message M to hash is padded beforehand to a multiple of 512 bits and
the first chaining variable is set to the predetermined initial value IV, that is
CVy = IV. We refer to [3] for a detailed description of RIPEMD-160.
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2.1 Notations

For a better understanding of this paper, we introduce the following notations.

1.

10.

11.

12.

13.

14.

15.

16.

17.

<K, >, @, V, A and — represent respectively the logic operation: rotate le ft,
rotate right, exclusive or, or, and, negate.

. H and H represent respectively the modular addition and modular substrac-

tion on 32 bits.

M = (mg, my, ..., my5) and M’ = (m{, m}, ..., m);) represent two 512-bit
message blocks.

Am; = mj — m; represents the modular difference between two message
words m; and m}.

K Jl and K7 represent the constant used at the left and right branch for round

j-
. @é- and @7 represent respectively the 32-bit boolean function at the left and

right branch for round j.

X, Y; represent respectively the 32-bit internal state of the left and right
branch updated during step i for compressing M.

X!, Y/ represent respectively the 32-bit internal state of the left and right
branch updated during step i for compressing M’.

Xi,j, Yi; represent respectively the j-th bit of X; and Y;, where the least
significant bit is the Oth bit and the most significant bit is the 31st bit.

Q; represents the 32-bit temporary state of the right branch updated during
step i for compressing M.

st and s? represent respectively the rotation constant used at the left and
right branch during step i.

m1(i) and 7o (7) represent the index of the message word used at the left and
right branch during step i.

[Z]; represents the i-th bit of the 32-bit Z.

[Z]j~i (0 <@ < j < 31) represents the i-th bit to the j-th bit of the 32-bit
word Z.

x;[4], x;[—j] (x can be X and Y') is the resulting value by only changing the
j-th bit of z;. x;[j] is obtained by changing the j-th bit of z; from 0 to 1.
x;[—j] is obtained by changing the j-th bit of z; from 1 to 0.

xi[£71, £Ja, ..., 4] (z can be X and Y) is the value by changing the j;-th,
jo-th, ji-th bit of x;. The “4” sign means the bit is changed from 0 to 1,
and the “—” sign means the bit is changed from 1 to 0.

P(A) is the probability of the event A.

2.2 RIPEMD-160 Compression Function

The RIPEMD-160 compression function is a wider version of RIPEMD-128,
which is based on MD4, but with the particularity that it consists of two dif-
ferent and almost independent parallel instances of it. We differentiate the two
computation branches by left and right branch. The compression function con-
sists of 80 steps divided into 5 rounds of 16 steps each in both branches.
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Table 2. Boolean functions and round constants in RIPEMD-160

Round j qﬁé ol K Jl K7 Function Expression

0 XOR | ONX | 0x00000000 | 0x50a28be6 | XOR(x, y, z) |x Dy Dz

1 IFX |IFZ |0x5a827999 | 0x5c4dd124 | IFX(x,y, z) | (xAy)® (-xAz)
2 ONZ | ONZ | 0x6ed9ebal | 0x6d703ef3 |IFZ(x, y, z) |(xAz)® (y A—z)
3 IFZ |IFX | 0x8flbbcdc | 0x7a6d76e9 | ONX(x, y, z) x P (y V —2)

4 ONX | XOR | 0xa953fd4e | 0x00000000 | ONZ(x, y, z) | (x V —y) & z

Initialization. The 160-bit input chaining variable C'V; is divided into five

32-bit words h; (i=0, 1, 2, 3, 4), initializing the left and right branch 160-bit

internal state in the following way:
X_qa=hz' X_3=h'
Y_g=hg" Y_g=hy'

X—2:h??>>10a X—l :h27
Y—2 = h3>>>107 Y—l = h27

XO = hl.
YO = hl.
Particularly, C'Vj corresponds to the following five 32-bit words:

X_4=Y_4 =0xc059d148, X_3 = Y_3 = 0x7c30f4b8, X_» = Y_o = 0x1d840c95,
X_1=Y_; = 0x98badcfe, X9 =Yy = Oxefcdabs9.

The Message Expansion. The 512-bit input message block is divided into 16
message words m; of size 32 bits. Each message word m; will be used once in
every round in a permuted order 7 for both branches.

The Step Function. At round j, the internal state is updated in the following

way.
X; = XG0 (XSO B (X1, X, XG0 By, ) B K<,
Y; = VOB (S B (Yinr, Yins, Vi) Bng, ) B K<,
Qi =V, B (Yii1,Yies, V;§") B,y BK],
where i = (1, 2, 3, ..., 80) and j = (0, 1, 2, 3, 4). The details of the boolean

functions and round constants for RIPEMD-160 are displayed in Table2. As for
other parameters, you can refer to [3].

The Finalization. A finalization and a feed-forward is applied when all 80
steps have been computed in both branches. The five 32-bit words h, composing
the output chaining variable are computed in the following way.

hg = hy B Xrg B Yrg) <10,

hy = hy B X510 B Y,

hy = hy B XS0 @ Y0,

hy = ha B X510 8 Yy,

hy = ho B Xgo B Yrg.
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3 Calculate the Step Differential Probability

In [11], Mendel et al. pointed out that it is not as easy to calculate the differential
probability for each step of a given differential path of RIPEMD-160 as that of
RIPEMD-128. The main reason is that the step function in RIPEMD-160 is
no longer a T-function. Therefore, the accurate calculation of the differential
probability becomes very hard. However, we can divide the calculation of the
step differential probability into two steps. Define as p the event that all bit
conditions on the internal state hold, as v the event that the modular difference of
the internal state holds. Although Daum has proposed a method [6] to calculate
P(v), we will use a different method to calculate it, since our goal is not only to
calculate P(v) but also to obtain some useful characteristics of @;. Then, we can
leverage the deduced characteristics and the bit conditions on the internal states
to calculate P(uv). In this way, the step differential probability P(uv) can be
obtained. We use the step function of the right branch as an example and give
its description below. We will show how to deduce the useful characteristics of
Q; and calculate P(uv).

3.1 Description of the Open Problem

Since the step function of RIPEMD-160 at both branches has the same form, we
take the right branch as an example to describe the open problem.

Y = Yz’<7<§110 H (}/z<f§>10 H Qj; (Yi—la Yi_2, ifiﬁlo) B My (d) H KJT)<<<S;

To ensure the given differential path holds, we need to impose conditions
on some bits of Y; and control the modular difference of Y;. The open problem
is how to calculate the probability that both the bit conditions on Y; and the
modular difference of Y; are satisfied under the condition that all conditions on
Y 1,Yi 9,Y; 3,Y;_4,Y; 5 are satisfied. For example, according to the differen-
tial path displayed in Table 16, we know that:

Y{s = Yi5[—5,—20, —26], Y/, = Y14[5,11,22], Y{; = Yi3[-9, —24, 26, —30],

Y1/2 = }/12[07 7153 21}7 Ylll = Yll[la 103 127 157 7167 247 267 728]7

Yy = Yi0[—3,21,22,23,24, 25,26, —28], Amsz = 0.

Firstly, we use Y19, Y11, Y12, Y13, Y14, m3 to calculate Yi5. Then, we use
Yo, Y{1, Yis, Y{5, Y{,, mj to calculate Y{5. Then, the differential probability for

step 15 is equal to the probability that Y{s = Y15 B 2° 5220 8226 and that all
bit conditions on Yi5 are satisfied.

3.2 The Probability of (T 8 Co)<® = T<5@C,

Given two constants Cp and C7, Daum has described a method [6] to calculate
the probability that T satisfies (THCy) < = T<9@EC, (1 < S < 31). However,
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we consider the problem from a different perspective by considering the char-
acteristics of T which satisfies such an equation. In this way, we can not only
calculate the probability of this equation, but also can obtain the characteristics
of T for further use to theoretically calculate the step differential probability.

Let Ry||R1 = THCy, where Ry is an S-bit variable representing the higher S
bits of THCy and R; is a (32-S)-bit variable representing the lower (32-S) bits of
THCy. Let R}||R) = TS B Cy, where R} is a (32-S)-bit variable representing
the higher (32-S) bits of 7 B C; and R}, is an S-bit variable representing the
lower S bits of 7<% @ C}. Then, the probability of (T'H Cy)<¥ = T<<5 @ Oy
(1 <8 <31)is equal to P(Ry = R}, and Ry = R}). Since

Ry = [T)31~32—5) + [Cola1~(32-5) + carryo mod (29),
Rl = [T31~(32-5) + [C1](s-1)~0 mod (2%),
[T)(31-8)~0 + [Col(31—5)~0 mod (2%275),
(T ]

R} = [T]31-5)~0 *+ [C1]31~5 + carrys mod (

R1 =T
23275)

where carryg represents the carry from the (31-5)-th bit to the (32-5)-th when
calculating T'H Cy, and carry; represents the carry from the (S-1)-th bit to the
S-th bit when calculating 7<% B C}. For simplicity, we define as x the event
that carryy = 0 and as w the event that carry; = 0. Therefore,

P(Ry = Ry) = P(x and [Cols1~(32-5) =
[C1](s— 1)~0) + P(% and [Colzi~(32—5) + 1 = [C1](5-1)~0 Mmod (28))7
P(R, = R}) = P(w and [Cyl(31-8)~0 =

[Ci]s1~s) + P(@ and [Co)z1-s)~0 = [Cisi~s + 1 mod (23279)).

We denote the positions of the bits of [Co](31—g)~0 equal to 1 by ko, ki,...,ky
and denote the positions of the bits of [C1](s_1)~0 equal to 1 by 7o, 71,...,7pm.
Then, the value of P(k) and P(w) can be directly deduced as below:

1. If [Co](31-8)~0 = 0, then P(k) = 1. Otherwise, P(k) = 1 =3 1" 2~ (2=5-k),
2. If [Ch](s—1)~0 = 0, then P(w) = 1. Otherwise, P(w) =1 — Y 1" 2=,

Thus, we can compute P(Ry = R, and Ry = R}) in this way:

L. If [Colz1—s)~0 = [Ci]31~s and [Colziis2—5) = [Cil(s—1)~0, then P(Ry =
R}, and R; = R}) = P(k) x P(w).

2. If [Col31-s)~0 = [Cilsi~s and [Colsinza—s) + 1 = [Ci](s—1)~0 mod (27),
then P(Rg = R}, and Ry = R}) = P(R) x P(w).

3. If [Co](31-9)~0 = [C1]s1~s + 1 mod (23275) and [Cols1~(32—5) = [Ch](5—1)~0>
then P(Ry = R}, and Ry = R}) = P(k) x P(w).

4. If [Coli—symo = [Cilsins + 1 mod (23279)) and [Colsim@a—s) + 1 =
[C1](s—1)~0 mod (2%)), then P(Ry = R} and R, = R}) = P() x P(@).

5. If Cp and Cy doesn’t belong to any of the above four cases, then P(Rg =
R, and Ry = R}) =0.
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According to the above method to calculate P(Ry = R{, and Ry = R}), the
following property can be directly deduced. (In fact, we can also deduce it by
using the Corollary 4.14 in [6].)

Property 1. Given random constants Cy and C; of 32 bits each, there exists
a T of 32 bits which satisfies (T8 Cy)<¥ = TS @ (1 if and only if (Cy, C1)
satisfies one of the following equations:

1. Cl = (CO = 1)<<<S, and [Cl](S—l)NO 7é 0.

2. C; = (CO H 232_S)<<<S, and [CO}(:SlfS)NO # 0.

3. Cq = (Co B232-58 1)<<<S, and [Cl](S—l)NO 75 0, [Co](gl,S)NQ 3& 0.

4. Oy = C&5.

Example. In the following, we give an example how to calculate the probability
of (TH 0x80bfd9ff)<<12 = T<<12( 0x£d9££80c. To have a better understand-
ing of our method to calculate the probability, we explain it by Table 3.

Table 3. Calculation of the probability

T |31]30]29|28|27|26|25|24|23|22|21|20{19|18|17|16{15|14|13|12|11{10/ 9 |8 | 7|6 |5|4|3|2|1|0

Co [1]0]0]0]|O0|0O|0O|O|1]|Of1|L1 1|1 |1|1|L1|1|O0|L1|1|O|O|L1|1|1|1|1|1|1|1]|1

T<I19]18]17[16[15[14]13]12[11[10] 9 [8 |76 [5[4[3 2] 1[0 [31]30]29[28]27[26]25]24]23[22[21[20
TRIZ

Cy |1j1f1f1|1}(1(0f1|1|0j(O0f1|1|1|1|1|1f1|1}{1]|1|0|0O|O[O|O|O|O|1|1|O]|O

According to Table3, we can find the following relationship between Cj
and C1:
[Colig~0 = [Cils1~12, [Colainzo + 1 = [Cili1~o mod (2'2).

Therefore, we can get P((TH 0x80bfd9ff)<1? = T<<I2[ 0x£d9£f£80c) =
P(R) x P(w). By considering the characteristics of T, P(%) and P(w) can be
calculated as below:

P(g) = P([Tho =1) + P([T]io~1s = 01) 4+ P([T]r9~17 = 001)
1+ P([T]19~16 = 0001) + P([T]1915 = 00001) + P([T]10~14 = 000001)

(T]
+P([T]19~12 = 00000011) 4+ P([T]19~11 = 000000101)
+P([T]19~8 = 000000100111) + P([T]10~7 = 0000001001101)
4 P([T]19~6 = 00000010011001) + P([T]19~5 = 000000100110001)
+P([T]19~4 = 0000001001100001) + P([T]19~3 = 00000010011000001)
+P([T]19~2 = 000000100110000001) + P([T]19~1 = 0000001001100000001)
+P([T]10~0 = 00000010011000000001)

=35 27 4278 4279 4 B0 070

3
£
!
-
|

P([T)31 = 1) — P([T)31-23 = 011111111) — P([T]31-22 = 0111111101)
=1—-(27'4+272 42719,
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Thus, P((TH 0x80bfd9ff) <12 = T<<12[ 0x£d9££80c) ~ 27 1. In this exam-
ple, we call [T]19 = 1 one possible characteristic of T', and we call [T]3; = 1 one
impossible characteristic of T'. Totally, there are 17 possible characteristics of T’
and 3 impossible characteristics of T'.

3.3 Calculating the Step Differential Probability

We use the step function of the right branch to explain our method to calculate
the step differential probability. Let A = Y/ BY;, A;—5 = Y/ B Y,
Aia = Yi/fjflo B Y;iﬁlov AF = gﬁé (Y1, Y/ s, Yz/f<3<10) B ¢§'(Yi*1a Yi_o, Yi<f<310)’
then P(v) = P(A = Ay 4B (A;_sBAFBAm,, ) BQ,) < BQ; ). Given the
differential path and the bit conditions to control the differential propagation,
A, Ais, Ai—yg, AF and Amy,(; are all fixed. Let Cop = A; 5 B AF B Am, ;)

and C; = ABA; 4, we can obtain that P(v) = P((Q;BCy)<si = Qi<<<s: BC1),
which can be quickly calculated as described in Sect. 3.2.

Observe that when calculating Y;, there are conditions on some bits of Y;_4
and Y}, i.e., some bits of Y;_4 and Y; are fixed. In addition, in order to make the
modular difference of Y; satisfied, there are some constraints on @;. By analyzing
the constraints carefully, the characteristics of ); can be discovered, which will
make the theoretical calculation of P(uv) feasible. By the following example, we
will introduce how to leverage the characteristics of @); and the bit conditions
on Y;_4 and Y; to calculate P(uvr). The general case can be handled in the same
way.

Example. For the given differential path in Table 16, we know that

AF = ONX(Y{;,Y{s, (Y{3) ') B ONX (Y14, Vi3, Y15 ') = 0xbffa20,
Y0 = 10126, 25, 22,20, 11, -6, 4,2], A = Y0 B YT = 0x£e5007d4,
Y510 = vis1031, —13,-6,4,3,2,1,0], A = Y{550BY$ 0 = 0x7TE£fdfdS,

A =Y{s — Yi5 = Oxfbefffe0, Amsz = 0.

Therefore, Q15 has to satisfy the equation (Q15H 0x80bfd9ff)<12 = Q%M
0xfd9ff80c. According to the example in Sect. 3.2, the characteristics of Q15
which satisfies such an equation can be deduced and we display it in Table 4.

Let a = Q$2, b = VU d = Y335, since Y15 = VU B Q2 we can
obtain that d = a B b. In addition, we denote by ¢; the carry from the(i-1)-th
bit to the i-th bit when calculating a B b. Thus,

Define as A; the event that [a]; = 0, as B; the event that [b]; = 0, as \;
the event that ¢; = 0, as D; the event that Yi5; = 0, as v15 the event that
Y]s — Y15 = Oxfbefffe0, as 715 the event that all the 7 conditions on Y35 hold.
For a better understanding of our method, we display the calculation of Y75 in
Table 5. Then, P(msv15) can be calculated as follows:
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Table 4. The characteristics of Q15

i |xi (Characteristic) Type i |x; (Characteristic) Type

1 [[Qis]31 =1 Impossible | 11 | [Q15]19~11 = 000000101 Possible
2 | [Qus)s1~23 = 011111111 | Impossible | 12| [Q15]10~5 = 000000100111 Possible
3 | [@15]31~22 = 0111111101 | Impossible | 13 | [Q15]19~7 = 0000001001101 Possible
4 |[Qis]l10=1 Possible 14| [Q15]19~6 = 00000010011001 Possible
5 | [Q1s]10~18 = 01 Possible | 15 [@15]19~5 = 000000100110001 Possible
6 | [Qi5]19~17 = 001 Possible 16 | [Q15]19~4 = 0000001001100001 Possible
7 | [Qi5)19~16 = 0001 Possible | 17| [Q15]19~3 = 00000010011000001 | Possible
8 |[Q15]19~15 = 00001 Possible |18 [Q15]19~2 = 000000100110000001 | Possible
9 | [Q15]19~14 = 000001 Possible 19| [Q15]19~1 = 0000001001100000001 | Possible
10| [Q15]19~12 = 00000011 Possible 20 | [Q15]19~0 = 00000010011000000001 | Possible

Table 5. Calculation of Y15 = Y10 B Q$12

Ql, 19]18|17|16(15(14|13]|12|11|10{ 9 |8 |7 |6 |5 |4 |3 |2 |1 |0 [31]|30|29|28|27|26|25|24|23|22|21|20
Y10 [21]20]19]18[17[16[15[14|13[12[11]10[ 9[8[ 7|65 [4 |3 |2 1 | 0[31]30[29(28]27(26]25|24|23|22
Yis  |31]30]29]28|27|26|25|24(23|22|21|20({19|18|17|16|15|14|13(12|11|10{ 9 |8 | 7|6 |5 |43 [2|1|0

157 (a)
YVSO®) - [1[-[-|1]1]0]-]-]0[-]0]-]-][1]0jo[0]o|T|0[-]0|-|-|1|-]0[L1]0]-]-
Yis(d) |- - - - |1]- == |t[-[t[o]-[-[=[-[-[-[=1t[-[-[-[-[-[1[-[-[1[-]-

P(msvis) = P(Ai2msvis) + P(Aamisvas),
P()\1277151/15) = 21'204P(D26D22D20D19Xi | )\12) X {P(D11D5D2>\12)
[ (D11DsDais | xi) x P(xa)l},
(/\1277151/15) 4P(D26D22DagDigxi | A12) x {P(D11D5D2A12)
[P(D11D5D2)\12 | xi) x P(xa)]}-

However, according to the characteristics of @15, we know that [Q15]31 is always
0 if Y/ B Y;5 = Oxfbefffe0, which implies that P(Ai2 | v15) = 0 and P(\q2 |
v15) = 1. Therefore, calculating P(A27m15v15) is enough. Take the calculation of
P(D11D5D2)\12) — E?ZI[P(D11D5D2>\12 | Xl) X P(Xz)] as an example. FiI‘Stly,
we calculate P(D11D5Ds\12 | x3). As Table 6 shows, the calculation is detailed
as below.

Table 6. Calculation of P(D11D5D2>\12 ‘ X3)

Q=T [31]30][29[28]27]26[25]24[23]22]21]20
Y5510 1] 0(31]30[29|28]27]26]25]24[23[22

Yis [11]10]9[8|7|6[5]4[3]2]1]0
SE@loltft|tft|tftfrfol1]-]-
YO m[ol-]of-1-]1 of1]o]-]-
Yis(d) [1]-]-[-]-1-Tt]-[]-[1]-1-
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P(D11Ds5D2A12 | x3) = P(D11DsD2 | x3)-

P(D11DsDz | x3) = P(AM1D5D2 | x3) = P(B1o) X P(DsD2 | x3) + P(B1o) X P(A0DsD2 | x3)
1 N 1 N,

=3 X P(Ds5D:> | x3) + 3 X P(A1oDs5D> | x3)-

P(DsDz | xs) = P(Bs) X P(AsDz | x3) + P(Bs) X P(AsDz | xs)
1 J— 1 PR 1 —

=5 % P(AsD2 | x3) + 5 % P(AsD2 | x3) = 5 X P(D2 | x3)-

P(Dz | x3) = P(A2).

P(a) = P(A1B1) + [P(ATBY) + P(TBD] x POW) = + 4 1 x PO).

P(X\1) = P(A1B1) + P(A1B1) + P(A1By) = z

P(AoDsDs | x3) = P(AoDsDs | x3) = P(Bs) x P(DsDs | x3) + P(Bs) x P(AsD5 D3 | x3)
1 N 1 -

=3 X P(D5Dg | x3) + 5 X P(\gDsD> | x3).

P(AsDsD; | x3) = P(Bz7) x P(D5Ds | x3) + P(B7) X P(A7D5Dz | x3)

1 R 1 P
=5 X% P(DsD2 | x3) + 5 % P(A7D5D> | x3)-
P(A7D5Ds | x3) = P(DsD2 | x3).

Therefore, P(D11D5Da\12 | Xx3) = 1—56. In the same way, we can obtain that
P(D11DsDa)1a | x2) = &, P(D11DsD3A12 | x1) = 1o and P(D11D5Da)is) =
P(D11D5D2) = % Hence,

P(D11D5DaX12) — Ef':l[P(DnDsDw\u | xi) % P(xi)]
1 1 159 1 1 1 5 1

8 2 T024 2971 210" 7167 16

Since

320, P(D26D22DaoDioxi | Miz) = X724 [P(Dae Doz Dao Dig | xiAi2) X P(xi | Ai2)]
= 2?24[P(D26D22D20D19 | Xi>\12) X P(Xi)],

and P(DagD22D2gD1g | xiA12) (4 < < 20) can be calculated in the same way
as above, the value of X2, P(DagDasDogD19X; | A12) can be obtained. Thus,
the probability of the step function can be calculated.

In summary, in order to theoretically calculate the step differential proba-
bility for step i, we should firstly deduce the characteristics of @); so that the
modular difference can be correctly propagated. Then, for each characteristics of
Q;, the calculation of the probability that the bit conditions hold is changed to
calculating the probability that A+ B = C where only part bits of A and B are
fixed and some bits of C are restricted to fixed values. When all characteristics
of Q; are considered, the step differential probability can be obtained.
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4 Solving the Equation T<5 H Cy, = (T B C;)<5t

When wusing the method proposed by Landelle and Peyrin to analyze
RIPEMD-128 and RIPEMD-160 [5], an equation like 7<% @By = (THC; )<
is always constructed. In order to reduce the time complexity of the merging
phase, pre-computing the equation becomes a feasible way. However, in the pre-
vious analysis [5,11], the method of pre-computing the equation costs too much
time and memory. In this section, we propose a method to reduce the time com-
plexity and memory complexity. Based on Property 1, given a constant Cy, if
there exists a solution to the equation (7'M C )< = T f s, then Cy can
only take the following four possible values:

02 = (C]_ =) 1)<<<Sl7 and [CQ](SI,DNO 7é 0.

Cy=(C1H 232_Sl)<<<sl, and [Cl](31731)~0 # 0.

Cy = (CL B 2275 81)<9 and [Ch)(s,-1)~0 # 0, [C1]31-81)~0 # 0
Cy = C751

= N

Therefore, given a constant C7, we can compute and store the four possible
values of Cy based on the relationship between C; and Cy as above. Then, for
each value of Cy, we need to solve the equation 7<% B Cy = T<<51 @ C,.
Let C5 = Cy B Cs, the equation becomes T<% B C3 = 7<% Therefore, we
only need to pre-compute the equation 7% B C5 = T, Then, in order
to obtain the solutions to the equation 7% B Cy = (T B C;)<51, we only
need to guess four possible values of C5. For each guessed value of C5, the
solutions to the equation 7<% B C3 = T can be quickly obtained. For
the obtained solution 7', we have to verify whether it satisfies the equation
(THBCy)<St = T<<51 @ 0y since T satisfies it with probability. Pre-computing
the equation 75 B Cy = T only costs 232 time and 23? memory, which is
much smaller.

The expectation of the number of the solution to 7<% BCy = (THC, )<
also has an influence on the time complexity of the merging phase. Since it
is not mentioned in the previous analysis, it is necessary to give a theoretical
value. Consider the equation 7% B Cy = (T B C;)<1. Once we fix one
constant, supposing that is Cy, and then exhaust all the 232 possible values of
T, the corresponding C; can be obtained. Since more than one value of T' might
correspond to the same C7, one value of C'; will correspond to more than one
value of T if Cy is fixed. We show it in Table 7.

Table 7. Number of the solutions

T1(0f...[i|...[j|...|Oxff£f£££F
Cr|x|.. x| y

[l

] K . [OxffEEEEEE
T | [ [NULL|..\Ts,, Tig, Tss || Tin> Ti> Tir» Tig | -
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When Cj is fixed and C; is random, we denote by & the number of the
solutions, and denote by p; the probability of that there are i solutions to the
equation. In addition, we denote by NV; the number of C; which corresponds to i
solutions to the equation. Suppose there are at most n solutions to the equation.
Then, we can deduce that

N1+ 2Ny + ... +nN, = 232,

N;
pi:ﬁ7
Ni+2Ns + ...+ nN,
E()=p1+2p2+...+np, = ! 2 =1.

232

Therefore, the number of expected solutions to 7<% B Cy = (T'H C1)<5 is
1. In the same way, we can obtain that the number of expected solutions to
T<50 B Oy = T<5 g also 1.

In conclusion, given many pairs of (Cy, C1), we can calculate the four cor-
responding possible values of C5 at first. Since the number of expected solu-
tions to T<<% B Oy = T<% is 1, we will obtain four possible solutions to
T<5% @ O3 = T<51 on average for the four values of Cy. However, we need to
further check whether the four solutions 7" satisfy 7<% B Cy = (T B C; )<,
Since the expectation of the number of the solution to TS0 HC, = (TEEC’1)<<<31
is 1, we will obtain one solution to T<%0HCy = (THC, )<< on average. There-
fore, when solving the equation T<<% B Cy = (T B8 €)%, only four times of
check is enough on average, which is very quick. Therefore, the time complexity
of solving the equation is 22.

5 Collision Attack on the First 30-Step RIPEMD-160

By constructing a 30-step differential path, where the left branch is sparse and
the right branch is controlled as sparse as possible, applying the message mod-
ification techniques proposed by Wang [20] to the right branch while the left
branch remains probabilistic, it is possible to mount a collision attack on 30-
step RIPEMD-160 with probability 277, The 30-step differential path is shown
in Table 8. Using the single-step modification and multi-step modification in [20],
the bit conditions on the internal states can be satisfied. As mentioned before,
the differential path holds only when both the modular difference of the internal
states and the bit conditions hold, which is different from MD4. However, the
message modification techniques can’t be directly used to ensure the modular
difference of the internal states holds. Moreover, the probability that the mod-
ular difference of the internal states holds has a great effect on the phase of
the message modification, the reason for this will be discussed later. Therefore,
how to have the modular difference of the internal states hold when using the
message modification becomes an urgent problem to be solved. According to the
previous part to calculate the step differential probability, we can change such a
problem into how to ensure @); satisfies its corresponding equation so that AY;
holds when using the message modification.
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Table 8. 30-step differential path, where m}s; = mis B2%*, and Am; = 0 (0 < i < 14).
Note that the symbol n represents that a bit changes to 1 from 0, u represents that a
bit changes to 0 from 1, and - represents that the bit value is free.

Xi m1(4)Yi m2(4)
_4 ________________________________ _4 ________________________________

_3 ________________________________ _3 ________________________________

_2 ________________________________ _2 ________________________________
e e

[ e il 00 00----------——---—--————————-~—"—————- 05
[ 01 O0l----=------—=--—--"-"-"—"—"———-"—"——-~—"——-——-~—"—- 14
[ e e 02 02------------------------ - 07
(O e 03 03--------------m - m————— - ————— o 00
04 -—------—-- - - —m— i ——————— 04 04----------—-------—-—--—-——-——--——-—-~- 09
[ e 05 05---—-------——-------—---—--——--———- 02
[ I e 06 06------—---—-—------------- - 11
[ il 07 07--------—-—--- - mm-——— - ————— - 04
08 ——--——--m-m - - —m—— - — i —— - 08 08----------—------——-—-———-——-—————- 13
09 ——-—-——--m--m e mmmm - ——————— - 09 09----- 1-1-1---------—---"--"—-"—"---—- 06
10 -------- - s s s s m o mm o m o mmm i m o 10 10----000000-1--1---0000--1-001010 15
B e 11 11-0--0---0000110110010000000nuuuu 08
12-----—— - mmmmm e e e 12 12nuuuuuuuuuuuuuuuuOnOn00----01100 O1
13-------- - -mm - m oo 13 130unniuu-111-1-1--nuunni1101101iun 10
14 ------m oo s s s m o mm oo m m o mm 14 14-100001111----1-10nu10101-nui-11 03
16 -----m - - - - m e — e 15 15600---01111-0u-u-101000-u----0-01 12
16 ——————— - ——mmmmmm —mmm i —mm—— n 07 16111-n1uu000nin--0001in----nuuuuuu 06
17 == - - - - - - s s mm o m — oo 0 04 171ul-1--un--0111-00ullOunnn-nnn01- 11
18- =-----mmmmm e e e m — e 1--=-=-===-=- 1 13 1801------ On-011--1n0000----0-00-1 03
19-------------"-"--"----- O----=------ 01 191u------ 1--100--010---------- 1-1 07
20 -—------ - - - n---------- 10 20-0-------- 1--------- Onul1---11-0 00
2l —m-- - e mm e m - O-----=----- 06 21-1----- 1011----- 11111-101------- 13
22 ---------- - 1-----==-- 1---------- 15 22u----- 001-u----------- lu------ 00 05
283n---------- [ 03 231-------------- 0----- 01------- n- 10
24 0---------- n-------=-------—-—-—---- 12 241-------------- 1----0-1------- 00 14
261---------- O---=--=-=--=-- 1-=--=--==--- 00 251----n----- O0-------- 1----=-==--- 01 15
26 -1--------- 1-----=-=- O0----=-=-=-=-- 09 26----------- O---=-=-=--- unn--------- 08
27 -0------------------—- n--------- 05 27-u-------------------————-———————- 12
28 -n------------—-------- 0--------- 02 28---—-—-----——--—----—-—--—-—- - 04
29 -0---------- 1o mmmmm e e - 14 29---------------- - ———— oo 09
e 11 30--------------- - mm e mm—mm——— 01

Other Conditions

Y1131V Y1021 =1, Yi1.20 VY1019 = 1, Yi1.2s V "Yious =1, Y1126 V ~Yio16 = 1, Y1125 V =Yi0.15 = 1, Y1124 V 7Y10.14 = L.
Vis21 =1, Yidoo = L, Yia.0 = 1 (We usc the three conditions); Or Yis.21 = 1, Yia.21 = 0, Yiao0 = 0, Yia.10 = 0.

Yis.6 =1, Yias6 =0, Yi55 = 1; Or Yia6 = 1, Y155 = 0 (We use the two conditions).

Yis.20 =0, Y1528 =0, Y1527 = 1.

Yis,28 = Y17.28, Y1821 = Yi7.21, Yis.16 = Yi7.16-

Yio.17 = Y1817, Y108 = Yiss, Yio1 = Yis.

Y30,24 = Y19,24-

Y22,19 = Y21,19, Y22,20 = Y21,20-

Yog.10 = Y27.19, Y28,20 = Y27,20, Y28,21 = Y27,21.

X150 = X14,22.

X22,31 = Xo1.21.

5.1 Deducing Extra Bit Conditions to Control the Characteristics
of Qz

Given a differential path, both the bit conditions on the internal states and
the equations that all @); have to satisfy are fixed. The differential path holds
only when all these bit conditions hold and all @); satisfy their corresponding
equations. Although the message modification techniques proposed by Wang
can be used to ensure the bit conditions on the internal states hold, it can’t be
directly used to ensure @; satisfies its corresponding equation. However, if we
can add some extra bit conditions on Y; and Y;_4 to ensure @); always satisfies its
corresponding equation, the influence of (); can be eliminated. Then, the message
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modification ensures that both the bit conditions and the modular differences
of the internal state hold at the same time. Taking Q13 as an example, we show
how to deduce the extra bit conditions on Yj3 and Yy.

Based on the 30-step differential path in Table 8, we can obtain that Q13 has
to satisfy the equation (Q13 B 0x6££ba800) <14 = Q7511 M 0xea001bff so that
the modular difference AY73 holds, from which we can deduce the characteristics
of Q13 as described before. We only choose two possible characteristics of @13,
which are [@Q13]31 = 0 and [Q13]17 = 1. By applying the single-step message mod-
ification, all the bit conditions on Y73 and Yy can be satisfied, which means that
some bits of them are fixed. Considering the relationship between Y73 and Yy:

K14 _ <10
Q13 =Y13 8 Y9 )

our goal is to ensure the two bit conditions on Q13 are satisfied under the condi-
tion that some bits of Y13 and Yy are already fixed. We show the calculation of
QM = Y13 B Y, in Table9, which will help understand how to accurately
deduce the extra bit conditions.

Table 9. The calculation of Q5™ = Y13 B Y&

Yi3 0100 luu-111-1-1--nuunnll 0110 11lun

Yo 10- - - - - oo s co i 2210 - - - - - - 1 -1-1
Q- - o oo e e a0 s - e — - - -

If we impose four bit conditions on Yy, which are Yy 2 =0, Yy 3 =1, Y5 20 =0,
Y921 = 1, the two bit conditions on @13 will hold with probability 1. In other
words, if all the bit conditions (including the extra conditions) on Yy and Y3
hold, the equation (Q13 B 0x6££bag00) <14 = Q55! M 0xea001bff will always
hold. Therefore, by adding four extra conditions on Yy, the message modification
can ensure both the bit conditions on Yi3 and the modular difference AY73 hold.

Sometimes, however, adding many extra conditions costs too much. There-
fore, for some special cases, we use a dynamic way to add fewer conditions to
ensure that @; satisfies its corresponding equation with probability 1 or close
to 1. For example, in order to ensure that the modular difference AY53 holds,
Q23 has to satisfy the equation (Qq3 B 0x81000001)<? = Q557 B 0x102, from
which we can deduce the characteristics of (J23. Then, we choose one possible
characteristic, which is [Q23]31 = 1. In this way, Qo3 satisfies its correspond-
ing equation with probability 1 — 2723 ~ 1. By considering the calculation of

559 = Yo3 B Y5 as shown in Table 10, we describe how to dynamically
determine the bit conditions on Ys3.

Table 10. The calculation of Q55° = Ya3 B Y5 1°

Yag 1--- ---- ~--- ---0 ---- - 01- ---- --n-

Vst tu-- ---- 1--100--010----- -----1-1

o . . oI I TA T
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According to the multi-step message modification [20], we should deal from
lower bits to higher bits to correct Ya3. Therefore, we compare [Ya3]70 with
[Y1§<<10]7N0 only when Ys3; has been corrected. For different relationships
between them, we should determine the bit conditions differently. By dynami-
cally determine the conditions on Y33 in this way, we can ensure (o3 satisfies
its corresponding equation with probability close to 1 by applying the message
modification to correct Ya3 g.

1. If [1/23]7,\,0 > [)/1<9<<10]7N0, we add a condition 5/23,8 ®Y19730 =1.
2. If [Y23]7N() < [Y1<9<<10]7N0, we add a condition Y2378 @ Y19730 =0.

As described above, we can deduce many extra bit conditions on the internal
states, and they are displayed in Table 11. Then we can take these newly added
bit conditions into consideration when applying the message modification tech-
niques. In this way, both the bit conditions and the modular difference of the
internal states can be satisfied at the same time.

Table 11. Equations of Q; for the 30-step differential path and extra conditions to
control the equations

Equation: (Q; H in)<shift = Qi<<<5hi'ft B out

i shift | in out Extra conditions

11 | 8 | 0x1000000 |Ox1 Y724 =1

12 |11 |ox15 0xa800 Yg,21 =0, Yg,190 =0

13 |14 | 0x6££ba800 | 0xeal01bff | Yo 3 =1, Y92 =0, Yg,01 = 1, Yg,20 = 0
14 |14 | 0x40400001 | 0x1010 Yi0,31 =0

15 |12 Oxafffff5f | Oxff£5fb00 Y1519 =0, Y11131 =1
16 6 0x9d020 0x2740800
17 9 0x85f87f2 | Oxbf0fed10| Y1320 = 1, Y13,18 = 0, Y1728 =0, Y1726 = 1, Y13,16 =0
18 7 0x0 0x0
19 |15 0xff£f£d4008 | 0xe8040000 Y15,21 =0
20 7 0xd75fbffc | Oxafdffdec
21 |12 0x10200813 | 0x812102 Yo1,6 =1, Yi7,28 = 0, Y21,10 = Yi7,0

22 8 O0xff7edffe | Ox7edffeff | Ya2 30 = 1, Yi1g,21 = 1, Y222 = Yig 24, Y22,3 = Y13 25,

Y224 = Yig,26, Y22,5 = Y1g,27, Y22,6 = Y18,28, Y22,7 = Y1829
23 | 9 | 0x81000001 | 0x102 If [Yas]7o > V5519 7~0, then Yo3,8 @ Yig,30 = 1

If [Yos]rmo < [Yi55!% 700, then Yas s @ Yig,30 = 0

24 |11 Oxfff£££00 | Oxf££80000
25 | 7 0x80000 0x4000000
26 | 7 0x1000800 | 0x80040000
27 |12 0x7££c0000 | Oxbf££f£800
28 7 0x0 0x0

29 6 0xc0000000 | Oxfffff££0
30 |15 0x10 0x80000
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5.2 Multi-step Modification for RIPEMD-160

After obtaining the newly added bit conditions, we need to apply the message
modification techniques to correct the bits of the internal states. Since the single-
step modification is relatively simple, we refer the interested readers to [20] for
more details. The following is an example to correct the three bit conditions
on Y7 by single-step modification. For the first round, we can correct the bit
conditions on the internal states in this similar way:.

Vi — V1@ (Y13 << 3) D (Y114 < 14) @ (Y] 29 < 29).
ms «—— (Y BY IO VS BONX (Y, Yo, YSI) B KY).

For the internal states after the first round, the multi-step modification
should be applied. However, the step function of RIPEMD-160 is no longer a
T-function. Therefore, the multi-step modification for RIPEMD-160 is slightly
different from that for MD4 [20]. We take correcting Y174, Y173 and Ya316 as
three examples to show three types of multi-step modification for RIPEMD-160.

Table 12. Message modification for correcting Y174

Modify m New internal Q
state
Yo [maz| 7 mis «— myz B (QgT H2%") H Qo) Yy =Yo[27]| Qo is changed.
Yio 7 — (Yo BY S0P TEY, S EONX (Ve ", Ys, 7 ) B K} Yio Q10 stays the same.
Yii|mis| 8| mis «— (Yii BY; ) PFBY P HONX (Yo, Yo ", Yo ) B K} Y11 Q11 stays the same.
Yia| ms [11]|ms «—— (Yi2 BY; )T HY; S5 ONX (Yay, Yio, Ve " ) B K Yia Q12 stays the same.
Yiz|my [14]my «— (Yis BY, " T)PITEYEFOE5ONX (Yia, Yi1, Vig ) B K} Yis Q13 is changed.
Yia|mio|14|mio «— (Yia BY 50> TB Y " "HONX (Yis, Y12, Y1y °) B Ky Yia Q14 stays the same.

In order to correct Y77 4, we can change the 27th bit of mg. Therefore, we can
change the 27th bit of Yy by changing the value of my3. Then, modify mg, m;s,
mg, m1, mio to have ¥; (10 <4 < 14) remaining the same. In this way, Y174 can
be corrected. According to Table 12, we can find that Qg and Q13 are changed
during the phase of message modification. Since there is no constraints on Qy, it
doesn’t matter if Qg is changed. However, (13 has to satisfy the equation ((Q)13H
0x6££bag00) <! = Q55! M 0xea001bff so that the modular difference AYi3
holds. Thus, we have to consider the influence of its change. As introduced in
the previous part, we have added some extra conditions on Yy to ensure Q13 will
always satisfy this equation under the condition that all bit conditions on Yy and
Y33 hold. Although Yj is changed when correcting Y17 4, it won’t have an influence
on the conditions added to control the characteristics of 13, which means that
Q13 still satisfies its corresponding equation even though it is changed. The main
reason is that we have controlled the characteristics of Q13 by the newly added
bit conditions and such a @13 will always satisfy its corresponding equation. If
we don’t pre-deduce the extra bit conditions to control the characteristics of @13,
the equation (Q,3 B 0x6££bag00) <! = Q14 M 0xea001bff may not hold any
more since ()13 has been changed. In other word, Y317 4 may be probabilistically
corrected. And the probability is equal to the probability that the equation
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Table 13. Message modification for correcting Y23 16
Modify m New internal Extra
state Conditions
Y 8 — i, B2 VT = Y4[15][(Q B 27) < = Qe m2m.
Ya|mia] 9] mia=(Y2BY S0 HY SPHONX (Y, 7, Yo, Y S B K Ya
Y3|m7 |9 Y3 Yo5 =0.
Ya| mo |11 Yy Yo05 = 1.
Ys|mg [13|mg «—— (Ys BY, " )T HY VB ONX (Ya, V3, Yo l0) B Ky Ys
Y| ma [15[me — (Vs BY,~ )P EY " "EONX (Vs,Ys, Y ) B Kj Y5
Table 14. Message modification for correcting Y173
Modify m New internal Q
state
Yo | ma [15]Ve 7 —— [Yi0 B (Yoo P BONX (Yo, Ys, V, ) B s B2 HKg) 20| vgo Qs is changed.
mo —— (VU BY, 1> gy <0 g ONX (Ys, Vi, V550 B K{

Y7 [mii[15]  may — (YzBY; S )P EY, SV BONX (Y, Vs, Y, 0) B K Y7 Q7 stays the same.
Ys [mal5 my — (s BY, ) BY,SPHONX (Y7, V", Y-5") 5 K; Ys Qs stays the same.
Yo mis| 7] miz «— (Yo BY )P BY,STHONX(Ys, Y7, Y "B Kj Yo Qy stays the same.
Y10 7 — /327 Y10 Q10 1s changed.
Yi1|mis| 8 mis — (Y11 B Y:S m)>> By s =] ONX (Y10, Y, Yy 1“) HKj Yi1 Q11 stays the same.

(Q13 B 0x6££ba800) <4 = Q55! M 0xea001bff holds, which is about 2705,
Moreover, if we correct n bits of Y77 by using the strategy as Table 12 displays
and don’t pre-deduce the extra bit conditions, the probability that they are right
corrected is about 27%°", which will have a great effect on the probability to
mount the collision attack on 30-step RIPEMD-160. Therefore, it is significant
to pre-deduce the extra bit conditions to control the characteristics of @Q;, which
will improve the time complexity of the message modification.

In order to correct Y33 16, we can change the 7th bit of ms. As displayed in
Table 13, by modifying some message words and adding some extra conditions
on the internal states, Y23 16 can be corrected. For the strategy in Table 13, Y23 16
can be corrected with probability that the equation (Qq B 27)<8® = Q8 @215
holds, which is 1 — 27'7 a 1. Therefore, we can ignore the influence of this
equation. Sometimes, however, such an equation holds with a low probability,
which is bad for the correcting. In order to eliminate the influence, we can use
the same idea in Sect. 5.1 to pre-deduce some extra bit conditions to control the
characteristics of @); so that ); will satisfy such an equation.

In order to correct Yj7 3, we can change the 26th bit of mg. Firstly, we
compute a new value of Yy so that Yio can stay the same only by adding 226
to mg. Then, a new value of mg can be obtained. To have Y; (7 < i < 11)
remaining the same, my1, my4, mi3, Mg, m1s should be accordingly modified. As
for strategy displayed in Table 14, it is because there is no condition on Yy that
we can choose such a method to correct Y77 3. Since there is no condition on Y3
either, Yig 31 can be corrected by using the similar strategy.

The multi-step message modification is summarized in Table 15. In this table,
we also display some extra bit conditions to control the characteristics of @1 and
@4 so that the newly added bit conditions on them for message modification can
be satisfied. Although some of the equations of @1 and (04 remain uncontrolled,
they will hold with probability close to 1.
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Table 15. Summarization of the multi-step modification for ¥; (17 <¢ < 23)

Chaining|Bits to be corrected (i) Chaining variables used |Extra Conditions

variables

Yir 1,2,12,13,14,15,23,24,30,31,21 Vs, Yo, Ys, Ya, Yo, Vi |Ya[i — 19].

Yir 4,5,7,8,9,10,17,18,19,20,26,27,28  |Yo, Y10, Y11, Y12, Y13, Y14|Yo[i — 9].

Yir 11,29 Ys, Yo, Y10, Y11, Y12, Y3 |Ys[i — 9], Y719 = 1.

Yi7 3 Ys, Y7, Y5, Yo, Yio, Y11

Yis 2.3,5,11,12,13,14,15,18,19,20,28 30| V2, Vs, Yz, Vs, Yo, Yo |Yali — 23].

Yis 0,10,16,21,22,23 Ya, Ya, Yo, Y7, Ya, Yo |Yali — 23], Yar—13 = 0.

Yig 31 Y3, Ya, Y5, Ve, Y7, V3

Yig 19 Yis5, Yie, Yi7, Yis Y15[16], Yia6 = 1, Yig 26 = Yi7,26.

Yao 0,2,3,7,8,0,10,11,21,24,30 Vi, Ya, Ys, Ya, Vs, Yo Vali — 7], Yo7 = L.

Yor 7.8,9,13,15,22,.23,24,30 Ya, Y, Yo, Yz, Ya, Yo |Yali — 1),
Yaos =1, Yaor =1, Ya2s =1, Yo,10 =0,
Y0,16 = 0,Ya5 =1, Yo,28 =0, Y27 = 0.

Yo1 6,10,11,12,14,21 Y1, Yo, Y3, Yy, Y5, Y Yi[i —22], Yo, =0, Y2,;_12 = 0.

Yoo 0,1,2,3,4,5,6,7,8.,9, Ys, Yo, Y10, Y11, Y12, Y13 |Ys[i — 8], Y715 = 0.

19,20,21,23,24,25,30,31

Yo3 8,9,10,16,31 Y1, Yo, Y3, Yy, Y5, Y5 Yi[i = 1], Yo,i-11 =0, Ya,i19 = 1,
Yipo=1,Y 320=0, Y_319=0.
716 =0,Y 320 =1, Y 305 =1.

Vios = 1, Yior = 1, Yiog = 1, Yo.10 = 0, Yo.16 = 0 are used to control: (Q4 B 2™) <1 = QF T H 2%,

Yis = 1, Y08 = 0, Yo,07 = 0 are used to control: (Qq B 27T = QF T H 27 and (Q4 B 27°) < = QF T H 2%,

Yiog =1, Vo500 =0, Y_519 = 0 are used to control: (Q; B 27%)<F = Q° B 2%.

716 =0, Y 509 =1, Y 555 =1 are used to control: (Q, B 231)<<< =Q"m2".

5.3 Complexity Evaluation

For the left branch, we don’t apply any message modification techniques to it.
By randomly generating message words, we test the probability that the left
branch holds. According to our experiments, the probability is about 272°.

For the right branch, we can use the message modification techniques to
correct the bits of ¥; (17 < i < 23). However, we can’t find a way to correct all
the bits of them, thus leaving 14 bit conditions remaining uncontrolled, i.e., 13
bits of Y19 and 1 bit of Y53. Besides, to ensure (Jo¢ can satisfy its corresponding
equation with probability 1, some extra bit conditions on Y59 and Yjg should
be added. However, it is difficult to have all these newly added bit conditions
hold by using the message modification techniques, which will cause a lower
probability. Therefore, we leave Qo9 holding with probability about 2~ '. For Q;
(11 <4 <23, i # 20), by correcting the newly added extra bit conditions, they
will satisfy their corresponding equations with probability 1 or close to 1.

For Y; (24 < i < 30), since it is difficult to correct the 20 bit conditions on
them, we leave them holding probabilistically. In addition, @; (24 < i < 30)
satisfy their corresponding equations with probability about 273. Therefore, the
right branch holds with probability about 2~ 14-1-20-3 — 938,

When applying the message modification techniques, we add 26 bit conditions
on Yy and 4 bit conditions on Y_3. Therefore, we need to use two message
blocks (M, M3) to mount the 30-step collision attack. M is used to generate
such a hash value that the bit conditions on Yy and Y_3 have been satisfied
when compressing Ms, which costs 22674 = 239 time. In conclusion, the 30-step
collision attack succeeds with probability of about 272973% = 2767 and the
time complexity is about 267 + 230 ~ 267, The implementation of this attack is
available at https://github.com/Crypt-CNS/RIPEMD160-30Step.git.
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6 Improved Semi-Free-Start Collision Attack

6.1 36-Step Semi-Free-Start Collision Path

Mendel et al. [11] improved the techniques in [7,10], and used the improved algo-
rithm to find two differential paths of RIPEMD-160. One is a 48-step semi-free-
start collision path, the other is a 36-step semi-free-start collision path. Since we
focus on the semi-free-start collision attack on the first 36-step RIPEMD-160, we
only introduce the 36-step semi-free-start collision path. The differential path is
displayed in Table 16. In order to have a full understanding of our improvement, it
is necessary to briefly introduce the method proposed by Landelle and Peyrin [5].

The main idea of the method can be divided into three steps. Firstly, the
attacker chooses the internal states in both branches and fixes some message
words to ensure the non-linear parts. This step is called find a starting point.

Table 16. 36-step differential path, where m}y = m,B2*B2'°B23° and Am; = 0 (i #
7,0 < ¢ < 15). Note that the symbol n represents that a bit changes to 1 from 0, u
represents that a bit changes to 0 from 1, and - represents that the bit value is free.

X; 71(1)Y; 72 (1)
_4 ________________________________ _4 ________________________________

_3 ________________________________ _3 ________________________________

D e e e e S

_1 ________________________________ _1 ________________________________

[ e 00 00-=----------------------— - 05
[ 01 01l--1-------------~- 1-----=----- 1--- 14
02 -——-——-———------ - - 02 02--0---10--------- 10----- 0---0--- 07
083 --------------—m e — - 03 03------ in--------- in----0n---0--- 00
04 -------- - s s s mm e — - 04 04100----n0-11-n0-------- 110--n0-- 09
[ R e 05 05n1-1---00----00n0-1---000---1101 02
06 --------------- - —— - - ———— - - - 06 06n--1000111110un---uuuuuuuull-1u- 11
07 —————---—-----m - —————————————-— 07 07uuu0Oun-niu011nn000001101-01-n00 04
08 ------ n-uuuuuuuuuuu-nuuu -uuvuuuuu 08 0811uluu--1-uluOnlinn-nu-100---000u 13
09 --—uun-nn-n---nnunnuu------- n--nn 09 090-uu011--01-u00011000n-nn01--111 06
10 ----- n--unuun-u-u----- nn----u--- 10 10--1ulnnnnnn0110010-0-0-00100ul-0 15
11 --n---nuuu--nu--un-n------------ 11 110--u-niln---1--1un--n-n--100001n- 08
12-----u----n-nnnnnnnnonnnonn----- 12 1210-110----n0---Oul--1----0-111-n 01
13 -----—--- - mmmmm s - 13 131u--On-u----------- 1-1u--10---1- 10
14 ----------——---- - - 14 14----1----n-00--0----n111--n1-0-- 03
16 -------- - m - 16 16-----u---1-u0-------1-----u--1-- 12
16 -----—-——-————----m-- - ———— - 07 16----=-----=-=----———-—-———-—-—---- 0---- 06
17 == - - - - - s s e s e 04 17----------------mmmm———— o 1---- 11
18 ------ - s - s e 13 18-------- - m o s o m o mmmmm o mm oo 03
19 -------- - mmm s s e 01 19---------------- - — o —————— 07
20— -mmmmmmmmmm e m e m s ——mm - 10 20-----------"-"--------------—-—---=- 00
2l - - - m e m e e e 06 21----------———————-"—"—"—"————--———-——-~—~—- 13
P e 16 22----------—-—-"-—------- - - 05
P R 03 283----------------———-————————— - 10
24 - s s s o e m i m o 12 24-------- - s o s s oo m —m oo 14
P el 00 26-------------mm——m———o——— o 15
26 - - --mmmmm— e —— e ——————— 09 26-----------------------------——- 08
27 ——m e m mmmmmmmm—mmmm e m—m - 05 27-=---------—————-——-—----- - 12
28 - - mmmmmmmmm e m - 02 28-----------—————-———————-——————- 04
P e 14 29---------------- - mm e ————— - 09
30 -----mmm s s s s s o s s o m e — i m o 11 30--------------- - mmmm e m—m————m o 01
B e 08 3l-------------m-m——m———m—m—— 02
32 - s s s s mmm e mmmmmm o 03 32----------------———-—-—————————— 15
o T 10 33-----------"-"--------———— - 05
34 -----mm-mmmmm e m e e 14 34---------—"—"—"-"—-"“-“————————-————--=- 01
35 - —- - mmm s e 04 35------------------—---------————— 03
36— mm - o mmm e mm e — i — o 36— -mm - mmmm o m e m—m————————
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Secondly, the attacker uses the remaining free message words to merge both
branches to ensure that the chaining variables in both branches are the same by
computing backward from the middle. At last, the rest of the differential path
in both branches are verified probabilistically by computing forward from the
middle.

6.2 Finding a Starting Point

Different from the choice of the message words for merging in [11], we set mg
free at the phase of finding a starting point and use it at the phase of merging.

Table 17. The starting point, where m% = m,;B2*B25H23° and Am; = 0.(i # 7,0 <
i < 15). Note that the word messages marked in green are all fixed. Those marked in
black are all free while the one marked in red is to be inserted difference in.

02 0210000010111111000100011000110000 07
03 030111101n1100000001n10010n0100001 00

041001110n00110n01011000111001n000 09
05 05n10101100111000n0011000001111101 02

0611011100101011010111001001011001 06n001000111110un1 O00uuuuuuuuiiiiul
0701001101011101001101001111101011 07 07uuu0Ouniniu01inn0000011011011n00
08001100n0uuuuuuuuuuulnuuu luuuuuuu 0811u0uu1110ulu0ninnOnu1100010000u
09 00uunOnnin110nnunnuul1011001in10nn 09 0901uu01110011u00011000n0nn0100111
1010110n11unuunOuOu00100nn1100u0ll 10011uinnnnnn01100100000000100u110
1110n101nuuulinuiOunin010001011100 11011uinin1011011un00nini1100001n1
1200011u001ininnnnnnnnnnnnnnn01101 121001101011n00110u10110000001111n
1311111000011111110100001100010100 131u100n0u11110100000111u001010111

1410010011001101101110101000010010 14 14010010001n0001100000n11111n10000 03

Message \Vords[ mo [ my [ mo [ ms [ my ms me myz ‘
Value \ * |0x67dbdoag| * \ * [ox5cd30b65]| * |0x651c3974] * \

Message Words| ms [ my [ mio | mu [ miz [ miz | mia | mis
|

Value |ox050££865| * |0xa9£94c09|0x509b£856|0x0588c327|0x8667 1566 * |0xc3349b51
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In this way, we can improve the successful probability of merging. However, the
right branch is not fully satisfied any more, thus resulting in an uncontrolled
probability in the right branch.

According to the characteristics of Q15 displayed in Table 4, we observe that
[@Q15]31 = 0. According to Table5, we can find that if Y110 = 1, Y1129 = 1,
Y1130 = 1 are satisfied at the phase of finding a starting point, Y1511 = 1 will
hold with a much higher probability, thus improving the uncontrolled probability
in the right branch.

By adding three more bit conditions on Y710, Y11,29, Y11,30 and setting ms
free, using the technique for finding a starting point in [11], we obtain a new
starting point displayed in Table 17.

6.3 Probability Neglected While Computing Backward

Based on the differential path in Table 16, we know that AX; = 0, AX, = 0,
AX?, = 07 AY& == 0, AYQ == 07 AY,l = 0, AY,Q = (0 while AXg 7& O, AXQ 7é 0,
AY3 £ 0, AY, # 0, AY5 # 0. At the phase of finding a starting point, AX5 =
0 and AY; = 0 have been satisfied. However, for the original algorithm [11]
to merge both branches, the conditions that AXy = 0, AX3 = 0, AYy = 0,
AY_; = 0, AY_5 = 0 have been neglected. We define the probability of these
conditions as neglected probability.

According to the conditions AXy = 0, AX3 =0, AYy =0, AY_; =0 and
AY_5 =0, we can get the following equations:

0= (X, B X011 5 (X, B X021 5 (XOR(XY, X,, X510
BXOR(Xg, X7, X&),

0= (Xg B X098 (x, 8 X109 5 (;m), Bmy),

0= (Ysl BY; <1013 g (v; BYy;<10)»13 g (ONX(Y4,Y§,)3<<<10)
BONX (Y3, Y3, Y510,

0= (y4/ By &W0y>1 gy, gy &0yl g (ONX(Yé,YQ,Yl«w)
BONX (Y, Ya, V10)),

0= (¥, BY 19> 8 (v; BY 1> 8 (m} Bmy).

Observing the five equations above, it is easy to find that there are some simi-
larities between them. Therefore, we can change the problem of calculating the
probability that the five equations hold into calculating the probability that
T satisfies (T'HB Co)>° = TS B C;. Let T = T, the equation becomes
T'SSHCy = (T" B C;)<, whose probability can be calculated as introduced
before.

For equation (X,BX 10> 115X 85X 10> 1B(XOR(X},, X,, X108
XOR(Xs, X7, X&) =0, X B Xo = 0xdb459013, XOR(X}, X4, X;<10) B
XOR(Xg, X7, X &%) = 0x25b68b3, (; = 0xdba59013 H 0 = 0xdb459013,
Ci = 0x25b68b3. Therefore, P(AX, = 0) = P(T<!" B 0xdb459013 =
(T H 0x25b68b3)<<!1) ~ 27117 In the same way, we can obtain that
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P(AX3 =0)= P(T< 8 0x1002081 = (T M 0x40008010)<9) ~ 2784,
P(AY, =0) = P(T<'3 @ 0x80010000 = (7 B 0xfffc0008)<13) =~ 271,
P(AY_; =0) = P(T<' B 0x1040008 = (T B 0x1002080)<!) ~ 1,
P(AY_5 = 0) = P(T< 8 0x1002080 = (T B 0x40008010)<9) ~ 270-4,

Therefore, the negelected probability is 2711784104 — 9=215 T order to
eliminate the influence of the negelected probability at the phase of merging, for
a given starting point, we can pre-compute the valid mg that makes AX,; = 0 and
AXj5 = 0 satisfied, which costs 232 time and about 232 x P(AX, = 0)x P(AX3 =
0) = 232-11.7-84 — 9129 memory. Then, at the phase of merging, given one
valid mg, we can firstly compute and store the valid my that makes Y; 3 = 1,
Yiia =1, Vi =1, AYy = 0 and AY_; = 0 satisfied, which costs 229 time
and about 22 x P(AYy = 0) x P(AY; = 0) = 228 memory. After choosing the
valid mg and ma, only the condition AY_5 = 0 has an influence on the merging,
whose probability is P(AY_5 = 0) a~z 2704,

6.4 Merging both Branches with mg, mo, ms, ms, myz, mg, my4

At the merging phase, our target is to use the remaining free message words to
obtain a perfect match on the values of the five initial chaining variables of both
branches. Our procedure of merging is detailed as below.

Step 1: Choose a valid value of mg, then compute until X4 in the left branch. Fix
Yiz=1,Y114 =1, Y2 =1 and exhaust all the 229 possible values of
Y:. Then compute and store the valid ms that makes AYy =0, AY; =0
satisfied. We denote the valid number of mgo by VNUM and define the
array that stores the valid my as VALIDM2[].

Step 2: Set random values to mz, then compute until X5 in the left branch.

Step 3: Set mo = VALIDM?2[index] (initialize index as 0), Y7 and Yy can be
computed based on the following equation. If indexr becomes VNUM
again, goto Step 2.

Y10 = (Y5 B Y1015 5 (ON X (Ys, Yy, Ys€10) 8 my 8 K7,
Y10 — (v, BY,; <1018 8 (XOR(Ys, Ys, Y5510 Bmg B K}).

Step 4: Since Xy = Yy and we have obtained the value of Yy at Step 3, we can
compute Xo, X; and ms as follows. Xy = Yy, X;0 = X5 8 (X<<<10 B
ONX (X4, X3, X550 BmyBEE) <, ms = (X6E|X<<<1O)>>>8EI(X<<<10EE
ONX (X5, X4, X35 B KY).

Step 5: We can use the conditions X 1 =Y _; and X_5 = Y_5 to construct an
equation system of mg and mgs. Observe the step functions:

X<<<1O (X = X<<<10)>>>12 == (XOR(X;),,XQ,X<<<1O) 3] ms s KO)’
X<<<10 (X g X<<<10)>>>15 = (XOR(XQ,Xl,X<<<1O) =3 mo 3] K0)7
Y<<<10 (Y =B Y<<<10)>>>11 g (ONX(YEJ,, }/2, Y1<<<10) H mo B K(’r)‘),

(

YU = (Y3 BY SO B (ONX (Ya, Y, Yy<U9) B my 8 KY).
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Step 6:

Step 7:
Step 8:

F. Liu et al.

Let A= (X, BX&>128 (XOR(X3, Xo, X[ BKY), B= (V4B
YSIO>UH(ON X (Ys, Yo, VOB KY), C = XOR(X2, X1, X;&10) @
me B KL, D = ONX(Ya, Y, Y)Y Bmy BKE, T' = X3 8 A @ ms,
T =T>15 Cy = Y38 X3, C; = DHEC. According to the condition
X_1 =Y_1, we can obtain one equation: A Hmgz = BHmg. According
to the condition X_» = Y_o, we can obtain another equation: T H
Co = (THBC1)<Y. As introduced before, we can obtain its solutions by
22 computations on average. If there is no solution, goto Step 3. It is
essential that all solutions should be taken into consideration since there
may be more than one solution to the equation T<°HCy = (THBC; ) <.
Compute X_; and Y_1 by m3. Since AY_5 = 0 holds with probability, we
have to check whether Y_; satisfies the equation 0 = (Y; BY <<10)>95
(Y3 BY 19298 (mf, B my). If this equation doesn’t hold for all pairs
of (mg, ms), goto Step 3.

Compute X o, Y o, X 3, Y_ 3 and my4.

This is the uncontrolled part of merging. At this point, all freedom degree
have been used and the last condition X_4 = Y_4 will hold with proba-
bility 2-32.

Verification. We have verified the merging phase by implementation. Based on
the starting point in Table 17, we choose a valid value of mg = 0x471fba32,
and the number of the corresponding valid mo is 0xfc£f2100. The following is
an instance obtained by carrying out the merging phase.

mg = 0x678c8c36, my = 0x5293b823, m3 = 0xd90claa9, ms = 0x13d3df£f6,
my = 0x794a60c6, m14 = Oxee8ed43e,Y_, = 0xd055ceb,Y_3 = 0xdf979ac7,
Y_ o = 0xaed4836b3,Y_; = 0x57b6f5fb, Y; = 0x6b9ec934.

6.5 Uncontrolled Probability

Firstly, we give the theoretical calculation of the uncontrolled probability of the
left branch.

P(AX 15 =0) = P(T<° B 0xfObff£7f = (T B 0x7£785f£f) <)

=@ ' 427428 42 120 1 B 2y x (1-27 = Xy27)
0x3ca85f7f

021
532 ~ 2 ,

P(AX 16 = 0) = P(T<® B 0x40008010 = (T B 0x£400081)<<®)

— 94y (2—2 + 917 + 2—24)
_ 0x4000810

—6
55 27,

Therefore, the theoretical value of the uncontrolled probability of the left branch
is about 272176 = 2=81,

Secondly, we use our method to evaluate the uncontrolled probability of the
right branch. Since we add three bit conditions on Y7; at the phase of finding a
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starting point, it is necessary to fix the values of the three bits before calculation.
Then, we obtain that the probability that the modular difference of Y15 and the
seven bit conditions (as showed in Table16) on Yi5 hold is about 277-6. The
probability that the modular difference of Y3 and the one bit condition (as
showed in Table 16) on Y6 hold is about 272. The probability that the modular
difference of Y17 and the one bit condition (as showed in Table 16) on Y77 hold is
about 272, The probability that the modular difference of Y35 holds is about 1.
The probability that the modular difference of Y19 holds is about 27%4. Besides,
there are five more bit conditions on Yj5, Y16 and Yi7, which are Y759 = Y60,
Y1515 = Yi6,15, Y1521 = Y16,21, Y16,15 = Y17,15 and Y1630 = Y17,30. Therefore,
with our method to calculate the step differential probability, the uncontrolled
probability of the right branch is about 277-6727270:4=5 & 9—17

Then, we consider the uncontrolled probability of both branches for a specific
starting point in Table 17. We can calculate the uncontrolled probability of the
left branch in this way: exhaust all 232 possible values of mi4 and count the
number of mi4 which makes AX15 = 0 and AX;4 = 0 satisfied. According to
the experiment, the valid number of mq4 is 0x1020000 and thus the uncontrolled
probability of the left branch is about 278, For the uncontrolled probability of
the right branch, we can exhaust all 232 possible values of ms and count the
number of mgz which makes the conditions on Yis, Y16, Y17, Yis, Y19 satisfied.
According to the experiment, the valid number of mg3 is 0x9£64 and thus the
uncontrolled probability of the right branch is about 271668 We have to stress
this is the uncontrolled probability of both branches for a specific starting point.
Comparing this result with the theoretical value, we observe that they are almost
the same, which implies that our method to theoretically calculate the step
differential probability is reliable.

Moreover, during the merging phase, we can not control the value matching
on the first IV word, and it adds another factor 2732, Since the expected value
of the number of the solution to T @y = (THC, )< is 1, its influence on
the probability can be ignored. What’s more, Y, = Y_5 holds with probability
2794 Therefore, the total uncontrolled probability is 2732811704 — 9=57.5
which is much higher than the original one 27726, Given a starting point, the
degree of freedom left is 324-28+12=72 since my7, ma, mg can take 232, 228
212 possible values respectively. Besides, we can generate many staring points
to mount the semi-free-start collision attack on the first 36-step RIPEMD-160.
Therefore, the degree of freedom is enough.

6.6 Complexity Evaluation

Firstly, we consider the complexity of the merging phase. Based on the fact that
X _4 = Y_4 holds with probability 2732, Y’, = Y_5 holds with probability 2704,
and the expectation of the number of the solution to 7<% @ Cy = (THC; )<
is 1, we can give an estimation of the running times of each step at the merging
phase. We estimate that Step 7 to Step 8 will run for 232 times, Step 6 will run
for 232104 = 2324 times Step 3 to Step 5 will run for 232104 = 2324 times,
Step 2 will run for 2324-28 — 244 times, Step 1 will run for only one time.
Since Step 2 contains about 2-step computation of the step function, Step 3 to
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Step 5 contains about (8422=12)-step computation of the step function, Step 6
contains about 2-step computation of the step function, and Step 7-8 contains
5-step computations of the step function, we estimate the complexity of the
merging phase as 244 x 2/72 + 2324 x 12/72 + 2324 x 2/72 4+ 232 x 5/72 ~ 230,
Taking the uncontrolled probability of both branches into consideration, the
complexity becomes 230+17+8:1 — 955.1,

Next, we consider the memory complexity of the merging phase. Given a
valid mg, computing the valid values of mo and storing the results costs 229 time
and 22% memory. At the pre-computing phase, pre-computing the valid values
of mg and storing the results costs 232 time and 2'2"? memory. In addition, pre-
computing the equation 715 B Cy = T<? costs 232 time and 23? memory.
Since the probability of the 36-semi-free-start collision attack is 27°7-° one valid
myg is enough for the improved attack. Therefore, at the merging phase, the
memory complexity is 232 4+ 228, Since the time complexity of computing valid
ma, Mg and pre-computing the equation is much smaller than 2°°!, it can be
ignored. In summary, the time complexity of the semi-free-start collision attack
on RIPEMD-160 reduced to 36 steps is 2°°'! and the memory requirements are
232 4228 4 212.9 ~ 932 The implementation of this attack is available at https://
github.com/Crypt-CNS/RIPEMD160-36Step.git.

7 Conclusion

In this paper, we propose a feasible method to theoretically calculate the step
differential probability, which was stated as an open problem at ASTACRYPT
2013. Besides, we propose a method to reduce the time complexity and memory
complexity to pre-compute the equation 7<% B Cy = (T'H C;) <. Based on
our analysis of the expectation of the number of the solutions to this equation,
we conclude that our new way to obtain the solutions only costs four times of
checking. In addition, we construct a differential path where the left branch is
sparse and the right branch is controlled as sparse as possible. Using the message
modification techniques and deducing some extra bit conditions based on the
equation that @); has to satisfy, it is possible to mount a 30-step collision attack
on RIPEMD-160 with probability about 2767. What’s more, based on the 36-step
differential path found by Mendel et al., we take a different strategy to choose
the message words for merging. In this way, we improve the time complexity
of the semi-free-start attack on the first 36-step RIPEMD-160. Compared with
the best analytical result of this attack on RIPEMD-160, we reduce the time
complexity from 2794 to 2551, Moreover, our improvement also brings us some
insights into the choice of message words for merging. Therefore, the message
words for merging should be determined with care, which will make a difference.
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