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Káthia M. Oliveira2, and Marcio E.F. Maia1

1 Group of Computer Networks, Software Engineering and Systems (GREat)
Graduate Program in Computer Science (MDCC),

Federal University of Ceará, Fortaleza, Brazil
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Abstract. Internet of Things (IoT) is a new paradigm that includes a
network of smart objects, which are embedded sensors, communicating
using the Internet. One of the areas that are leading up to IoT is Ubiq-
uitous Computing (UbiComp). There are thus solutions such as frame-
works, middlewares, and other development artifacts that come from the
UbiComp community and can be used for IoT applications. On the other
hand, the interaction evaluation of the applications can be more complex
in IoT than in UbiComp systems, once we have two different perspec-
tives: Human-Thing and Thing-Thing interactions. In this paper, based
on the literature, our experience in these two domains, and case studies
with Ubicomp and IoT applications, we discuss how we can benefit from
the UbiComp move towards IoT, focusing on the main differences and
similarities related to interaction evaluation. These differences open a set
of questions that are also presented and discussed in this paper.

Keywords: Internet of Things · Ubiquitous computing · Quality
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1 Introduction

The Internet of Things (IoT) paradigm has recently emerged, and one of the
areas that are leading up to IoT is Ubiquitous Computing (UbiComp) [32,52].
The evolution happened due to the association with other areas, such as Cloud
Computing, and the hardware advance, which allowed the improvement of the
sensors, actuators and the creation of smaller devices with a network connection
[1]. In this paradigm, we have several things communicating between themselves.
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A thing is an object/device of our daily routine with sensors, actuators, embed-
ded computing and wirelessly interoperable [36].

Ubiquitous Computing (UbiComp), in turn, was defined in 1991 by Mark
Weiser who considers that “the most profound technologies are those that dis-
appear. They weave themselves into the fabric of everyday life until they are
indistinguishable from it” [55]. UbiComp makes then the technology present in
our daily life able to monitor us and provide services, but we do not perceive
that we interact with these technologies.

Although UbiComp has preceded IoT and we could identify commonalities
between them, the challenges related to building IoT systems are far more com-
plex. These problems arise mainly because of the number of things that make
the IoT systems and the different role they play [18,35].

Nevertheless, the interaction evaluation can be even more complex in IoT
than in UbiComp systems once we have two different perspectives to take into
account: Human-Thing and Thing-Thing interactions [30]. The first one is the
interaction between users and things and has more commonalities with the Ubi-
Comp interaction evaluation [31]. The second one is the interaction between
things themselves [51], which is both a novelty and a challenge.

In this paper, we investigate the innovations and issues introduced by things,
considering the literature, our previous experience with Ubicomp [25,26,39],
and case studies. Then, we discuss how we can benefit from the UbiComp move
towards IoT, highlighting the main commonalities and differences related to
interaction evaluation.

For the case studies on interaction evaluation, we choose three ubiquitous
applications and two IoT applications. This evaluation was performed using a
set of measures that focused on characteristics for UbiComp, such as context-
awareness, mobility, transparency, attention and calmness [8], which are also
presented in IoT Systems. The results showed that is possible to apply the same
measures in both Ubicomp and IoT applications to evaluate user interaction.
However, there are specific restrictions of IoT systems that also need to be con-
sidered and prioritized in the evaluation. So, we believe and discuss throughout
this paper that Thing-Thing interaction severely impacts on Human-Thing inter-
action evaluation, for example, the responsiveness of the system changes because
things are on the Internet [41] and the answer can take a while.

The remainder of this paper is organized as follows. Section 2 presents the
main concepts about Human-Computer Interaction (HCI) Evaluation in Ubi-
Comp and a brief overview about IoT. Section 3 presents the case studies with
UbiComp and IoT applications. Section 4 presents a discussion about open ques-
tions that allow the identification of important research challenges and a brief
conclusion is presented in Sect. 5.

2 Background

In this section, we bring a brief overview of the ubiquitous computing concepts
highlighting the context-awareness and other characteristics that impact the
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quality of user interaction in these systems. We also introduce the main concepts
and elements of IoT to give a general outline to the reader.

2.1 HCI Evaluation in UbiComp

As we introduced before, the Ubiquitous Computing was coined by Mark Weiser
in 1991 and became a well-established research area [55]. The main motiva-
tion behind UbiComp is to support the user with daily activities without the
user noticing they are interacting with a computing infrastructure. Therefore,
the technology should be invisible or cause a minimal distraction to the user,
changing completely the way users interact with systems [45].

To achieve Mark Weiser’s vision of UbiComp, the system should be capable
of understanding user’s behavior. This is enabled by context-awareness, which
captures relevant information during the interaction between users and applica-
tions, and applies it to support users in performing their tasks [11]. Therefore,
UbiComp allows that the systems capture various information (e.g., GPS, tem-
perature, accelerometer, and magnetometer) without the user noticing, or by
voice, gesture and touch. These new sources of inputs make the interaction with
users much more natural [8] and allow the interaction being initiated by the
system itself.

Regarding HCI evaluation in Ubicomp, a systematic mapping study that we
performed in [8] identifies a set of 27 essential quality characteristics to evaluate
ubiquitous systems that run in mobile devices (see Fig. 1).

All characteristics found in the systematic mapping impact, somehow, on
the quality of interaction in ubiquitous systems and, therefore, need to be taken
into account. However, there are general characteristics for any system (for
instance, efficiency and security) and specific characteristics for ubicomp appli-
cations (marked in bold in Fig. 1). These particular characteristics are better
explained as follows:

• Context-awareness is the system’s capability of monitoring contextual infor-
mation regarding the user, the system, and the environment. With this
information, the system dynamically and proactively adapts its functions
accordingly [20].

• Mobility in Ubiquitous Computing refers to the continuous or uninterrupted
use of the systems while the user moves across several devices [56]1.

• Transparency is the system’s ability to hide its computing infrastructure in
the environment, so the user does not realize that is interacting with a set of
computational devices [48].

1 According to [56], there are several definitions for Mobility and they are highly
dependent on the community or area. For example, distributed computing introduced
mobility as a process migration into operating systems. Mobile computing brings a
notion of mobility by making communication, entertainment, and Internet possible
while the user is in motion. Then, mobility in this paper is a superset of several
areas. The idea is that no computational or communication gap (e.g., networks)
should exist when users move.



6 R.M.C. Andrade et al.

Fig. 1. Characteristics for HCI evaluation in ubiquitous systems.

• Attention in ubiquitous environment refers to the system’s ability to keep the
user’s focus on real-world interactions rather than in technology [17].

• Calmness is the system’s capability of interacting with the user at the right
time and situation, presenting only relevant information, using the periphery
and the center of attention only when necessary and being easy and natural
to use [38].

As these five characteristics directly impact the quality of interaction in Ubi-
Comp applications, they need to be taken into account by an HCI evaluation.
One way of evaluating these characteristics is using software measures. Our sys-
tematic mapping in [8] found 218 citations of measures associated with these
five quality characteristics. Most measures found are defined to evaluate the
Context-awareness characteristic (44 measures)[8].

However, most of them are simple definitions with no detail about their
measurement functions. Because of that, our group has been working on the
definition of software measures for these characteristics [14,15,45]. For instance,
Table 1 shows a set of software measures for the Calmness characteristic already
presented in [6].

Knowing that IoT presents similar characteristics from UbiComp, for exam-
ple, context-awareness [35,52] and transparency [54], it is feasible to use software
measures from this area to evaluate the interactions in IoT, i.e., Human-Thing
and Thing-Thing interactions.
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Table 1. Software measures for the calmness characteristic. Adapted from [6]

Name Measurement Function

Adaptation degree
∑N

j=1(Aj/Bj)∗100
N

Aj=Number of performed adaptations i

Bj=Number of requested adaptations i

N=Number of adaptations

Adaptation
correctness

∑N
i=1(Ai/Bi)∗100

N

Ai=Number of correctly performed adaptations i

Bi=Number of performed adaptations i

N=Number of adaptations

Availability degree X = B, where B is the the element that appears most often
among the following options answered by users (i.e., the
mode)

(1) Very Low, (2) Low, (3) Medium and (4) High

Context-awareness
timing degree

X = B is the mode

(1) Very Low, (2) Low, (3) Medium and (4) High

Relevancy degree X = B, where B is the mode

(1) Very Low, (2) Low, (3) Medium and (4) High

Courtesy degree X = B, where B is the mode

(1) Very Low, (2) Low, (3) Medium and (4) High

2.2 IoT

According to IEEE [32], Internet of Things is a network of objects, which are
embedded devices, connected to the Internet [32]. Considering this, Fuqaha
et al. [1] define IoT to be formed by six elementary building blocks (see Fig. 2):
(i) identification; (ii) sensing; (iii) communication; (iv) computation; (v) services;
and (vi) semantic.

The first element, the identification, allows an object to be accessed over the
Internet by other objects, in a Thing-Thing interaction, or by an application

Fig. 2. The IoT elements. Source [1]
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controlled by the user, in a Human-Thing interaction. Here, the identification
is comprised of two elements: (i) the network address of the thing, and (ii) the
description of its functionality (e.g., light or A/C).

The sensing is responsible for capturing the information from the environ-
ment or for actuating to change that information. Examples of information that
can be collected or controlled are luminosity level and temperature. Finally,
information gathered from the environment or changed when the actuation is
completed must be available on the Internet to be accessed by others things or
applications [1].

The communication element is responsible for connecting a thing using the
identification element. In IoT, there are several protocols to facilitate the commu-
nication, both at the network layer, such as Bluetooth, Wi-Fi, LTE, or NFC, and
at the application layer, such as the Constrained Application Protocol (CoAP)2

and the Message Queue Telemetry Transport (MQTT)3. In the network layer,
the characteristics of the communication technologies, like range, energy con-
sumption, reliability or routing protocols, define their applicability according
to the characteristics of the things. In the application layer, the functionalities
required by the application guide the selection of the most appropriate protocol.

The goal of the computation is to process the information perceived from
the environment, and to decide when acting on the environment is required,
based on the processed information. The processing is executed both on the
things embedded in the environment and on processing units located in the
cloud. The decision to process it locally on the thing or on the cloud depends
on the processing capabilities of the embedded devices, the load inserted by the
processing algorithm and the response time required by the application.

The services are an abstraction used to represent the things, with two main
responsibilities: (i) encapsulate the functionality provided by each thing; and
(ii) provide a known interface to access that functionality. Services improve the
interoperability; they hide details about the things, such as operating system or
programming language [1].

And the last element, semantics, allows the knowledge representation of both
the information collected by the thing and the information processed either by
the thing or by a cloud unit [1].

These elements are present in different domains, like e-health, transportation,
agriculture. For example, in healthcare, things (smartwatch, camera, presence
sensor, heart rate sensor, among others) monitor an elderly in his/her house and
the application sends the collected information to the physician, where he/she
can control this information and improve user care. In transportation, for exam-
ple, users can monitor the status of vehicles and they can send a command to
change the behavior if it is necessary. Or yet, to control the growth of the plants
in agriculture monitoring the sun rays, humidity, rain, among others.

In all these scenarios, the Thing-Thing interaction is present. The work
from [51] calls the Thing-Thing communication as machine to machine (M2M).

2 http://coap.technology/.
3 http://mqtt.org/.

http://coap.technology/
http://mqtt.org/
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However, M2M refers to those solutions that allow communication between
devices of the same type and a specific application, all via wired or wireless
communication networks and does not generally allow for the broad sharing of
data or connection of the things directly to the Internet [18]. In contrast, IoT
also refers to the connection of such systems and sensors to the broader Inter-
net. Therefore, the Thing-Thing interaction refers to the communication between
things over the Internet [18]. Then, we believe that the evaluation for IoT should
also take into account characteristics of the Thing-Thing interaction that is a
critical part of the IoT environment.

Analyzing the IoT elements and the scenarios they are used, two UbiComp
features can be identified in IoT as well: context-awareness and adaptability.
Context-awareness captures the information from the user environment to pro-
vide a better service to the user. The Adaptability uses context information to
make changes in the application behavior. For example, when the mobile appli-
cation identifies the user location to be nearby his/her house, the application
sends this information to the user’s home and the air conditioner is turned on4.

In [36], another important feature influencing the application behavior is
presented: spontaneous interaction. Razzaque et al. said that subtle interactions
exist when users and things move around, coming in and out of their commu-
nication range leading to the spontaneous generation of events. Hence, subtle
interactions between things have significant implications in the Human-Thing
interaction as well. This characteristic can be compared with the service discov-
ery and the context-aware from UbiComp. This occurs for the sake of the new
services that can be provided and adapted based on the new devices in or out
of the environment.

3 Applications and Evaluations

The applications that are presented in this paper are an essential part of the
research conducted by the Group on Computer Networks, Software Engineering
and Systems (GREat) of the Federal University of Ceará (UFC). They are a
result of both research projects and undergraduate and graduate students work
that were developed over the past ten years.

In this section, first, we present three ubiquitous applications as follows.
GREatTour is a product of a Mobile Guide dynamic software product line
(DSPL) [28,29] and we have been using this application to evaluate several
masters and Ph.D. theses in DSPL [2,27,42–44,47] and HCI quality evaluation
[16,40,46]. Both GREatMute and GREatPrint were developed in two different
master theses to evaluate their findings [34,46].

Then, we show two IoT applications, which are our first efforts to move from
Ubicomp to IoT: GREat Room [10] and Automa GREat. Both applications are
4 In the previous section, we defined context-awareness as one of the five characteristics

to be evaluated in Ubicomp applications. Adaptability, in this case, is provided by
context-awareness, which is the characteristic applied to evaluate IoT applications
in this work.
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a result of a graduate course about IoT and they have been used as case studies
for our research in IoT [4].

3.1 UbiComp Applications

GREat Tour is a UbiComp application to guide visitors in the GREat laboratory
[29]. For each room visited, the application shows texts, images, videos, audios
and persons who work there. GREat Tour shows this information according to
the visitor’s location inside the lab. The application also presents some infor-
mation according to battery level. For example, if the battery’s charge is more
than 50%, the application presents all kinds of medias. If the charge is less than
50 and more than 30%, the application blocks the videos to the user. If it is less
than 30%, the application does not show images and videos.

GREatMute aims to turn off the device’s sound according to the user’s
appointment in his/her agenda and current location [6]. For example, if the
user has an appointment 4 p.m. in an office registered in the calendar, the appli-
cation will check if the user local is equal to the defined in the agenda in the
hour recorded. If the answer is affirmative, the sound is turned off. Moreover, this
application allows users to specify for which events they would like the device
to be put into silent mode; this is done by monitoring for matches with the key-
words registered in the system. When the application finds an event in which
the title has one of the recorded keywords, GREatMute extracts the information
of the start time and end time of the event, using this information to put the
phone into the silent profile during this period.

GREatPrint aims to print documents at the nearest printer from the user,
providing a ubiquitous and mobile printing service [7]. The application works as
follows: after selecting a file, the user click on the print button of the given doc-
ument, and the application collects the six Wi-Fi networks previously mapped
in the laboratory. Then the application sends the document to the server. Based
on the GREatPrint Server response, GREatPrint App notifies the user where
the file has been printed or if it was not possible to print the file.

These ubiquitous mobile applications (See Fig. 3) were evaluated regard-
ing the following five quality characteristics presented in Sect. 2.1: context-
awareness, mobility, transparency, attention, and calmness. Twenty-four mea-
sures were collected to evaluate these characteristics, some examples of such
measures are presented in Table 1. More details about these evaluations can be
found in [6,7]. However, we present some examples of the results of these evalu-
ations in Table 2.

The collection of these software measures makes possible to evaluate the
quality of interaction in the applications. The results are an indication that the
measures are capable of evaluating a ubiquitous application according to the
selected HCI quality characteristics.
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Fig. 3. Screens of (a) GREat Tour, (b) GREat Mute, and (c) GREat print

Table 2. Results for UbiComp applications evaluations. Adapted from [6]

Measure GREat Tour GREatMute GREatPrint

Adaptation degree 72% 92% 79%

Adaptation correctness 100% 27% 52%

Availability degree Medium High Medium

Context-awareness timing degree Medium Low Medium

Relevancy degree High/Medium High High

Courtesy degree High High High

3.2 IoT Applications

Automa GREat is an IoT application developed to control airs conditioners and
the lamps of the GREat Lab’s seminar room. The users can switch on/off the
air conditioners and increase and decrease the temperature. About the lights,
the users can turn on/off and set their color and intensity. There are two modes
of user interaction with the application: manual and automatic. In the manual
mode, the user controls all things, and in the automatic mode, the applica-
tion uses the motion sensor to turn on/off the things. To manage data from/to
devices, the application uses the middleware LoCCAM (Loosely Coupled Con-
text Acquisition Middleware) [23] that is based on [24,25,33,34].

GREat Room provides a way to register the presence of people in a par-
ticular room, making possible to see who is in that room at a given time and
it can create a report about the presence of the persons. Furthermore, the pri-
mary requirement is the creation of the virtual group with these individuals to
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Fig. 4. (a) Screen of the automa GREat, and (b) Screen of the GREat room.

share files. The application uses the information from the beacons to identify
new things and persons in the room.

Figure 4 presents the screens of these applications.
These two IoT applications were also evaluated using the software measures

for UbiComp applications presented in Sect. 2.1. We present some results of these
two evaluations in Table 3. Details of the GREatRoom evaluation can be found
in [5].

In general, these measures give us a comprehension into not only whether the
app achieves the Human-Thing interaction or not, but also what can be improved

Table 3. Results of IoT applications evaluations. Adapted from [6]

Measure GREatRoom AutomaGREat

Adaptation degree 78% 0%

Adaptation correctness 79% 0%

Availability degree High Medium

Context-awareness timing degree High Medium

Relevancy degree High High

Courtesy degree High Low
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in the application. For example, GREatRoom still needs to be improved regard-
ing the adaptation degree (78%) and adaptation correctness (79%). These mea-
sures obtained bad results, because the application presented some problems
when the user position is on the border between two environments, where the
system cannot be sure which room the user should assign. Moreover, we dis-
cover that Automa GREat is not working regarding the context-awareness, which
means the application cannot adapt itself when the user enters or leaves a room.

In other measures, we found results that diverge between both applications.
For example, we have considerable differences in the “Availability Degree” and
“Courtesy Degree”. The GREat Room receives the best evaluation, because it
reacts correctly and in the better and calm way. Automa GREat, in turn, does
not work well in the automatic mode for the sake of the inability of detecting
the user presence. This leaves the result “low” in the measure that checks if the
behavior changed was the better one. The value “medium” in the “Availability
Degree” occurs, because the application does not perform the required functions.
Users also consider that the application does not interact at the right moment,
what leaves us with the result “medium” in “Context-awareness Timing Degree”.

4 Discussion

In this section, based on the applications’ evaluations, the literature, and our
experience, we discuss how we can benefit from the UbiComp move towards
IoT. Also, we detail the main differences between these two kind of applications’
evaluations, highlighting what was not detected by the measures from UbiComp
applied in the case studies in the previous section. We used the following four
open questions to organize our discussion.

What are the commonalities of HCI UbiComp evaluation that can
be also used in IoT applications?

The characteristics and measures that come from UbiComp, which are pre-
sented in Sect. 2.1, are also useful to evaluate IoT applications and they give us
a good insight into what can be improved in IoT applications as presented in
Sect. 3. For example, GREatRoom needs to be improved regarding adaptation
degree and adaptation correctness degree. Automa GREat, in turn, needs to
be improved regarding all measures for the Calmness characteristic. Therefore,
these case studies show an example that characteristics and measures for Ubi-
Comp are useful to IoT applications. Nevertheless, the evaluations presented in
Sect. 3 indicate that:

• The same UbiComp evaluation process can be used to IoT applications. In
our work, we used the same process from usability testing with profile ques-
tionnaires, observation, and measures collections;

• The necessary data collection for the measures calculation in IoT applications
requires the same effort as in UbiComp applications. All IoT applications need
to be instrumented like we do in UbiComp applications;
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• The questionnaires used to capture the subjective measures from users are
relevant and suitable in IoT as well; and

• The results from the measures in IoT can be interpreted following the same
analysis procedure as in Ubicomp.

Our answer is that good part of what is used in Human-Things evaluation in
UbiComp can be used in IoT. However, several problems arise from the Thing-
Thing interaction that needs to be evaluated as pointed out in the next questions.

What interaction problems were not identified in the IoT applica-
tions by the UbiComp measures?

Regarding the case studies presented in the previous section, the collected
measures were not able to identify several problems that the IoT applications
presented. For example, GREatRoom presents problems when multiple mobile
devices enter and exit a room, because it generates an inconsistency in the data
presented in the application’s interface to different users. This is a problem of
things being out of sync with the other things.

The other problem is the lack of conflicts handling. Conflicts occur among
contrasting goals [37]. Despite being a subject already explored in the field of
smart homes and ubiquitous computing, IoT brings greater complexity to this
problem, because IoT environments allow remote control by users, automated
rules programmed by users and context-aware decisions in the same system. For
example, the other application, Automa GREat, has no conflicts handling. If two
users send opposing requests, Automa GREat is not able to handle this conflict.
Another problem regarding conflicts in IoT, not detected by the evaluations,
is when a user may want to turn the lamp on remotely via smartphone, but
the application wants to turn it off because no one is at home. Therefore, the
measures from UbiComp are not able to evaluate if there are conflicts in Human-
Thing and Thing-Thing interactions.

Another issue that was observed during the case study with Automa GREat
was a delay when users turned on the air conditioner, which affects the system’s
responsiveness. Also, the state of things (i.e., air conditioning and lights) were
not being displayed properly in the interface, whenever the user changed the
tab, the application loses the current state about the things.

In short, the main interaction problems that arise from IoT applications
are related to the Thing-Thing interaction, which impact on the Human-Thing
interaction. So, to answer this question taking into account the case studies,
we should consider the following: synchrony, the lack of conflicts handling and
communication delay between things.

What characteristics and measures of Thing-Thing interaction
should be evaluated in IoT systems?

Based on the previously questions and literature review, we classify the char-
acteristics that should be evaluated according to two levels: Internet and Thing.
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Internet-level is related to intrinsic characteristics of the communication between
the things. The only work found, for now, that mentions characteristics for the
Thing-Thing interaction is [41], which consider synchronicity, responsiveness,
and reliability as significant issues to the interaction quality. These are discussed
as follows.

• Synchronicity: The things may be out of sync with other things. In GREat-
Room, for example, the time it takes to synchrony the things can not be long
because the application can show different information for different users that
are in the same context [41]. In Automa GREat, the air conditioner may show
a different temperature than what is displayed on the user’s device.

• Responsiveness: There are no certainties about how fast it will be for two things
to communicate with each other though the Internet. The result is that latency
(the time it takes for a message to pass through the network) can be unpre-
dictable, which affects the system responsiveness [41]. In Automa GREat, for
example, it is important to measure the time it takes to turn on the air condi-
tioner. This time will affect the user perception of the quality of the interaction.

• Reliability: A command sent through Internet can fail to arrive. It is hard
to guarantee that a user command will not get lost. It is not acceptable to
have everyday objects failing about their main functions [41]. For example,
in Automa GREat, no user would like to use application that fails to turn
on lights and air conditioner. Then, it is important to measure, for example,
how many failures occur and the time between failures.

Thing-level characteristics are related to components/characteristics that the
things may have, and that can be very challenging for Thing-Thing interaction
quality and, consequently, to the Human-Thing interaction quality. Battery,
context-awareness, interoperability and difficulty of installation are important
issues to the Thing-Thing interaction quality.

• Battery: Some things need to be connected all the time, and this requires
a lot of energy. It is a big issue manage the trade-off between network and
battery. If a thing goes off-line because of battery, the other things will not
be synchronized, and then, the synchrony will be affected [41].

• Context-Awareness: The things must have the ability to correctly sensing the
environment and the user [35]. If a single thing fails about the context, a
chain of failures can happen between things that are connected with it.

• Interoperability: We do not have a real Internet of Things today. In a true
IoT, anything can connect to any other thing. However, today, many things
are locked in proprietary ecosystems [41,50].

• Difficult of installation: The difficult of installation is about the process of con-
necting things with other things already existent. This process can be very dif-
ficult for a user, since they may use different network technologies [9,19,49].

Therefore, our answer is that software measures should be defined to evaluate
the characteristics discussed above: Synchronicity, Responsiveness, Reliability,
Battery, Context-Awareness, Interoperability and Difficult of installation.
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What are the major challenges to the interaction in IoT applica-
tions?

The challenges are related to the increased complexity that an IoT system can
have [41,50]. It is possible to add several smart objects in an IoT environment,
for example, a smart lock for a door, an intelligent air-conditioning, and a smart
coffee. Each one can deliver a service to another. This brings several challenges for
the interaction, such as interoperability, consistency of the interactions between
several objects and interfaces, detection and resolution of conflicts, and the choice
of techniques and methods to evaluate the interaction. These challenges are
discussed as follows:

• Interoperability: One of the main challenges of IoT lies into interoperability
[41,50,53]. In a true IoT, things can connect with each other, independently
of the manufacturer. Today, many IoT devices do not work with all other IoT
devices [50]. People are using single IoT systems, for example, Nest5, Philips
lamps6, Danalock7, SmartThings8. This represents a problem for user inter-
action because they will depend on the manufacturer. This lack of interoper-
ability between things is important to designers because it creates idealized
expectations from IoT that today cannot be achieved [41].

• Consistency of the Interactions: An IoT system can have many interfaces
(e.g., mobile phones, tablets, desktops) and many devices [50]. A recent study
from [12] states that support for multi-device interactions has fallen behind
users’ request to leverage the diverse capabilities of the devices that surround
them. Thus, there is a difficulty in designing interactions between devices
[21], especially in IoT, that one single system will have several components
(e.g., mobile interfaces, things, gateways). The lack of tools and methods for
testing multi-device user experiences is a research opportunity.

• Verification of Interest Conflicts: an IoT system may have several autonomous
rules, many services, many users with different preferences [22]. There is a
high risk of users feeling annoyed and overwhelmed by conflicts of interests.
Therefore, how to deal with instruction from several users, things and services
is a challenge. A research opportunity is to detect or predict if new instructions
and actions are in conflict with others.

• Evaluation: There are several possible combinations of things, services, and
interfaces that the user could experience, which makes the evaluation a chal-
lenge for IoT systems [41,50]. Any combination can generate unexpected
behavior and can impact in the user interaction. More research is necessary
about how the evaluation has to be performed in such scenarios to efficiently
discover user experience problems. Also, it may be necessary to adapt the
traditional methods to take into account the Thing-Thing interaction issues

5 https://nest.com/.
6 http://www.apple.com/br/shop/product/HK9J2BR/A/philips-hue-ambiance-star

ter-kit-colorido-10w-a60-220v.
7 https://danalock.com/.
8 https://www.smartthings.com/.

https://nest.com/
http://www.apple.com/br/shop/product/HK9J2BR/A/philips-hue-ambiance-starter-kit-colorido-10w-a60-220v
http://www.apple.com/br/shop/product/HK9J2BR/A/philips-hue-ambiance-starter-kit-colorido-10w-a60-220v
https://danalock.com/
https://www.smartthings.com/
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previously cited. For example, the existing questionnaires of usability do not
consider these issues [3]. Additionally, work from [13] believe that several new
heuristics specific to IoT will arise with the spread of the field. We also can
cite two more challenges for the evaluation, as follows.

– Data Collection: With our experience in the IoT evaluation, we have also
perceived the increase in the complexity of data collection. This occurs for
the sake of the various devices presents in the environment. Then, we need
to define an interoperable approach capable of accessing these things and
capture the data to analyze and evaluate the Thing-Thing interaction.

– Environment Configuration: Moreover, all the situations are important
and influence in the data collection such as the environment configura-
tion that contributes and influences in the result of the evaluation. For
example, if we consider the infrared sensor embedded in a device in a
position inadequate to communicate with another thing, we can have a
problem in our data capture and, consequently, in our evaluation.

Therefore, to summarize our answer to the last question, we believe that the
main challenges to improve the quality of Human-Thing and Thing-Thing inter-
actions in IoT applications are: Interoperability, Consistency of the Interactions,
Verification of Interest Conflicts, and Evaluation.

5 Conclusion

In this paper, we first showed a summary of the HCI quality evaluation in Ubi-
Comp and the essential elements of IoT. Then, the interaction evaluation results
of three UbiComp applications and two IoT applications are presented. The goal
was to identify commonalities and differences between the interaction evaluation
of these systems using the same characteristics (i.e., context-awareness, mobility,
transparency, attention, and calmness). Next, we discussed IoT and its similari-
ties and differences from Ubicomp using four questions. The evaluations were the
foundation for our answers to the open questions together with our experience
in these areas and what we found in the literature.

So, we hope to motivate researchers to work on the several challenges that
we presented for IoT systems interaction evaluation, especially focusing on the
opportunities of the evaluation of Thing-Thing interaction. Moreover, it is impor-
tant to investigate the commonalities with Ubicomp interaction evaluation and
reuse/adapt them to the IoT needs.
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35. Perera, C., Zaslavsky, A., Christen, P., Georgakopoulos, D.: Context aware com-
puting for the internet of things: A survey. IEEE Commun. Surv. Tutorials 16(1),
414–454 (2014)

36. Razzaque, M.A., Milojevic-Jevric, M., Palade, A., Clarke, S.: Middleware for inter-
net of things: A survey. IEEE Internet Things J. 3(1), 70–95 (2016)

37. Reinisch, C., Kofler, M.J., Kastner, W.: Thinkhome: A smart home as digital
ecosystem. In: 2010 4th IEEE International Conference on Digital Ecosystems and
Technologies (DEST), pp. 256–261. IEEE (2010)

38. Riekki, J., Isomursu, P., Isomursu, M.: Evaluating the calmness of ubiquitous appli-
cations. In: Bomarius, F., Iida, H. (eds.) PROFES 2004. LNCS, vol. 3009, pp.
105–119. Springer, Heidelberg (2004). doi:10.1007/978-3-540-24659-6 8

39. Rocha, L.S., Filho, J.B.F., Lima, F.F.P., Maia, M.E.F., Viana, W., de Castro, M.F.,
Andrade, R.M.C.: Ubiquitous software engineering: Achievements, challenges and
beyond. In: 2011 25th Brazilian Symposium on Software Engineering, pp. 132–137,
September 2011

40. Rocha, L.C., Andrade, R.M.C., Sampaio, A.L.: Heuŕısticas para avaliar a usabili-
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