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Abstract. Whereas the text password is still ubiquitous as authentication
scheme, its shortcomings are well-acknowledged within the research commu-
nity. A plurality of alternatives such as other knowledge-based, token-based or
biometric authentication schemes have been developed. Although the usability
of these schemes has been analyzed, the results concerning further user per-
ceptions are complex and somewhat ambiguous. Further, most of these results
stem from focus groups and surveys where the actual interaction with the sys-
tems was not tested. To shine light on this topic we conducted a laboratory study
with 35 participants to compare and understand user perceptions of several
biometric and non-biometric authentication schemes. We simulated the inter-
action with authentication schemes to protect our participants’ data and to avoid
affecting influences of particular implementations. The results showed that the
text password is still popular among the participants for reasons of familiarity
and due to privacy aspects, namely because no personal information has to be
provided. Fingerprint and iris recognition were well liked among the biometrics
by many participants due to the perceived security of using a unique feature for
authentication. However, the use of personal information also raised privacy
concerns in others. This leads to the assumption that there might be two user
groups preferring either passwords or biometrics. The assumption along with
possible influencing variables such as authentication context or familiarity
should be addressed in future research. The simulation of authentication
schemes could further be improved by addressing realistic error rates to increase
external validity of the study design.

Keywords: Authentication � Biometrics � Security � Perception � Acceptance

1 Introduction

Even though passwords as a classical form of authentication are still wide-spread and
well accepted by many service providers and users alike, several short-comings of this
mechanism exist: Users tend to create unsafe passwords, forget passwords or use the
same passwords for several applications [e.g., 20, 21, 46, 51]. Thus, a lot of research is
done to develop and evaluate new forms of authentication technologies [21, 22, 36].
These include for example token-based solutions or graphical passwords [44].
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The increasing availability of different types of sensors even in mobile devices such as
smartphones also made it possible to use biometric authentication technologies. Bio-
metric authentication relies on the recognition of either physical characteristics, like
fingerprint, hand geometry, iris, retina, facial characteristics and DNA, or behavioral
characteristics, e.g., signatures, keystroke dynamics or voice (which can also be clas-
sified as physical treat) [38]. The research in this area however often focuses on the
technical aspects of implementing those technologies. Still, user perceptions and user
acceptance are not necessarily in line with technical security or robustness of different
technologies [2, 5, 18, 23]. The objective of this research was to explore user per-
ceptions concerning security, preference, usage intention, effort, cost-benefit ratio,
expected usage problems and privacy concerns using different forms of biometric and
non-biometric authentication schemes. The first two research questions therefore were:
“How do user perceptions of the interaction with different authentication schemes
differ? What are the reasons for users’ perceptions and preferences?”

We compared eight different authentication schemes, namely text password and
graphical password as well as gesture, fingerprint, face, speech and ear shape recog-
nition in a laboratory study with thirty-five participants. Each participant tested and
evaluated each authentication scheme. In a final questionnaire and short interview the
participants were asked to rate the tested schemes against each other and provide
reasons for their preferences. The interaction with the authentication schemes was
tested in a simulation to avoid external influences such as different levels of maturity or
different interfaces. Furthermore, we aimed to protect our participants’ data.

In context with the study design we were interested in whether the simulation
“worked” in that participants didn’t see through it. We were also interested in our
participants’ feedback and in possible ways to further improve the study design.
Therefore the third and fourth research questions were: “Does the simulation work?
How can the study design be improved further?”

We found that the text password, fingerprint recognition and iris recognition were
the most preferred authentication schemes with our participants. The most reported
reasons for preferring the biometric schemes fingerprint and iris recognition were the
high perceived security due to the uniqueness of the feature and the ease of use. The
text password however was not only preferred because of familiarity and perceived
ease of use as well. Privacy aspects also played a major role. Several participants stated
to prefer text passwords because no personal information had to be given away and
couldn’t be lifted or stolen. The least liked schemes were ear shape recognition, gesture
recognition and the graphical password. Whereas the ear shape recognition was rated as
impractical and effortful, participants thought the gesture recognition could be easily
copied. The most likely cause for the negative rating of the graphical password were
problems with the implementation. Overall, our results indicate that there might be two
user groups that either prefer the password due to privacy concerns or biometrics due to
the perceived security of using a unique feature for authentication. Earlier research
suggests that user preference could further be influenced by context (e.g. newsletter vs.
bank account) and familiarity with or knowledge about biometric vs. non-biometric
schemes. Future research should address these questions that could have major
implications for decision-makers choosing authentication schemes for their systems
and services.
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2 Related Work

O’Gorman [35] provided an extensive comparison of several knowledge-based,
token-based and biometric authentication schemes in terms of security against different
kinds of attacks, potential keyspace and entropy, host-side security and also some
usability aspects like usage convenience, false nonmatch and false match rates.
However, he did not compare the authentication schemes in an empirical study, but
partly relied on individual empirical results from previous studies utilizing different
study designs and partly based his evaluations merely on theoretical considerations.
Bonneau et al. [7] chose a similar approach for rating a broad range of authentication
schemes according to several security, usability and deployability criteria. An early
literature review about the usability and security of alphanumeric and graphical pass-
words, token-based and biometric authentication procedures was conducted in 2004 by
Sasse [39]. Furthermore, a literature review concerning the security and usability of
several biometric authentication schemes can be found at Mayron et al. [34].

Some researchers compared the perceived security, acceptance and usability for a
small range of authentication schemes. Bhagavatula et al. [5], for example, focused on
smartphone authentication via Android’s facial recognition system “Face Unlock” and
Apple’s fingerprint-based system “Touch ID”. Compared to the traditional PIN
authentication, two-thirds of survey participants who already used Face Unlock con-
sidered it to be more secure. Similar perceptions were found for users of Touch ID. In a
corresponding lab study by Bhagavatula et al., seven out of ten participants ranked
Face Unlock as their last or second last favored authentication scheme. Touch ID was
preferred by six participants, whereas the remaining four described it as their least
favorite scheme. Tari et al. [45] assessed the perceived and real vulnerability of the
graphical password scheme “Passfaces” [37] to shoulder-surfing compared to
alphanumeric passwords in a lab study, with participants trying to shoulder-surf while
the experimenter authenticated himself. Both perceived and real shoulder-surfing
vulnerability were rather high for Passfaces. Non-dictionary passwords were consid-
ered as less vulnerable, but were also found to be easier to shoulder-surf than dictionary
passwords. As one of the first, Furnell and Evangelatos [19] conducted a focus group to
investigate user perceptions, awareness and acceptance of different biometric authen-
tication schemes, namely fingerprint, hand, signature, voice, keystroke, iris and retina
recognition. Behavioral methods (keystroke, voice and signature analysis) were con-
sidered as least reliable, whereas fingerprint, iris and retina analysis received the
highest ratings. However, iris and retina analysis scored lowest concerning how
comfortable respondents would be to use the investigated schemes. Participants were
also asked about their preference to use biometric compared to knowledge- and
token-based schemes. More than half of the participants (61%) selected biometrics as
their first preference, whereas 31% chose knowledge- and 10% token-based
procedures.

Dörflinger et al. [14] conducted a focus group along with an online survey to assess
the perceived security, goodness and usage intention for a wide range of authentication
schemes, namely fingerprint recognition, 2D and 3D gesture recognition, retina scan,
activity-based verification, speech recognition, face recognition and a recognition-based

Security Perceptions and User Acceptance of Authentication Technologies 267



graphical password. Participants in the focus group rated retina scan and fingerprint as
most secure; the graphical password was considered as the least secure, followed by 3D
and 2D gesture recognition. Surprisingly, participants were least likely to use retina scan
for authentication in the future, which was also placed second to last in terms of
goodness. Fingerprint, on the other hand, was the clear winner according usage intention
and perceived goodness. In the online survey, fingerprint, iris and face recognition
received the highest security ratings. In another focus group, Sieger and Möller [42]
investigated gender differences concerning the perceived security of the same authen-
tication schemes used by Dörflinger et al. [14], except for the graphical password.
Though they focused on smartphone authentication, they received the same distribution
of perceived security for the investigated schemes as Dörflinger and colleagues. They
also found that female users tend to perceive all authentication schemes as being more
secure, expect for speech recognition. Ben-Asher et al. [4] also did a survey and focus
groups on the perceived security, acceptance, convenience and usage intention of
several authentication schemes used on a smartphone. They included fingerprint
recognition, gesture recognition, iris scan, voice recognition, face recognition,
PIN/password and recognition of one’s signature provided on a touch screen. Finger-
print was rated as most secure, followed by iris recognition and PIN/password. Gesture
recognition was considered as least secure. Fingerprint and PIN/password also scored
highest in terms of convenience, whereas participants clearly preferred PIN/password
according to the likelihood of future usage.

While these are very interesting insights about user perceptions of different
authentication schemes, the authors relied on more or less sophisticated demonstration
of the particular authentication concepts [14] or mere textual presentation [42] and the
participants did not actually use the described schemes. Further research is needed to
investigate if the reported results can be replicated in a controlled setting based on
actual interaction with the evaluated authentication schemes. We aim to contribute to
filling that gap by using a controlled laboratory setting with a simulation design to
avoid influences of different interfaces and stages of system maturity. Further, partic-
ipants had the possibility to test and evaluate the actual interaction with eight different
schemes. Most of the schemes chosen for this study have also been the object of
investigation in the previous studies mentioned above to allow for a comparison of the
results in terms of user perceptions.

3 Authentication Schemes

In the following section we describe findings of previous studies regarding user per-
ceptions of the authentication schemes that were compared in the laboratory study.

3.1 Text Password

Text passwords are still the most common form of authentication. Among the short-
comings of text passwords researchers or users respectively list problems with the
technical security [7], but also usability issues [27, 43]. The often mentioned poor

268 V. Zimmermann and N. Gerber



memorability leads users to apply work-around strategies such as choosing simple
and/or guessable passwords, writing passwords on notes or re-using passwords for
several accounts [3, 26, 40]. Even though not perfect, the analysis by Bonneau et al.
revealed that text passwords still have benefits in terms of deployability and also some
usability aspects such as “nothing-to-carry” and “easy-recovery-from-loss” [7]. Users
in a survey by Ben-Asher et al. also attested the text password good values in terms of
perceived security and convenience. Apart from that, the text password received the
highest rating in terms of future intended use [4].

3.2 Graphical Password

Graphical passwords are an alternative to text passwords making use of the fact that
people are better in memorizing pictures than words [1]. A range of graphical pass-
words exist that can broadly be divided into two categories. First, there are
recognition-based techniques, where users e.g. have to recognize previously chosen
pictures in a particular sequence among other distractors. Examples include Passfaces
[37] or Déjà vu [16]. In recall-based variants users often have to recall and draw or
click a certain pattern or sequence. Examples for this category are PassPoints [53] and
Draw A Secret [28]. Further, some schemes use a combination of recognition-based
and recall-based features. Advantages of graphical passwords include a better memo-
rability [8, 16] compared to passwords and the possibility to increase the password
space and therefore resistance to dictionary attacks, with a sufficiently large database.
Also, some research suggests that graphical approaches might be more joyful for users
[49]. On the other side, many graphical schemes come with an increased login-time
compared to passwords or PINs [e.g. 31, 52] and, depending on the implementation,
can be prone to shoulder-surfing.

3.3 Gesture Recognition

Gesture recognition can either be a non-biometric or a biometric authentication scheme
depending on whether one’s characteristic dynamics of completing the gesture are
measured. Further, 2D gestures e.g. on a touch-screen as well as 3D gestures made in
free air in front of a sensor can be used for authentication. In the focus groups con-
ducted by Dörflinger, 2D gestures were rated better and more secure by the participants
than 3D gestures. Also, the intention to use 2D gestures was higher [17]. Similar results
were found by Sieger and Möller [42]. However, gesture detection in general only
received very low ratings in the study by Ben-Asher [4]. User reactions is a study by
Trewin et al. were mixed [47].

3.4 Biometric Authentication

The following procedures belong to the group of biometric authentication schemes.
After Riley et al. [38] biometric authentication is defined as “the process of establishing
an individual’s identity through measurable characteristics of their behaviour, anatomy
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or physiology.” Biometric technologies are spreading and already find application in
the governmental as well as in private sectors [38]. Whereas some researchers view
biometrics as an advantageous approach because they confirm the actual presence of
the legitimate user and apply characteristics that cannot be lost, forgotten or stolen,
others raise concerns. Critics comprise the inability of a certain percentage of people to
authenticate via biometrics, the problems arising for recovery from loss, and privacy
issues [12, 46]. For example, in a laboratory study Toledano et al. [46] found that
privacy concerns negatively affected confidence in biometrics. In focus groups con-
ducted by Coventry et al. [13] privacy concerns were also raised as a problematic issue.
Further, some researchers completely dismiss biometric authentication such as fin-
gerprint because the features used are not per se secret and could be “lifted” [41].

Fingerprint Recognition. Fingerprint authentication is one of the most spread bio-
metric authentication schemes, well-known by users due to the use in films, law
enforcement and travel documents. It is also popular because of its high accuracy [32],
maturity [12] and relatively low cost of acquisition devices [3]. In several user studies
fingerprint recognition was rated as very secure and usable by the participants. For
example, in focus groups conducted by Dörflinger et al. [17] fingerprint authentication
received the highest acceptance and second highest security ratings compared to other
biometric authentication technologies. In a survey by Jones et al. [29], participants
perceived fingerprint authentication to be the most suitable biometric authentication
technology for the financial and health care area. In a lab study by Holz and Bentley
[24], participants experienced an increased sense of security when using fingering
authentication in place of passwords to protect their e-mail account. Participants in a
survey-based field study by Mare et al. [33] liked fingerprint authentication mainly
because it was quick, even if they sometimes encountered failures with the sensors.
Results from another survey by Cherapau et al. [10] suggest that besides its speed,
participants value the convenience and ease of use of iPhones Touch ID fingerprint
authentication. More than half of the participants also perceived it as secure. However,
some participants also expressed concerns regarding the privacy of their provided
fingerprint, due to uncertainty of whether Apple stores their fingerprints locally or
somewhere else. Similar concerns were reported by participants in a survey conducted
by De Luca et al. [15].

Face Recognition. Compared to the relatively long-established fingerprint recogni-
tion, face recognition is a rather new authentication solution [27]. However, it has
recently gained publicity through the implementation of “Face Unlock” in Android
phones. Reported user perceptions of this authentication scheme vary across studies:
Results from a survey combined with focus groups by Ben-Asher et al. [4], as well as
focus groups conducted by Dörflinger et al. [17] suggest a relatively low acceptance
and usability of face recognition. A survey conducted by De Luca et al. [15] indicates a
problem with perceived security for Android’s Face Unlock, along with usability issues
like low speed and lack of convenience concerning the correct placement of the
smartphone for face scanning. Some participants also mentioned social awkwardness as
one factor for not using Face Unlock, due to the fear of looking like they were taking
selfies when scanning their face. Participants in a lab study by Bhagavatula et al. [5]
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expressed concerns about attackers using a photograph to fool the face recognition
system. However, other study results suggest high values for acceptance [47] and
perceived security [5].

Iris Recognition. Most users have at least heard about iris recognition as an authen-
tication scheme or seen its application in a movie [4]. Nonetheless, some users express
concerns about this authentication approach, including reliability, health issues or
misuse of their personal data, for example in a lab study conducted by Tassabehji and
Kamala [44]. This is in line with results from another lab study by Crawford and
Renaud [14], who found a low acceptance rate for iris recognition. But there are also
positive statements from survey and focus group participants [4] in terms of acceptance
or usage intention for iris recognition.

Speech Recognition. The recognition of speech can rely on both, behavioral biometric
characteristics (i.e. speech pattern) and physiological characteristics (i.e. the individual
sound of one’s voice). Like for face recognition, users differ in their evaluation of
speech recognition as an authentication solution. Some survey studies indicate high
values for perceived security and future usage intention [11], but at the same time,
results from other survey [4] or laboratory studies [48] suggest relatively low levels of
acceptance, and low perceived security values [19].

Ear Shape Recognition. One of the first to investigate ears for identification was
Iannarelli [26] who found that all of the more than 10,000 analyzed ears were distin-
guishable and thus ears provided sufficient unique properties to be used as a biometric.
The recognition process is similar to facial recognition with 2D images or 3D models of
the ear and does not need direct interaction [50]. Although ear shape recognition is seen
as a promising approach by some researchers [25, 40, 50] the literature on the usability or
security perception of ear shape recognition seems scarce. Problems might comprise ears
covered by hair or hats and religious concerns to uncover ears for authentication [40].

4 Method

In the laboratory study thirty-five participants used and evaluated the eight simulated
authentication technologies described above in a within-subject design. The text pass-
word as a classical authentication mechanism served as a baseline, whereas the
remaining seven technologies were tested in a randomized order. The participants were
asked to answer questions concerning the perceived security, effort and cost-benefit
ratio, as well as expected usage problems and intention to use the authentication scheme
in the future after using each scheme. The preference was rated after testing all schemes,
along with possible privacy concerns associated with the authentication procedures.

4.1 Participants

The thirty-five participants that took part in the study were German undergraduates
studying either psychology (29) or psychology in IT (6). Eleven participants were male,
24 female. Age ranged between 19 and 47 years with a mean of 23.09 (SD = 5.38).
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About half of the participants (17 out of 35) have never used biometric authentication
technologies before. All participants completed the study, there were no drop-outs. The
participation was compensated with course credit.

4.2 Procedure

After the reception participants were asked to sit in front of a workstation used to
simulate the different authentication schemes. The apparatus used for the simulation
included an eye and facial expression tracking system called “FaceLAB”1, a micro-
phone and a built-in fingerprint sensor of a Sony VAIO notebook. The face, iris and ear
shape recognition were simulated with the help of the FaceLAB system. For speech
recognition, the participant was holding the microphone while saying a given pass-
word. We implemented a graphical password similar to PassPoints, where people have
to click on predefined areas on a picture in a certain order to authenticate [53]. This
procedure dates back to one of the first graphical schemes implemented in 1996, the
so-called Blonder scheme [6]. The gesture recognition was implemented as a form of
pattern recognition similar to the one used by “SoftKinetic”2 for the PlayStation. The
gesture was completed by moving a pointed finger in front of the FaceLAB camera in
the form of the symbol for infinity (∞). Authentication was successful if the correct
gesture was shown independent of individual dynamics.

The participant’s workstation included two monitors. To one monitor the FaceLAB
system was connected, the other monitor displayed instructions on the current
authentication task. For reasons of data protection and privacy no biometric data was
actually collected or stored. For the simulation, the participants’ monitors were
remotely controlled by the instructor. The participants’ screens were duplicated and
displayed on the screens of the instructor which were not visible for the participants.
Participants were instead told that the data processing took place on the instructors’
computer to provide a credible explanation for the connection between the computers.
The experimental set-up is shown in Fig. 1.

Fig. 1. Illustration of the experimental setup

1 http://www.seeingmachines.com.
2 https://www.softkinetic.com/products.
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Before attending the main task, participants were told that several systems needed to
be calibrated beforehand to be able to accurately authenticate the participants during the
main task. Again, this was only simulated, but done to allow for a realistic authentication
process. Thus, a simulated calibration phase was done for fingerprint recognition, face
recognition, iris recognition, speech recognition and ear shape recognition.

After this the participants received the instruction to authenticate with a given text
password at their workstation. The instruction was displayed on the screen. The
familiar text password served as a baseline and to familiarize people with the proce-
dure. After typing the correct password the participants received textual feedback on
their screen indicating the authentication was successful. Participants were then asked
to answer several questions on the authentication procedure based on a 5-point-Likert
scale with 1 = strongly disagree and 5 = strongly agree, namely:

• Perceived security: “I think this authentication scheme is very secure, that is, it
protects me against attacks.”

• Expected problems: “I think the use of this authentication scheme generally causes
no problems.”

• Perceived effort: “How do you rate the effort for using this authentication scheme?”
(based on a 5-point Likert-scale with 1 = very low and 5 = very high).

• Perceived cost-benefit ratio: “In my opinion, the effort exceeds the gained benefits
for this authentication scheme.”

• Intention to use: “If I had the possibility, I would use this authentication scheme.”

Afterwards, the procedure was repeated with the other seven authentication
schemes in a randomized order. Whenever the instructions were followed correctly, the
participants received the “successful authentication”-message on their screen. Ques-
tions concerning the instructions were answered, in case of questions concerning
technical features or functionality participants just received a general reassuring sen-
tence such as “It works out fine” or “I can see on my computer that the data is
processed correctly”. After the completion of all authentication schemes participants
received some final questions comparing all procedures used:

• Preference: “Please arrange the following authentication schemes according to how
much you would like to use them, if all of them were available to you.” (based on a
ranking from 1 = most preferred to 8 = least preferred)

• Privacy concerns: “I have concerns to disclose the following data for usage of an
authentication scheme.” (based on a 5-point-Likert scale with 1 = strongly disagree
and 5 = strongly agree)

The final part of the study was a half-structured interview asking for the reasons of
why people preferred or not preferred certain schemes and why people perceived some
procedure as more secure than others. Furthermore, some control variables such as age,
gender, familiarity with biometrics and further comments were collected. The last part
was the debriefing of the participants. They were told that all authentication schemes
were simulated and that no data was stored or processed. Participants were then asked
whether they saw through the simulation, and if yes, why that was the case. The
participants were finally thanked for their participation, accredited with course credit
and provided with contact information should any further questions arise later.

Security Perceptions and User Acceptance of Authentication Technologies 273



5 Results

In the following section the quantitative results of the questionnaires are presented
along with the qualitative results from the interviews. We first describe the participants’
perception of the authentication schemes, followed by an evaluation of the study
design.

5.1 Preference

The results revealed that most participants preferred to authenticate via text password
(11 out of 35), fingerprint (10 out of 35) or iris recognition (9 out of 35). Participants
mostly appreciated text passwords due to habit, simplicity and protection of their
personal data, for example:

• “I prefer the password, simply out of habit. I suppose it is not the most secure
authentication scheme, but I haven’t had any negative experiences with it and it is
not exactly complex.”

• “The question was which scheme I would mostly like to use and I think iris or face
recognition are the best schemes, but I just don’t want to disclose those [data],
hence I chose the password.”

• “I know it works well and with a good password you can protect yourself without
disclosing personal information. This way, if your account is hacked, it is ‘just’
your account and not also your fingerprint.”

Biometric authentication technologies, on the other hand, were preferred because
they were seen as secure and simple and due to the uniqueness of the feature:

• “For me, it is very secure. Our iris is very…everyone has a special iris. It is very
unique. Fingerprint is unique and iris too.”

• “I think it is exiting, I liked that you could unlock the system with your fingerprint,
because only I have this fingerprint. […] and I don’t forget that like a password.”

• “It is relatively secure, the eye is unique and it is simple once you have scanned it
initially. You know it from movies.”

The overall rating of the authentication schemes can be found in Fig. 2.

Fig. 2. Preference rating of all authentication schemes; low values indicating high preference
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The least popular authentication technologies were the graphical password as well
as gesture and ear shape recognition. The negative evaluation of the graphical password
is likely to be caused by the rather imperfect technical implementation of the graphical
password that manifested itself in the change of the mouse courser every time the
mouse was placed in the correct area of the authenticating picture. Another reason for
the negative evaluation was that the graphical password and the gesture recognition
were viewed as easily copiable and therefore less secure:

• “In my opinion this can be fastest broken through guessing without knowing it.”
• “Because of someone knows the gesture he could easily authenticate himself, I

would say.”

The ear shape recognition was seen as impractical and effortful:

• “I think the ear shape recognition was pointless. […] if you would employ it in daily
life and had to turn your head every time…concerning the practicability and
compatibility, I’m not such a great fan.”

• “Because I think it’s inefficient, it is impractical and I would not be keen to use it.”

5.2 Perceived Security

Although there were no significant differences between the authentication technologies
concerning the perceived security (F(7, 238) = 0.48, p > .05; see Fig. 3), sixteen out of
thirty-five participants rated fingerprint as the most secure technology. The main rea-
sons for this were uniqueness of the authentication feature as well as protection against
forgery:

• “Fingerprint is most secure. Iris and face recognition are on the same level. Simply in
terms of security…because…fingerprint is unique. Because as far as I now a fin-
gerprint can’t be replicated. And the other schemes all provide some opportunity for
attacks. And I think the fingerprint scan is difficult to crack from outside the system,
you have to get into the system somehow to access the data and copy them.”

• “The probability for someone to have the same fingerprint is one billion or so. You
can spoof the face with a photo or something like that, but fingerprint is hard [to
spoof].”

Fig. 3. Perceived security of the tested authentication schemes
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Text passwords were also considered as secure “as long as they are applied cor-
rectly”, i.e. in accordance with common password guidelines:

• “The password is most secure if you apply it correctly. Biometric characteristics can
be forged easily, passwords are relatively complex, there are more units to vary.”

5.3 Privacy Concerns

However, fingerprint is also the authentication feature for which most participants have
concerns to reveal their data, followed by face and iris recognition (differences were
significant with F(4.1, 142.7) = 11.74, p < .001, partial ƞ2 = 0.25, see Fig. 4).

The participants also mentioned these concerns in the interviews:

• “It depends on in whose hands it is, if I authenticate myself via fingerprint when
entering a country or to identify a delinquent, then I think it’s secure, but I still have
a bad feeling to disclose this data to the state because I don’t know how it is
protected.”

• “I think it is questionable because the eye is scanned offhandedly. One is just not as
familiar with iris recognition as with fingerprint and that stokes fear about digi-
talization and the ‘transparent citizen’.”

5.4 Perceived Effort

There were no significant differences concerning the perceived effort for using the
authentication schemes (F(7, 238) = 1.39, p > .05). Overall, participants expected the
effort for using the schemes to be relatively low (mean ranged between 2.2 and 2.5).
Accordingly, on average participants rated the cost-benefit-ratio for using the authen-
tication schemes as positive (mean ranged between 1.9 and 2.1). Again, there were no
significant differences between the eight authentication schemes (F(4.7, 160.5) = 0.89,
p > .05).

5.5 Expected Problems

Participants mainly expect to have problems with the ear shape and face recognition,
whereas the other authentication schemes are expected to perform relatively equal, on a

Fig. 4. User concerns to reveal the data necessary for the particular authentication scheme
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moderate, but slightly positive level (see Fig. 5). The differences in the expected
occurrence of problems were significant with F(4.7, 159.5) = 2.91, p < .05, partial
ƞ2 = 0.08.

5.6 Intention to Use

Although there were also no significant differences in the intention to use the
authentication schemes in the future (F(7, 238) = 1.05, p > .05), the text password still
received the highest value, i.e. on average, participants are most inclined to use the text
password if they could freely choose between all considered authentication schemes
(mean ranged between 2.9 and 3.6).

5.7 Simulation

The majority of participants did not see through the simulation of the authentication
schemes. After having been informed about the procedure 22 participants stated they
had not been suspicious about the implementation of the authentication schemes. For
eight participants, the classification was ambiguous as they mentioned minor concerns
only after being informed. Five participants either raised questions during the experi-
ment or clearly stated to have had suspicions after being informed. Some participants
stated the authentication process was too “smooth” to be realistic. Of the five, four also
had personal experience with biometric authentication.

6 Discussion

The results revealed that even though alternatives are spreading the familiar text
password is still popular as authentication method. The text password was the most
commonly mentioned preference in the interviews and also ranged among the top three
schemes in the list of average preference positions. In accordance with some previous
studies fingerprint and iris recognition received the highest values among the biometric
schemes. For example, in a survey by Furnell and Evangelatos [19] fingerprint and iris
scan were rated the most reliable and Karatzouni et al. [30] found fingerprint to be the
most popular choice for the implementation of biometrics on smartphones. Interest-
ingly, none of the schemes investigated in our study differed significantly in terms of

Fig. 5. Expected problems during the usage
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their perceived security. Thus, the reasons for the lower ranking of other biometric
schemes such as face, speech or ear shape recognition seem to lie in other areas. The
rating of expected problems reveals that users expect the face and ear shape recognition
to cause more problems than other schemes what might be an explanation. Further,
several statements in the interviews indicate that people might feel uncomfortable using
speech, face or ear shape recognition in the public. This finding of expected “social
awkwardness” is in line with the results of De Luca et al. [15]. The higher ranking of
fingerprint and iris recognition might also be connected to the finding that most of our
participants who had used biometrics before, had experience with fingerprint recog-
nition. In a survey by Jones et al. conducted in 2007 [29], the fingerprint also was the
biometric scheme most participants were familiar with. It is to be expected that the
familiarity with fingerprints even increased since then. Further, both fingerprint and iris
recognition are among the more commonly used technologies in films, e.g. in crime
movies. As a reason for her preference one participant even stated that she knew from
films that the iris scan was easy to use and relatively secure.

Another interesting result is that the text password and biometric technologies seem
to be preferred for different reasons. The text password is valued not only due to its
familiarity but also because no unique, personal information has to be confided to the
authentication system and therefore cannot be stolen by an attacker. However, bio-
metrics seem to be valued mainly due to this exact fact. Participants mostly named the
uniqueness and unforgeability of the feature as a reason for using biometrics. This leads
to the question of whether different user groups exist preferring either the text password
due to privacy concerns or biometric technologies for perceived security reasons. The
assumption of different user preferences is supported by results of other studies
showing that people seem to have complex, somewhat dichotomous opinions about
biometrics [9, 38]. In connection with this question one should also consider possible
influences of variables that have not yet been tested in the current laboratory study. As
mentioned above, the familiarity with biometrics, both personal experience and the
familiarity from movies, might influence their assessment. Apart from that, Heckle,
Patrick and Ozok [23] found that users were more comfortable using biometrics for
personal versus corporate purchases in an online shopping context. The survey results
of Jones et al. [29] revealed that in the financial domain the text password was rated as
slightly more acceptable than a fingerprint scan, whereas the order changed in the
health care sector. In the retail domain again passwords were rated as more appropriate
than fingerprint and other biometrics. These results indicate that the authentication
context might affect user preference for biometrics versus passwords as well. Future
research should address these questions. Due to the short-comings of the implemen-
tation of the graphical password it remains open whether the assumption of different
user groups is only valid for text passwords versus biometrics or for knowledge-based
procedures in general. This question could be addressed in future studies as well.

It is noticeable that the perceived effort did not differ between the different schemes.
A reason for this result might be that all our simulated schemes provided a similar
interface and were implemented with a zero-error rate to avoid influences of a particular
problem on the evaluation of the interaction. On the one hand, the results indicate that
the simulation was successful in avoiding theses influences on the participants’
assessment. On the other hand, the assessments in a real-life environment with current
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implementations of the technologies might differ a lot. It is to be expected that errors e.g.
due to hand lotion on fingers when using the fingerprint sensor affect users’ evaluation
of the system. Therefore, to increase the external validity of the results in this regard,
future studies should address the problems and error rates of current solutions in the
study design. Overall, the simulation worked well for the majority of the participants.
Nearly two thirds of the participants were convinced of the functionality of the tested
authentication schemes, further eight expressed questions or doubt only after being
informed about the simulation. Still, one has to take into account that most of the users
were non-experts in terms of information technology and biometric authentication
schemes. Only half of the participants had used some form of biometric authentication
before. Furthermore, the imperfect implementation of the graphical password might
have caused distortions in the participants’ assessments. Thus, the inclusion of actual
problems and error rates of current solutions as well as the redesign of the interfaces is
expected to lead to a further improvement of the simulation in future studies.

6.1 Limitations

Despite the aspects discussed in the context of the study design the research had the
following limitations: First, all participants were undergraduate students. Therefore, the
sample has been skewed in terms of age, education and technical affinity. About half of
the participants already had personal experience with some form of biometrics. This
might have been affected the ratings compared to participants who had no personal
experience with biometric authentication schemes. Second, the relatively homogenous
sample only consisted of thirty-five participants. A larger and more heterogeneous
sample would increase the external validity of the results. Third, the tested authenti-
cation schemes included several biometric schemes, but for example only one graphical
scheme. Token-based schemes were not tested at all. Thus, the inclusion of further
knowledge-based and token-based schemes would lead to a more balanced approach.
One indication for this effect is that all authentication schemes received a similar rating
concerning the expected effort and the perceived cost-benefit ratio. To clarify the
influence of the study design on these results it would have been interesting to have the
participants provide reasons for their assessments. To increase the degree of realism a
future study design should take real world problems and error-rates of the particular
authentication schemes into account.

6.2 Conclusion

Concluding, the current research provided valuable insights in user perceptions con-
cerning a broad range of authentication technologies.Whereas some findings were in line
with previous studies, such as the high user preference for fingerprint recognition among
biometrics, others were a bit surprising in comparison with earlier findings, e.g. the low
rating of face recognition or the graphical password. The rating of face recognition can be
explained with usage problems expected by the participants. The bad rating of the
graphical password is most likely caused by short-comings in the implementation. The
combination of user ratings and explanations led to the assumption of different user
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groups preferring either the password due to privacy concerns or biometrics due to the
perceived security of the unique feature used to authenticate. This hypothesis needs to be
analyzed further in the future, together with further influencing variables. The simulated
study design in general proved effective to compare different authentication schemes in a
controlled setting while protecting the data and privacy of our participants. However, to
improve the external validity and persuasive power of the simulation, its limitations
should be addressed in future studies.
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