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Abstract. Behavioral biometrics, such as gait, voice, handwriting, and
keystroke dynamics can provide a method of authenticating users that
is both secure and usable, particularly on mobile devices. Behavioral
biometrics can often be collected in the background, without requiring
a specific security task to be completed by the user. Many behavioral
biometrics can be recorded with hardware that has already been deployed
in many mobile devices. In this paper, we consider the use of behavioral
biometrics for authentication in systems designed for universal access.
Requirements for security and authentication are discussed, and several
behavioral biometrics are introduced. Considerations for universal access
are presented.
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1 Introduction

Universal access has as its objective to provide access to information technology
to as broad a range of people as possible [29]. Although universal access is a
notable goal, it is important to keep security considerations in mind as we design
such systems [2]. This work seeks to emphasize one of the security-related aspects
of universal access – authentication.

Users can be authenticated in several ways. Typically, this is done using
either one or a combination of something a user knows, possesses, and is (bio-
metrics). Although something a user knows may be forgotten, and something a
user possesses may be lost, biometrics are tightly associated with the individual
and cannot be left behind, making them an appealing option for a system that
is secure, usable, and universally accessible [3,7,8,19,26,27].

There are many types of biometrics, each with their own benefits and dis-
advantages. Physical biometrics include fingerprint, face, and iris recognition.
Fingerprints are widely accepted and considered to be a reasonably usable
option [1,30], although face recognition can be done without requiring direct
contact between the user and the sensor.

Behavioral biometrics are a versatile method of collecting information about
and, potentially, authenticating users. These biometrics include patterns of
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human behavior, including their gait, voice, handwriting, and keyboard typing
patterns. In contrast to certain physical biometrics, many behavioral biometrics
can be collected with common and inexpensive hardware. Behavioral biomet-
rics do not necessarily require physical contact for collection and can often be
collected without the user’s awareness of the activity. This passive collection
makes behavioral biometrics and intriguing option for securing systems in an
accessible manner.

Today, behavioral biometrics deployed are more frequently, particularly for
purposes of authentication and security. Additional information, such as the
context within which the desired action is occurring within, may also be used to
strengthen a user’s case for access to protected resources. Whereas traditional
passwords are cumbersome on a small mobile device’s touch screen, and physical
biometrics hardware (such as fingerprint readers) remains a premium feature, it
may be tempting to employ behavioral biometrics to protect and restrict access
to resources.

This paper examines the potential and challenges facing the widespread use
of behavioral biometrics for authentication, particularly as it relates to universal
access. We will introduce behavioral biometrics, discuss requirements for effec-
tively realizing such schemes, and consider impediments to the universal use of
behavioral biometrics.

This paper is organized as follows: Sect. 2 introduces key concepts in secu-
rity. Authentication is discussed in Sect. 3. Behavioral biometrics are detailed in
Sect. 4. Finally, discussion and concluding thoughts are shared in Sect. 5.

2 Security

It is challenging to separate universal access from secure access. If the objective
is to provide access to as broad a range of individuals as possible, as is the
case with systems designed for universal access, we must also seek to provide
access in a secure manner, for all users. Furthermore, just as new features or
capabilities should not degrade the usability for any individual or group of users,
the purposeful incorporation of universal access should not degrade the security
experience for other users. There is tension between the security and usability
of a system [22].

Security serves as a barrier to a system’s resources, whereas universal access
seeks to provide multiple methods of use. Additionally, it is often the case that
systems that must prioritize universal access also provide access to some of our
most sensitive personal and health-related information [2].

Broadly, a secure digital system must provide confidentiality, integrity, and
availability [14,24].

– Confidentiality: a system must only provide access to users who are authorized
to view a certain resource.

– Integrity: only the intended parties should be able to modify the information
contained within the system.

– Availability: the system must not deny access to legitimate users.
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Thus, we have the challenge of designing systems that must provide access to a
wide range of individuals, but in a secure way.

In some cases, systems have a primary method of authenticating, with one
or more alternatives provided for users who are not able to use the primary
method. For example, a user who cannot use a fingerprint reader may be able to
present an identification card instead. System designers should be wary, however,
as this opens a system’s authentication mechanisms to potential abuse. It can
be easier to forge an identification card than a fingerprint. Indeed, abusers may
purposefully damage or circumvent the primary authentication mechanism in
order to gain access using a less secure, alternative way.

One example is a version of Google’s ReCaptcha authentication system [32].
ReCaptcha authenticates users as humans (as opposed to automated robots) by
asking them to identify the text in an image. The intention is that the text in an
image is easy (or at least, easier) for a human to understand and challenging for
a computer to decipher. An alternative mode of access was provided for those
who had difficulty with the visual cue – audio would play instead. However,
audio CAPTCHAs have been shown to be vulnerable to automatic deciphering –
perhaps even more vulnerable than text-based CAPTCHAs [6]. Instead of using
a wide variety methods of authentication, our objective should be fewer, but
more robust and well-test methods capable of authenticating a wide range of
individuals.

3 Authentication

Authentication can be defined in terms of the states before and after authentica-
tion has occurred. After authentication, two entities (users, computers, or other
systems) should be confident that they are communicating with one another [5].
In terms of universal access to information technology, we will focus on authen-
tication of the user to the system (although the converse remains an interesting
topic – how does the user know they are connected to the intended endpoint?).

There are three broad methods of authenticating an individual:

– Something a person knows: for example, a password, a passphrase, response
to a secret question, or other piece of knowledge not readily known to others.
Although this authentication scheme is the least resource-intensive for the
system to implement, it is the most taxing on the user’s mental abilities.
Knowledge-based authentication schemes do not require specialized hardware,
nor do they require a user to retain possession of a token. They shift the
burden of proof to the user, who is responsible for memorizing a sequence of
characters, numbers, and other tokens, or for responding to a question [4].

– Something a person possesses: this may include tokens such as an identification
card or security token. In its simplest form, possession of a token is enough to
gain access. In more sophisticated schemes, the token may require additional
verification, such as checking if a picture on the security token matches that
of the person requesting access.
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– An intrinsic characteristic: biometrics. These may be physical traits that we
are born with, such as fingerprints or face structure, those that develop over
time due to uncontrollable factors, such as patterns in the iris, or learned
behaviors (behavioral biometrics). Generally, we seek to use biometrics that
exhibit both uniqueness and permanence – those that can uniquely identify
an individual and do not change much over time.

Table 1. Methods of authentication

Something you know Something
you possess

Something
you are

Convenience (Worse) Requires
memorization

(Worse) Must be on
person for
authentication

(Better) Part of
the individual

Security (Worse) May be
shared, coerced,
forgotten, or
exposed

(Worse) May be
shared, coerced,
lost, or forged

(Neutral)
Possible to
forge, cannot
be lost or
forgotten

Suitability for
mobile devices

(Worse) Long
passwords are
difficult to type
on small devices

(Worse) Mobile devices
may lack physical
hardware needed to
validate security
tokens

(Better) Certain
biometrics can
be validated
with hardware
already
incorporated
into mobile
devices

Risk (Better) An exposed
password can be
invalidated and
reset

(Better) A lost token
can be invalidated
and reissued

(Worse) We
cannot change
our biometrics
if compro-
mised

Table 1 presents a comparison of these high-level methods of authentication.
The three aforementioned methods (something you know, something you pos-
sess, something you are) are compared in terms of their convenience, security,
suitability for mobile devices, and risk. Each element is rated on a scale of worse,
neutral, or better with regards to the specified metric.

– Convenience: convenience is defined as ease of use to the user, not the system.
Memorizing passwords and securing tokens rank lower than biometrics, which
require no or minimal overhead of the user.

– Security: all three methods have security faults, although biometrics may be
more favorable as they cannot as easily be shared.

– Suitability for mobile devices: both passwords and tokens present challenges
on mobile devices (such as smartphones). These devices either make it incon-
venient to type lengthy passwords repeatedly (where lengthy passwords have
been shown to be more secure than shorter ones [36]) or lack hardware needed
to validate security tokens. Some biometrics, such as faces and fingerprints,
can be validated with hardware now available on mobile devices.
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– Risk: we define risk as the risk to the user if their credentials are exposed.
Passwords present minimal risk if they are not reused between systems (which,
unfortunately, is typically not the case [17]). Lost tokens can be invalidated to
prevent their use on systems. In both cases, it is possible for the user to move
on with new credentials in the case of a breach. However, the major strength
of biometrics – their inseparable association with the individual – makes them
a liability if compromised (for example, if someone is able to replicate someone
else’s fingerprint). In this case, we cannot simply change our fingerprints. The
user is dependent on the system implementing a biometric authentication
scheme that does not directly store information that can be used to simulate
the user’s features.

Two-factor authentication is the use of two (or more) authentication modalities,
such as requiring a password and a security token, or a fingerprint and a photo
ID. While two-factor authentication can improve a system’s security, it may
impede usability by extending the duration and requirements of the authentica-
tion activity. Additionally, two-factor authentication still leaves vulnerabilities
exposed [28].

Given the convenience to the user and security of the scheme, the remainder
of this work focuses on biometrics as a single factor method of authentication.
More specifically, this paper will present behavioral biometrics, which have the
additional benefit of being able to be collected without necessarily requiring
explicit user action, providing benefits for both security and usability.

4 Behavioral Biometrics

There are two types of biometrics: physical and behavioral. Physical biometrics
include fingerprint, facial, and iris recognition. Physical biometrics are derived
from unique physical characteristics that are usually determined prior to birth or
formed through involuntary muscle movements. Behavioral biometrics are based
on our activities and learned reactions, although they are heavily influenced by
our physical characteristics. For example, a person’s gait depends on their size,
weight, and muscle mass.

Behavioral biometrics have a long history of acceptance as a means of ver-
ifying an identity. Signatures have been used from ancient to modern times in
order to authenticate documents. Today, signatures are one of several options
for behavioral biometrics.

Behavioral biometrics are appealing because they can be collected in a less
intrusive manner than physical biometrics [13]. Some behavioral biometrics, such
as keystroke dynamics (unique typing patterns made by users), can even be
collected without any explicit user action. Keystroke dynamics can be recorded in
the background as the user types. The wide variety of sensors available on mobile
devices (touch, GPS, gyroscope, camera, microphone, among others) provide
intriguing options for authentication using behavioral biometrics.

Although promising, behavioral biometrics have several potential pitfalls.
From a security perspective, we must be prepared to allow a wide range of
acceptable signals. Whereas, for example, a text password must match exactly,
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Fig. 1. Overview of a behavioral biometric system

behavioral biometrics can vary depending on a person’s mood or stress [18].
Behavioral biometrics are also vulnerable to being imitated by a skilled attacker!
[18]. In terms of usability, some behavioral biometrics may not apply to a wide
range of users and may impede universal access.

The design of a behavioral biometric system is described in Sect. 4.1. Gait,
voice, handwriting, keystroke dynamics, and other behavioral biometrics are
presented in Sects. 4.2, 4.3, 4.4, 4.5, and 4.6, respectively.

4.1 Behavioral Biometric System Design

An overview of a behavioral biometric system is shown in Fig. 1. The system has
the following stages:

– Acquisition: during the acquisition stage the system will sample signals derived
from a user’s behaviors. This may require the user to interact with a user
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interface, such as writing a signature, or it may be done passively, such as
recording a voice.

– Processing: the processing stage first ensures the signal recorded is of sufficient
quality for further processing. If the signal is inadequate, the system may
immediately request a new sample. If the signal is of good quality, features
will be extracted. These extracted features are a subset of the original signal –
after this point we can discard the original data, if desired. The extracted
features are encoded as a template. The format of the template is designed to
allow efficient storage, retrieval, and comparison.

– Storage: templates are stored in a database and must be protected against
adversaries. Templates may be protected by encryption or by more sophisti-
cated schemes.

– Matching: matching compares the acquired signal to the database in order to
compute the similarity between the user currently under consideration and
the claimed identity.

– Decision: finally, the system must render a decision – allow or deny. Sometimes,
this stage is left up to a human administrator to determine.

4.2 Gait

Gait is the pattern of locomotion individuals make as the move. When people
can “recognize a person’s footsteps”, they are performing a form of gait recog-
nition. Although this is learned behavior, it is impacted by a person’s physical
characteristics (weight, height, muscle mass, shoes, posture, clothing, motion,
etc.) [11,20]. Several methods of gait recognition have been proposed, including
using a person’s silhouette [33] and readings from an accelerometer [12]. It has
been shown that both approaches perform comparably [12]. Many mobile devices
are equipped with accelerometers, making gait recognition a potential means of
providing access.

4.3 Voice

Voice, or speech recognition is an intriguing behavioral biometric with applica-
tions including and beyond authentication. A user’s voice can be used to deter-
mine their identity using simply a microphone. Performance can be used if the
user dictates a specific phrase expected by the system (text dependent), but
recognition can also be text-independent [25]. Speech is a natural part of many
transactions and is not considered to be as intrusive as providing a fingerprint
or even taking a picture. Furthermore, voice provides additional cues about a
user’s stress level that can be used to improve the performance of the system.

4.4 Handwriting

Handwriting, including signatures, can be used to identify users. This identifica-
tion can be performed by identifying characteristics such as the number of strokes
made, timing, count of pen up and pen down motions, and several proportions and
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areas formed by the written information [31]. As with several other behavioral bio-
metrics, handwriting recognition can be vulnerable to attack [21]. However, hand-
writing is remarkably versatile and a natural input method for touch surfaces.

4.5 Keystroke Dynamics

Keystroke dynamics can be used to identify a person based on the tim-
ing between subsequent keystrokes. Although originally intended for physi-
cal, mechanical keyboards [23], keystroke dynamics have been implemented on
mobile devices [16]. Interestingly, keystroke dynamics have also shown promise
as a way for determining a user’s emotional state (such as nervousness or tired-
ness) [10].

4.6 Other Behavioral Biometrics

Many other behavioral biometrics are available. Behaviors ranging from game
strategy [34] to musical proficiency [9] can be used to authenticate individuals.
A detailed survey of behavioral biometrics is available in [35]. While new schemes
will continue to be developed, it is important to evaluate them on both their
security and usability qualities.

5 Discussion and Conclusion

Many users do not use any or only minimal protection on their mobile
devices [15]. Users to not seek to “do security”, they aim to complete their
intended tasks in the most efficient way possible. Generally, this relegates secu-
rity to a burdensome task. Behavioral biometrics (and biometrics in general) are
an attractive alternative. Behavioral biometrics can provide a degree of authen-
tication for minimal user interaction.

However, we must also consider the implications widespread use of behavioral
biometrics would have for universal access. Certain behavioral biometrics may
exclude groups of people. For example, gait assumes a person is able to walk.
Voice recognition requires a person who can speak. Poor usability of implemen-
tations of behavioral biometrics can lead to a high rate of false positive errors
(allowing unauthorized users access). By definition, behavioral biometrics reflect
the behavior of the user. The system must be able to guide the user’s behavior
in a consistent manner in order to achieve reliable authentication to as wide a
range of users as possible.

Behavioral biometrics provide opportunities for universal access beyond
authentication. For example, the ability to know the user’s current emotional
state can be incorporated into system behavior. Perhaps a user who is upset
should have access to only a restricted set of features. Or, a user who is confused
could be provided additional assistance.

This work discussed security and authentication considerations of universal
access systems and then considered the utility of behavioral biometrics. Although
behavioral biometrics provide intriguing opportunities for authentication users,
their use must be moderated by security and usability requirements.
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