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Abstract. Privacy is considered as a main concern in developing and imple-
menting smart home systems for elderly care (SHSEC). Privacy-by-Design
(PbD) can help to ensure privacy in such systems and can support the
designers in taking the protection of the privacy into account during the devel-
opment of such systems. In this paper, we investigate the suitability of the PbD
principles (PbDPs) suggested by Cavoukian et al. [1] in the context of SHSEC.
This research is conducted as a qualitative case study, where we highlight
limitations of existing PbDPs in this context. Based on our findings, we
suggest seven additional PbDPs which complement the existing PbDPs and
adjust them in the context of SHSEC.
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1 Introduction

A smart home network is a unified combination of people, wireless networks, and other
technical devices [2]. By using this technology, a smart home system (SHS) can provide
information about activities and the status of different entities in the home environment.
Recently, smart home technology has been used to support the independent living of elderly
people allowing them to stay at home as long as possible [3, 4]. Using smart home technol-
ogies in elderly care is beneficial in many ways. The elderly can live longer independently
in their homes where they usually have a richer social life and can maintain established
habits. For caregivers, such solutions reduce their workload and for the society, smart home
solutions substantially decrease the costs for elderly care since the cost of care at home is
almost always a fraction of the cost of residential care [5]. However, to allow the elderly to
stay at home, the smart home technologies must ensure the safety of the residents and give
caregivers the opportunity to quickly react to any health problem or any emergency in the
smart home. This is realized by extended monitoring of the activities of the inhabitants [6],
which raise many new privacy concerns [3, 7]. Ensuring privacy of the elderly is thus one
of the main concerns in design of smart home systems in elderly care (SHSEC). This is one
of the reasons why the EU advocates the principle of privacy-by-design (PbD) [8].
However there are different ways in how PbD is understood and applied in practice
because of the different needs and the differences in defining privacy in various contexts
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[3, 9]. Kosta et al. [10] argue that applying general ethical guidelines in the context of
SHSEC is difficult because of the complexity of this environment and because of the
conflicting interests that can arise between the different stakeholders within such envi-
ronment. It is also recognized that ethical issues such as privacy that can come up in
relation to the development and implementation of SHSEC are not sufficiently focused
during the development of such systems [11]. Most of today’s projects are technically
oriented and focus on development and effectiveness of these technologies [7, 12]. Thus
development of practical privacy guidelines that can be easily adapted in this context is
seen as a real challenge [10]. The aim of this paper is to highlight limitations of existing
PbDPs in the context of SHSEC and suggest a set of PbDPs adjusted to this context.
A starting point for this research is a set of PbDPs suggested by Cavoukian et al. [1] for
the context of personal health monitoring.

The paper is structured as follows. Section 2 contains a discussion about privacy in
the context of SHSEC. In Sect. 3 we present our research method. Section 4 reports on
our analysis of the case study. In Sect. 5 we present a set of PbDPs applied in this context.
Finally the paper ends with conclusions in Sect. 6.

2 Privacy in the Context of SHSEC

New technologies such as SHSs are promoted as a means of retaining autonomy and
quality of life for elderly people enabling them to continue to live independently in familiar
settings [11]. The decreasing costs of such technologies together with their increased effi-
ciency and portability create almost limitless possibilities to collect, process and commu-
nicate physiological and environmental data from the smart home to different stakeholders
such as relatives, health care personnel, social workers etc. [13]. The complexity and
special characteristics of SHSEC environments raise new privacy issues that are very
different from those related to traditional applications and systems [3, 10].

Some scholars [i.e. 14] argue that the elderly people themselves do not worry
about privacy and do not experience the monitoring devices in their homes as some-
thing disturbing. However, other studies [i.e. 3] show that privacy concerns are one
of the biggest barriers to the successful implementation of SHSECs in practice.
Nordgren [9] argues that some individuals are concerned about their privacy and
some are not, but because we do not know it in advance, privacy has to be protected
for everyone [9]. Moreover ensuring privacy of sensitive personal data, such as
monitoring data, is regulated by law in most of the countries and therefore, it cannot
be ignored. It is also known that most of the people are not capable of protecting
their own sensitive information and thus the privacy protection has to be standar-
dized and automatized by PbD [8]. According to Cavoukian et al. [1], PbD is a
concept of embedding privacy into the design specifications of technologies. The
authors suggest seven PbDPs for the context of personal health monitoring:
(1) Proactive, not reactive; preventative, not remedial, (2) Privacy as the default,
(3) Privacy embedded into the design, (4) Functionality —positive-sum, not zero-
sum, (5) End-to-end lifecycle protection, (6) Visibility and transparency, and (7)
Respect for users’ privacy. These principles are an adjustment of general OECD
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“Guidelines on the Protection of Privacy and Transborder Flows of Personal Data”.
Nordgren [9] discuss the suitability of the PbDPs suggested by Cavoukian et al. [1]
in ensuring privacy of the patients in the context of personal health monitoring and
concludes that the principles are supportive in ensuring privacy of the patients in this
context. In this paper we study the suitability of these principles in the context of
SHSEC.

3 Research Method

This study was conducted in the context of the European project GiraffPlus (http://
www.giraffplus.eu/). GiraffPlus aims at developing a SHS that supports independent
living for the elderly who wish to remain in their homes as long as possible. GiraffPlus
is a complex system of sensors and a telepresence robot, Giraff, which is used for both
monitoring and communication. In this project, special emphasis is put on evaluations
and on feedback from both the primary and secondary users. Primary users are the elderly
people who will actually be using the GiraffPlus system/services to allow them to live
athome. Secondary users are persons who are in direct contact with a primary user. This
group is further divided in health care professionals and formal and informal caregivers.
Formal caregivers are home care personnel and informal caregivers are close relatives
or friends who take care of the primary user.

We have followed the project for a period of three years and focused on under-
standing what types of privacy requirements were formulated during the development
process, which ones were implemented and why they were implemented. Hence, this
makes an interpretative approach suitable [15]. Data was collected during these three
years by reviewing the project’s deliverables, its working documents and the project’s
blog. A few interviews were also conducted with developers responsible for test sites
in Sweden. The collected data was analysed in four steps. First, we identified privacy
requirements. Second, we investigated how the requirements were implemented in the
system. The requirements could, for instance, be implemented as a technical mechanism
or a guideline or not implemented at all. In the third step we compared the privacy
requirements and their implementations with the PbDPs defined by [1]. This was done
in order to find which PbDPs were applied and which were ignored. We also studied
whether the implementations of privacy requirements were in line with the PbDPs.
Finally, we investigated the reasons why some of the PbDPs were not applied. An
example chosen from the analysis is presented in Table 1. The limitations of the PbDPs
identified in the project were then discussed and finally, based on this discussion, PbDPs
adjusted for the context of SHSE were suggested.

4 Compliance with PbD Principles - Analysis of the Case Study

Since GiraffPlus aims to collect, store, process and transfer a considerable amount
of personal and medical data, privacy and security issues were often raised during the
project and the importance of data security and privacy was emphasized during
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development of the GiraffPlus system'. In the following text we describe how the
privacy requirements formulated in the GiraffPlus project and their implementations
comply with PbDPs stated as Cavoukian et al. [1].

Table 1. Compliance with PbDPs

Privacy requirement | Implementation Compliance with PbD Explanation

GiraffPlus shall An access control Data limitation (collec- The current
allow access to system based on tion limitation prin- implementa-
personal data only passwords. When ciple) which is a key tion was seen
by authorized authorized, the aspect of PbD was not as a tempo-

personnel and
only for legally
authorized
purposes

different kinds of
users (i.e. health
care personnel,
therapists, rela-

applied

rary solution
that would be
improved in
future

versions of
the system

tives) are able to
access all the
information about
the elderly. Rela-
tives can only
access informa-
tion about their
relative, other
users, when
authorized, can
access informa-
tion about all care-
takers

4.1 Principle 1: Proactive not Reactive; Preventative not Remedial

The first principle emphasizes that respect for privacy should be included before the
technology is developed. In the GiraffPlus project the requirements related to privacy
were stated and formulated early in the project, before the construction of the GiraffPlus
system began, indicating that this principle was followed. The privacy requirements
were formulated on a general level, mainly based on the current EU data protection
directive 95/46/CE as well as other privacy legislations such as Swedish law for data
protection. Compliance with current privacy regulations was emphasized as very impor-
tant in the project.

However following the documentation of the project we can see that privacy was
not in focus when the users’ requirements were collected and design principles for the
system were formulated?. The main goal of the focus groups, questionnaires and work-
shops was to understand the users’ requirements regarding the type of services and
parameters to monitor and to study the users’ preferences with respect to system design
and physical appearance and not their preferences regarding privacy. As it is described

' D13 System Reference Architecture, D2.1 First Prototype of Sensors, Giraff Platform and
Network System.
* DI1.1 Deliverable 1.1 User Requirements and Design Principles Report.
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in the documentation? the data privacy and security issues emerged during the focus
group and the workshop phases. The concerns raised during these phases were related
to the continuous monitoring and access to the data, however practical solutions to these
concerns were often postponed to the future and the privacy problems were solved when
they occurred during or after the deployment of the system. For instance, very soon after
the system was deployed at the test sites, it was discovered that informal caregivers could
access too much information about their elderly relative (medical data) and also in some
cases they could access information about other elderly persons participating in the
projects. The problem was eventually taken care of but as one of the developers put it
“it took much more time than expected, resulting in a delay in the project™.

To conclude, the development of the GiraffPlus system was functionality-driven and
not privacy-driven. Privacy requirements were formulated in the beginning of the
project, but on a general level. Their implementation was not focused in the early stages
of the development process raising sometimes privacy problems that were taken care of
after they occurred. This in turn resulted in delays in the project. One of the reasons for
this functionality-driven focus was that defining the systems functionality was the main
objective of the project. Another reason was that it was important to be able to test a
functional prototype of the GiraffPlus system in home settings where it is supposed to
support vulnerable elderly people. Lacking functionality could jeopardize the elderly
persons’ safety and security.

4.2 Principle 2: Privacy as the Default

This principle means that privacy protection is built into the system by default and thus
the individual does not need to perform any extra actions to protect his/her privacy when
interacting with the system. Some parts of personal data processing are automatically
protected in the GiraffPlus system. For instance, transmitted and stored data is encrypted
and all access to the system is protected by usernames and passwords. However other
privacy requirements cannot be implemented in the GiraffPlus system by default because
they are highly individual and changeable in time. For instance, one of the privacy
requirements of the GiraffPlus system is: “the GiraffPlus system can be installed with a
minimum number of sensors which is decided by the users in accordance with the
specific monitoring needs (i.e. the ability of customization). Hence, the number of
sensors cannot be decided beforehand (for instance as a standard solution), but must be
decided every time the system is installed at an elderly person’s home. Also, it is impos-
sible to decide beforehand where the sensors can be installed and where not. Usually,
the bathroom should be avoided for privacy reasons®; however, there are situations when
the monitoring of these places (constantly or temporarily) might be justified. For
instance, during the GiraffPlus project, relatives requested monitoring of their elderly
relative’s toilets habits. They wanted to monitor how often and for how long the elderly

w
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D1.1 Deliverable 1.1 User Requirements and Design Principles Report.
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person visits the toilet. The request was justified by the elderly person’s illness. Many
such questions were raised in the project indicating the need for personalization of the
services and flexibility of the technical implementations. To summarize, some parts of
privacy cannot be standardized and built in the technical solution but have to be decided
by consulting the elderly person and other stakeholders who take care of that person.
The privacy requirements can also change over time and this means that the privacy
configurations may need to be changed when the SHSEC is in use. However once the
configuration is made the elderly person does not need to perform any extra actions to
protect his/her privacy when interacting with the system.

4.3 Principle 3: Privacy Embedded into Design

The third principle says that privacy should be built into the technology. As highlighted
in relation to the first principle, privacy and security were emphasized as very important
in the context of the GiraffPlus project. Several technical security and privacy safeguards
were thus implemented to protect the sensitive personal data during processing, commu-
nication and storing. For instance, the technical devices used to build the system, such
as sensors, cameras etc. where chosen carefully following the existing security standards
and e-health standards relevant for the project’. Most of the sensors were provided to
the project by the industrial partners i.e. Intellicare and Tunstall. Both these companies
provide sensor-technologies that follow the valid standards. Moreover, all the data sent
to and stored in the server or kept locally is encrypted with secure and reliable encryption
codes?. Further, in order to guarantee maximum privacy, a private cloud using existing
Paa$ open source infrastructure was established’. Finally, to ensure the confidentiality
of data processed in the system, a two layer approach was used. A certificate consisting
of a public and a private key is created by the GiraffPlus VPN Certificate Authority,
which enables encrypted communication with other computers in the GiraffPlus Virtual
Network. To secure communication with the Web Service, the GiraffPlus Certificate
Agency is deployed, which creates public and private key pairs for all components and
servers in the GiraffPlus ecosystem'’.

The limitation of this principle in the context of the project is that not all aspects of
privacy can be built into the technology. As highlighted in relation to the second prin-
ciple, there are some privacy requirements that cannot be built into the technology. For
instance, the requirements related to the number of sensors installed in the home envi-
ronment or the position of the sensors and of the Giraff-robot. Since these aspects cannot
be built in the technical solution, they need to be regulated differently for instance by
complementing guidelines for implementation for the SHSEC.

" D12 Technological Component Specifications, http://www.giraffplus.eu/.
* D13 System Reference Architecture, D2.2 Second Prototype of Sensors, Giraff Platform and
. Network System, D3.1 Context Inference and Configuration Planning Prototypes.
D4.1 The Interaction and Visualization Service and Personalization Module Alfa Release.
' D2.2 Second Prototype of Sensors, Giraff Platform and Network System.
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4.4 Principle 4: Functionality—Positive-Sum, not Zero-Sum

The fourth principle means that privacy is an integral part of the system without
diminishing its functionality. In the GiraffPlus project, the privacy requirements were
formulated in the beginning of the project and were partially treated during the whole
development lifecycle of the system going from identifying the end users’ needs until
the evaluation of the user experiences of the system in its real settings. However, the
privacy requirements were not treated as equally important as the services offered by
the GiraffPlus system. As we argued in relation to the first principle the project was
functionality-driven and defining the main services of the system was always the major
focus even if it sometimes meant neglecting privacy. For instance, in the GiraffPlus
system both health care professionals (doctors, nurses) and formal caregivers (social
assistants, occupational therapist) could access all the data collected by monitoring
both physiological as well as environmental parameters at the elderly person’s home.
According to the collection limitation principle (included in principle 4), the personal
data should not be disclosed in a larger extent than necessary for the given and clearly
specified purpose. The problem in the project was that the purpose and need for moni-
toring of the different psychological and environmental parameters was not yet clearly
decided. Finding what is relevant to monitor and for what purposes was a part of the
research activities of the project. Second, the current implementation was seen as a
temporary solution that should be improved in the future versions of the system, since
there was only a limited number of secondary users who tested the system. The focus
in the project was to make the system work; thus, the functionality was prioritized
before privacy.

4.5 Principle 5: End-to-End Lifecycle Protection

The fifth principle relates to the life cycle management of information and stresses that
data should be protected in all data handling from its beginning (collection) to its end
(destruction). In relation to the GiraffPlus project, this principle means that the right
amount of data is collected for a clearly stated purpose, that data is protected during
processing, transition and storage and that it is decided where and for how long the data
is stored. In relation to principle 3, we described what security measures were imple-
mented to ensure confidentiality of the data processed by the GiraffPlus system. It can
be concluded that all sensitive data processed by the system is protected during some
parts of the life cycle. The problem with this PbDP in the context of the project is that
it is still unknown how the system will be used in practice in the future. During the
project, the system was evaluated in home environments, but it was only partially tested
by the secondary users (healthcare professionals, formal caregivers and informal care-
givers). Thus it is unknown what consequences the implementation of the system can
have on privacy in the future use. Many questions related to privacy remain unanswered.
For instance: where should the data that is collected through the SHS be saved? Should
it be part of the elderly’s records or should it be saved somewhere else? How long should
the data be kept in the system and for what purpose? How should the data be interpreted?
They are important questions that need to be answered before the SHS is implemented.
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In the project documents'!, the problem of lacking legislation regarding eHealth in
general is also highlighted. It is argued that unclear regulations make it difficult to clearly
decide the rules for how sensitive data should be handled when the SHS is in use. It can
thus be concluded that in a development project such as GiraffPlus, it is difficult to take
care of privacy concerns that may arise when the SHSEC is used in real settings i.e. as
a part of regular elderly care.

4.6 Principle 6: Visibility and Transparency

The sixth principle states that data protection should be open to independent examina-
tion. This means that the different components and operations should remain visible and
transparent to users and providers. In relation to a SHSEC, this principle means that the
primary user knows (or can find out) what data is being collected, how the data is being
used, and who can access it. In relation to this principle, the users’ participation is also
emphasized, meaning that the users should be included in deciding about the extent of
monitoring and about who will be able to access the collected data.

To involve users in the development process was very important in GiraffPluss
project. Significant efforts were made to collect and understand user requirements and
preferences regarding the type of services and the system design'2. Although the focus
in the project was on defining the system’s functionality and not on understanding the
users’ preferences regarding privacy, such preferences also emerged during the focus
groups meetings, questionnaires and workshops. These privacy preferences were then
translated to technical requirements of the system. Users were also involved in the
configuration of the GiraffPlus system before the system was deployed at their homes
and questions regarding privacy were raised during the evaluation of the system. It was
also important to obtain a written permission from the primary users before the system
was deployed. Therefore it can be concluded that in GiraffPlus project, the primary users
were involved in the design process and they could decide about extent of monitoring
that is in line with the sixth PbDP.

A difficulty concerning the elderly users” participation in the design of the GiraffPlus
system was related to their insufficient computer skills and their lacking understanding
of the technology involved. In the GiraffPlus project, the developers used different
methods to improve the elderly’s understanding of the technology and of the conse-
quences the system could have on their lives. For instance, the developers used mock-
ups in order to increase the elderly’s understanding of how they could use the GiraffPlus
robot in their homes. Scenarios for the GiraffPlus system were also used to aid to the
communication and to increase the elderly peoples’ understanding of the functionality
in the system!3. Despite all these efforts the elderly users, who had the system installed
athome, were surprised when they could see what data about them and their homes were
collected by the GiraffPlus system (interview with a developer responsible for test sites
in Sweden). They explained that they did not understand that it was possible to measure

"'D1.1 User requirement and Design Principles Report.
2 Tbid.
" Dp6.1 Preliminary Evaluation Report.
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all these parameters using the sensors. They thought that it was only possible by using
video cameras. Thus to comply with this PbDP is a challenge in the context of SHSEC
because the elderly people have difficulties in understanding the consequences of the
implemented technology on their privacy. It was also recognized that in some cases,
other stakeholders (relatives, formal caregivers, health care professionals) decided what
was relevant to monitor and to what extent without involving the elderly person him/
herself. This is also seen as problematic in relation to this PbDP.

4.7 Principle 7: Respect for the Users’ Privacy

This principle means that the individual’s privacy should be an interest of designers and
operators of health systems. As we described earlier, ensuring privacy of the primary
users was a high priority during the GiraffPlus project. Thus the users’ personal data
collected during the project was treated according to current laws and regulations.
However, it was recognized during the project that the different stakeholders involved
in the design of the GiraffPlus system (developers, health care professionals, formal
caregivers, informal care givers) could have different opinions regarding privacy and
functionality and could focus on different aspects in this context!4. For instance health
care professionals and system developers most often focused on standardized privacy
regulations and preferences that can be applied to the whole population, while caregivers
put more attention to what was important for the elderly people they take care of. The
general privacy demands are easier to build in the system as default, while the individual
needs must remain to be flexible.

S PbD Principles in the Context of SHSEC

In the previous section several limitations of the PbDPs in the context of the GiraffPlus
project were highlighted. In this section, based on this discussion we suggest a set of
PbDPs that complement the existing PbDPs and make them more appropriate for the
context of SHSEC.

Principle of Holistic Thinking. We described in the case study section that not all
aspects of privacy identified as important during the GiraffPlus project could be built
into the technology (see Sect. 4.3). Holistic thinking aims at advancing the third PbDP,
namely privacy embedded into the design. Although the third principle stays that the
privacy must be embedded into the design and architecture of IT system and business
practices, the focus when applying this principle is all too often on finding technical
safeguards that can protect the sensitive data from unauthorized access when processed
by the IT-system. This represents a very narrow view on privacy and clearly ignores
the other aspects of privacy, such as installing the technology in different parts of the
home, choosing the appropriate monitoring technology and the level of detail up to
which activities can be monitored. Thus we suggest a principle of holistic thinking.

“DI.1 User requirement and Design Principles Report.
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This principle means that privacy in the context of SHSEC include also aspects beyond
data protection that must be considered to be able to ensure the privacy of the elderly
person when using a SHSEC. Therefore the measures implemented to protect the
elderly person’s privacy in the context of SHSEC cannot be limited to technical safe-
guards. Equally important is establishing adequate procedures and business practices.

Principle of Flexibility. As it is described in the case study section, the elderly person’s
health situation can change over time and certain privacy-invasive functionality may
(no longer) be necessary. Also the elderly person’s privacy requirements may change
over time and something that was accepted in the beginning may no longer feel comfort-
able. Hence, we suggest a principle of flexibility. This principle means that privacy
implementations in a SHSEC should be adaptable and capable to change over time. This
principle is an advancement of PbDP 7: Respect for users’ privacy and principle
1: Proactive not reactive; Preventative not remedial.

Principle of Personalization. In the case study section we showed examples of the
differences between the elderly users’ needs, preferences and expectations. Acknowl-
edging these differences is important to be able to support independent living and
ensuring the privacy of the elderly person. Therefore, we suggest a principle of person-
alization. This principle means that the elderly should have a right to an adjustment of
the offered solution (SHSEC) to his/her individual needs and preferences. This principle
also means that the SHSEC needs to be configurable due to handle the huge heteroge-
neity across elderly users. In other words the elderly should have a right to choose the
services (time and length of the monitoring) and technologies used (cameras, sensors)
according to his/her individual needs and wishes. This principle is an improvement of
PbDP 7: Respect for users’ privacy.

Principle of Empowerment. The users’ involvement in formulating privacy require-
ments is emphasized in PbD (especially in PbDPs 1, 6 and 7). In the GiraffPlus project
special efforts were made to involve elderly users during the design of the GiraffPlus
system. However, we could see that sometimes the elderly were persuaded to accept the
requirements of the other stakeholders (i.e. the secondary users, relatives), which is not
that difficult because the elderly are in a vulnerable position since they are in need of
special care, have very low experience with and knowledge about the technology.
Therefore, there is a need of empowering elderly people and give them sufficient means
to be able to formulate their privacy preferences and to give informed consent regarding
time and extent of monitoring services. Thus we suggest a principle of empowerment.
This principle can be applied with help of the principle of clarity and the principle of
control, described below.

Principle of Clarity. SHSEC involve smart but complex technologies. The different
functions of the system are negotiated with the elderly, but they often do not fully
understand what they agree to. In the early stages of the design, the system is very
abstract and hence, the lack of sufficient (technical) knowledge and awareness makes it
difficultif not impossible) to properly assess the consequences on the privacy. Therefore,
there is a need for introductory presentations, special methods for collecting the elderly’s
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requirements and usage scenarios that visualize the impact on one’s privacy when the
system is used. Several of such methods have been successfully used in the GiraffPlus
project (as described in the case study section). Thus we suggest the principle of clarity
that means that it should be understandable and clear for the elderly what services are
implemented, how the data is collected, when and where they are monitored, who has
access to the collected data and how the collected data is interpreted. All this aspects
should be communicated to the elderly user in a clear way. This principle is an improve-
ment of PbDP 6 and 7 and complements the principle of empowerment presented above.

Principle of Control. Based on the findings from the case study we suggest also the
principle of control. This principle means that the elderly should feel that they have
control over their life, the implemented technical devices and the data that is collected
about them by the SHSEC. To respect this right, formal approval by the elderly regarding
these previously mentioned aspects should be required. It is also important that the
elderly has a right, capability and/or knowledge to switch off the monitoring when
he/she wishes to do so and if it does not jeopardize his/her safety and security. This
principle is an improvement of PbDP 6 and 7 and complements the principle of empow-
erment described earlier.

Principle of Privacy Management in Use. One considerable problem when applying
the existing PbDPs during the GiraffPlus project was caused by the fact that the Giraft-
Plus system was seen as a prototype and therefore, the implementation of the privacy
requirements were postponed to the future when the system would be commercialized.
Although PbDP 5 emphasizes the importance of considering privacy aspects arising
after the system have been developed, this principle is difficult to apply in the context
of SHSEC because of lack of experiences, knowledge and regulations with regard to the
use of SHSEC in practice. Therefore we suggest the principle of privacy management
in use which is an improvement of PbDP 5. The principle of privacy management in use
means that privacy aspects regarding the use of SHSEC in real settings should be
considered already during the development of SHSEC. It can be done by involving
significant stakeholders, such as health care professionals, formal and informal care-
givers, politicians in development of a SHSEC. Privacy aspects that may appear when
the current SHSEC is in use can be discussed with these stakeholders by using future
usage scenarios of the system.

6 Conclusions and Future Research

As argued in the literature, ensuring privacy of the elderly is one of the main concerns
in the design of SHSEC. PbD, which helps to build in privacy in technical specifications
of IT systems, is seen as a possible solution to this problem. In this paper, we investigated
the suitability of existing PbDPs [1] in the context of SHSEC. Through a thorough
analysis of the case study, we have identified several limitations of existing PbDPs in
this context. Based on these findings, we have suggested seven additional PbDPs which
complement Cavoukian’s et al. [1] PbDPs and adapted them for the context of SHSEC.
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The complementing principles suggested in this paper are based on analysis of a case

study. In the future research that is already in progress, we discuss these principles in
relation to existing literature in order to find if the experienced limitations were project-
specific or if they are general in the context of SHSEC. Based on this discussion we aim
to further develop and validate the suggested PbDPs.
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