Chapter 9 ®
Quantum Key Distribution o

Jasper Rodiger

9.1 Introduction

A new class of computers, so-called quantum computers, will soon be able to crack
common encryption algorithms. Quantum Key Distribution (QKD) is a promising
solution to stay secure in the quantum computer age, which is progressively getting
industrialized in recent years. Worldwide, point-to-point QKD links are combined
into larger and larger testbed networks, which approach more commercially usable
networks. Topics like certification and standardization have become increasingly
important for QKD. Since Switzerland is strong in the field of QKD in terms of
academia and industry, it has the opportunity to produce QKD technology within
the country successfully.

9.2 Analysis

9.2.1 Definition

Quantum computers will soon thus endanger secure data traffic. Entirely new
methods will therefore be needed to secure data transmission in the future.
Nowadays, two leading families of cryptographic techniques are used to protect
telecommunications. The first is symmetric encryption, see Chap. 2, such as AES,
and the other is public-key cryptography, also known as asymmetric cryptography.
The asymmetric cryptographic methods are often used to distribute the symmetric
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keys needed for symmetric cryptographic methods to the communication partners.
The sender and receiver each use different keys in these methods: a public key and a
private key. With conventional computers, it takes much effort to deduce the private
key from the public key and thus break the encryption. However, as soon as quantum
computers with the necessary computing power are available, the Shor algorithm
can calculate the private key quickly for many methods used today [1].

QKD uses the quantum states of individual photons, i.e., light particles, to send
so-called qubits from one communication partner to the other and thus generate
a symmetric and secure key [2]. This exploits the fact that individual photons
cannot be copied due to the no-cloning theorem of quantum physics and that the
measurement of photons leads to measurement errors due to the quantum mechan-
ical uncertainty principle. By cleverly applying these laws and if an authenticated
communication channel exists between the communication parties, they can gain an
information-theoretic advantage over potential attackers. Furthermore, by suitable
post-processing of the measured qubits, they can generate a sequence of coinciding
bits only known to them, which they can then use as a key, e.g., in symmetric
cryptography methods.

Since the quantum key exchange is based on physical laws and not on the
complexity of specific mathematical problems, the keys generated in this way can be
used securely regardless of the computing power of quantum or classical computers
and are thus future-proof.

9.2.2 Trends

There are many different QKD protocols in existence, which, based on the above-
described principles, use different degrees of freedom and state preparation and
measurement mechanisms. The maturity of the implementation and theoretical
assessment of the different QKD protocols are vastly different. Some implemen-
tations of those protocols are already quite mature, can be purchased as QKD
solutions for point-to-point secure communication by different vendors, or are close
to being purchasable. Worldwide, those point-to-point solutions are combined to
testbed networks, which approach more commercially usable networks.

The largest of those QKD networks is the quantum backbone network built in
China from 2013 to 2017, which spans over 2000 km of fiber between Beijing and
Shanghai, including the satellite Micius offering satellite-based QKD links [3]. It
is being expanded in 2017 to cover China by 2025. In the EU, since 2019, the
EuroQCT initiative aims to build a secure quantum communication infrastructure
(QCI) that will span the whole EU, including its overseas territories through
fiber and satellite links [4]. All 27 EU member states have signed the EuroQCI
declaration, committing themselves to the EuroQCI initiative. EuroQCI’s goal is
to have a fully operational QCI by 2027. The US company Battelle and the swiss
company IDQuantique implemented a QKD network in the US in 2013 between
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Columbus and Dublin in Ohio, namely the Battelle Quantum Network (BQN) [5].
It is their declared goal to extend the BQN to span 700 km.

Another sign that QKD is progressively getting industrialized can be observed
by examining standardization endeavors. The most critical standardization organi-
zations regarding QKD are ETSI and ITU. The first standardization activity was
already started in 2008 by the ETSI by establishing the Industry Specification Group
on QKD. Later, the ITU started in the realm of QKD and remained very active.
Additionally, cybersecurity authorities, like, e.g., the German BSI or the French
ANSSI, will play an essential role in the certification of QKD products [6]. However,
governmental agencies still point out the lack of scalability [7] or even oppose its
use for business-critical networks [8].

9.3 Consequences for Switzerland

Academically, Switzerland is one of the leading countries worldwide in the
QKD [9]. This also affects the know-how transfer into the industry. One prominent
example is the company IDQuantique, one of the first companies to bring QKD
products to the market in 2004 and has remained an essential company in this area.

9.3.1 Implementation Possibilities: Make or Buy

Since there is already much know-how in Switzerland, both academically and
in the private industry, Switzerland is in an excellent position to produce QKD
technology within the country if QKD technology is further fostered. Due to the
expected demand, the QKD market is currently massively growing. Therefore, it is
reasonable to expect more QKD vendors to emerge, exploring the different possible
technologies including continuous-variable (CV) and discrete-variable (DV) QKD
modules. The best technologies may be depending on the exact use case (Table 9.1).

9.3.2 Variations and Recommendation

Since the QKD market is growing, Switzerland can keep its advantages in the field
of QKD if the field is further supported [10].



44 J. Rodiger

Table 9.1 Implementations possibilities for different sectors
Make Buy
Pros Cons Pros Cons

Military Full control|The Market is|A lot of dif-|Less control
over develop-|still developing|ferent vendors|over products
ment and changing |and technolo-
gies expect to
emerge in the
next five years

Civil Society [Switzerland None A lot of dif-|None
is in a good ferent vendors
position,  aca- and technolo-
demically and gies expect to
industry-wise emerge in the

next five years

Economy Switzerland None Switzerland is|None
is in a good in a good posi-
position, aca- tion already

demically and
industry-wise

9.4 Conclusion

The QKD market is developing. Industrialization takes place in terms of publicly
funded projects and private actors. Since Switzerland is vital in the field of QKD
in terms of academia and industry, it has the opportunity to produce and export
QKD technology. However, it is necessary to know that influential cybersecurity
authorities do not recommend using this technology at a broader level as there are
cheaper alternatives for the mass market.
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