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Abstract Presented as trust technologies, blockchains, by allowing immediate 
secure peer-to-peer exchanges without a trusted third party, have strong disruptive 
potential, but raise privacy issues. We illustrate some challenges that this antagonism 
raises and the sociotechnical compromises made to overcome them, by analysing the 
design of a mobility service by a consortium of some fifteen operators, and its exper-
imentation with the employees of these operators. The service seeks to respond to the 
new needs linked to the electrification of company fleets, by tracking the recharging 
of (personal) electric vehicles at work or (professional) vehicles at home with a view 
to reimbursing employees’ professional expenses by relying on a blockchain. Privacy 
management is a skill, based on emerging expertise, distributed across a range of 
professions and users, which requires compromises between different conceptions of 
technology and data to be guaranteed. For blockchain designers, these compromises 
have limited the disruptive potential of blockchain technology by recentralising data 
management and losing the open nature of blockchain. However, in the eyes of other 
designers and users, they have allowed unexpected uses and benefits to emerge, such 
as reinforcing the choice of blockchain technology as a “privacy solution”. 

Keywords Blockchain · Privacy 

Blockchain is a technology for storing and sharing information, based on the 
recording of data in the form of blocks linked to each other in the chronological 
order of their validation, making it possible to certify with certainty the date of the 
transaction. These blocks are processed in a decentralised manner and are protected 
by cryptographic methods. Each piece of data deposited in the blockchain is verified 
by intermediaries (the “miners”) according to a precise protocol. The infrastructure 
is thus distributed within a network (“distributed ledger technology”), which makes 
it possible to do without a trusted third party when a transaction is carried out. In the
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context of the energy transition, FinTech blockchain technologies are seen as likely 
to be disruptive innovations for the energy sector. By allowing secure, immediate and 
almost free of charge peer-to-peer exchanges without the intermediary of a trusted 
third party, blockchains have strong disruptive potential [29] for tracking and transfer-
ring assets or for executing smart contracts (autonomous programs that automatically 
execute the terms and conditions of a contract, without human intervention). 

However, they are controversial, especially in terms of privacy [17]. Indeed, if 
blockchains offer sufficient guarantees that no external attack can access personal 
information [20] and allow “respect for privacy through the proactive use of cryp-
tography” [27], they raise questions of compliance with the European General Data 
Protection Regulation (GDPR) around the adequate processing of personal data [11], 
but also in terms of responsibility and explicability. The GDPR requirement to specify 
a data controller when processing personal data is incompatible with the decentralised 
operation of the blockchain. The right granted to users to delete and modify their 
personal data conflicts with the immutability of the registry, while the requirement 
of explicability is difficult to apply to the implementation of complex cryptographic 
algorithms. 

Blockchains and the GDPR constitute two relatively antagonistic proposals for 
trust models. The principles of blockchain were conceived in the context of a crisis of 
confidence in institutions, particularly banks [2]. Gathered in the Bitcoin white paper 
[25], they combine a series of technical and social properties (trust and distributed 
consensus, infallibility and auditability of the register) which are similar to a proposal 
for trust in an “expert system” characteristic of modernity [16]: trust is no longer 
placed in a person, but in a system. For Giddens, our modern, anonymous, highly 
complex and functionally differentiated society has led to a radical transformation of 
the status of trust: social order is no longer based solely on familiarity and personal 
trust but also on trust in abstract systems. In contrast (see Table 5.1), the GDPR 
reflects a conception of trust as the “empire of the third party” [21], with primary 
social relations coming under the aegis of the instituted third party (as authority in a 
third-party position and as internalisation of the condition of a legal subject).

These issues of regulatory compliance are accentuated by the emergence of a 
growing concern among users about the protection of their privacy [24]. “In the vein 
of “surveillance studies” [5], a body of work argues that the increase in technolog-
ical capabilities [has] broken down the boundaries that protect us from an Orwellian 
world” [8]. The technologisation of surveillance is said to be a constant threat to 
individual freedoms and privacy. Other approaches link the end of privacy to the 
very extension of the norms of authenticity and the public sphere that are derived 
from it, which reduces the possibilities of preserving one’s freedom behind social 
roles that deliver the self to the “tyrannies of intimacy” [31]. While departing from 
this hypothesis of the “end of privacy”, recent work associated with the emergence 
of surveillance capitalism [30] or with the analysis of social and digital practices 
attests to profound changes both in societies’ perception of privacy and in the articu-
lations between its different components [4, 9, 23]. The work on privacy reflects the 
plurality of dimensions that it incorporates. It is a right, notably to tranquillity [28], 
a commodity that although contested can be commensurable and exchangeable [6];
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Table 5.1 Summary of the principles underlying trust in blockchains and in systems concerned by 
the GDPR 

Principles of blockchains Principles of GDPR 

Principles Expression Principles Expression 

Decentralization Public (without third 
parties), private (with 
a central entity) or 
semi-private 
(consortium) 
blockchains 

versus Accountability 
of processing 

Appointment of a Data 
Protection Officer and 
maintenance of a register 
of processing operations 
and purpose limitation 

Transparency Unforgeable history 
of all transactions and 
anonymity 

versus Protection on of  
personal data 

Collection of consent if no 
legal basis, minimisation 
of data and their retention, 
exercise of rights (to 
information, to erasure, to 
correction) 

Security Cryptographic 
algorithms and secure 
transmission 
protocols 

versus Explicability Transparency of 
algorithms 

Trust in “expert systems” [16] versus Trust in “the empire of the third-party” [21]

a state that allows personal spaces to be preserved from the intrusion of others by 
reserving access to limited groups of people [32], a capacity to manage social capital 
in a negotiated form [10] and a capacity for control [4]. All of these dimensions are 
affected by major technological, regulatory and societal developments that interact 
and generate vulnerability for individuals, but also for organisations, in terms of 
privacy management [24, 4, 33). 

In a context where privacy issues, from a regulatory and societal point of view, 
impact the design and use of emerging technologies such as blockchain, this chapter 
analyses the way in which the actors involved in the design and experimentation of 
a service deal with these tensions between blockchain and privacy. 

To do this, we will study a use case, the design and experimentation of a mobility 
service based on a blockchain. The service seeks to respond to new needs linked 
to the electrification of corporate fleets, by tracking the recharging of (personal) 
electric vehicles at work or (professional) vehicles at home with a view to reimbursing 
employees’ expenses. Indeed, the electrification of business fleets implies a change 
in the business model. Whereas the management of a combustion car fleet is based on 
a “just-in-time” model (employees have a petrol card or are reimbursed for mileage 
allowances), the management of an electric fleet is based on an “anticipatory” model 
which requires that the cars be sufficiently charged at the time of departure to make 
the journey. Recharging takes place either at the workplace or at the employee’s 
home, and the cost of recharging is passed on to the energy bill at the workplace or 
at home. It is difficult to distinguish the cost of recharging on bills that aggregate
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a range of uses and therefore for employers to reimburse or charge for the cost of 
recharging. 

This service combines several technologies to meet this new need for tracing and 
certifying electric car recharges:

• a blockchain that allows validated charges to be written and information to be 
stored in a secure and reliable manner;

• communicating objects (IoT) installed in the vehicles;
• a mobile application for employees allowing them to declare the start and end 

of the vehicle’s charge and authorise the cross-referencing of this information 
with electricity consumption data from the Linky meter (which certifies to the 
employer the existence of the home charging);

• a web application that allows company managers to monitor recharging. 

We will mobilise the results of a survey carried out between November 2020 and 
January 2021 in the Nantes region of France, concerning the design of this mobility 
service by a consortium of some 15 operators from three main activity sectors: 
transport, energy and new technologies, and its experimentation with the employees 
of these operators. 

The survey was carried out in two phases:

• interviews with a dozen designers of the service belonging to the various compa-
nies in the consortium (from the world of new technologies, mainly blockchain 
specialists; from the world of energy, electricity suppliers and distributors; from 
the world of mobility, transport companies);

• interviews with a dozen or so experimenters of the service (employees of the 
consortium companies testing the service). 

This hybrid collective coalescing around new technologies will be confronted with 
the issue of privacy. How have the designers dealt with the blockchain’s compliance 
with regulations protecting privacy? Have privacy issues undermined the ways in 
which trust in the service is built? More generally, has the trajectory of diffusion of 
blockchain technology been affected by the options chosen? 

We will show that the issue of privacy protection gives rise to a series of “tests” in 
the sense of the sociotechnical approach to innovation [1] which will punctuate the 
“trajectory” [26] of the service’s design and experimentation. These tests give rise to 
confrontations between actors (on the way they envisage privacy and the use of tech-
nologies),but also, to negotiations and new alliances that enable the tensions between 
privacy and blockchains to be resolved. Here we can observe the social dynamics 
and normative mediations that run through the trajectories of innovations [3], but 
these contribute to shaping sociotechnical compromises that are able to articulate 
the regulatory and acceptability requirements of privacy protection with the partic-
ularities of the technology. These compromises are made at the cost of reducing the 
initial promises associated with the blockchain technology studied here, but allow 
the emergence of solutions that are the subject of consensus within the consortium 
of actors. In a first part we will study the way in which the actors, here the devel-
opers, manage to define a governance mechanism that meets the GDPR obligations
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concerning responsibility. Then, in a second part, we will study the solutions found 
around the management of personal data. Finally, in the last part, we will discuss the 
challenges that security and explicability represent for this group of actors. 

5.1 A First Privacy Test: Defining Governance 

Among the general obligations of the GDPR, as soon as the presence of personal 
data is identified, is the identification of a data controller. This obligation is not 
self-evident, especially when it comes to blockchain technology. Indeed, blockchain 
mobilises a series of actors around the data. For example, the “miners” (who validate 
transactions and create blocks by applying the rules of the blockchain), especially 
on public blockchains (where anyone can carry out a transaction, participate in the 
block validation process or obtain a copy of the blockchain) could, in a completely 
decentralised system, be qualified as a data controller. Nevertheless, the recommen-
dations of the French data protection agency CNIL (2018) on how to define the data 
controller on the blockchain indicate that “participants, who have a right to write on 
the chain and decide to submit data to be validated by miners can be considered as 
data controllers”. Despite this indication, the question of how to define a controller 
has challenged the consortium. 

5.1.1 The Appointment of a Controller, a “Test” 
for the Consortium 

This first test concerns above all the world of service design; this world of designers 
is shared between designers from the digital, electrical and mobility sectors who have 
joined forces to design this service for tracking the recharging of electric vehicles 
based on a blockchain. These designers include a range of blockchain specialists 
from start-ups and large companies who have joined forces in a consortium. 

The consortium members initially had a technical reading of the problem of 
processing responsibility, imagining that start-ups specialising in blockchain tech-
nology would take on this role in data governance. The “privacy” deliverable 
entrusted to one of the consortium’s start-ups specialising in blockchain was thought 
to be a way of delegating the management of the issue to someone specialising in 
the technology. 

What organisation do we want in terms of GDPR? Who is the controller?" And there, no 
one raised their hand, whereas we thought it was going to be the start-ups or the software 
developers. (Designer, electricity sector) 

Nevertheless, the lawyers of the large companies participating in the consortium will, 
in accordance with the recommendations of the CNIL, redirect the responsibility for 
the processing to the companies that designed the service, rather than to the start-ups,
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which occupy a position of “subcontractor” within the consortium. The definition 
of governance puts the consortium to the test, on the one hand because it forces a 
hierarchy of roles among the members of the consortium who could previously think 
of themselves as equal partners, and on the other hand because it requires one of the 
members of the consortium to take responsibility for the processing of the data and 
run the risk of a penalty (which could potentially be as high as 20 million euros or 
4% of the annual worldwide turnover). 

And sometimes this is not necessarily obvious. When there are projects where the stake-
holders are somewhat intertwined, to determine who is really responsible for processing, who 
is a subcontractor, to see if there are potentially cases of joint responsibility, i.e., the parties 
determine together the purposes and means of processing. And this, all this governance of 
the GDPR, is not necessarily very simple to apply to a technology such as blockchain either. 
(Lawyer, electricity sector) 

5.1.2 A Form of Recentralisation Contrary 
to the Imagination of Blockchain Designers 

The definition of a data controller thus introduces a form of recentralisation of the 
consortium’s operations by attributing responsibility for processing to one of its 
members. Responsibility is no longer shared equally among all the members of the 
consortium, which clashes with the sociotechnical conception [13] associated with 
the technology by the blockchain designers [7]. Its inventors “trace or dream of a 
network and a community operating without intermediaries, claiming a desire for 
anonymity and total security of transactions” [15]. The blockchain designers we 
interviewed testify to this shared ethic with libertarian roots. They see blockchain as 
a technology that can enable unmediated exchange within a horizontal society and 
thus forms of democratic administration independent of unrepresentative or failing 
centralised institutions. 

This attachment to decentralised forms of organisation leads them to prefer public 
blockchains to consortium or private blockchains, which restrict the use of the tech-
nology to a small, closed community and hinder its wide dissemination. They regret 
the choice of creating a consortium blockchain, preferred to a public blockchain by 
designers from the electricity and mobility sectors, unfamiliar with blockchain and 
worried about the negative images associated with the technology (particularly with 
regard to bitcoin in terms of money laundering and energy sobriety) and anxious to 
keep control of the service being designed. 

For me, when I came into this subject, I said to myself, and I think I’m not the only one who 
said it to myself, we tried to put blockchain where it wasn’t necessarily needed. For me, 
the pure blockchain use case would be the one that could not be replaced by a centralised 
system. (Blockchain designer, IT department, Energy World) 

The choice of relying on blockchain was not made by the service designers solely 
on the basis of the technology’s properties, but because this technology, which is 
perceived as having value, attracts public funding (in this case, a call for projects
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financed by future innovation programmes), which supports innovation on a territorial 
scale. Blockchain designers believe that the use case does not necessarily lend itself 
to the use of a blockchain; while other designers are unfamiliar with the properties 
and promises of the technology. 

5.1.3 The Compromise of Choosing the Consortium 
Blockchain 

The designation of a data controller within the consortium, in compliance with the 
requirements of the GDPR, reinforces in the eyes of blockchain designers the compro-
mise that the choice to create a consortium blockchain represented. It contributes to 
foregoing the disruptive promise of a perfectly decentralised technology. Never-
theless, the experimentation will displace these representations of the technology 
to validate its contributions in the eyes of the service designers. On the one hand, 
blockchain is less costly than managing a centralised platform, mobilising teleop-
erators who supervise the management of information, which lends credibility to 
the economic model of the service (which is of little value, since it concerns small 
transactions, the cost of an electric recharge being low). On the other hand, consor-
tium blockchain appears to be a way of securing data storage and guaranteeing trust 
within a consortium of various partners. 

While the blockchain designers keep the public and decentralised blockchain as 
their horizon, the other service designers rally around the technology on the basis 
of its restricted nature, limited to the consortium, and on the classic governance 
modalities that are associated with data management. The blockchain, backed by 
the requirements, appears to all the designers of the service as a technique allowing 
interoperability and guaranteeing compliance. 

5.2 Second Privacy Test: Management of Personal Data 

The governance and responsibility for processing aims to ensure that personal data 
is properly handled. Around this service, a large amount of data can be qualified as 
personal data. 

Personal data is anything that can be linked, directly or indirectly, to a natural person. In the 
context of the service, this can be, for example, a number plate, an IP (Internet Protocol) 
address, a telephone number, an e-mail address, a surname, a first name, an identification 
number, I don’t know, a contract number, for example, for someone who has an electricity 
contract, that sort of thing. So, this goes very far, i.e., in practice, there is an enormous 
amount of information that can be qualified as personal data. For example, the load curve 
of someone, of a customer, of an individual, is personal data, i.e., it is an imprint of his 
electricity consumption. It is linked to a natural person. (Lawyer, energy sector)
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The GDPR aims to guarantee the right to information, deletion, correction and 
portability of data to those whose data are collected and processed. As we have 
already mentioned, these rights are difficult to apply on a blockchain because of the 
immutable nature of the register and the impossibility of deleting what is written on 
the blockchain. 

The designers have resolved this intrinsic contradiction in two ways. On the one 
hand, by setting up an off-chain storage system, i.e., a data management system 
independent of the blockchain, and on the other hand by seeking to “minimise” the 
data that will be registered on the blockchain so that it can no longer be qualified as 
personal data. 

5.2.1 Setting up an Off-Chain System to Store the Data 

The implementation of an “off-chain” management system emerged as a compromise 
solution that was the subject of a form of consensus among the designers of the 
service. They agree on the practice of not recording personal data on the blockchain, 
which allows GDPR compliance. This obligation leads to the use of servers, in 
addition to the blockchain, to manage off-chain personal data. 

Designers from the energy and mobility sectors saw this as an opportunity to 
adhere to a strict legal framework and to curb challenges associated with energy data 
[12] or geolocation data that informs on user behaviour. 

We must not forget that we are under the spotlight and that although it is an experiment, we 
are never safe. We know that Linky is a really sensitive subject for the media. And today, 
the CNIL is not very favourable. It finds that everything that is blockchain is not necessarily 
protective of personal data. So we have been very vigilant in trying to be as protective as 
possible. (Designer, energy sector). 

But this solution is also valued by blockchain designers because it allows the open 
nature of the blockchain to be preserved in part and its potential transfer, at a later stage 
(when the service is industrialised), to a public blockchain. Blockchain designers are 
distinguished by a very specific conception of the processing of personal data in line 
with the libertarian ethics that guide their representation of “privacy”. They want to 
allow people to keep control of their data. They anchor this vision in a conception 
of private property as a property of the self [14] which, when extended to data, 
and in particular personal data, proclaims the right of each person to dispose of 
it for themselves. In line with this reading, blockchain technology should make it 
possible, via the establishment of exchanges between peers, to avoid the constitution 
of economic monopolies and the capture of the value of data by digital companies. 
For them, surveillance capitalism [30] is the antimodel that blockchain technology 
should make it possible to thwart. 

Nevertheless, this solution, which articulates blockchain with a classical off-chain 
data management system, is not optimal in their eyes. They also recommend algo-
rithmic solutions to preserve confidentiality, such as Zero Knowledge Proof methods,
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referring to their belief in the neutrality of the technology. The algorithmic authority 
and automation of processes contained in the technology are perceived as guarantees 
of objectivity. The representations of blockchain actors are therefore part of a form of 
technical solutionism; they intend to solve the problems of trust in a market through 
technical solutions. Thus, blockchain designers demonstrate a professional culture 
that aggregates values, representations and practices specific to the worlds of design 
[18]. These also shape their reading of privacy. 

5.2.2 Data Minimisation 

The second direction chosen to manage personal data was to strongly minimise the 
data recorded on the blockchain. In particular, the charging curves (which, when 
cross-referenced with the user’s charging declaration, certify the existence of a 
charge) are stored in an off-chain system to comply with the GDPR. Only the duration 
of the recharge has been recorded in the blockchain, as the duration is not considered 
as personal data, given that a person cannot be identified from this information alone. 

This desire to minimise the data retained for legal reasons allowed the conditions 
of acceptability by the final users to be considered. Thus, the employees involved 
in the experiment did not wish to show their employers their recharging hours or 
to be geolocated (two options that were retained at the start of the experiment). 
Indeed, this data could inform their employer about their presence at home or their 
travels; but they see no problem in transmitting the charging times via the service. 
The blockchain set-up provides “privacy by design” in accordance with the users’ 
reading of it; however, it does not meet the ambition of the blockchain designers 
to keep the data as close to its owner as possible. The experimentation has made 
it possible to articulate compliance and acceptability by considering the notion of 
privacy that users have. 

5.3 Third Privacy Test: A User Pathway Tested 
for Explicability and Security 

5.3.1 Three Requests for Consent 

The demands of compliance with privacy legislation gave the lawyers a major role in 
the design of the experiment. The latter argued for a strict, even extensive application 
of the GDPR by requiring multiple consent requests: via the signature of an experi-
mentation agreement, via the customer management applications authorising access 
to Linky meter data and via the mobile application during each recharge declaration 
by the employee.
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"In the end, all that was put in was very classic GDPR. Basically, nothing was created or 
invented." There, for example, on the application, we told them that they had to tick "I 
accept"; but inevitably we’re also going to make them sign a little paper in which they 
actually also agree to communicate their load curves." Take a belt and braces approach! 
(Lawyer, mobility Sector) 

For their part, the experimenters believe that the consents collected as part of the 
experiment to authorise access to and processing of their data do not constitute 
a guarantee for the user, but rather a guarantee for the institutions that collect and 
process the data. Transparency, security and data minimisation constitute the triptych 
of trust with regard to privacy issues as expressed by the experimenters. 

In fact, what goes through my head when I read this kind of thing is: "what information am 
I disclosing, and to whom?" (User of pilot system, male, mobility sector). 

This multiplication of consents, as well as the intertwining of technologies, has 
contributed to shaping a complex customer journey that is unrealistic for a service 
that is to be developed industrially. 

5.3.2 An Opaque Security Key System 

Faced with this complex user journey and their representation of blockchain as a 
technology that is difficult to explain and controversial, the designers have chosen 
to make the technology invisible to experimenters. 

However, this choice is, in fact, relatively questionable. Users have expressed 
a series of fears and misunderstandings about the blockchain’s key system (each 
participant has a public key and a corresponding private key: the public key is similar 
to an identifier, an address; the private key allows the user to sign a transaction. This 
provides security in the exchange but also privacy by anonymising the identity of the 
participants in the exchange). 

The only information I have is my profile, public key and all that. I don’t have much. I didn’t 
understand what it was for. (User of pilot system, female, mobility sector) 

The requirements of the GDPR were thus apprehended through the collection of 
numerous consents, rather than through the requirement of explicability. 

5.4 Conclusion 

Confronted with three dilemmas that the designers had to decide upon according to 
the objectives of the project and the constraints attached to it, the protection of privacy 
on a blockchain requires the implementation of sociotechnical compromises between 
designers and experimenters with different representations. The first is decentralisa-
tion versus responsibility, which arises around the designation of a data controller.
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The second is that of anonymity and identification, which arises around the off-chain 
storage of personal data. The third is transparency versus confidentiality. 

As we have seen from this experiment, managing privacy protection is a skill, 
based on emerging expertise, distributed across a range of professions and users, 
which requires collaboration to be implemented. 

Privacy is a distributed issue in innovation ecosystems, generating sociotech-
nical compromises. The service designers from the mobility and energy worlds do 
not defend a purist vision of technology as absolutely guaranteeing transparency 
and decentralisation based on an open protocol. Rather, they defend a vision of 
the technology as a tool for interoperability (making data available in a secure and 
technically simple way to multiple stakeholders), corresponding to the use case of 
the experiment, which mobilises data from a variety of sources (meters, produc-
tion facilities, vehicles, data centres, etc.) operated by multiple players (individ-
uals, SMEs, major accounts, public services, local authorities, etc.). Consortium 
blockchain has emerged as a technical compromise between these two visions. In the 
eyes of blockchain designers, these compromises have limited the disruptive poten-
tial of blockchain technology, by recentralising data management and losing the open 
nature of blockchain. However, they have allowed other designers to see unexpected 
uses and benefits of the technology, such as appearing as a privacy “solution”. 

We don’t necessarily do without intermediaries, but at least the intermediaries between them 
have a protocol to trust each other. (Designer, mobility sector) 

Ethics Statement Informed consent was obtained from the people interviewed for this study, 
and their identity has been anonymised. The study protocol was approved by a manager in EDF’s 
research division. Ethics board approval is not required for this type of study in France. 
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