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The world’s extant building stock accounts for a significant portion of 
worldwide energy consumption and greenhouse gas emissions. In 2020, 
buildings and construction accounted for 36% of global final energy con-
sumption and 37% of energy-related CO2 emissions. The European Union 
(EU) estimates that up to 75% of the EU’s existing building stock has 
poor energy performance, 85–95% of which will still be in use in 2050.

To meet the goals of the Paris Agreement on Climate Change will require 
a transformation of construction processes and deep renovation of the 
extant building stock. The World Economic Forum, World Business Council 
for Sustainable Development, and the European Commission are amongst 
the many global organisations that recognise the important role ICTs can 
play in construction, renovation, and maintenance, as well as supporting the 
incentivisation and financing of deep renovation. Technologies such as sen-
sors, big data analytics and machine learning, building information model-
ling (BIM), digital twinning, simulation, robots, cobots and unmanned 
autonomous vehicles (UAVs), additive manufacturing, smart contracts, and 
the Internet of Things are transforming the deep renovation process, 
improving sustainability performance, and developing new services and 
markets.

This book defines a deep renovation digital ecosystem for the twenty-
first century, providing a state-of-the art review of current literature, sug-
gesting avenues for new research, and offering perspectives from business, 
technology, and industry.
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CHAPTER 1

Deep Renovation: Definitions, Drivers 
and Barriers

Theo Lynn, Pierangelo Rosati, and Antonia Egli

Abstract This chapter defines the key elements of the deep renovation life 
cycle. Investment in deep renovation is driven by various rationales, 
including societal, economic, environmental, energy security, quality, 
opportunistic, and catalytic motivations and benefits. At the same time, 
both deep renovation and digital technology adoption to support deep 
renovation are impacted by challenges presented in humans, organisa-
tional processes, technologies and external environments. This chapter 
explores the key drivers and barriers to deep renovation and associated 
digitalisation. It establishes the motivation for the remainder of the book.
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Keywords Deep renovation • Energy efficiency • Residential buildings 
• Renovation life cycle • Adoption • Barriers to adoption

1.1  IntroductIon

The 2022 Intergovernmental Panel on Climate Change (IPCC) assessment 
suggests that climate-resilient development is already challenging at current 
warming levels and that the window for action to address climate change is 
narrowing. Restricting warming to around 2°C (3.6°F) still requires global 
greenhouse gas (GHG) emissions to peak before 2025 at the latest and be 
reduced by a quarter by 2030 (IPCC, 2022). This is a significant challenge. 
In the words of UN Secretary-General António Guterres, “the climate 
emergency is a race we are losing, but it is a race we can win” (UN, 2019).

The European Union (EU) is not sitting idle. As part of the European 
Green Deal, the EU has raised its ambition to reduce GHG emissions by 
2030 from its previous target of 40% to at least 55% below 1990 levels, as 
well as increasing the share of renewable energy by 32%, and improving 
energy efficiency by 32.5% (European Commission, 2022). The renova-
tion of EU building stock is particularly critical in supporting these goals. 
Buildings are among the most significant sources of energy use within the 
EU: existing structures currently account for 40% of all energy consump-
tion and 36% of GHG emissions (European Commission, 2020a). In par-
ticular, it is estimated that over 75% of the EU’s residential building stock 
has poor energy performance, the majority of which will be still in use by 
2050 (European Commission, 2021a). To meet its climate change goals, 
the EU seeks to achieve a decarbonised EU building stock by 2050. To 
achieve this, it has recently put in place measures to consolidate its existing 
goals, encourage the use of digital technologies and smart applications in 
building operations, and strengthen the links between achieving higher 
renovation rates, funding and energy performance certification (European 
Commission, 2021a). Deep renovation is key to achieving this goal.

The remainder of this chapter will explore narrow and broad definitions 
of deep renovation including the rationales for undertaking deep renova-
tion. Recent research by Lynn et al. (2021) suggests such rationales not 
merely are related to environmental sustainability but include a wide range 
of different stakeholder motivations including economic, energy security 
and opportunistic rationales, amongst others. Notwithstanding these 
rationales, the widespread deep renovation of building stock, particularly 
in a constrained time frame, faces significant barriers not least human, 
organisational, technological and environment context challenges. We 

 T. LYNN ET AL.
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discuss how these barriers may surface across the life cycle of a deep reno-
vation project. Advances in technologies, not least information and com-
munications technologies (ICTs), are central to accelerating the renovation 
life cycle and overcoming the existing barriers to deep renovation. We 
conclude with a summary of the remainder of this book which looks at the 
main digital innovations disrupting and transforming the construc-
tion sector.

1.2  deep renovatIon

“Deep renovation” has become somewhat of a buzzword in recent years, 
albeit an obscure one. There remains little consensus on the term’s defini-
tion and, although widely adopted in academia, industry and legislation, 
definitions vary significantly on local, regional and international levels 
(Shnapp et al., 2013). While deep renovation (sometimes referred to as 
deep energy renovation, deep retrofit or deep refurbishment) may be 
defined simply as renovation efforts which capture the “full economic 
energy efficiency potential of improvement works […] of existing build-
ings” and lead to high energy performance levels (Shnapp et al., 2013), 
the core concept of deep renovation is categorised into broad and narrow 
definitions:

• Broad, referring to the use of different simultaneous building enve-
lope and installation system renovation measures into one integrated 
strategy across the entire building life cycle (Agliardi et al., 2018);

• Narrow, relating to performance levels of refurbishments that reduce 
building energy consumption by a significant proportion to energy 
levels observed before renovation works began (Sibileau et al., 2021).

D’agostino et al. (2017) take a more quantitative approach, categoris-
ing deep renovation efforts by performance impact as presented in 
Table 1.1. This offers a relative numeric classification of deep renovation 
efforts, although an exact quantitative reference value for deep renovation 
energy reductions remains unavailable (D’Oca et al., 2018).

Deep renovation involves the use of multiple energy-saving measures. 
Bruel et al. (2013) summarise these measures as (1) energy-efficient build-
ing elements such as windows, heating, ventilation and air conditioning 
(HVAC), air filtration, lighting and appliances; (2) renewable energy 
sources like solar hot water, solar photovoltaic (PV) panels, passive solar 
energy, shading, wind, heat pumps, biomass and biogas; and (3) 

1 DEEP RENOVATION: DEFINITIONS, DRIVERS AND BARRIERS 
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Table 1.1 Categorisations of deep renovation measures

Deep renovation 
class

Description

Minor Reduces final energy consumption levels by up to 30% by 
implementing one to three improvement measures and costing an 
average of 60 €/m2

Moderate Involves more than three improvements to existing buildings 
resulting in energy reductions of 30–60%

Deep Enabled through high-grade improvements that result in energy 
savings ranging between 60% and 90% and costing between 140 and 
330 €/m2

Major Covers renovation works on more than 25% of the building envelope 
and costs more than 25% of the value of the existing building

Nearly Zero 
Energy Buildings 
(NZEP)

Results in buildings which perform significantly better in energy use 
(with +90% of improved final energy saving) and rely on renewable 
energy sources (RES) ideally produced within or near the building 
itself

community energy sources such as district heating systems. Each of these 
measures alone improves energy performance in buildings and may be 
employed in combination with traditional technology and construction 
solutions (D’Oca et al., 2018). However, deep renovation is distinct from 
other energy-efficient retrofits in that these elements become fully inte-
grated within the renovation process.

1.3  ratIonales and BenefIts of deep renovatIon

In 2018, EU renovation rates barely exceeded 1% and were significantly 
below the objectives set in the Energy Efficiency Directive (Directive 
2012/27/EU) and the revised Energy Performance Building Directive 
(Directive 2018/844). Only 11% of the EU building stock undergoes 
renovation on a yearly basis (European Commission, 2021a). Reaching 
the 2030 and 2050 goals requires a significant acceleration and greater 
understanding of what drives stakeholders to adopt and implement a deep 
renovation strategy. An attempt at this is made in Table 1.2.

Aside from advancing building quality and area net-worth in compari-
son to other buildings through state-of-the-art aesthetic, safe and easy-to- 
use building elements, deep renovation reinforces economic stimuli in the 
form of employment and reduced reliance on international energy imports 

 T. LYNN ET AL.
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Table 1.2 Stakeholder rationales towards adopting deep renovation practices

Stakeholder group Description Rationale towards adopting 
deep renovation practices

Energy solutions 
and construction 
technology 
providers, and 
independent 
software vendors 
(ISVs)

Develop and market (1) 
technologies that support and 
deliver residential deep renovation 
projects and (2) software solutions 
for building information modelling, 
deep renovation process 
management, building and 
infrastructure management and 
maintenance, and/or related 
technology management

Aim to improve, extend or 
complement existing product 
or service offerings in a 
cost-effective way, increase 
competitiveness through 
value-added products and 
services, and generate 
incremental revenues with 
comparatively little upfront 
R&D investment

Housing 
development and 
construction 
companies

Buy, license and use technologies 
and systems developed by third 
parties to deliver high energy 
performance

Aim to differentiate 
themselves from competitors 
by providing superior services 
and buildings and generating 
more profit from these 
projects while delivering 
better performance and value 
for their clients

Architects Design and plan the renovation and 
construction of built environments 
while using a variety of software 
tools and related databases to model 
and design built environment 
projects

Require specific skills, tools 
and knowledge for gathering 
environmental and cultural 
considerations, both pre- and 
post-occupancy, as well as 
implementing specific 
sustainable designs and smart 
technologies

Construction 
finance companies 
and crowdfunding 
platforms

Provide capital to construction 
companies for financing projects, 
possibly from alternative sources of 
capital such as crowdfunding 
platforms

Traditional sources of capital 
cannot fully meet the 
financial demand of deep 
renovation works and are 
oftentimes constrained by 
regulation. Deep renovation 
crowdfunding may offer 
faster, transparent and more 
secure options for all 
stakeholders

(continued)

1 DEEP RENOVATION: DEFINITIONS, DRIVERS AND BARRIERS 



6

Table 1.2 (continued)

Stakeholder group Description Rationale towards adopting 
deep renovation practices

Building owners Own and manage residential 
buildings

Aim to renovate their 
building stock cost efficiently 
while minimising disturbance 
to occupants and overall 
renovation time

Aim to increase energy 
efficiency and environmental 
performance to meet or 
exceed national standards, 
meet domestic or European 
policy goals, maximise 
occupant satisfaction and 
ultimately increase the value 
of the property

Occupants Reside in the building in question, 
often during the course of 
renovation works

Require renovation solutions 
which offer the best value for 
money in the form of 
long-term energy 
performance. Sometimes, 
reducing environmental 
impact and meeting or 
exceeding international 
standards for energy 
performance is a priority

Research centres 
and projects

Attract government and industry 
funding to carry out research on 
existing renovation solutions, the 
economic and business impacts of 
novel solutions, or the industry 
adoption of novel technologies and 
processes

Focus on specific elements of 
the (deep) renovation life 
cycle as a research field and, 
in doing so, operate within 
pre-defined boundaries and 
aim to influence a large 
number of stakeholders

Investors and 
licensors

Invest or license technology and 
other research outputs for 
commercial purposes

Aim to differentiate 
themselves from competitors 
by providing superior, 
better-performing 
technologies to their clients

(continued)
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Table 1.2 (continued)

Stakeholder group Description Rationale towards adopting 
deep renovation practices

EU institutions, 
policymakers, and 
funding and 
standardisation 
bodies

Formulate or influence policy in EU 
institutions and national and local 
government and include regulators, 
international bodies and other 
political bodies

Are driven by set national and 
international climate targets 
and, in an effort to reach 
these targets, regulate and 
secure funding for the 
advancement of deep 
renovation projects

Media and industry 
analysts

Create content to influence 
stakeholders and possibly perform 
primary and secondary market 
research within an industry such as 
information technology and 
telecommunications

Disseminate content 
surrounding the latest 
developments and 
technologies in renovation 
and construction industries 
with a growing interest in 
sustainable and energy- 
efficient practices

(Jochem & Madlener, 2003; Baek & Park, 2012; Bruel et  al., 2013; 
Ferreira & Almeida, 2015; D’Oca et al., 2018; European Commission, 
2020). Currently, approximately 34 million Europeans are impacted by 
energy poverty or the inability to afford adequate heating or lighting 
(European Commission, 2020b). As such, deep renovation supports citi-
zens in participating in a greener society first-hand while simultaneously 
improving energy security, health and accessibility for society’s most vul-
nerable citizens (Baek & Park, 2012; Bruel et  al., 2013; Ferreira & 
Almeida, 2015; European Commission, 2020). Deep renovation works 
lastly deliver improved consumer service on public, community and com-
mercial levels (Jochem & Madlener, 2003; Baek & Park, 2012; Guerra- 
Santin et al., 2017; Klumbyte et al., 2020).

If properly integrated, deep renovation efforts create resilient and green 
living spaces while promoting high energy performance and lower waste 
and pollution levels (Baek & Park, 2012; Bruel et al., 2013; Ferreira & 
Almeida, 2015; Haase et al., 2020). From a wider perspective, such efforts 
lead to improved quality of life for building occupants, increased revenues 
and decreased technological and operational costs through superior prod-
ucts and services, improved security, quality and control over full project 
life cycles, and more durable buildings in the long term (Mainali et al., 
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2021). Perhaps most importantly, deep renovation may positively influ-
ence public attitudes towards climate change mitigation works, substitute 
existing, climate-damaging methods in the traditionally conservative con-
struction sector and improve the uptake of novel and existing ClimateTech 
and CleanTech measures (Baek & Park, 2012; Mainali et al., 2021).

1.4  BarrIers to deep renovatIon

Prior literature presents an extensive range of theoretical lenses by which 
to explore technology adoption and use, typically from an adopter-centred 
or innovation or organisation-centred perspective. These lenses are sum-
marised in Table 1.3.

Table 1.3 Theoretical overview of technology adoption and use

Perspective Theory Description Source(s)

Adopter- 
centred

Theory of 
Reasoned Action 
(TRA)

Posits that human behaviour is 
determined by intention, which in 
turn is influenced by attitude 
(towards the behaviour) and 
subjective social norms (e.g., 
normative beliefs, demographic 
variables and personality traits)

Fishbein and 
Ajzen (1977)

Adopter- 
centred

Theory of Planned 
Behaviour (TPB)

An extension of TRA in that it 
includes the element of perceived 
behavioural control, that is, 
facilitating or impeding factors 
which influence the performance of 
a behaviour in question

Ajzen (1991)

Adopter- 
centred

Technology 
Acceptance Model 
(TAM)

Reflects elements of TRA, but 
specifically concerns levels of 
acceptance across end-user 
computing technologies including 
perceived usefulness and perceived 
ease of use

Davis (1985, 
1989)

Adopter- 
centred

Unified Theory of 
Technology 
Acceptance and 
Use (UTAUT)

Defines determinants of user 
acceptance and usage behaviour 
based on performance expectancy, 
effort expectancy, social influence 
and facilitating conditions

Venkatesh 
et al. (2003); 
Venkatesh 
et al. (2012)

(continued)
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Table 1.3 (continued)

Perspective Theory Description Source(s)

Innovation or 
organisation- 
centred

Diffusion of 
Innovation (DOI)

Includes constructs like relative 
advantage, ease of use, image, 
visibility, compatibility, results 
demonstrability and voluntariness of 
use to define individual technology 
acceptance

Rogers 
(1995, 2003)

Innovation or 
organisation- 
centred

Technology- 
Organisation- 
Environment 
(TOE) Framework

Identifies the degree to which 
technological, organisational and 
environmental aspects influence the 
process of adopting and 
implementing a technological 
innovation

Tornatzky 
and Fleischer 
(1990)

Innovation or 
organisation- 
centred

Human- 
Organisation- 
Technology Fit 
(HOT-fit)

Used to evaluate information 
systems based on human (i.e., user 
satisfaction and system use), 
technological (i.e., system, 
information and service quality) and 
organisational (i.e., environment 
and structure) dimensions

Yusof et al. 
(2008)

Although the individual arguments for shortcomings in acceptance 
towards deep renovation measures lie beyond the scope of this chapter, it 
is worth noting that the success of deep renovation efforts is impacted by 
adopter-centred factors, technology-related factors, organisational factors 
and external environmental factors. The following sections elaborate on 
these potential reasons for failure.

1.4.1  Human Barriers to Deep Renovation Adoption and Use

Barriers to accepting, supporting and adopting climate-friendly technolo-
gies and practices in buildings are manifold. Hesitancy can be traced back 
to restrictive social norms and household characteristics, short-termism 
and lack of clarity surrounding the negative consequences of climate 
change, as well as inadequate knowledge or reservations about the exis-
tence or use of new technologies (Van Raaij & Verhallen, 1983; Curtis 
et  al., 1984; Scott, 1997; Abrahamse et  al., 2005; Organisation for 
Economic Co-operation and Development, 2011; Mills & Schleich, 2012; 
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Huebner et al., 2013; Giraudet, 2020). Demographics such as age, educa-
tion, household composition and geographical location have equally been 
shown to affect the adoption of energy efficiency technologies. For exam-
ple, Mills and Schleich (2012) find that families with young children 
(unlike elderly household members) are more likely to adopt energy- 
efficient technologies, as are those with higher education levels. 
Interestingly, data suggests a high degree of country heterogeneity with 
respect to adoption, use and attitudes towards household energy-efficient 
technologies and energy conservation practices (Mills & Schleich, 2012).

In their ethnographic study of the occupants and users of a multi- 
dwelling residential building in Italy, Prati et al. (2020) find that enhanced 
quality of life and long-term financial savings were the primary motivators 
for accepting and supporting deep renovation projects for tenants. 
However, the economic burden does not fall on tenants, suggesting a 
need for a multi-stakeholder approach to deep renovation projects particu-
larly where there is a divergence in ownership and occupancy. While levels 
of normative legitimacy may be relatively high amongst tenants (consider-
ing the largely accepted moral obligation of preserving the environment), 
pragmatic legitimacy may be restrained by conflicts between building 
owners’ self-interest, perceived utility, and financial and time requirements 
of renovation works. Research suggests that barriers influencing the self- 
interest and utility involved in deep renovation measures include occupant 
disturbance and a lack of awareness, understanding and trust in deep reno-
vation and new technologies (D’Oca et  al., 2018; Prati et  al., 2020; 
European Commission, 2020). Further individual adopter factors include 
performance expectancy, effort expectancy and social influence (Fishbein 
& Ajzen, 1977; Ajzen, 1991; Davis, 1985, 1989; Venkatesh et  al., 
2003, 2012).

Psychological (and oftentimes geographical) distance to the climate cri-
sis is a key barrier amongst consumers in mitigating the effects of climate 
change and maintaining pro-environmental behaviours (Spence et  al., 
2012). In one scenario, this may result in building owners and occupants 
failing to adopt energy management measures in an individual building 
and within the context of that building’s location and climate. As a conse-
quence, this usually leads to unnecessarily high energy and emissions levels 
(Jochem & Madlener, 2003). In this context, short-termism has had a 
particularly negative impact on the adoption of deep renovation projects. 
For example, there is a substantial literature base which acknowledges that 
the adoption of energy-efficient measures is related to cost (Curtis et al., 
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1984; Abrahamse et al., 2005; Organisation for Economic Co-operation 
and Development, 2011). Consumers are more likely to adopt low-cost or 
no-cost measures much unlike deep renovation projects. As Mills and 
Schleich (2012) note, such behavioural changes may only have transitory 
effects, while energy savings resulting from technology adoption tend to 
have more long-term effects. Consequently, although the adoption of 
energy-efficient technologies can have a significant impact on the wider 
environment, it does not necessarily compensate energy savers and thus 
presents a significant challenge in persuading the public to act (Mills & 
Schleich, 2012). Particularly in the context of multi-dwelling residential 
buildings, this may cause mismatches between individual needs and beliefs 
and those of the wider collective (D’Oca et al., 2018).

Notably, solution aversion to climate-friendly measures, which occurs 
when problems are ignored due to dissatisfaction with proposed solutions, 
may also impact openness towards deep renovation efforts (Campbell & 
Kay, 2014). Tangible solution aversion in particular applies to the deep 
renovation context. Poortinga et al. (2004), for example, warn that envi-
ronmental attitudes may be too limited in explaining environmental 
behaviour and related technology adoption—particularly because address-
ing climate change results in tangible lifestyle changes for building occu-
pants. For this reason, deep renovation solutions must pay attention to 
promoting the cost of non-action and life-quality benefits in ways that can 
be received by different audiences in different climate and building-type 
contexts.

1.4.2  Technological Barriers to Deep Renovation 
Adoption and Use

Technology-related adoption factors include, amongst others, innovation 
characteristics, availability, ease of use, compatibility, results demonstrabil-
ity and quality-driven factors (Tornatzky & Fleischer, 1990; Rogers, 1995, 
2003; Yusof et al., 2008). Key focus points over previous years have shifted 
from the technical suitability of deep renovation technologies primarily to 
the integration of energy-saving technologies throughout deep renova-
tion projects (D’Oca et  al., 2018). This includes building envelopes, 
HVAC systems and RES-powered systems (D’Oca et al., 2018). Today, 
the main technological challenge to deep renovation lies in the complexity 
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associated with integrating technically viable, context-appropriate tech-
nologies according to desired outcomes and regulatory standards (Attia 
et al., 2017). Because of this, one could posit that meeting standards of 
deep renovation requirements, for example, the Passive House Standard, 
is less a matter of the technological state of the art, but rather technical 
awareness, availability and know-how (Innovate UK, 2013; De Gaetani 
et al., 2020). In its worst case, a lack thereof can lead to missed opportuni-
ties, inadequate performance and dissatisfaction with deep renovation as a 
concept.

The issue of integrating technologies into the building renovation pro-
cess becomes particularly complex when one considers the abundance of 
domains, stakeholders and outbound dependencies to systems, regula-
tions and geographical characteristics related to the deep renovation pro-
cess. This is an issue of interoperability, that is, “the ability of two or more 
systems or components to exchange information and to use the informa-
tion that has been exchanged” (ISO, 2013). The definition of interoper-
ability has morphed somewhat over time, initially used to describe “a 
feature of information systems that enabled information exchange” to any 
system which is able to collaborate with another system (Turk, 2020). Its 
value becomes evident in enabled communication, coordination, coopera-
tion, collaboration and distribution (Grilo & Jardim-Goncalves, 2010). 
Unfortunately, the range of heterogeneous applications and systems used 
by different stakeholders varies across the project life cycle. An example of 
this is Building Information Modelling (BIM), which presents a plethora 
of varying software tools designed for energy simulation, planning and 
management (El Asmi et al., 2015; Arayici et al., 2018). Lacking interop-
erability (particularly when combined with the dynamic nature of con-
struction projects) becomes an issue in that data flows and value generation 
are negatively affected by data mismatches, data quality issues and incon-
sistent sector standards and processes (Curry et al., 2013; Arayici et al., 
2018; Shirowzhan et al., 2020). While interoperability with other systems, 
for example, Geographic Information System (GIS) and Augmented 
Reality (AR)/Virtual Reality (VR), has been increasingly prioritised, 
knowledge and practice gaps for integrating stateof-art technologies 
remain (Shirowzhan et al., 2020).

This is not to say that the technological status quo does not face quality 
or performance issues in itself (Attia et al., 2017). Primarily the adoption 
and use of software- or cloud-enabled solutions is inflicted by poor on-site 
connectivity and latency, lack of integration across supply chains, 
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inconsistent data flows and inadequate worker skills (Almaatouk et  al., 
2016; Bello et al., 2020). A further by-product of the Internet of Things 
or smart or otherwise connected products is copious volumes of data—all 
originating from end points with varying capabilities, connectivity levels, 
requirements and priorities. Due to the idiosyncrasies of individual build-
ings and living spaces, owners and occupiers, and the environment in 
which they are located, this requires taking into account both local and 
more global considerations (Venkatesh, 2008).

1.4.3  Organisational Barriers to Deep Renovation 
Adoption and Use

Organisation-related barriers to deep renovation include organisation size 
and structure, adequacy of resources, top management support and per-
ceived indirect benefits (Tornatzky & Fleischer, 1990; Rogers, 1995, 
2003; Yusof et al., 2008). Because of the multi-stakeholder nature of deep 
renovation projects, existing resources, technical competencies and inno-
vation levels amongst management and operational teams vary and must 
be considered (Yusof et al., 2008). Resource allocation, financial invest-
ment and employee competency all have the potential to hinder deep 
renovation uptake. For example, research finds that inadequately trained 
professionals and construction workers within the realm of energy effi-
ciency present a significant barrier to project success (Innovate UK, 2013; 
Attia et al., 2017; D’Oca et al., 2018; Vavallo et al., 2019).

From an organisational perspective, financial barriers are amongst the 
most highly cited in literature (Cooremans & Schönenberger, 2019; 
Bertoldi et al., 2021). This is accelerated by the complexity of deep reno-
vation, particularly in multi-residential buildings such as social housing or 
other fragmented ownership models (D’Oca et al., 2018). Procurement 
policies which prioritise price over the quality of renovations, combined 
with high upfront investment costs and challenging access to funding, 
may negatively affect deep renovation efforts initiated by the public sec-
tor (European Commission, 2017; Van Oorschot et  al., 2019; D’Oca 
et  al., 2018; European Commission, 2020). In its worst case, this can 
result in project delays, underwhelming energy performance and height-
ened costs—finally leading to reduced consumer trust in public sector 
efforts overall and specifically deep renovation projects (D’Oca 
et al., 2018).

1 DEEP RENOVATION: DEFINITIONS, DRIVERS AND BARRIERS 



14

1.4.4  External Environment Barriers to Deep Renovation 
Adoption and Use

The external environment, including building and environmental regula-
tions, policies and standards, heavily impacts deep renovation. 
Environmental factors encompass all external pressures on deep renova-
tion initiatives, including regulatory, competitive and financial pressures, 
as well as related support from public bodies and partners (Tornatzky & 
Fleischer, 1990). For those involved in the supply chain, keeping up with 
changing regulatory requirements can be a significant challenge particu-
larly under changing political administrations.

Legislation and regulation are highlighted as potentially obtrusive to 
deep renovation efforts in that these are often complex, unclear and time- 
consuming (European Commission, 2017; D’Oca et al., 2018; European 
Commission, 2020). One reason for this is that the context of local gov-
ernments, and more specifically local energy issues, is often ignored in EU 
regulations or other intergovernmental treaties. Here, central govern-
ments are mainly targeted and expected to oversee the implementation of 
climate objectives (European Commission, 2017). Because they are 
responsible for the implementation of energy-saving measures, local enti-
ties have specific insights into the barriers they face and must therefore 
become more closely involved in the development of deep renovation 
strategies, regulations and targets (European Commission, 2017). In a 
cross-European report, main local barriers to deep renovation were found 
to be primarily fiscal and financial (i.e., referring to lack of technical skills 
for funding applications, poorly designed or lack of incentives, limited 
borrowing capacity, complex financial schemes and unfavourable account-
ing rules), followed by legislative and strategic barriers such as an incom-
plete overview of building stocks, limited training in deep renovation 
practices and lack of technical capacity required for such projects (European 
Commission, 2017). As previously identified in Sect. 1.2, one final clear 
strategic barrier was deemed to be the lack of a uniform definition of deep 
renovation itself (European Commission, 2017).

1.5  conclusIon

This chapter introduces deep renovation, which involves renovation works 
that capture the full potential of energy- and cost-saving adjustments to 
existing buildings, along with its benefits and the human, technological, 
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organisational and external environment barriers associated with deep 
renovation projects. Deep renovation has the potential to transform the 
construction and renovation industry in its integrated use of multiple 
energy-saving measures. Projects simultaneously offer relief for vulnerable 
residential consumer groups, further desperately needed climate-friendly 
and potentially net-zero energy practices, and heighten the long-term 
durability of buildings. Each chapter of this book is dedicated to exploring 
the impact of a specific digital technology on the implementation and 
delivery of deep renovation projects. Chapter 2 is dedicated to embedded 
sensors, one of the (if not the most important) enabling technology in the 
digitalisation of deep renovation. In fact, the use of sensor networks and 
connectivity represents a key prerequisite for measuring, and therefore 
optimising, the energy performance of an existing building and for effi-
cient construction management. This chapter presents the role of sensor 
networks in the field of deep renovation, introduces the concept of smart 
buildings and smart homes and their main advantages and benefits, and 
highlights some of the main challenges and concerns associated with the 
use of sensor infrastructures which are mostly related to the volume, access 
and use of data captured by sensors on an ongoing basis.

Chapter 3 focuses on BIM, which leverages the large volume of data 
generated by sensor networks to manage “[…] the information on a proj-
ect throughout its whole life cycle” (Hamil, 2022). Chapter 3 explores the 
evolution of BIM from its emergence in the early 1990s to recent develop-
ments and describes different BIM “dimensions”. The chapter continues 
by presenting how BIM enables multi-criteria decision-making in the con-
text of building renovation, and deep renovation more specifically, and 
how it can help to identify, optimise, validate and communicate different 
renovation scenarios and corresponding costs, timelines and effectiveness. 
The chapter concludes with a discussion of two main sets of barriers to 
BIM adoption, namely interoperability and the lack of ontologies that are 
specifically designed for renovation work which undermine the potential 
for process automation.

Another way of leveraging the vast amount of data generated by sensors 
is to develop models that evaluate the energy performance of an existing 
building and estimate how changes in external and internal conditions 
would affect such a performance. This technique is called Building 
Performance Simulation (BPS) and is the main topic of Chap. 4. More 
specifically, this chapter provides an overview of the main approaches and 
applications of BPS in the context of deep renovation and discusses how 
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to integrate simulations with real-time monitoring and diagnostic systems 
for building energy management and control.

Chapter 5 is dedicated to the application of Big Data and analytics in 
the deep renovation with a particular focus on Machine Learning and 
Artificial Intelligence and the changes they have enabled in the various 
phases of the renovation project life cycle, from the renovation design to 
post-renovation monitoring and assessment. The chapter presents a series 
of use cases and applications of Big Data in construction and discusses the 
main advantages and benefits (e.g., alternative design automation, the 
development of accurate performance prediction models, higher efficiency 
and reduced environmental impact of the renovation work), as well as the 
main barriers and challenges (human, technological and organisational) to 
the wider adoption of Big Data and analytics in deep renovation.

When it comes to capturing data about the physical structure of an 
existing building, detailed information can be gathered by adopting 3D 
scanning tools and techniques which enable the creation of a digital twin 
of the building. Chapter 6 introduces this novel technological paradigm in 
more detail, describes the main steps and approaches to creating digital 
twins and presents three main use cases for digital twins in the built envi-
ronment, namely condition monitoring, facility management and environ-
ment simulation. The chapter concludes with a discussion of the main 
challenges associated with adopting and using digital twins which are 
mostly related to the high cost and effort required to create the digi-
tal twin.

Chapters 7 and 8 turn the attention to the construction phase of the 
renovation life cycle. In fact, Chap. 7 focuses on additive manufacturing 
(often referred to as 3D printing) which is the process of fabricating three- 
dimensional objects following a specific computer design. Additive manu-
facturing has attracted growing attention from the construction sector in 
recent years as it promises lower waste and costs, and it provides the 
opportunity to create complicated large-scale structures and integrate 
functional building elements such as pipes and storage units within the 
structure itself. These benefits are discussed in more detail alongside some 
practical challenges (e.g., equipment costs, skills and lack of standardisa-
tion) that are adversely impacting the diffusion of this technology.

Chapter 8 focuses on the use of intelligent equipment and robots (IER) 
in construction sites. This chapter discusses the maturity of IER technolo-
gies that are currently available in the market, describes how they can be 
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used both on-site (e.g., inspection, construction and maintenance) and 
off-site (e.g., factories) and discusses the key concerns and barriers to 
adoption which are mostly related to high costs, lack of skills, human- 
robot interactions and security.

The issue of security is not only relevant in the context of IER, but it is 
a recurring concern across the entire renovation life cycle. This topic is 
discussed in more depth in Chap. 9 which provides an overview of relevant 
cybersecurity frameworks, standards, guidelines and codes of practice. 
These include, for example, relevant International Organization for 
Standardization (ISO) and American Institute of Certified Public 
Accountants (AICPA) standards, the NIST Framework for Improving 
Critical Infrastructure Cybersecurity, and the European Union Network 
and Information Systems (NIS) Directive. The chapter concludes by high-
lighting the need for a contingency approach to assess and manage cyber 
risk in the context of building renovation, as a one-size-fits-all approach 
may not be desirable or feasible given the variety of stakeholders involved 
in this kind of projects.

The final chapter discusses how novel financial technology (fintech) 
solutions such as crowdfunding, peer-to-peer lending and blockchain- 
based mechanisms such as tokenisation can help building owners and con-
struction companies overcome one of the main barriers to deep renovation, 
access to capital. The chapter outlines the main advantages and benefits of 
these alternative sources of finance, as well as the challenges associated 
with each of these funding mechanisms, and concludes with a call for fur-
ther research on both demand side (fund seekers) and supply side (inves-
tors) incentives and dynamics or indeed on the responsibilities of platforms 
that enable and facilitate these transactions.
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CHAPTER 2

Embedded Sensors, Ubiquitous Connectivity 
and Tracking

Marco Arnesano and Silvia Angela Mansi

Abstract The digitalisation of the deep renovation process and built envi-
ronment is enabled by ubiquitous connectivity and monitoring of the envi-
ronment itself, the artefacts and actors within it, and events that occur. Such 
monitoring is important for efficient construction management, dynamic 
peak demand reduction, affordability, and occupants’ well-being. Sensor 
networks based on Internet of Things (IoT) technologies represent an 
important prerequisite for both optimising and redefining the stages of the 
building process to meet environmental challenges. This chapter provides 
an overview of how computation capabilities are being integrated into the 
physical environment and the role of sensor networks in the context of deep 
renovation. The key advantages and benefits of these technologies at the 
pre, during and post-renovation stages are discussed together with different 
use cases. The value of sensor network infrastructures and the legal and ethi-
cal implications of the use of such sensor infrastructures is also discussed.
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2.1  IntroductIon

Sensors play a pivotal role in reducing buildings’ energy demand and in 
reaching the near Zero Energy Building (nZEB) standard through deep 
renovation. From this perspective, buildings should become a system that 
“provides every occupant with productive, cost effective and environmen-
tally approved conditions through continuous interaction among its ele-
ments” (Buckman et  al., 2014, p.  96). The Internet of Things (IoT) 
represents the cornerstone in the definition of a smart building (SB). 
Using sensor networks, SBs provide the possibility for monitoring and 
managing energy consumption and indoor environmental quality (IEQ) 
(Minoli et al., 2017).

This chapter aims to (1) define the role of sensor networks in the field 
of deep renovation, (2) summarise the main advantages and benefits as 
well as (3) the main challenges and concerns associated with the use of 
sensor infrastructures.

The remainder of this chapter is structured as follows. Section 2.2 
introduces the key concepts for the definition of construction sites, smart 
buildings and services based on sensor networks. Given the importance of 
IoT for the deployment of innovative sensing solutions in both construc-
tion sites and smart buildings; Sect. 2.2 also includes the description of the 
IoT architecture together with the main communication technologies. 
Then, Sect. 2.3 presents various sensing use cases for the construction and 
renovation stages and Sect. 2.4 presents the application of sensors in smart 
buildings. This is followed by a discussion of ethical and legal aspects 
related to the use of sensor data in Sect. 2.5 before concluding.

2.2  Key defInItIons, technologIes and approaches

2.2.1  The Role of Sensors on Construction Sites

Effective monitoring of construction sites allows managers to record 
progress at different stages and ensure that the project stays on schedule. 
With the advent of sensor technology and IoT, several activities in a con-
struction site can be monitored automatically and in real-time. The inter-
action between multiple stakeholders can provide a better understanding 
of the status of different construction activities while improving produc-
tivity and saving time and cost. Through IoT, communication and 
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positioning technologies can also improve safety (Zhao et al., 2021) and 
waste management (Sartipi, 2020).

3D point cloud data represents the main approach to mapping and 
monitoring construction progress in real-life large-scale projects. This 
measurement system can create a digital twin of the building and identify 
objects present on site, capturing their external surface. Improved knowl-
edge can be obtained with sensor integration, a common procedure to 
integrate data from different sensors to improve the quality and the accu-
racy of information acquired by each sensor individually. Typically, the 
integration involves data fusion between mapping sensors and positioning 
and communication sensors (Moselhi et al., 2020). While positioning sen-
sors measure the distance travelled by a body starting from its reference 
position, communication sensors allow the communication between dif-
ferent devices. For instance, communication sensors, when integrated 
with positioning and mapping sensors, can be used to enhance the out-
door tracking of resources (Domdouzis et  al., 2007) in a supply chain 
management system (Rajendranath, 2011) and the construction safety 
management (Park et al., 2019). The main positioning technologies are 
presented in Table 2.1.

Different approaches can be applied for real-time monitoring construc-
tion progress. Table 2.2 summarises the main monitoring methodologies 
that are currently used in real-life construction sites for understanding a 
particular scene, positioning objects and tracking objects.

Table 2.1 Positioning sensors in construction

Approach Description

Identification and tracking 
devices

Radio frequency identification (RFID) is a technology for 
identification and data communication with devices

Inertial measurements units 
(IMU)

Accelerometer, gyroscope and magnetometer are used to 
calculate the device position

Global navigation satellite 
systems (GNSS)

GNSS use a satellite-based navigation system with global 
coverage to localise objects in outdoor spaces

Ultrasonic sensors These sensors use ultrasound to measure time of flight 
(ToF) and calculate the distance

Infrared (IR) sensors IR sensing technology detects the light reflected in the 
infrared region of the electromagnetic spectrum

2 EMBEDDED SENSORS, UBIQUITOUS CONNECTIVITY AND TRACKING 
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Table 2.2 Monitoring methodologies for the construction site

Methodology Definition

Scene understanding
Classification A process to assign a label to the scene based on a supervised 

machine learning (SML) algorithm (Maturana & Scherer, 2015)
Object detection A process to localise objects of a specific category of data (He 

et al., 2017)
Segmentation A method to divide data into segments representing objects (Chen 

et al., 2018)
Positioning methods
Proximity A method to detect mobile targets by using location coordinates of 

nearby sensors with a priorly measured position (Deak et al., 2012)
Triangulation and 
trilateration

Methods to estimate the target position using triangles’ properties 
(Deak et al., 2012)

Fingerprinting Uses a database of signals measured at known locations to estimate 
an object’s location by comparing the current signal with the 
stored signals

Dead reckoning A method to estimate the local motion of a moving target relative 
to a previously known position

Visual positioning Estimates the position and orientation of sensors by using imagery 
and point clouds data (Zhang & Singh, 2015)

Tracking methods
Active tracking Tracks moving objects using different position methods (Deak 

et al., 2012)
Passive tracking Involves surveying instruments such as robotic stations, stationary 

cameras or lidar sensors (Giancola et al., 2019)

2.2.2  Smart Buildings and Smart Homes

A smart building is an intelligent structure that is “[…] expected to address 
both intelligence and sustainability issues by utilising computer and intelli-
gent technologies to achieve the optimal combinations of overall comfort level 
and energy consumption” (Wang et al., 2012, p. 260). An SB adapts its 
operation and physical form to a particular event before the event happens 
while maintaining its energy efficiency and occupant satisfaction (Buckman 
et al., 2014). SBs require many stakeholders and a lot of interconnected- 
embedded devices, automated systems and wireless technologies to be 
capable of communicating with the internal and external environment. 
Sensors play a pivotal role for an SB because of the need of measuring 
several quantities, belonging to different domains, which are required for 
each service deployed in an SB. Just to mention a few, electricity and heat 
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Table 2.3 The main services and requirements of a smart building

Service Details Sensing requirements

Location-based 
services

Identify occupants or resources’ 
location for improving serviceability

Tracking the position of 
different objects within the 
building

Energy 
efficiency

Optimise the building energy 
consumption

Communicate with smart grids 
and measurement of energy 
loads

Facility 
management

Maintenance operation and control of 
building facilities to reduce operations 
and maintenance time and cost

Fine-grained sensor network 
for detailed real-time and 
long-term monitoring

Occupant 
comfort

Optimise ambient conditions 
according to occupants’ needs for 
improving health and productivity

Multi-domain and multi- 
physics measurement for 
comfort monitoring

meters are required for energy monitoring, and environmental sensors 
(temperature, relative humidity, light, CO2) are required for occupants’ 
comfort measurement and control. Table 2.3 summarises the main func-
tions and sensing requirements.

A Smart Home is the SB declination in a residential context. It is an 
environment equipped with technologies that make occupants’ lives more 
convenient while preserving energy efficiency. Smart appliance solutions 
can cover different aspects of occupants’ daily life such as air conditioning, 
lighting, home security, data privacy, entertainment, surveillance, detec-
tion, and assisting living (Wilson et al., 2015).

2.2.3  IoT Architecture

IoT is one of the most influencing innovations in the field of communica-
tion (Atzori et al., 2010). Its application in the built environment gives 
the possibility to make everyday objects intelligent and connected by 
means of sensing, networking, and processing capabilities (Jia et al., 2019). 
IoT architectures are generally described and arranged in Perception, 
Network and Application layers. The Perception Layer is the physical layer 
equipped with sensors for sensing and data collection. It detects environ-
mental parameters and identifies other intelligent sensors in the physical 
space to share information to the upper layers. The Network Layer, as the 
term suggests, is responsible for processing and transmitting the raw data 
network technologies. The highest level is the Application Layer, which 
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Perception Layer Network Layer

Gateway Middleware

Application Layer

Fig. 2.1 Three-layers of an IoT architecture

creates the bridge between the building and the end user and supports the 
decision-making process. Figure  2.1 provides a schematic view of the 
three-layer IoT architecture.

Nevertheless, IoT needs to use a messaging and connectivity protocol 
to exchange information from remote locations. The recommended fea-
tures of such protocol include (a) small code footprint (to be implemented 
in small devices), (b) low power consumption, (c) low bandwidth con-
sumption, (d) low latency, and (e) use of a publish/subscribe (pub/sub) 
pattern. The most widespread messaging protocol is Message Queuing 
Telemetry Transport (MQTT), which is a lightweight pub/sub messaging 
transcription with a small footprint and minimal bandwidth (Spofford, 
2019). Several communication protocols are available for the implementa-
tion of IoT architecture; Table 2.4 presents the most common ones.

2.3  sensIng durIng constructIon and renovatIon

Information handling is the most important aspect in industrial construc-
tion management (CM) (Wang et al., 2007). The main contexts of appli-
cation in CM involve logistics, cost and time control, real-time process 
traceability, and operator safety (Ahmad et al., 2016). Recently, building 
information modelling (BIM) has been largely used in design, construc-
tion and facility management processes. The integration of sensors with 
BIM enables continuous monitoring of building construction stages for 
accurate construction and renovation management (e.g., cost and time). 
The integration of sensor data with BIM effectively creates a real-time 
digital twin that can continuously track changes and any discrepancies 
during the construction process. This enables the timely remediation of 
errors and monitoring of the condition of any material on-site by using 
cameras and other sensors (Liu et al., 2014). Sensor networks are also an 

 M. ARNESANO AND S. A. MANSI



29

Table 2.4 IoT communication protocols

Concept Definition

Short-range communication
Bluetooth low 
energy (BLE)

A radio waves-based technology for communication between 
devices over short distances (2.402 GHz to 2.48 GHz)

Wi-Fi A radio waves-based technology which allows the communication 
between smart devices according to IEEE 802.11 standards

UWB A radio waves-based technology based on IEEE 802.15.4z-2020 
standards, used for short-range (up to 200 metres) and high- 
bandwidth (500 MHz) communication

ZigBee A high-level communication based on IEEE 802.15.4 specifications 
for creating personal area networks (PAN)

Long-range communication
Frequency 
modulation (FM)

FM radio (88–108 MHz frequency) broadcast signals-based 
technology to localise the position by using fingerprinting 
techniques (Chen et al., 2013)

Long range (LoRa) LoRa is an RF technology that uses a radio modulation technology 
for low-power, wide area network (LPWAN) communications

Sig Fox A LPWAN communication technology, it uses Ultra-Narrow 
Bandwidth (UNB) modulation to send messages.

Cellular 
communication 
(CC)

CC is a way to connect people together for real-time 
communication and data transmission based on the global system 
for mobile communication standards (GSM)

efficient solution for supply chain monitoring and for managing building 
materials (Koskela & Vrijhoef, 1999). Table 2.5 the main sensor types that 
are currently used for mapping buildings for BIM creation and for moni-
toring construction sites.

BIM-sensor integration plays a key role in preventive monitoring during 
the construction phase to monitor and ensure proper structure conditions 
(Chen et al., 2020). IoT technologies can be used as a proactive tool to 
better predict building component failures, unplanned downtime, and 
broken tools, potentially increasing on-site productivity by up to 25% 
(Kayar et al., 2021). For automatic retrieval of physical information dur-
ing the construction process, RFID has been widely adopted (Shen et al., 
2010). BIM augmented with sensor data is also crucial for facility man-
agement (FM). The total cost of ownership of a building is heavily depen-
dent on effective maintenance and the security and safety of the 
environment for the occupants. Several solutions have been proposed to 
monitor all building components to prevent failures and malfunctions 
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Table 2.5 Sensing construction: mapping sensors

Sensor type Definition

Laser scanner 
(Lidar)

These sensors are based on the electromagnetic radiation near infrared 
spectrum for calculating the emitted pulse’s time of flight (ToF) 
(El-Omari & Moselhi, 2011)

RGB camera The structure from motion (SfM) approach is used for automated 3D 
reconstruction from digital images acquired by RGB cameras (Deak 
et al., 2012)

Depth camera Cameras equipped with ToF sensors. One pulse of radiation illuminates 
the whole scene, thereby capturing all the reflected light. The range data 
are converted into an RBD-D image (Hübner et al., 2020)

Ground 
penetrating 
radar

Technologies used to map buried surface objects (Daniels, 2004)

(Cheng et al., 2020; Hemalatha et al., 2017). Finally, sensor networks can 
be used for monitoring the end of life phase at the end of the building life 
cycle. Tracking systems can be integrated into the building components 
pre-demolition to ensure traceability and the valorisation of waste (Dave 
et al., 2016).

2.4  sensIng durIng operatIon: smart BuIldIngs

Heating, ventilation and air conditioning (HVAC) systems account for 
about 40% of the energy consumption of a building and therefore their 
optimisation is critical for SB energy management. The main monitoring 
functions and the related applied sensors in an SB are presented in 
Table 2.6.

Recent developments in affordable IEQ sensors enable the continuous 
monitoring of indoor climate and to better analyse building performance. 
The IEQ monitoring approach consists of deploying many independent 
environmental sensors to measure air temperature, humidity, carbon diox-
ide (CO2), particulate matter (PM), air pollutants, illuminance and noise 
(Choi et al., 2012). Serroni et al. (2021) developed a novel IoT system 
that includes an IR scanner and environmental sensors for monitoring pre- 
and post-renovation building performance. The monitoring of IEQ param-
eters, based on a non-intrusive IoT systems, allows the detection of 
building pathologies and such information can be used to  support the 
renovation design. This can ultimately result in better performance 
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Table 2.6 Sensors 
applied to smart 
buildings

Monitoring function Type of sensors

Energy Electricity, heat meter, gas meters
IEQ Temperature, humidity, CO2, PM2.5

Lighting system IR sensor, lighting sensors
Security IR sensor, video cameras, passive 

infrared (PIR)

Fig. 2.2 Concept of the IoT façade module

post-renovation in terms of thermal comfort and indoor air quality. The 
application of IEQ monitoring to existing buildings can be facilitated with 
the integration of such sensors with plug and play façade modules for deep 
renovation. Arnesano et  al. (2019), for example, propose the idea of a 
Smart-IoT façade. The panel is designed to embed sensors to measure 
indoor and outdoor conditions which are useful for the optimal control of 
the façade and HVAC (Fig. 2.2).

The advent of new wireless communication technologies and low-cost 
sensors is opening the possibility for accurate and fine-grained monitoring 
of the indoor environment in renovated buildings to provide HVAC and 
lighting systems with optimised control strategies. Kelly et al. (2013) inte-
grated IoT and IEQ sensors in residential buildings implementing the 
communication between devices using the ZigBee protocol. Parkinson 
et al. (2019) developed a system consisting of low-cost sensors and a web 
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platform for IEQ rating and analysis. These use cases provide evidence 
regarding the feasibility of advanced sensing implementation in existing 
buildings, thereby reducing cost and time for renovation.

2.5  challenges and concerns

The application of sensors in the deep renovation context is widely dis-
cussed in both research and industry as a way to increase the efficiency of 
the construction sector. However, managing the massive amount of data 
generated by both buildings and occupants creates a series of challenges 
and concerns that researchers and practitioners need to address.

Cloud computing has been defined as the main widespread method for 
sensors’ data management (Mell & Grance, 2011). As cloud service pro-
viders (CSPs) typically operate using a distributed model, data can be sub-
ject to different jurisdictions. Thus, the choice of law can favour the CSP 
or the end user (Lynn et al., 2021). The service-level agreement (SLA) is 
the contract that defines the CSP’s assurances on availability, reliability and 
performance levels for cloud service. In general, CSPs tend to minimise 
their liability for any loss and attempt to compensate for those issues 
through service credits (Bachmann et al., 2015). The rules for data man-
agement are defined by the acceptable use policy (AUP), which defines the 
prohibited activities and behaviours of the end users. It is important that 
AUP is aligned from both sides, CSP and clients, to avoid some issues 
(Hon et al., 2012).

Typically, CSPs are the “data processors” but also the “data control-
lers”. The EU General Data Protection Regulation (GDPR) defines the 
data protection and privacy policies in case of accidental destruction, loss, 
or unauthorised disclosure of or access to personal data, without guaran-
teeing the integrity and availability of all data (Lynn et al., 2021). At the 
termination of the contract between a CPS and a client, an adequate pro-
vision for the subsequent handling of the client data needs to be provided 
(Bradshaw et al., 2011). In addition to the cloud-related data protection 
issues, challenges related to sensor data for automation in construction 
still represents a significant barrier mostly due to (1) a general lack of 
maturity in the use of information, (2) low level of investment in sensor 
technology and (3) difficulties in implementing effective communication 
and collaboration between stakeholders (Chen et al., 2018). In addition, 
industry is concerned about the lack of standardised practices for cost esti-
mation and information security.
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Considering the human side of the sensors, technologies for the end 
user should be capable of sensing environmental and personal contexts to 
ensure functional reliability. In smart homes where occupants need special 
assistance, failures or inaccurate inferences about the occupants’ behaviour 
can lead to life-threatening consequences (Orpwood et al., 2005). There 
are significant concerns relating to privacy and security. For example, pri-
vacy could be compromised if data from IEQ sensors could provide infor-
mation on the occupancy of the workplace (Cascone et al., 2017) or of the 
smart home (Cook, 2012). With regard to security, sensor data needs to 
be covered by legal protection, in case of malicious or unintentional data 
exposure (Sicari et al., 2015). Thus, when sensing technologies are devel-
oped, adequate consideration of the consequences of the data generated 
and their final use must be considered.

2.6  conclusIon

This chapter sheds light on sensing networks and their application for 
deep renovation, as well as considering the ethical and legal implications 
of their use. The introduction of sensing technologies presents opportuni-
ties to optimise and manage the construction and renovation process, 
from production to the end of life of buildings, and ideally both reduce 
costs and energy efficiency in existing buildings. Nevertheless, the huge 
amount of available data monitored represents a significant risk to data 
privacy and security. Those working with sensors and sensor data need to 
be knowledgeable about cybersecurity risks and appropriate mitigation 
measures.
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CHAPTER 3

Building Information Modelling

Omar Doukari, Mohamad Kassem, and David Greenwood

Abstract From its origins as a computer-aided three-dimensional modelling 
tool, Building Information Modelling (BIM) has evolved to incorporate 
time scheduling, cost management, and ultimately an information 
management framework that has the potential to enhance decision- making 
throughout the whole life-cycle of built assets. This chapter summarises 
state-of-the-art BIM and its benefits. It then considers the particular charac-
teristics of deep renovation projects, the challenges confronting their deliv-
ery, and the potential for using BIM to meet the challenges. This includes 
the application of Artificial Intelligence (AI) and Machine Learning (ML) to 
BIM models to optimise deep renovation project delivery. The prospects for 
this are encouraging, but further development work, including the creation 
of ontologies that are appropriate for renovation work, is still needed.
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3.1  IntroductIon

‘BIM’ can refer to an item (i.e., a building information model) as in its 
description by the US National Institute of Building Sciences as ‘a digital 
representation of the physical and functional characteristics of a facility’ 
(National Institute of Building Sciences, 2021). BIM can also be the pro-
cess of managing construction information. This is defined by Hamil 
(2022) as ‘[…] creating and managing the information on a project 
throughout its whole life cycle’. Succar and Kassem (2015) have observed 
that BIM is a byword for digital innovation in construction. The concept 
of BIM first emerged in the early 1990s when earlier Computer-Aided 
Design (CAD) and 3D CAD software systems evolved into object- oriented 
3D design tools containing geometric as well as non-graphical data. The 
term first became used in the early 2000s, notably in a white paper by 
Autodesk (2002). Nearly two decades after its first coinage as ‘BIM’, it has 
become a framework for managing information across the whole life cycle 
of projects as evidenced by the ISO 19650-1:2018 and ISO 19650-2:2018 
standards and other related standards and guidance.

However, BIM has not permeated every part of the industry (Hamil & 
Bain, 2021) and there has been a temptation to ‘cherry pick’ convenient 
elements of the technology, leaving many wider aspects of BIM over-
looked and their benefits unexploited (Georgiadou, 2019). There is also 
uncertainty over what BIM adoption actually means. Industry surveys pre-
dominantly reflect the use of BIM software, while academic studies tend 
to elicit the opinions of individual survey respondents. This has prompted 
attempts to measure BIM maturity. These range from the early Bew- 
Richards model comprising four levels of BIM (BSI, 2013) to more 
detailed multi-component approaches initiated by Succar (2009), further 
developed by Succar and Kassem (2015) to measure the maturity of coun-
tries or markets. Despite all the efforts, barriers to BIM adoption still 
remain. Begić and Galić (2021) found the most prominent of them to be 
resistance to change, required investment in software and skills, and cyber-
security concerns.
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The remainder of this chapter is structured as follows. Section 3.2 
explores BIM’s benefits by examining its various applications through the 
project life cycle. The problems of delivering deep renovation projects are 
reviewed in Sect. 3.3, and then Sect. 3.4 considers how BIM can offer 
solutions. Section 3.5 considers some of the remaining challenges, and 
Sect. 3.6 offers a perspective on how current and future developments in 
BIM can overcome these challenges. Finally, Sect. 3.7 presents some con-
cluding remarks.

3.2  BIM ApplIcAtIons, BenefIts, And Beyond

BIM originated as an enhanced 3D design tool but soon began to offer a 
wider range of functional applications that extended its range of use cases: 
so-called BIM dimensions. These offer the prospect of a unified model 
that can enable the efficient and effective sharing of data between different 
functions and throughout the project life cycle.

Table 3.1 presents a (non-exhaustive) list of the commonly recognised 
BIM dimension. In reality, once they go beyond 4D BIM, where a time 
schedule is linked to a 3D physical BIM model, these so-called dimensions 

Table 3.1 Commonly recognised BIM ‘dimensions’

Dimension Description Uses/benefits

3D BIM A digital object-oriented 
representation with physical and 
functional information. Allows 
integration of multiple designs 
(architectural, structural, 
services, etc.)

Complements the distributed building 
design process. Enables parametric design, 
automatic code compliance checking, 
visualised renderings and ‘walk-throughs’, 
clash detection/resolution, and generation 
of off-site fabrication

4D BIM BIM for scheduling and project 
delivery. Involves linking a time 
schedule to the 3D model to 
enhance and visualise 
construction planning 
techniques

Improves project management and 
communication between members of the 
project team through informative 
animations of the construction process

5D BIM ‘5D BIM’ offers automatic 
quantity take-off (QTO), cost 
management and analysis

Evaluation of the cost implications of 
design decisions and support for bidding, 
procurement, cost management, and 
accounting

Note: Further uses (safety, accessibility, security) have been proposed, with no consensus on terminology 
(Charef et al., 2018). The term ‘nD model’ reflects the range of possibilities (Aouad et al., 2006)
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Table 3.2 Metaphoric ‘dimensions’ debated in literature

Dimension Description Uses/benefits

6D BIM BIM for environmental sustainability. 
Incorporates information on 
embodied carbon, energy use, 
resource efficiency

Real-time feedback on the 
implications of design decisions, 
enabling detailed analysis of an asset’s 
future performance

7D BIM Focus on managing the operational 
life cycle of a built asset. The output 
to the owner or end user is in the 
form of an asset information model 
(AIM)

Can be linked to Building 
Management Systems (BMS) for 
functions such as predictive 
maintenance, facilities management, 
and building performance

are simply applications. As Koutamanis (2020) points out, time can realis-
tically be considered a dimension, whereas cost (5D), sustainability (6D), 
or life cycle (7D) are metaphors. The terminology is nevertheless retained 
here as it is still widely recognised. Stepping aside from the BIM dimen-
sions, a more inclusive coverage of the applications and uses of BIM is 
represented by the PennState BIM uses (2023) or the concept of model 
uses of Succar et al. (2016) (Table 3.2).

Related literature suggests that BIM can generate a number of 
organisational benefits. According to Georgiadou (2019), they include 
design optimisation, improved on-time delivery, cost efficiency, quality 
assurance, collaboration and communication, and sustainability. 
Ghaffarianhoseini et  al. (2017) also add technical superiority, 
interoperability, information capture, improved cost control, whole-life 
applicability, the potential for integrated procurement, and reduced 
conflict and better communication and coordination within the project 
delivery team. Attempts to quantify the value of such benefits using, for 
example, a return on investment (ROI) approach are necessarily context-
specific. This is confirmed by Sompolgrunk et  al. (2021) that found a 
huge variance in reported ROIs. Positive results were predominantly 
associated with schedule reduction/compliance, increased productivity, 
and reduction in requests for information, change orders, and rework.

As highlighted in Begić and Galić (2021), BIM is a vital element in the 
transformation to ‘Construction 4.0’, where innovations such as the 
Internet of Things (IoT), blockchain, and artificial intelligence (AI) and 
modern methods of construction (MMC) will play an increasing role in 
the built environment, and built assets will have a golden thread of 
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information showing how they have been built and how they are perform-
ing (Hamil, 2022).

The digital and object-oriented basis of BIM allows it to interact with 
other digitally driven systems which can represent either inputs to a BIM 
model (e.g., the retrospective modelling of existing facilities through 
point-cloud surveys) or outputs (e.g., the automated manufacture of 
building components from their design). Other examples include the 
integration of BIM with blockchain to overcome challenges related to 
provenance, accuracy, transparency, security, and ownership of model 
information (Li et al., 2019). Furthermore, an opportunity for transform-
ing the management of built assets comes with the concept of the ‘digital 
twin’—a cyber-physical system where live data flows from sensors1 in the 
physical asset (e.g., a building) into its counterpart digital model (De 
Luca et al., 2021). Conversely, the physical twin can be controlled from 
the model to enable operation, maintenance, monitoring, diagnostics, 
prediction, and simulation. These activities can focus on such important 
issues as energy use, carbon emissions, and planned maintenance.

3.3  deep renovAtIon projects: Key chAllenges

The delivery of construction projects in general can be complex and 
demanding and presents well-documented challenges to the control of 
cost, schedule, and quality. This situation becomes even more acute in the 
case of renovation projects, which are inherently more uncertain.

Planning and execution of deep renovation2 projects  are currently 
driven by judgement and experience rather than standardised solutions 
(Amorocho & Hartmann, 2021; Lynn et al., 2021). Such projects typi-
cally disturb existing building occupants, whose presence, conversely, dis-
rupts construction logistics, schedules, and budgets. Deep renovation 
projects, which aim at maximising energy efficiency in the renovation 
process (Shnapp et al., 2013) are even more problematic because of their 
extended impact on the fabric, services, and even structure of a building 
(Fawcett, 2014). McKim et al. (2000) reported that renovation projects 
were twice as susceptible to delay and suffered four times the cost over-
runs of new construction work. Their conclusion was that conventional 

1 Chapter 2 in this book provides more details on the use of sensor networks in the context 
of deep renovation projects.

2 Chapter 1 in this book provides a detailed definition of Deep Renovation.
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time and cost control techniques were inadequate for such projects. 
Alongside the uncertainties surrounding the work itself is the safety and 
well-being of building occupants. Chaves et al. (2016) have highlighted 
disruptions involving: (a) utilities (gas, electricity, telecoms); (b) access; 
(c) use of space by both occupants and contractors; (d) problems with 
internal environmental quality (noise, dust, vibration, and debris); (e) 
external environmental quality; and (f) transport and parking spaces. To 
mitigate such issues and allow project teams to plan, organise, and effi-
ciently realise renovation tasks, Killip et  al. (2013) have suggested the 
adoption of new technologies and optimised processes: approaches that 
are epitomised by BIM-based applications. BIM benefits are much 
reported in literature but rarely in relation to renovation projects.

3.4  the potentIAl for BIM In deep 
renovAtIon projects

In their state-of-the-art review of design decision-making for sustainable 
renovation projects, Passoni et al. (2021) stress the need for multi-criteria 
decision methods, optioneering, and pre-validation of proposals. Although 
their work relates to the design of sustainable renovation projects, the con-
clusions apply equally to their delivery. In both cases digital tools based on 
BIM can be employed to identify, optimise, validate, and communicate 
different renovation scenarios, in terms of cost, time, and effectiveness in 
meeting the required functionality and quality of the resulting work.

A foundation for using BIM in most renovation projects is employing a 
laser scanner to capture point-cloud data that can then be processed to 
create a 3D BIM model (Wang & Kim, 2019). The retro-constructed 
geometric 3D BIM model can then be semantically enriched to enable 
further functionalities. Thus the ‘scan to BIM’ or ‘mapping’ stage can 
provide the basis for the application of BIM in renovation projects as 
described by D’Oca et  al. (2018) in their review of related European 
Horizon 2020 projects. The captured as-built BIM models can be used 
for building condition assessment that can underpin the prioritisation of 
renovation options. For example, Sebastian et al. (2018) describe the use, 
based on the initial scanned model, of software applications for assessing 
conditions and analysing and prioritising renovation interventions on the 
basis of their energy performance. Acampa et al. (2021) have also shown 
how BIM-based decision support systems have been used to generate such 
optimal renovation scenarios.
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BIM enables a  common data environment (CDE) for information 
exchange between the various design consultants, connecting energy sim-
ulation and prediction (Garwood et al., 2018; Pinheiro et al., 2018), life 
cycle costing (Edwards et  al., 2019; Sharif & Hammad, 2019) and its 
parametric modelling capacity enables quicker and more cost-effective 
design optimisations (Abanda & Byers, 2016; Corgnati et al., 2017).

From a project delivery perspective, BIM can enhance the management 
of project schedules through 4D BIM (Jupp, 2017; Sheikhkhoshkar et al., 
2019) and budgetary control using ‘5D BIM’ (Lee et  al., 2016). The 
benefits of doing so include more critical assessment of options, more 
effective coordination and work sequencing, improved tracking and 
review, enhanced utilisation of space and resources, control of waste, and 
improved communication (Gledson & Greenwood, 2017). In deep reno-
vation projects, these benefits are amplified. In fact, the uncertainty inher-
ent in renovation work requires flexible approaches, and in this respect, 
the ability of BIM-based simulations of time and cost to evaluate different 
renovation scenarios offers great potential (Chaves et al., 2016).

Finally, from a communication perspective, the use of BIM simulation 
and visualisation can be useful in mitigating disruption to (and by) occu-
pants (Passoni et al., 2021). Crucially, BIM simulations of time and cost 
can enable users to share and clarify the perception of the renovation pro-
cess with all stakeholders, including building occupants who are unlikely 
to fully understand traditional drawings and schedules. The ability to use 
visualisation to demonstrate design and construction decisions and their 
consequences in time and space, including any different options that are 
available, can clearly facilitate good relations and better cooperation with 
owners and occupiers. This, in turn, should assist the renovation process.

3.5  IMMedIAte chAllenges In the AdoptIon 
of BIM solutIons

The prospects for the use of BIM in deep renovation projects are 
encouraging, but there remain challenges, some of which are related to 
interoperability and workflow. As observed by De Gaetani et al. (2020), 
the multidisciplinary nature of construction design attracts the use of 
different types of authoring software, file formats, or (even if formats are 
the same) different file format versions. Thus, additional effort may be 
required for file exchange. The development of time- and cost-related 
models from initial 3D design models is typically performed later in the 
project process by the contractor. Here the inherent advantage of BIM is 
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the opportunity to extract objects from the design model to generate 
scheduled activities and budget items. As identified by Park and Cai 
(2015), this process involves four phases:

 1. Extracting object information from the 3D model
 2. Defining the appropriate work (WBS) or cost (CBS) breakdown 

structures for the project
 3. Linking the elements of these with the objects in the BIM model
 4. Generating the schedule or cost models themselves

In theory, this process could be automated (ElMenshawy & Marzouk, 
2021), but this depends on the interoperability between the applications 
used and the degree of coordination with the original design. Design- 
oriented 3D BIM models are rarely set up to facilitate the subsequent 
production of schedule and budgetary tools. As a result, significant man-
ual effort, involving the splitting or aggregating of objects, is required to 
link the elements of the 3D model to the relevant time and cost parame-
ters. Such interoperability and workflow challenges must be overcome to 
unlock the full efficiencies of information transfer enabled by BIM 
adoption.

3.6  further developMents And chAllenges

Furthermore, the availability of BIM models for delivering renovation 
projects presents an opportunity to exploit advances in Artificial 
Intelligence (AI) and Machine Learning (ML). Mulero-Palencia et  al. 
(2021) raise the possibility of applying AI and ML to BIM models of deep 
renovation interventions. Their focus is on the development of algorithms 
for diagnosis (at the preliminary analysis stage of a project) and optimisa-
tion (at the design simulation and optioneering stage), but there are impli-
cations for all stages in the life cycle of deep renovation projects.

A current barrier to doing so is the lack of ontologies that are appropriate 
for renovation work. Ontologies are fundamental requirements for 
formalising specific domain knowledge including concepts, relations, and 
constraints and are thus an essential basis for producing machine-readable 
code that can support process automation (Hartmann & Trappey, 2020). 
As noted by Amorocho and Hartmann (2021), BIM-based tools for 
design, planning, and project management are normally targeted at new 
construction and comprehensive ontologies for renovation activities are 
not currently available. Amorocho and Hartmann (2021) have developed 
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a limited example ontology that was restricted to the installation of com-
mon renovation products, such as windows, HVAC components, and 
external thermal insulation panels. However, no ontology currently exists 
for the general case of renovation projects, and further development will 
be necessary to capture the potential of BIM-driven AI solutions.

3.7  conclusIon

This chapter summarises the state-of-the-art on BIM with a specific 
emphasis on its potential in deep renovation projects. In the course of 
domestic renovation works, disruptions to users and occupants are inevi-
table. This and the uncertainties inherent in this type of work make the 
delivery of such projects challenging—particularly in adhering to time and 
cost plans. Deep renovations are especially problematic in this respect. The 
use of BIM would not only enable the integration of condition assess-
ments with subsequent building design, but also permit the automatic 
extraction of design information to generate schedules and budgets and to 
control them. Based on BIM, other technologies, such as AI and ML, 
could be applied to generate standardised and optimised solutions for the 
delivery of deep building renovation projects.
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CHAPTER 4

Building Performance Simulation

Asimina Dimara, Stelios Krinidis, Dimosthenis Ioannidis, 
and Dimitrios Tzovaras

Abstract Simulation is a proven technique that uses computational, 
mathematical, and machine learning models to represent the physical 
characteristics, expected or actual operation, and control strategies of a 
building and its energy systems. Simulations can be used in a number of 
tasks along the deep renovation life cycle, including: (a) integrating simu-
lations with other knowledge-based systems to support decision-making, 
(b) using simulations to evaluate and compare design scenarios, (c) inte-
grating simulations with real-time monitoring and diagnostic systems for 
building energy management and control, (d) integrating multiple 
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simulation applications, and (e) using virtual reality (VR) to enable digital 
building design and operation experiences. While building performance 
simulation is relatively well established, there are numerous challenges to 
applying it across the renovation life cycle, including data integration from 
fragmented building systems, and modelling human-building interactions, 
amongst others. This chapter defines the building performance simulation 
domain outlining significant use cases, widely used simulation tools, and 
the challenges for implementation.

Keywords Building simulation • Building performance simulation • 
Building simulation applications

4.1  IntroductIon

Building simulation (BS) is the process of creating a digital replica of a 
building, while building performance simulation (BPS) is a model that 
evaluates how the building performs under real-life conditions (Mahdavi, 
2020). During the replication process, digital copies are created of the 
whole building—its exterior and interior, and, in some cases, the build-
ing’s distinct parts (e.g., apartments and rooms) if needed. The BPS pro-
cess consists of five main phases as depicted in Fig. 4.1. The main objective 
of this process is to define the best performance criteria and the most suit-
able actions by applying performance simulations. Once results are gener-
ated, they are evaluated against initial expectations and requirements.

Mathematical and intelligent models and applications are exploited to 
recreate (simulate) various external and internal conditions while repre-
senting them in a virtual environment (Mahdavi, 2020). BPS makes it 
easier for different stakeholders (building managers, architects, engineers, 
etc.) to inspect and check salient points, elements, and other aspects of the 
building’s life cycle (i.e., early design, construction, retrofitting, monitor-
ing, inspection, and demolition) (Bramstoft et al., 2018).

Exploiting BS tools and applications is faster, safer, and less expensive 
than producing a real use case scenario. It supports product and system test-
ing without having to build them in real life and is often less time- consuming 
and costly while also being safer. Moreover, BPS may be exploited for iden-
tifying building problems by replicating and producing different conditions. 
Finally, it may be used to model specific changes to check how the building 
reacts in the short or the long term (Fernandez- Antolin et al., 2022).

The remainder of the chapter is structured as follows: Sect. 4.2 
describes the main applications of and approaches to BPS. Section 4.3 
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Evaluation of 
simulation results

Design decisions

Efficient results

Deficient results

Fig. 4.1 Building performance simulation process (Bramstoft et al., 2018)

introduces BPS in more detail. Finally, Sect. 4.4 presents some conclud-
ing remarks.

4.2  BuIldIng Performance SImulatIon aPProacheS 
and aPPlIcatIonS

BPS is a dynamic technique that is used to predict the behaviour of a 
building while optimising energy efficiency (Attia et al., 2013). The key 
objective of BPS is to reduce the building’s environmental footprint while 
improving indoor environmental quality (IEQ). At the same time, if 
applied correctly, BPS may facilitate technological innovation and progress 
in building construction (Loonen et al., 2017). BPS energy models are 
applied in a number of real-life applications. These include, for example, 
energy conservation, energy monitoring, energy savings, and fault detec-
tion. Simulations may include load and energy simulation, energy man-
agement simulation, virtual reality simulations, and a wide range of other 
simulations based on stakeholders’ needs (Martins, 2022).
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4.2.1  Integrating Simulations with Other Knowledge-Based 
Decision Support Systems

Knowledge-based systems employ various and numerous techniques such 
as statistical analysis, artificial intelligence methods, knowledge and data 
visualisation, engineering, and other methods (Alor-Hernández & 
Valencia-García, 2017). These techniques have been developed to be inte-
grated into heterogeneous systems including decision support systems 
(DSS), software agents (SAs), and knowledge engineering (KE) which 
may be strongly related to BS as described in Table 4.1. All these systems 
use prior knowledge to exclude, determine, and propose further knowl-
edge. To deploy a knowledge-based system, an analysis of the building’s 
energy conservation is needed to inspect the building’s energy efficiency. 

Table 4.1 Knowledge-based systems and exemplar simulation use cases

Technology Description Use cases examples

Decision 
support 
systems

Data-driven applications that 
facilitate the decision process by 
providing the optimal options

•  Simulate the development of a 
building before it even starts to 
evaluate and support various 
alternatives

•  Simulations during retrofit using 
different building materials to 
support testing and evaluation

•  Simulation of thermal conditions 
and building behaviour to manage 
real-life observations

Software 
agents

Object-oriented application that 
performs specific functions to 
provide instinct on specific 
processes

•  Simulation of dynamic building 
ecosystems to present new 
resource- optimisation approaches

•  Simulation of smart grids to 
showcase the behaviour of the grid 
to act independently

•  Simulation of the indoor 
environment to define optimal 
indoor conditions

Knowledge 
engineering

Machine learning applications 
that try to emulate human 
decisions based on expertise

•  Simulate the building process 
sequence to determine the optimal 
sequence of specific actions

•  Simulate building modifications to 
compute a specific parameter

•  Simulation of building conditions 
to identify specific constraints
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In general, knowledge-based systems are the main component of building 
simulation and are mainly used as the process that emulates the simulation 
outcome.

4.2.2  Using Simulations to Evaluate and Compare 
Design Scenarios

Simulations provide many advantages compared to a conceptual design. 
For example, BPS provides the ability to examine various solutions during 
the design stage like the efficiency of the building’s equipment and inte-
gration, therefore reducing development time and energy consumption 
and emissions. Moreover, BPS may facilitate the optimisation of thermal 
and visual comfort by simulating the building’s fenestration and massing. 
This process may also be deployed in the early stages while designing the 
façade. Finally, BPS enables the simulation of heating, ventilation, and air 
conditioning (HVAC) systems to define the optimal setup.

4.2.3  Integrating Simulations with Real-Time Monitoring 
and Diagnostic Systems for Building Energy Management 

and Control

Radiation, conduction, and convection are mass and heat transfer phe-
nomena that take place in a building and are the key inputs for energy and 
load simulations (Yu, 2019). As a result, every BS needs to take into 
account different mechanisms behind such phenomena. Heat and mass 
transfer are carried in the building by air movements and are embodied by 
the indoor air pressure stack between outdoor and indoor places (Vera, 
2018). Those phenomena are influenced by peoples’ activities, heating 
and cooling systems, and ventilation as well as building insulation and 
orientation (Puttur et al., 2022). Therefore, thermal and airflow models 
are applied to represent heat and mass transfers of buildings as they are 
significantly associated with the energy transfer (Tian, 2018b) and are 
used to calculate loads and simulate energy consumption (Tan et al., 2022).

Frequently used models for simulating energy consumption include 
Computational Fluid Dynamics (CFD) models, zonal models, and multi- 
zone models (Laghmich et al., 2022). CFD models separate the building 
into cells to simulate load and energy consumption (Shen et al., 2020). A 
multi-zone model uses rooms as computational elements for the simula-
tion, while a zonal model uses several zones by separating a room into 
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Table 4.2 Airflow models for energy simulation comparison (Laghmich 
et al., 2022)

Airflow 
models

Model 
complexity

Computational time 
and resources 
required

Level of 
accuracy 
reached

User 
experience/
knowledge 
needed

Size of 
minimum 
zone element

Multi- 
zone 
model

Low Low Low Low Large

Zonal 
mode

Medium Medium Medium Medium Medium

CFD 
model

High High High High Small

smaller units (Yu, 2019). An overall assessment of the aforementioned 
models is presented in Table 4.2.

Other models estimate a building’s energy consumption by exploiting 
physical models (Kampelis et  al., 2020). These models simulate energy 
consumption by exploiting mathematical equations and the building’s 
energy conservation. While such mathematical or computational models 
are sufficiently precise, they require holistic building information (Oucquier 
et al., 2013). Furthermore, a unique model is required for each building. 
Another widely referenced approach to simulating building energy load is 
data-driven modelling (Bermeo-Ayerbe et al., 2022). These models use 
indoor monitoring and measurements (e.g., relative humidity, tempera-
ture, historical consumption data, historical load, and generations data) to 
predict energy consumption (Kampelis et  al., 2020). A benchmarking 
analysis of various regression models using energy consumption suggests 
that, in many cases, these models are sufficiently accurate for building sim-
ulation and may be used as a generic solution (Dimara et al., 2021).

To manage the overall energy consumption of a building, various load 
controls are applied to manage both energy savings and comfort regula-
tion. The energy load of all appliances in a building are simulated in order 
to build predictive models for energy consumption and deploy an accurate 
energy management strategy (Fanti et al., 2018). The main problem when 
trying to find optimal control states is to detect the best strategies for heat-
ing, cooling, ventilation, and lighting that result in energy savings while 
maintaining desirable indoor conditions for the occupants. As such, all 
possible energy load actions must be simulated accurately.

Building energy modelling and simulation allows stakeholders to better 
understand certain energy operating characteristics before designing, 
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applying, or testing them in a real-life scenario. Furthermore, it helps with 
reducing waste and allows energy-saving verification by testing real data 
against various scenarios which may take into account multiple factors 
such as weather conditions and occupancy patterns.

4.2.4  Integrating Multiple Simulation Applications

As mentioned previously, most simulations require the deployment of 
multiple models, applications, and techniques to provide an overall build-
ing assessment. In general, deploying and integrating automated multi- 
simulation applications may produce significant advantages when 
compared to a single simulation. During this procedure, a couple of mod-
els are integrated and their output is combined. For example, a compre-
hensive evaluation of the HVAC systems in a building would require the 
combination of airflow, heat losses, atmospheric conditions, and energy 
performance simulations.

4.3  BuIldIng Performance SImulatIon uSe caSeS

Deployment of modelling and simulation tools for building performance 
can be implemented in various and numerous use cases from the design 
stage to operation and management of a building. Some of the most com-
mon BPS simulation use cases are summarised in Table 4.3.

To implement any of the use cases above or any type of building simula-
tion, appropriate tools and technologies must be applied. Some indicative 
technologies and commercial tools for BPS are summarised in Tables 4.4 
and 4.5.

4.4  BuIldIng SImulatIon: challengeS 
and concernS

In the summary of literature on BPS, Attia (2010) identifies five major 
challenges—(a) interface usability and information management, (b) inte-
gration of decision design support and design optimisation, (c) accuracy 
and ability to simulate detailed and complex building components, (d) 
integration with other tools in the building design and construction/
renovation process, and (e) BIM1 integration and interoperability. These 

1 Chapter 3 in this book provides a detailed discussion on BIM.
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Table 4.3 Simulation use cases along the deep renovation life cycle

Use case Construction/deep 
renovation life cycle

Simulation of the building performance will facilitate the decision- 
making for designing and installing specific building components. 
Specifically, simulation of the optimal performance for the user’s 
comfort and energy consumption

• Design process
• Retrofit
•  Operation and 

monitoring
Baseline for certain energy certification schemes. Compare the 
building’s energy consumption baseline to energy-saving to obtain 
the correct designs for green energy certifications like BREEAM 
(Liu et al., 2021)

• Design process
• Retrofit
•  Operation and 

monitoring
Evaluation of various systems, applications, and systems. Creating a 
bidding virtual prototype to assess different materials, applications, 
and systems to identify all the possibilities for future refinement

• Retrofit
• Renovation
• End of cycle

Visualisation of control strategies. BPS to visualise promising energy 
control strategies to achieve the optimal building performance 
(GhaffarianHoseini et al., 2017)

•  Operation and 
monitoring

Fine-tuning of HVAC. Simulation of the HVAC system energy 
performance and coefficients are of key importance during the 
decision of selecting the HVAC system and installation (Kamel & 
Memari, 2019)

• Design
•  Operation and 

monitoring

Visualisation of optimal controls and actions. Being able to visualise 
certain energy optimal controls and energy-saving actions increases 
awareness (Robic et al., 2020)

• Design

Table 4.4 Indicative simulation technologies (Khajavi et al., 2019)

Technology Description

Various sensors Modelica models and reduced-order models to 
simulate sensors

Digital twinsa Visualisation of the building
Virtual reality Digital environment to interact with the building
3D scanning Big data modelling to create a digital replica of the 

building
 Automation Machine Learning 
models

Machine learning models that simulate specific 
building processes

aChapter 6 in this book provides a detailed discussion on digital twins
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Table 4.5 Commercial simulation tools

Commercial tool Description

Vabi Apps (VABI, 
2022)

Software application released by Vabi Software. It works with 
Autodesk Revit and is a Building Information Model (BIM) 
extension that incorporates building performance estimations 
while providing monitoring design iterations and decision 
support

Sefaira Architecture 
(Sefaira, 2022)

Software application released by Sefaira. It is a tool that is 
appropriate for the initial analysis of a building for efficient 
building performance. Sefaira implies annual simulations for the 
building’s conceptual and schematic design

Green Building Studio 
(GBS, 2022)

Software application released by Autodesk. It is a feasible 
cloud-based application that runs building performance 
simulations for energy efficiency optimisation and carbon 
neutrality

OpenStudio (Open 
Studio, 2022)

OpenStudio is a software application released by the National 
Renewable Energy Laboratory. It is a cross-platform application 
that implements a collection of many tools to integrate the 
building’s energy modelling exploiting EnergyPlus and daylight 
analysis

IES Virtual 
Environment for 
Architects (IESVE, 
2022)

Software application released by Integrated Environmental 
Solutions. It is a suite of integrated tools for the design and 
retrofit of buildings. It supports both energy and performance 
simulation for the design process across the entire building life 
cycle

AcousticCalc—HVAC 
(Acousticcalc, 2022)

It is a tool for simulation of the acoustical analysis and noise 
prediction of the HVAC systems. ASHRAE algorithms and 
standards are incorporated into the tool

BuildSimHub 
(Buildsim, 2022)

An application for helping stakeholders to meet their design 
goals. It supports applications like energy model debugging and 
improvement and also free cloud-based energy simulations

IDA Indoor Climate 
and Energy (IDA, 
2022)

A simulation application that models the entire building, 
building systems, and controllers while reducing energy 
consumption and providing the ideal comfort levels for the 
occupants

BuildingOS 
(BuildingOS, 2022)

A cloud application for facilities management supporting all sizes 
of buildings and sectors; it simulates building performance

THERM (Therm, 
2022)

A software application released by Lawrence Berkeley National 
Laboratory (LBNL) that simulates heat transfer

EnergyPlus 
(EnergyPlus, 2022)

A whole building energy simulation tool. It simulates energy 
consumption but also supports simulations for HVAC systems 
and plug and process loads and water use in buildings
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challenges were echoed and expanded more recently by Hong et  al. 
(2018). The ten challenges identified by Hong et al. (2018) cover the full 
building life cycle and have been updated to include zero-net-energy 
(ZNE) and grid-responsive buildings, as well as urban-scale building 
energy modelling (see Table 4.6).

Table 4.6 Ten challenges of building performance simulation

Challenge Description

Addressing the 
building 
performance gap

Previous studies have identified a significant performance gap 
between designed and actual energy performance of commercial and 
residential buildings due to mismatches in energy calculation 
methodologies for modelling purposes and measurements from real 
buildings. These gaps may be caused by miscommunication between 
stakeholders, inadequate quality control, and other human- and 
building-related factors

Modelling 
human-building 
interactions

Building occupants (and indeed owners and their agents) interact 
with indoor environments through their presence and adaptive 
actions to achieve and maintain a desirable environment. This is 
determined by their personal preferences and environmental 
attitudes, social interactions, cultural context, and indeed the 
physical environment and associated control options. Accurately 
modelling human-building interaction is an extremely difficult 
challenge in terms of both sourcing accurate representative data and 
modelling such data for different scenarios

Energy model 
calibration

Energy performance gaps can be addressed by calibrating building 
energy models with observed energy use data. While such model 
calibration has numerous benefits, access to such observable/
measured data is limited and the resources to collect a wider range of 
data is significant

Modelling 
operational faults 
in buildings

Operational faults are common; however, modelling operational 
faults is challenging due to the complexity (and often 
interdependence) and dynamic nature of faults, as well as the 
availability of relevant data

Modelling 
building 
operations, 
controls, and 
retrofits

As most energy is consumed during the operational phase of a 
building, it is unsurprising that simulation can offer significant 
benefits in terms of energy retrofit analysis, real-time optimisation, 
and control and fault detection and diagnosis. However, modelling 
operational faults faces distinct challenges not least most buildings 
lack detailed physics-based energy models or have limited current 
data available for generating models and training data-driven or 
reduced-order models. Furthermore, building owners and managers 
are less likely to have the IT infrastructure or BPS expertise and 
technical resources for supporting such processes

(continued)
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Table 4.6 (continued)

Challenge Description

Zero-net-energy 
(ZNE) and 
grid-responsive 
buildings

ZNE buildings typically use highly integrated design approaches and 
dynamic controls between all systems to optimise energy 
performance. Modelling passive and advanced interactive control 
strategies is a significant challenge. Grid-responsive buildings have 
similar challenges, but modelling complexity is exacerbated by 
differences in energy costs and the need to respond to changing 
conditions in near real-time which requires not only modelling the 
building’s energy consumption but simulating renewable energy 
generation and utility grids, which are prone to temporal and spatial 
fidelity issues

Urban-scale 
building energy 
modelling

Urban-scale building energy modelling presents unique challenges in 
that simulations need to represent urban micro-climates that are 
impacted by a wide range of local factors. Furthermore, the scale and 
complexity of urban areas, including both buildings and the public 
realm, require significant high-performance computing 
infrastructure, resources, and tools

Evaluating the 
energy-saving 
potential of 
building 
technologies at the 
national or 
regional scale

Similar to the issues presented by urban-scale energy modelling, 
national- and regional-scale building modelling face discrete 
modelling and data capture challenges due to the large scale of the 
modelled phenomena over time and space

Modelling 
energy-efficient 
technology 
adoption

The rate of technology adoption, use, and continuance are 
important factors in energy simulation. Historically observed data 
sets play a key role in modelling, yet this is an underserved and 
under-research area of building performance simulation

Integrated 
modelling and 
simulation

A wide range of systems are used across a building life cycle. Greater 
focus on integration activities is needed across four dimensions: (1) 
data, (2) domain, (3) tool, and (4) workflow

Adapted from Hong et al. (2018)

While the BPS challenges Attia (2010) and Hong et al. (2018) present 
at a high level are not insignificant, at a more granular and operational 
level, the selection of a BPS tool is also not without challenges. In addition 
to the level of accuracy and detail, usability and information management, 
data exchange capacity, database support, interoperability with building 
modelling, and integration of building design process, Solmaz (2019) 
highlights the speed (time to implement), cost, and ease of use of BPS 
tools as significant issues. Given the centrality of BIM in the building and 

4 BUILDING PERFORMANCE SIMULATION 



64

deep renovation2 process, it is important to highlight specific challenges 
noted by many studies with respect to the integration of simulations and 
specifically energy simulations in BIM (Østergård et  al., 2016; Hong 
et al., 2018; Kamel & Memari, 2019; Solmaz, 2019). Challenges include 
interactions between components, file-related interoperability issues at the 
file and syntax level, visualisation level, and semantic level, different calcu-
lation methods, attribute support, missing data, and data loss between 
systems (Kamel & Memari, 2019).

4.5  concluSIon

Building simulation can provide valuable insights across all the stages of 
the building and deep renovation life cycle. It may be used for many use 
cases as it is adaptable to various inputs and it can be deployed based on 
different needs. Furthermore, there is a plethora of tools and technologies 
that may support the simulation process. Nevertheless, simulation tech-
nology is evolving rapidly with advancements in simulation techniques, 
software, and hardware. Moreover, most of the simulation applications or 
auxiliary tools (e.g., BIM and DT) have significant data demands, leading 
to higher demand for storage and computational resources. As a result, 
new big data handling solutions must be developed to support the simula-
tion process. In the future, building simulation will undoubtedly be a sig-
nificant element in the whole cycle of the building; however, both 
integration and interoperability remain significant challenges that should 
not be underestimated.
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CHAPTER 5

Big Data and Analytics in the Deep 
Renovation Life Cycle

Paraskevas Koukaras, Stelios Krinidis, 
Dimosthenis Ioannidis, Christos Tjortjis, 

and Dimitrios Tzovaras

Abstract The rising volume of heterogeneous data accessible at various 
phases of the construction process has had a significant impact on the 
construction industry. The availability of data is especially advantageous in 
the context of deep renovation, where it may significantly accelerate the 
decision-making process for building stock retrofit. This chapter covers 
Big Data and analytics in the context of deep renovation and shows how 
Machine Learning and Artificial Intelligence have affected the various 
phases of the deep renovation life cycle. It presents a review of the litera-
ture on Big Data and deep renovation and discusses a series of use cases, 
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applications, advantages, and benefits as well as challenges and barriers. 
Finally, Big Data and deep renovation prospects are discussed, including 
future potential developments and guidelines.

Keywords Big Data • Deep Renovation • Artificial Intelligence • 
Machine Learning • Energy

5.1  IntroductIon

As in many industries, the construction sector has been impacted and 
somewhat changed by the growing volume of heterogeneous data avail-
able at different stages of the construction process. This trend is expected 
to continue as technologies such as sensors and the Internet of Things 
(IoT) become more and more accessible and commoditised. The avail-
ability of data is particularly useful in the context of Deep Renovation 
(DR)1 where it can dramatically accelerate the decision-making for build-
ing stock retrofit. This chapter defines Big Data (BD) and analytics in the 
context of DR and describes how the use of BD and advanced analytics 
such as Machine Learning (ML) and Artificial Intelligence (AI) may 
impact different stages of the DR life cycle.

The remainder of this chapter is organised as follows. Section 5.2 
provides an overview of BD and different types of analytics. Section 5.3 
presents a series of use cases and applications of BD in construction. 
Section 5.4 describes how BD can be used in the DR space. Section 5.5 

1 Chapter 1 in this book provides a detailed definition of deep renovation.
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discusses the advantages and benefits of BD in the context of DR. Section 
5.6 outlines challenges and barriers related to the adoption and use of BD 
in construction generally and in DR more specifically. Section 5.7 presents 
potential future developments and, finally, Sect. 5.8 contains some con-
cluding remarks.

5.2  BIg data analytIcs

BD analytics deals with large, heterogeneous data sets from various 
sources. Data-driven decision-making entails finding trends, patterns, and 
correlations in data. In order to do that, different types of BD analytics 
can be implemented which can be classified under four main categories—
that is, descriptive, diagnostic, predictive, and prescriptive analytics. Data 
mining, cleansing, integration, and visualisation enable data analytics in 
various domains and change and/or improve DR processes, delivering 
commercial and societal benefits (Rajaraman, 2016; Koukaras & Tjortjis, 
2019; Kousis & Tjortjis, 2021).

Descriptive analytics is a popular way for organisations to analyse current 
and past trends and operational performance. It is the initial stage in 
interpreting raw data by applying relatively basic statistics and creating 
sample and measurement statements.

Diagnostic analytics is a type of BD analytics used to evaluate data and 
content. This form of analytics typically answers questions like ‘why did 
something happen?’ and therefore aims to explain the causes behind par-
ticular results.

Predictive analytics involves estimating outcomes using data insights. It 
typically employs ML and statistical modelling to predict the most likely 
outcomes.

Prescriptive analytics is built on the insights gained from descriptive, 
diagnostic, and predictive analytics to optimise operational processes using 
simulations and related tools (see Chap. 4 for more details). It uses statis-
tics and data modelling to assist organisations understand and predict the 
market or environment. It helps individuals define priorities and recognise 
what might lead to financial or other types of rewards.
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5.3  use cases and applIcatIons of BIg data 
In constructIon

BD analytics is backed by BD engineering, which has significant 
construction applications. BD engineering involves Building Information 
Modelling (BIM)2 to enhance project management (Huang, 2021), 
building design and monitoring performance (Loyola, 2018), safety, 
energy management, decision-making design frameworks, resource man-
agement (Ismail et  al., 2018), quality management, waste management 
(Wang et al., 2018), and more (see Chap. 3 for a more detailed discus-
sion). Moreover, BD platforms that perform BD analytics in construction 
are essential to BD engineering and may be classified as Horizontally 
Scaling Platforms (HSPs) and Vertically Scaling Platforms (VSPs). HSPs 
use several servers by spreading processes and adding additional devices, 
while VSPs scale by updating the server’s hardware. Waste management 
(Bilal et al., 2016b), profitability performance measurement (Bilal et al., 
2019), smart road construction, and others (Sharif et al., 2017) typically 
employ HSPs, while VSPs have been mostly used in construction (Curtis, 
2020) and transportation (Shtern et al., 2014).

Furthermore, deep learning–based flood detection and damage 
assessment (Munawar et al., 2021), project delay risk prediction (Gondia 
et al., 2020), construction site safety (Tixier et al., 2016), construction 
site monitoring (Rahimian et al., 2020), and neural network models to 
predict concrete qualities (Maqsoom et al., 2021) are a few instances of AI 
and ML in construction.

5.4  BIg data and deep renovatIon

The fundamental components of BD engineering include both distributed 
and parallel processing. BD analytics has been used in the construction 
industry for a variety of purposes, including waste management (Lu et al., 
2016), management of prefabricated building projects (Han & Wang, 
2017), profitability studies, and other construction management applica-
tions (Bilal et al., 2019).

BD in construction uses AI and ML for revitalising sustainable 
architecture, energy-efficient building design, and minimising 
environmental and climatic consequences. Recent advancements in 

2 Chapter 3 in this book provides a detailed discussion on BIM.
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internet speed, accessibility, processing cost, and data storage cost make 
BD a vital AI supplement (Mehmood et al., 2019).

In recent years, AI has contributed significantly to improving learning- 
based decision-making. Its use in building design and engineering along 
with BIM is offering new options for DR utilising BD since very large 
volumes of construction-related data are available. DR is one of the main 
drivers for Greenhouse Gas (GHG) emission reduction in cities (Avramidou 
& Tjortjis, 2021) and along with ML and AI introduces new design 
potentials, constraints, and solutions. Overall, BIM and Industry 
Foundation Classes (IFC) improve DR’s decision-making and the energy 
efficiency of retrofitted buildings (Mulero-Palencia et al., 2021).

Nowadays, DR should aim to harness the maximum economic energy 
efficiency potential of construction activities at a large scale, thus utilising 
BD for construction purposes. It should also concentrate on improvements 
of the building shell of existing structures, leading to extremely high-energy 
performance. Nonetheless, residential efficiency improvements or criteria 
(e.g. shell upgrades or Heating, Ventilation and Air Conditioning (HVAC) 
and hot water system upgrades) vary by climate (Cluett & Amann, 2014).

Despite the European Union’s (EU) energy efficiency targets and 
renovation actions such as aesthetic improvement of the building outer 
façade, increased thermal comfort and energy efficiency, and CO2 emission 
minimisation, the construction industry has not yet adopted large-scale 
standardised retrofitting techniques that would involve BD analytics in 
construction (Glumac et  al., 2013). Most renovation options include 
external/internal insulation, air tightening the transparent and opaque 
building envelope, roof conversion, solar panels, heat recovery, and more 
efficient HVAC systems. Conventional energy retrofits focus on single sys-
tem upgrades, such as façade, lighting, and HVAC equipment, without 
considering integrated renovation options.

5.5  advantages and BenefIts

Literature suggests a number of opportunities for BD adaptation in the 
DR context (Bilal et al., 2016a):

 1. Generative design. The idea is to automate the development of 
several design models based on specific objectives such as functional 
requirements, material type, manufacturing process, performance 
standards, and cost limitation. Such tools use advanced algorithms 
to develop design solutions that fulfil design criteria. Designers eval-
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uate the designs’ performance and are able to change design objec-
tives and restrictions until they are satisfied.

 2. Clash detection and resolution. BIM models should identify design 
incompatibilities. For effective project management, this step 
should come before construction. Traditional paper-based proce-
dures, which are less efficient and accurate in identifying design 
issues, are being replaced by BIM-enabled automated techniques. 
Design conflict detection involves time-consuming non-trivial 
design exploration strategies. BD technology may improve knowl-
edge repre sen tation and processing via distributed and parallel 
computing.

 3. Performance prediction models. These models employ a vast number 
of variables and their combinations, which affect each other and 
overall model performance. They are implemented utilising basic 
statistical approaches or more complex computational methods such 
as artificial neural networks. Therefore, these systems involve a large 
number of variables, something that is computationally intensive, 
time-consuming, and difficult for existing technologies to perform 
in real-time. BD technologies may improve real-time processing, 
model creation, and visualisation.

 4. Visual analytics. Analytical issues may be categorised as the ones that 
require logical solutions and the ones that require heuristic solu-
tions. The first can be automated, whereas the latter are tackled by 
proper visualisation. Effective visualisation requires human expertise, 
imagination, and intuition; thus, human knowledge works well with 
smaller data sets but not with high-dimensional data sets. Visual ana-
lytics combines automated reasoning and graphical representations 
to address complicated analytical issues and require BD to visualise 
data for enabling personal viewpoints and interactive data exploration.

 5. Social networking. The majority of construction sector issues are 
communication-related. Social media can pose as a fascinating 
development that might help businesses promote good communication 
among project teams. Communication via social media is a tendency 
that has been steadily infiltrating the business sector. The next appli-
cation areas might include social networking platforms for sharing 
updated project information, as well as other initiatives for conveying 
the best sustainability strategies/practices. Yet, strong frameworks 
need to be conceived to capture all valuable social interactions in BIM 
forms, from initial design to the final model. Since social media data 
are likely to be varied, rapid, and massive, BD may be used to con-
struct novel domain applications to promote stakeholder productivity.

 P. KOUKARAS ET AL.
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 6. Personalised services. Such services emphasise on adapting facilities 
to user preferences. Users control how services are utilised and these 
systems adapt to user behaviour. They consider both human and 
automated input. Therefore, personalisation solutions monitor the 
surroundings for occurrences of interest, creating vast amounts of 
data. BD technologies can analyse these data streams in real-time to 
create actionable insights for nearly instant adaption. To do so, con-
temporary buildings need BD-enabled platforms with a uniform 
interface to facilitate such personalisation services.

Other advantages/benefits of BD and analytics in construction include:

 1. Improvements in construction efficiency. By delivering clear, 
comprehensible data and detecting possible structural flaws before 
they occur, data analytics technology aims to cut construction time 
and material costs. This enables project managers to make faster and 
more informed choices, thus reducing human errors (Lynn 
et al., 2021).

 2. Environmental impact reduction. Integrating BD that is actually 
historical project construction data can be blended into BIM 
technology to precisely estimate the materials and energy required 
for upcoming projects. This cuts down on unnecessary building 
waste and enables planners to explore more options for energy-
efficient solutions when feasible (Androutsopoulos et al., 2020).

5.6  challenges and BarrIers

In recent years, energy efficiency has become one of the EU’s top priorities 
(Koukaras et al., 2021a). Some generic barriers of BD in DR are (Lynn 
et al., 2021) as follows:

 1. Human. Several variables may impede the approval, support, and 
adoption of energy-efficient behaviours, technologies, and initia-
tives. Social norms, behavioural patterns, inability to use new tech-
nologies, lack of information on energy consumption and 
energy-saving opportunities, and more are all barriers. Moreover, 
education, age, and family composition affect the adoption of 
energy-efficient equipment. All these underscore the necessity of 
adjusting communication to various groups and educating con-
struction experts for adopting and using BD analytics for analysing 
these data to elevate DR.
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 2. Technological integration. DR when supported by BD involves 
multiple domains, stakeholders, and technologies. Interoperability 
improves communication, coordination, cooperation, collaboration, 
and distribution in DR projects. This causes interoperability con-
cerns that hinder data flows and value creation when BD is involved. 
Linking data throughout a restoration project’s lifespan offers a vari-
ety of obstacles such as detecting and reconciling disparate schemas 
and object representations, incompatibilities across data sources, 
incompatible levels of abstraction, and data quality concerns.

 3. Organisational. DR demands senior management commitment 
with interdisciplinary skills, time, expenditure, skilled personnel, 
and appropriate technical infrastructure. The absence of appropri-
ately qualified energy efficiency specialists, data scientists, and 
 construction workers in the right selection and installation for inte-
grating new constructional technologies is a major obstacle for DR 
especially when supported by BD analytics. Project delays and inter-
ruptions, sub-optimal energy efficiency, and failure to achieve 
expected cost reductions as well as high initial investment costs, 
finance availability, and payback time are also obstacles.

More barriers related specifically to data, that is, BD, applicable in the 
context of DR are (Bilal et al., 2016a): (a) data security, privacy, and pro-
tection, (b) data quality of construction industry data sets, and (c) fast and 
reliable internet connectivity for BD applications.

In addition, other challenges related to BD handling in construction 
are (Yousif et al., 2021): (a) inefficient BD experts/data collectors, ana-
lysts, and presenters along with the dynamic nature (e.g. online data 
streams) of BD databases; (b) high expenditure in BD infrastructure/
experts, which will prevent enterprises from adopting BD technologies; 
(c) governments and corporations, which avoid sharing important data 
with the world, thus forcing data protection policies to be established.

Furthermore, another study specifically looks at BD for energy efficiency 
in building and notes data access challenges (Marinakis, 2020).

Finally, possible barriers are also related to social and environmental 
aspects in the context of BD. Aside from reducing energy consumption 
(Koukaras et al., 2021b), building renovations are typically motivated by 
issues such as structural repairs (D’Agostino et al., 2017). Buildings utilise 
38% of EU energy and produce 36% of CO2. For example, the Dutch 
non-profit building stock’s DR ratings for 2010–2014 were based on the 
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energy performance of 850,000 homes. The data were obtained from a 
system that monitored 60% of the sector’s buildings. Despite renovations, 
the dwellings’ energy efficiency did not alter much (Filippidou et al., 2017).

5.7  future developments

BD integration potentially benefits construction companies and all the 
other stakeholders involved at different stages of the DR life cycle. Using 
BD for business and environmental sustainability offers construction com-
panies major prospects. BD may help the building sector overcome pres-
ent hurdles. Using historical and current project data may assist in fostering 
long-term infrastructure. BD in construction helps prevent errors and 
yield better construction outcomes.

Future studies could investigate the integrated data that will be utilised 
for worldwide commercialisation of BD analytics for DR. This involves 
developing web/mobile applications that can be linked to BD integration 
systems to show real-time data analytics at a low cost, as well as work on 
the data-gathering process in the construction fields (Yousif et al., 2021).

Furthermore, future work foresees aspects related to (a) construction 
waste simulation tools, (b) BD analytics that enables linked building data 
platforms, (c) BD-driven BIM systems for construction progress monitor-
ing, and (d) BD for design with data (Bilal et al., 2016a).

Future construction research will depend largely on BD since it can 
help develop better infrastructure and building designs. Construction 
must automate and integrate technologies to make BD utilisation simple 
and easy. BD technologies, BIM, and Computer-Aided Design (CAD) 
cannot be used without proper support and integration. The building 
industry’s future rests on steadily improving the current conditions 
(Gbadamosi et al., 2020).

Finally, BD is essential to future building DR projects and data are 
essential for establishing training models and facilitating construction in 
general. Future improvements in this area will involve additional algo-
rithms and models that depend on BD for reliable training.

5.8  conclusIon

The objective of this chapter was to expose the reader to the concepts of 
BD and DR. Technologies, such as prefabricated exteriors, ICT-support 
for Building Management Systems (BMS), incorporation of Renewable 
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Energy Systems (RES), BIM and building performance simulation mod-
els, and high-tech HVAC systems, are just not enough for reaching EU 
climate change policy goals by 2050. There are still open issues for future 
innovation in order to conceive effective policies and suggestions for DR 
implementations (D’Oca et al., 2018). Thus, BD analytics can be employed 
for the construction sector and more specifically in the context of DR 
passing on the discussed advantages and benefits.

Nonetheless, the building sector has not yet fully embraced BD. The 
fast rise of this technology over the past two decades has increased the 
number of models and platforms for digitising diverse areas. The literature 
reveals several resources and platforms that may be used for construction 
management. Yet, currently there is poor adoption in DR and the building 
business must use and commercialise BD.

Future developments will benefit from internet tools and technologies 
that allow infrastructure modelling and CAD. These relate to the imple-
mentation of efficient energy measures, any prospects for climate change 
mitigation, and better management for thermal comfort in the context of 
BD and DR.  Simple and inexpensive renovations frequently miss the 
opportunity to save more energy at a reduced cost. Any DR initiative 
should include many locations with different building, regulatory, market, 
and climatic conditions, thus involving BD.

The importance of BD and analytics for enhancing DR was highlighted 
using representative paradigms from the recent state-of-the-art. Social, 
economic, and environmental perspectives were also taken into account. 
In order to make the most out of the large amount of information acces-
sible in the current BD environment, new analytical skills for DR must be 
developed.
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CHAPTER 6

Digital Twins and Their Roles in Building 
Deep Renovation Life Cycle

Yuandong Pan, Zhiqi Hu, and Ioannis Brilakis

Abstract Digital twins have started to diffuse within architecture, engi-
neering, construction, and operations (AECO), based on their emerging 
and anticipated benefits to the various stakeholders involved in the build-
ing life cycle. However, their applications are still at an early stage, and 
much effort is still needed to exploit their full potential. This chapter 
explains some key notions to help understand digital twins in AECO. It 
exposes the various definitions of digital twins and illustrates the basic 
steps and relevant methods for creating a digital twin. The chapter also 
provides an overview of the state-of-the-art deep learning methods for 
digital twins and discusses some real-life use cases. Finally, the chapter 
discusses the benefits and challenges associated with the adoption of digi-
tal twins.
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6.1  IntroductIon

The construction sector remains one of the least digitised sectors. 
Digitalisation and automation can prove particularly valuable in overcom-
ing a number of traditional challenges in architecture, engineering, con-
struction, and operations (AECO). First, over half of the labour time is 
spent waiting for materials, equipment, and instructions on how to con-
duct the work during the construction stage, resulting in low productivity 
and shrinking profit margins. Second, many construction companies have 
suffered from underperforming projects, which leads to cost and schedule 
overruns and asset’s quality issues. Third, many assets are designed for 
functional activities. Less consideration is given to their environmental 
impact leading to high carbon emissions and resource wastage. Fourth, 
due to skill shortage, it is difficult to recruit enough construction profes-
sionals, such as supervisors, estimators, and engineers, which exacerbates 
the issue related to delays, asset qualities, and safety.

Digital twin (DT) is an emerging technological paradigm for achieving 
smart buildings, infrastructure, and cities (Tao et al., 2019). DT applica-
tions can facilitate project management in the AECO sector by increasing 
productivity and efficiency. From manual drawings to computer-aided 
design, object-oriented design, and computational design, computer 
power is shaping the process of assets’ construction and maintenance by 
encoding decision-makings through machine learning and other advanced 
technologies. This chapter aims to provide an overview of digital twins 
and their applications in the context of building renovation and discuss 
their main advantages, benefits, challenges, and barriers to adoption. The 
next section presents the definition of digital twins. The following section 
presents the main steps for creating a digital twin. This is followed by the 
presentation of a series of use cases and some concluding remarks on 
potential future developments.

6.2  What Is a dIgItal tWIn

According to Tao et al. (2019), a DT consists of three main elements: a 
physical product, a virtual representation of the physical product, and the 
connection that links these two parts together and enables data exchange 
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and information sharing. The physical product refers to the actual asset 
built in the real (physical) world, which can also be defined as physical 
twin (PT). It can be a residential or a commercial building, a hospital, a 
school, a bridge, and so on. The virtual representation refers to the digital 
replica of the physical asset, which can exist throughout its life cycle. This 
data can be accumulated over time and updated at different stages of a 
physical asset’s lifetime. The connection that links these two parts can be 
considered as an information exchanger to store, link, and update all prod-
uct and process information over time. A DT can serve as an information 
repository for storing and sharing an asset’s properties throughout its life 
cycle (El Saddik, 2018).

According to Sacks et  al. (2020), a DT is dynamic and thus can be 
enriched through different stages of an asset’s life cycle. Figure 6.1 depicts 
a typical life cycle of an asset PT and its DT from the design stage, through 
the construction stage, to the operation stage.
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Fig. 6.1 A typical life cycle of an asset PT and its DT from the design, construc-
tion, to the operation stage
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At the design stage, the asset’s designers start working on the concep-
tual plan. The asset’s foetal DT contains both product and process infor-
mation, where the former refers to different as-designed building 
information models (BIMs).1 Many of these models can be proposed at 
the beginning, but only the final client-approved design file at the end of 
the design stage can be marked as “Design Intent”, which means it will 
serve as a benchmark for evaluating the construction outcomes and can be 
considered as a guidance for the purpose of maintenance.

At the construction stage, the child PT contains off-site prefabricated 
assemblies and on-site constructed components. Therefore, the child DT 
consists of as-built product information and as-performed process infor-
mation to mirror the asset’s physical status at different steps during the 
construction stage. It should be noted that the product information and 
the process information accumulate over time into the child DT until the 
completion of construction. Each change will be updated in the asset’s 
child DT to reflect the as-is status and thus can facilitate progress monitor-
ing and quality control.

Lastly, at the operation stage, the adult PT remains unchangeable status 
because of the completion of the construction. The asset’s adult DT can 
support the analyses of performance, such as energy consumption and com-
ponent maintenance. The collected data will be added to the as- maintained 
product to enrich the asset’s adult DT. To conclude, an asset’s DT should 
contain all information that represents the related physical information 
throughout its life cycle. Both the physical product and process will be 
assigned to the DT as a virtual copy throughout the asset’s life cycle. 
Moreover, the logic of PT and DT can be extended to any type of physical 
entity, from small-scale manufactured objects to large-scale city- level 
objects. The product and process information contained in the DT should 
be determined by its purpose. Thus, a DT can be standardised and exten-
sible to address current project management problems in the AECO sector.

6.3  creatIng dIgItal tWIns

As mentioned in the previous section, a DT contains product information 
and process information. A geometric DT (GDT) is fundamental as it is 
used to create links with process information during the asset’s life cycle. 
Creating a GDT of an existing asset typically involves the following two 

1 Chapter 3 in this book provides a more detailed discussion on BIM.
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steps: (1) capturing raw visual and spatial data in the form of RGB images 
and laser-scanned point clouds and (2) detecting geometric objects and 
relationships between objects. Step 1 of this process is significantly more 
automated than step 2, as shown by Agapaki and Brilakis (2021). 
Unfortunately, the effort and corresponding cost required to complete 
step 2 for most assets still represent a barrier to adoption as it may com-
pletely offset the value created by the geometric DT.

For data capturing (step 1), two major technologies are currently used 
to capture the geometry of an asset: laser scanning (terrestrial and mobile) 
and photogrammetry. The data generated should reflect the physical sur-
faces of objects in the real world. Due to the discrete nature of the captur-
ing techniques, the data provided by scanners is also discrete. Laser 
scanners generate point clouds that are sets of points in a 3D space. Each 
point is defined by three coordinates and additional information depend-
ing on the device used, which could be intensity, normality, and colour 
information, among others.

As for step 2, detecting geometric objects and their geometric relation-
ships is still a time-consuming manual task. Lu et al. (2019), for example, 
scanned ten different road bridges and estimated that approximately 28 
hours of work are required, on average, for the as-is modelling in contrast 
to 2.82 hours for data capturing. A number of leading 3D CAD compa-
nies (Autodesk, Bentley, ClearEdge3D, etc.) have developed software 
products that provide a variety of 3D modelling features which enable 
modelling from point cloud data. Agapaki et al. (2018) suggest that 64% 
of man-hour savings can be achieved by using state-of-the-art software 
supporting a semi-automated modelling process. However, 2382 man- 
hours are still needed to model, for example, a small petrochemical plant 
with 240,687 objects and 53,834 pipes.

In order to reduce the human effort in creating a GDT, researchers 
have proposed a number of alternative approaches mostly focused on 
structural elements. Sanchez and Zakhor (2012) proposed a method that 
applies principal component analysis (PCA) and random sample consensus 
(RANSAC) to find relatively large-scale architectural structures, such as 
ceilings and floors. Monszpart et al. (2015) extracted planar structures in 
a point cloud that follows regularity constraints. They applied this approach 
in different scenarios, such as urban scenes, as well as the exterior and 
interior of buildings. Oesau et al. (2014) used horizontal slicing and then 
volumetric-cell labelling method. The volumetric cells are formulated as 
energy minimisation and solved by the graph-cut method. Xiao and 

6 DIGITAL TWINS AND THEIR ROLES IN BUILDING DEEP RENOVATION… 



88

Furukawa (2014) proposed a method called “inverse constructive solid 
geometry (CSG)” which detects planar surfaces and subsequently fits the 
cuboid primitives to the point cloud. Ochmann et al. (2016) proposed a 
method that explicitly represents buildings as interconnected volumetric 
wall elements. They determined the optimal room and wall layout by 
graph-cut-based multi-label energy minimisation. A method named void- 
growing method by Pan et al. (2021) aims to extract void room spaces in 
the point cloud firstly and subsequently extract 3D models of different 
objects.

Other approaches leverage prior knowledge to reconstruct walls and 
rooms. Stambler and Huber (2015), for example, proposed the concept of 
enclosure reasoning that defines rooms as cycles of walls enclosing free 
interior space. Region growing is then applied to segment the point 
clouds, and simulated annealing is used to optimise rooms and walls. Tran 
et al. (2019) proposed a method called shape grammar to model indoor 
environments. They created 3D parametric models by placing cuboids 
into point clouds and classifying them into elements and spaces. The wall 
candidates are obtained from pairs of adjacent peaks in the histogram of 
point coordinates. Hu et al. (2022) provide a more in-depth review of this 
literature.

Deep learning (DL) is also widely applied to extract semantic informa-
tion from spatial and visual data. VoxNet is proposed by Maturana and 
Scherer (2015) to detect classes of objects from point cloud data. It aims 
to predict a class label for the input. Volumetric grids representing the 
spatial occupancy are calculated first and then applied to 3D CNNs. Qi 
et  al. (2017a) instead proposed the first neural network architecture, 
PointNet, designed for 3D deep learning in the point cloud. PointNet 
takes the point cloud as input and predicts labels for the entire input (point 
cloud classification) or labels for each point (point cloud segmentation). 
An improved version of the PointNet architecture called PointNet++ has 
then been presented by Qi et  al. (2017b) and claims to provide better 
performance by considering spatial information of points in the point sets. 
These DL methods have been adopted in the AECO sector to facilitate 
GDT construction (Agapaki & Brilakis, 2020; Perez-Perez et al., 2021).

In summary, current approaches are still not fully automated, which 
means they still require human effort in the process of reconstruction. 
Their performance, especially when applied to a point cloud with high 
occlusions, would decrease due to the geometric occlusion of furniture. 
On the other hand, DL is an efficient and powerful tool that can be used 
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to extract semantic information from the point cloud, but the lack of 
labelled data sets in the AECO domain causes difficulties with regard to 
training which in turn affects models’ performance. In addition to this, 
the overall prediction performance differs significantly across categories, 
which makes it really hard to create a detailed GDT representing the cur-
rent state of an asset when only considering the output of the DL methods.

6.4  dIgItal tWIn use cases

There are several use cases of DT in the construction sector, including 
construction progress monitoring, facilities management and operation, 
asset condition monitoring, sustainable development, and more. DT can 
provide reliable and useful information during a building’s life cycle to 
AECO stakeholders.

DT can be applied to any physical asset at any given time. For historical 
assets which have been completed many years or decades ago and do not 
yet have any digital records, DT can help to start and keep a record of their 
performance for better maintenance and renovation. For facilities under 
construction, a dynamic DT can support real-time progress monitoring, 
quality control, diagnostics, and prognostics. In addition, DT can also be 
used in the future for capital investment projects before the design and 
construction of the facility, as it provides an efficient way to simulate the 
performance of a building and aid the decision-making process.

The way the physical and the digital twins are synchronised in real use 
cases depends on the purpose of the DT, which also determines the con-
tent of DTs (i.e., the elements and processes to be digitised, the level of 
detail required, how frequent the model is supposed to be updated, etc.). 
As the concept of digital twins is broad, it is impractical to propose a pre-
cise and detailed definition of a digital twin that covers everything without 
considering its purpose. Some potential applications of DTs relevant to 
deep building renovations are presented hereafter.

Example 1: Condition Monitoring
A DT can be used to monitor the current condition of a building. By cap-
turing geometric information through different sensors, the current condi-
tion of the asset can be visualised and represented by the DT. The geometry 
of facilities can be monitored by comparing the current condition with 
previous asset conditions over time, which allows a DT to give mainte-
nance suggestions to the asset holders and managers (Hu et al.,  2023).
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Apart from monitoring the geometry change of a discrete asset, DT can 
also be used to monitor more complex large-scale systems, for example, 
the sewer system of a city. In this context, predictive maintenance opera-
tions can be utilised to identify potential blockages. Similarly, the current 
state of flow in pipes can be recorded and compared with the historical 
values to predict or locate disruptions in the system. Predictive mainte-
nance recommendations or alerts can be sent to facility managers for more 
informed and timely decision-making.

Example 2: Facility Management
There is a very broad spectrum of facility operation, which includes but is 
not limited to operation management of mechanical, electrical, and 
plumbing (MEP) components in a facility (Z. Hu et  al., 2016; Cheng 
et  al., 2020), internal environment monitoring (Cao et  al., 2015), and 
working productivity (Meerman et al., 2014). With the increasing adop-
tion of the Internet of Things (IoT) and artificial intelligence (AI) which 
are key components supporting DTs, facility management is becoming 
more and more intelligent. Similarly, augmented reality (AR) and virtual 
reality (VR) can be used in conjunction with DT to visualise the built 
environment and improve efficiency (Baek et al., 2019; Chen et al., 2020; 
Chen et al., 2021; Zhang et al., 2020).

The concept of the digital twin is capable of embedding all these use 
cases in facility management according to the concept illustrated in 
Fig. 6.2. Relevant objects and values are captured and represented in a 
detailed digital model through capturing devices like laser scanners and 
cameras. By applying various IoT sensors such as thermometers, hygrom-
eters, and carbon dioxide sensors, different values (like temperature, 
humidity, and carbon dioxide level) that represent internal environment 
conditions can be recorded and then updated in the digital model regu-
larly. AI-relevant technologies can be used to help the process of creating 
the initial model as well as updating the model throughout a facility’s life 
cycle. Facility managers can check the visually assistive information pro-
vided by AR and VR devices, which is able to lighten their workload and 
benefit working efficiency. From small-scale facilities, like offices, to large- 
scale urban environments, different sensors can be used to find how peo-
ple exactly use these facilities and map occupant behaviour. With a better 
understanding of this data, the environmental conditions can be opti-
mised, ultimately improving human wellness and living satisfaction.
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Fig. 6.2 Digital twin for facility management

Example 3: Environment Simulation
Digital twins can be used in the renovation phase of a project to simulate 
various scenarios without modifying the real asset. These scenarios can 
involve changing the natural light design, artificial lighting, heating simu-
lation, and so forth. By only modifying facilities in the DT, the impact of 
these changes can be understood without implementing the modifications 
in the real world. VR/AR devices can make use of the DT to visualise the 
proposed designs and show the impact of changes and modifications (e.g., 
lighting). This improves the decision-making of renovation and enhances 
the communication between designers and clients. For instance, different 
lighting atmospheres can be visualised, helping designers to aesthetically 
assess the design and present the outcomes of the setup to their clients 
(Natephra et al., 2017).

6.5  challenges to dIgItal tWIn adoptIon

Despite the fact that a DT is considered to offer benefits to all stakeholders 
of the built environment, some challenges hinder its adoption in real proj-
ects. Firstly, the effort involved in creating a digital twin is demanding, 
which undermines its feasibility and benefits. Many researchers are work-
ing on automating the process of digital twinning in the built environ-
ment in order to reduce human effort. The effort in the existing literature 
has been concentrated on reconstructing relatively large structural ele-
ments like ceilings, floors, and walls. MEP elements (such as fire alarms, 
emergency switches, etc.) should also be included in a DT, as these are 
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essential elements for facility managers. In the repair and maintenance  
(R & M) activities of an asset, MEP costs usually constitute the largest 
share of the total cost (Adán et al., 2018). Therefore, a DT would be more 
valuable if it were to contain those elements. In addition, facility manage-
ment also involves floor plans, space utilisation, asset location, and techni-
cal plants (D’Urso, 2011), which requires more accurate capture and 
modelling. Text information such as room numbers and serial numbers 
(IDs) of objects that can identify the corresponding asset instance is also 
beneficial, especially when managing large-scale facilities. These IDs rep-
resent the exact object instances in a facility and can be used to make the 
links between physical assets and DT much clearer. Currently, such activi-
ties are mainly performed manually in real projects. Some studies (e.g., 
Pan et al., 2022) in this area have started to emerge.

6.6  conclusIon and Future dIrectIon

This chapter provides an overview of the background, definitions, genera-
tion, and applications of DT in the built environment generally and build-
ing renovation specifically. The state-of-the-art methods to create and 
update the geometry of digital twins were described. The potential appli-
cations of DTs, along with their advantages and current challenges, have 
been discussed with examples. The overarching conclusion is that DTs 
provide benefits and offer applications across the whole life cycle of built 
assets. Much research is still required to support the generation and the 
update of DTs, which is necessary to support the identified applications 
and unlock their respective benefits.

In the built environment, how to generate and update DTs precisely 
and efficiently to bring the benefits into real applications throughout the 
whole life cycle of a facility is still under research.
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CHAPTER 7

Additive Manufacturing 
and the Construction Industry

Mehdi Chougan, Mazen J. Al-Kheetan, 
and Seyed Hamidreza Ghaffar

Abstract Additive manufacturing (AM), including 3D printing, has the 
potential to transform the construction industry. AM allows the construc-
tion industry to use complex and innovative geometries to build an object, 
building block, wall, or frame from a computer model. As such, it has 
potential opportunities for the construction industry and specific applica-
tions in the deep renovation process. While AM can provide significant 
benefits in the deep renovation process, it is not without its own environ-
mental footprint and barriers. In this chapter, AM is defined, and the main 
materials used within the construction industry are outlined. This chapter 
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also explores the benefits and challenges of implementing AM within the 
construction industry before concluding with a discussion of the future 
areas of development for AM in construction.

Keywords Additive manufacturing • 3D printing technology • 
Construction industry • 3D concrete printing

7.1  IntroductIon

Additive manufacturing (AM) is the process of fabricating three- 
dimensional (3D) physical objects by connecting materials together in a 
layer-based manner following a specific computer design (Guo & Leu, 
2013). The concept of AM was first introduced by Chuck Hull (1984), 
who used ultraviolet (UV) light to harden a layer of a liquid polymer 
(Wong & Hernandez, 2012). In recent years, AM has evolved to include 
a wide range of solutions and techniques, including selective laser sinter-
ing (SLS), direct metal laser sintering (DMLS), laser engineered net shap-
ing (LENS), electron beam melting (EBM), fused deposition modelling 
(FDM), and digital light processing (DLP) (Albar et  al., 2020). These 
methods enable the use of different materials in AM such as metals, com-
posites, ceramics, and polymers and the production of end-parts that are 
capable of serving different purposes (Albar et al., 2020). The rapid devel-
opment of AM has encouraged researchers and practitioners to adopt this 
technology in the construction sector as a cost-effective solution to create 
various structural components, regardless of their complexity, with mini-
mum waste (Lyu et al., 2021).

In the construction sector, a significant focus of research and develop-
ment was observed towards the development of different AM methods to 
cope with the unique characteristics of cementitious materials. These 
mostly include material extrusion and particle-bed processes as well as 
other generative approaches such as Smart Dynamic Casting (Paolini 
et al., 2019). Aggregate-based materials such as concrete are most com-
monly used in AM for the construction industry (Paolini et  al., 2019). 
According to recent estimates, the value of the AM market for concrete 
printing was over $310 million in 2019 and is expected to reach $40 bil-
lion by 2027 with an annual growth rate of 116% (Pawar & Rohit Sawant, 
2020). These figures suggest that AM will be rapidly and globally adopted 
by the construction sector, driven by the promise of reduced environmen-
tal impact, support for more complex designs, and more cost-effective 
construction (Mart et al., 2022). It is important to note that while AM 
processes are less labour-intensive, the adoption of AM in construction is 
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expected to result in significant job creation, including new high-value 
roles, for example, 3D printer manufacturing and maintenance engineers, 
mixture designers, materials suppliers, and specialist software developers 
(Avrutis et al., 2019).

The remainder of this chapter introduces and defines AM and provides 
an overview of the main benefits of AM as well as its main applications in 
construction and deep renovation1 projects. Finally, practical challenges in 
the implementation of additive manufacturing are summarised, and 
upcoming advancements are briefly discussed in the final section.

7.2  AddItIve MAnufActurIng In constructIon 
And deep renovAtIon

Significant advancements have been made in concrete 3D printing in 
recent years thanks to the introduction of a variety of different materials in 
producing concrete mixtures. Ordinary Portland cement (OPC) was the 
first material adopted by AM to produce full-scale printed concrete struc-
tures (Chougan et al., 2021). There are, however, concerns regarding the 
impact of OPC on the environment, which remains an issue with its imple-
mentation in AM.  Cement production accounts for 5–7% of the total 
world CO2 emissions (Chougan et al., 2021). In order to achieve a sus-
tainable built environment and reduce CO2 emissions, many researchers 
have suggested the implementation of alkali-activated materials (AAMs) as 
they can entirely replace OPC and produce a low-carbon binder (Chougan 
et al., 2021). In this case, materials such as metakaolin are used as alumi-
nosilicate cementitious binders along with activators such as potassium 
silicate, sodium metasilicate, and potassium hydroxide to obtain AAM 
binders capable of building successful 3D printed structures (Alghamdi 
et al., 2019). Others have suggested enhancing AAMs’ rheological prop-
erties by integrating modifying agents and additives in the mixtures like 
polypropylene (PP), polyvinyl alcohol (PVA), nano-graphite (NG), hallo-
ysite clay minerals, and attapulgite to improve the buildability, printability, 
and mechanical performance of AAMs for 3D printing (Chougan et al., 
2021; Chougan et al., 2022).

The application of AM is not limited to the 3D printing of cementitious 
composites. Aside from cementitious composites, other categories of 
materials, such as polymers and metals, have also been used, particularly in 
renovation works. With the continuous development of AM technology, 

1 Chapter 1 in this book provides a detailed definition of deep renovation.
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the customisation of parts and components needed for particular purposes 
in renovation projects became possible. For instance, the production and 
installation of precast concrete façade sections can be particularly challeng-
ing due to their complexity and the wide variation in their configurations 
in different buildings. In this context, AM could enhance the quality of 
the produced façade sections due to its higher degree of flexibility com-
pared to standard production methods while also minimising post- 
installation problems such as air and water leakages. AM can also be used 
to print moulds that have the ability to produce façade sections with effi-
cient passive shading (Harris, 2022).

AM is being scaled increasingly. Big area additive manufacturing 
(BAAM), a 3D-printing process similar to FDM, has been developed to 
construct segments of cylindrical single-floored building components out 
of polymer materials such as neat ABS and CF-ABS (Biswas et al., 2017). 
In addition, robotic 3D metal printing, also known as wire arc additive 
manufacturing (WAAM), can be used to fabricate highly tailored and 
engineered steel connectors for large structures in the construction sector 
(Xin et al., 2021).

More examples of the cementitious composites, polymer, and metal 
additive manufacturing technologies in building structures can be found 
in Table 7.1.

7.3  BenefIts of AddItIve MAnufActurIng 
In constructIon

Historically, the construction industry was characterised by high energy 
consumption (i.e., 40% of the global energy consumption), high solid 
waste production (i.e., 40% of the global waste production), high green-
house gases emission (i.e., 38% of the global CO2 emission), and high 
water depletion (i.e., 12% of the global water depletion) (Comstock et al., 
2012). It has an undeniably high environmental footprint. Growing pub-
lic interest in sustainability highlights the necessity for novel construction 
techniques and materials to mitigate traditional construction’s high envi-
ronmental impacts. AM technology represents one possible way for con-
struction companies to use available resources more efficiently. In fact, one 
of the main advantages of AM is the minimisation of raw materials con-
sumption, which reduces the level of waste generated during construction 
(Yao et al., 2020; Valente et al., 2022).

A second related advantage of AM compared to traditional construc-
tion methods is the capacity to produce complicated large-scale structures 
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Table 7.1 Various materials and technologies used in additive manufacturing

Material category Technology AM process Reference

Cementitious 
composites

OPC-based 3D printing Extrusion-based Cuevas et al. 
(2021)

AAM 3D printing Extrusion-based Chougan et al. 
(2020)

Polymers Qingdao Unique Products 
Develop

Extrusion-based Feng and Yuhong 
(2014)

BAAM Extrusion-based Love (2015)
C-Fab Extrusion-based Technology (2017)
Digital Construction 
Platform (DCP)

Extrusion-based Keating et al. 
(2014)

FreeFAB™ Wax Extrusion-based Gardiner et al. 
(2016)

Metals Maraging steel Powder bed 
fusion

Galjaard et al. 
(2015)

Multiple Powder bed 
fusion

Mrazovic (2016)

Stainless steel Direct energy 
deposition

Joosten (2015)

Aluminium Powder bed 
fusion

Strauss and Knaack 
(2015)

while also minimising raw materials waste by lowering or eliminating the 
necessity of conventional formworks (Wangler et al., 2016). The increas-
ing use of cementitious materials (e.g., concrete) in construction, along 
with the high costs of formwork production, emphasises the value of addi-
tive manufacturing technologies in constructing complex structures. 
Furthermore, the ability to fabricate complex objects enables building 
structures to possess “multi-functionality” by facilitating the integration 
of services, including piping, insulation, and electrical setups, and offering 
a secondary function through its complex geometry, such as instinct ther-
mal insulation (De Schutter et al., 2018). This may be particularly benefi-
cial in the context of deep renovation where the number of building 
elements to be replaced is quite large and existing building constraints 
make the installation of different individual elements quite challenging. As 
the structure becomes more complex, AM technology becomes more 
advantageous. In the same way, AM may be less cost-effective and less 
environmentally beneficial for more “standard” designs (Labonnote & 
Rüther, 2017).
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Finally, as AM processes remove the need for conventional energy- 
consuming processes and labour-intensive activities like concrete pumping 
and casting, shuttering, material logistics, and steel fixing, it reduces the 
costs of on-site assembly and construction, minimises human error, and 
improves productivity (Avrutis et al., 2019).

7.4  prActIcAl chAllenges 
for AM In the constructIon Industry

Despite the benefits of AM to the construction industry, there are a series 
of major challenges to its implementation, which could hinder adoption. 
Firstly, the high cost of obtaining 3D printing equipment, as well as print-
ers’ transportation and logistics, could arguably represent a significant 
obstacle to the widespread application of 3D printing technology in the 
construction industry. Despite the technological advantages, many con-
struction companies are still unable to justify or afford an investment in 
3D printing equipment.

Secondly, while AM technology reduces human errors and the need for 
workers on construction sites, finding qualified individuals to work with 
AM remains difficult (Deloitte, 2016). In addition, the shorter produc-
tion and installation time comes at the cost of a longer design phase, which 
requires significantly higher effort and specialised modelling skills (Buswell 
et  al., 2018). These labour supply problems are multifaceted. They are 
driven by a decline in the attractiveness of the manufacturing and con-
struction sector, a lack of labour supply from the education sector with 
sufficient STEM skills and knowledge, a shortage of AM-specific training 
programmes, and a general lack of AM knowledge and culture in many 
construction and construction-related manufacturing companies (Deloitte, 
2016). Where skilled labour does exist, firms may face significant upskill-
ing, skills maintenance, and retention challenges until the AM skills and 
training gaps are addressed (Deloitte, 2016).

Thirdly, there is a general lack of regulation, standardisation, and test-
ing of AM printing structures and materials. Standards in AM facilitate 
technology adoption, boost confidence in the quality and safety of AM 
processes, materials, and outputs, and support the competitiveness of AM 
and construction companies (Martínez-García et al., 2021). While stan-
dards have been developed by a wide range of organisations, for example, 
the German Society of Mechanical Engineers, the ISO, and the American 
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Society for Testing and Materials (ASTM), there would appear to be some 
challenges in aligning existing standards for testing the mechanical prop-
erties of more traditional materials and manufactured polymers and com-
posites, and those generated through AM (Forster, 2015; Martínez-García 
et al., 2021). Indeed, it is fair to say that the flexibility AM introduces in 
terms of design and material use complicates testing and standards. 
Martínez-García et al. (2021) note that despite significant efforts by the 
ISO and ASTM, AM technology requires specific standards in all the 
stages of the product development, including design, materials, manufac-
turing, and final part.

Finally, and somewhat contradictory to the benefits presented in the 
previous section, the environmental impact of AM may not be entirely 
positive. AM is still at an early stage of development and use in the con-
struction sector. Much AM use still involves the use of environmentally 
hazardous substances (e.g., cement) in considerable quantities as well as 
substantial equipment and non-eco-friendly manufacturing (Agustí-Juan 
& Habert, 2017; Agustí-Juan et al., 2017). AM units are often powered 
by lithium batteries and the electricity consumption throughout the fabri-
cation process may offset the waste reduction and the other environmental 
benefits generated by AM (Agustí-Juan & Habert, 2017; Agustí-Juan 
et al., 2017).

7.5  future AreAs of developMent

AM is particularly economically beneficial for large-scale building develop-
ments due to the enhanced geometrical freedom enabled by this technol-
ogy. Compared to traditional construction methods, AM technology 
provides architecture designers the geometric freedom to create ideal 
complex structures while minimising the use of materials (Labonnote 
et al., 2016). However, while AM construction methods have been exten-
sively adopted in real applications, there is still a lack of knowledge regard-
ing large-scale AM.  As a result, large-scale AM can be considered an 
escalated challenge compared to lab-scale 3D printing. Large-scale AM is 
typically more complicated than lab-scale 3D printing, as several practical 
construction challenges must be addressed. Large-scale AM involves a set 
of discrete technologies and thus requires consideration of a very different 
set of parameters, not least materials, reinforcing admixtures, economics, 
environmental optimisations, structural limitations, and 3D printing sys-
tem design (Xiao et  al., 2021). The majority of the existing studies 
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concentrated on 3D printing of cementitious composites containing fine 
aggregate (i.e., mortar); however, cementitious composites with coarse 
aggregate (i.e., concrete) are attracting considerable interest because of 
their remarkable mechanical and cost-efficiency advantages (Xiao et  al., 
2021). Therefore, further investigation is required to determine the 
impact of using coarse aggregates to move towards cementitious concretes 
in order to fulfil the large-scale 3D printing requirements.

4D printing, a novel approach that includes a fourth dimension (i.e., 
time and smart behaviour), can allow 3D-printed items to transform their 
geometry and behaviour throughout time in response to specific condi-
tions such as radiation, light, and temperature. The smart behaviour of 4D 
printing in shifting configurations for self-assembly, multi-functionality, 
and self-repair is a crucial breakthrough in AM technology. While 4D 
printing delivers all of the advantages of 3D printing, its use in the con-
struction sector is in its infancy, posing obstacles such as a considerable 
need for improved computer analysis, new design concepts, structure vali-
dation, and standardisation (Pan & Zhang, 2021).

7.6  conclusIon

AM technology represents a valuable innovation in the construction sec-
tor and is gaining popularity. There are many benefits to AM, such as its 
potential to significantly reduce the consumption rate of raw materials, 
reduce the generated waste during construction, lower CO2 emissions, 
reduce labour costs, minimise human errors, and improve productivity. 
Many complex designs, at a building or part-level, that previously were 
considered too problematic or costly for execution on-site can be easily 
implemented with the help of AM technology. Widespread adoption is not 
without challenges. In fact, some issues still exist in relation to process, 
materials, geometric complexity, software and building integration, and 
the standards associated with these elements. In order to capitalise on the 
impact of AM, additional research is needed to support the better integra-
tion of this technology in the construction sector. Moreover, to enable the 
rapid growth of this technology, standardised testing and quality control 
methods should be established to improve information sharing and bench-
marking. Finally, without a pipeline of qualified labour, the full potential 
of AM will not be realised. This will be a key challenge to overcome if the 
technology is to be pushed further into full-scale industrialisation.
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CHAPTER 8

Intelligent Construction Equipment 
and Robotics

Alessandro Pracucci, Laura Vandi, 
and SeyedReza RazaviAlavi

Abstract With recent advancement in software, hardware, and comput-
ing technologies, applications of intelligent equipment and robots (IER) 
are growing in the construction industry. This chapter aims to review key 
advantages, use cases and barriers of adopting IER in construction and 
renovation projects. The chapter evaluates the maturity of available IER 
technologies in the market and discusses the key concerns and barriers for 
adopting IER such as the unstructured and dynamic nature of construc-
tion sites limiting mobility and communication of IER, hazards of human- 
robot interactions, training and skills required for operating and 
collaborating with IER, and cybersecurity concerns. Finally, the chapter 
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proposes a framework for implementing IER that helps in their benefits by 
defining relevant metrics while considering their pitfalls in terms of quality, 
safety, time, and cost. This framework assists practitioners in decision- 
making for adopting IER in their construction operation.

Keywords Robotics • Construction • Safety • Monitoring • Quality 
control • Assessment framework

8.1  Key Definitions anD ConCepts

Table 8.1 provides a summary of key definitions and concepts related to 
the use of intelligent construction equipment and robotics in the con-
struction industry.

Table 8.1 Key definitions and concepts

Construction 
Automation and 
Robotics (CAR)

A field of research and development focused on automating 
construction processes; construction automation deals with applying 
the principles of industrial automation to the construction sector 
(Saidi et al., 2016).

Single Task 
Construction Robots

Robots or automated devices that are developed primarily for 
performing a specific task on the construction site (Hu et al., 2020).

Integrated 
Robotised 
Construction Sites

Construction sites in which multiple robots/machines collaborate to 
build an entire structure (Saidi et al., 2016).

Teleoperation A robot technology where a human operator controls a remote 
robot (Lichiardopol, 2007).

Programmable 
Construction 
Machines

A type of machine of which operator can change the activities to be 
accomplished within certain constraints either by selecting from a 
preprogrammed menu of functions or by teaching the machine a 
new function (Saidi et al., 2016).

Intelligent Systems Software programs that syndicate the knowledge of experts and 
attempt to resolve distinct problems by imitating the reasoning 
processes of experts (Irani & Kamal, 2014).

Cobots A system that amplifies or assists human skills, while performing 
tasks that require both the capacity of a human and the accuracy of a 
robot (Melo et al., 2012).

Exoskeletons Emerging wearable technologies involved in the entire construction 
sector phase which allow to facilitate construction workers to lift 
heavy weights by reducing fatigue and site injuries and improving 
the work productivity (Kim et al., 2019).

(continued)
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Table 8.1 (continued)

Robots Devices that execute specific operations either autonomously or 
under an operator’s direct control. The use of robots on 
construction sites is still very limited but the robotics production 
market is predicted to grow steadily over the next few years (Davila 
Delgado et al., 2019; European Construction Sector Observatory, 
2021).

Unmanned Aerial 
Vehicle (UAV)

Commonly known as “drones,” programmed technologies which 
can perform air operations reaching dangerous places for humans. 
Their use results in evident economic savings and environmental 
benefits while reducing the risk to human life (Outay et al., 2020).

8.2  introDuCtion

The construction industry plays a crucial role in ensuring job creation, 
driving economic growth, and providing solutions to address environ-
mental, social, and economic challenges. The market value of the con-
struction sector represents between 9% and 15% of GDP in most countries 
(Davila Delgado et al., 2019). Despite its huge economic importance, the 
construction industry is traditionally slow to change and consequently 
beset with inefficiencies resulting in lower productivity levels compared to 
other sectors (Davila Delgado et al., 2019). However, despite the com-
plexity and fragmentation of the construction industry and the difficulties 
of coordinating the wide numbers of players and their tasks that slow 
down the introduction of innovative solutions, the construction sector has 
evolved in the last 25 years. This is especially driven by digital technologies 
and automation providing the construction industry with an opportunity 
to find innovative solutions to some of its rooted challenges. These inno-
vations spanned across the whole project lifecycle, from design and engi-
neering, through manufacturing and construction, to operation and 
maintenance, and retrofit/reuse/end-of-life. Among these, robotics is an 
emerging technological branch that can have an impact in construction 
areas such as off-site production, installation activities on-site, and opera-
tion and maintenance. This chapter will provide key insights about the 
digital transformation enabled by IER solutions in construction sites, ana-
lyze their current applications, limitations, and future developments, and 
propose an assessment framework to support construction actors in the 
decision-making process into the gradual adoption of IER for performing 
specific tasks.
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8.3  aDvantages anD Benefits of ier

8.3.1  Improving Safety

The incident rate in the construction industry is the highest among various 
major industries in many countries (Choi et al., 2011). In the US, 25% of 
the fatal work injuries in 2020 belong to the construction sector 
(U.S. Bureau of Labor, 2021). In Great Britain, 1.8% of the construction 
workers reported a musculoskeletal disorder, which is the highest rate 
among the industries with similar work activities (Health and Safety 
Executive, 2021). Replacing humans by semi-autonomous and autono-
mous robots for undertaking unsafe tasks can reduce the number of inci-
dents (Ilyas et  al., 2021). Robots can be used for automating unsafe 
activities including heavy lifting and on-site inspection in dangerous work 
environments such as underground mines (Zimroz et al., 2019) and bridges 
(Lin et al., 2021). To reduce musculoskeletal injuries and physical fatigue 
of construction workers caused by repetitive and prolonged manual tasks, 
exoskeleton is being used for augmenting workers’ physical ability (Brissi 
et al., 2022). Safety inspections and monitoring are other tasks that can be 
automated by robots for detecting unsafe locations (Martinez et al., 2020) 
and Personal Protective Equipment (PPE) on job sites (Ilyas et al., 2021).

8.3.2  Improving Productivity

Productivity growth has been a major concern in the construction indus-
try as it was only one-third of the average total economy productivity 
growth over the past 20 years (Ribeirinho et al., 2020). Productivity of the 
construction industry can be improved by automating and robotising 
repetitive and labour-intensive activities. Autonomous transportation of 
construction materials by robots can improve productivity and eliminate 
human errors in these processes (Chea et  al., 2020). For heavy lifting, 
robotic crane systems could improve productivity by 9.9–50% (Lee et al., 
2009). The examples of IER applications for automation of different con-
struction activity types are presented in Table 8.2.

8.3.3  Addressing Skilled Worker Shortage

Skilled worker shortage has been one of main issues in the construction 
industry over the past few years (Kim et al., 2020). The growing demand 
of construction workers and the aging workforces in many countries such 
as the UK (CITB, 2021; Green, 2021) are the main contributors to the 
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Table 8.2 IER application for improving productivity of different types of con-
struction activities

Construction 
operation

Robot application

Masonry work IER are used for automating bricklaying in masonry work. Hadrian X 
is the first mobile robotic bricklaying machine that uses 3D CAD 
model for accurately building masonry structures (FBR, 2022).

Precast concrete IER are used for undertaking various tasks such as placing molds, 
reinforcement and distribution of concrete, and transportation of 
concrete formwork (Reichenbach & Kromoser, 2019; Saidi et al., 2016).

Steel component 
fabrication

IER are used for welding (Heimig et al., 2020), laser cutting (Bogue, 
2008), bolting (Chu et al., 2013), and assembly (C. J. Liang et al., 
2017) of steel components.

Timber 
construction

IER are used for cutting and drilling timber, and grasping, 
manipulating, and positioning building components (Eversmann et al., 
2017; Willmann et al., 2016).

skilled worker shortage. In the long term, leveraging construction auto-
mation and replacing humans with IER can address this issue (Melenbrink 
et al., 2020). In addition, use of IER can address the challenges of the 
high labour wage in construction projects particularly in the metropolitan 
areas (Pan et al., 2020).

8.4  Key use Cases for intelligent ConstruCtion 
equipment anD roBotiCs

Although the impact of IER has not yet been fully realised in the construc-
tion industry (Carra et al., 2018), their applications are emerging to enhance 
construction productivity, safety management, quality control, and site 
planning issues. The first examples of construction robots were seen in the 
Japanese construction industry in the late 1970s and 1980s to supplement 
and replace workforce (Yilmaz & Metin, 2020). Construction automation 
and robotics application are classified in this chapter according to:

• Construction phase involvement—whether they are applied at the 
construction site (related to on-site activities) or at a factory for pre-
fabrication activities (related to off-site activities) (Saidi et al., 2016). 
(Table 8.3);

• Level of autonomy—the second classification is based on the level of 
autonomy that IER technologies allow to perform (Table 8.4).
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Table 8.3 Description of construction phase for IER classification

Off-site 
application

Off-site construction is widely used since the adoption of prefabrication 
approaches increase the control and the quality of the technological 
component manufactured. Indeed, the activities are conducted in a 
controlled environment as a factory with the consequence of reducing the 
risk of low quality during on-site installation. The adoption of IER solutions 
in a factory moves construction toward an industrialised sector with 
well-consolidated off-site activities.

On-site 
application

On-site execution is still a manual activity in many cases with the consequences 
of leading to problems such as unpredictable tasks and low levels of accuracy 
(Davila Delgado et al., 2019). The tasks during on-site stage are focused on 
the correct product installation, keep control of tasks advancement and 
monitoring with inspections activities the quality results. The traditional 
on-site activities require an appropriate level of labour skills to achieve the 
necessary efficiency in terms of construction duration and cost, and building 
quality (Yilmaz & Metin, 2020). On-site applications include:

•  Construction—phase which involves the installation of different 
materials and construction actions (bricks laying, concrete formwork, 
timber frame as described in Table 8.2).

•  Inspection—the objective of this task is to monitor the construction site 
activities in terms of time, quality, and cost. Technologies involved in this 
phase are equipped by a camera with the objectives to take pictures and 
share information regarding the construction site. Therefore, through the 
optimisation of the route, it reports in a regular range of time the work 
status verifying the correctness of installation.

•  Maintenance—this stage includes the set of actions to preserve the 
integrity and the functionalities of the building during its life. The 
different technologies installed in the building or infrastructure, mainly 
the active ones with a higher degree of deterioration and the ones 
subjected to external interference (e.g., weather conditions, users’ 
utilisation) that require a scheduled plan of maintenance and control of 
performance over time (Fig. 8.1).

Table 8.4 Description of autonomy level for IER classification

Teleoperated systems The system includes remote and human control systems. This 
fulfills industrial situations where there is danger to the operator 
and where remote-controlled machinery is necessary.

Programmable 
Construction 
Machines (PCM)

It includes most construction equipment that is outfitted with 
sensors and mechanisms to augment operation by an onboard 
human operator.

Intelligent systems It relates to unmanned construction robots which operate in 
either a semi- or a fully autonomous mode. This category also 
referred to the concept of adaptive manipulation, imitation 
learning, improvisatory control, and full autonomy.
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Fig. 8.1 Allianz Tower while human workers are cleaning the façade. (Credit: 
Piermario Ruggeri-Focchi façade)

IER technologies can be further classified based on their technology 
readiness level (TRL) which identifies the maturity of the technologies 
within the market. In particular:

• TRL < 5—implies technologies which have been prototyped;
• TRL 6–7—implies technologies which have been tested and vali-

dated in an operational environment;
• TRL > 8—implies technologies which are widely used on market, 

indeed are considered actual system/process completed, and 
 qualified through test and demonstration (pre-commercial 
demonstration).

Table 8.5 shows TRL for different IER technologies. The TRL level 
has been assigned based on market and academic research.
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The next subsections present some key examples of IER applications in 
the construction industry to highlight their significant impacts on various 
aspects of construction projects.

Additive manufacturing for construction phase—MX3D Bridge is a 
pedestrian bridge designed with generative design—complying between 
sustainable aspects and structural needs—and manufactured by exploiting 
the synergies between robotic and additive manufacturing. This is one of 
the first impactful examples for metal components moving from intelligent 
design to robotic-based production, validating the notion of the ability of 
such systems to move the construction sector into industrialised construc-
tion (MX3D Bridge, 2020) (Figs. 8.2 and 8.3).

Automatics monitoring for inspection—The potential of the combi-
nation between digital platform and inspection robotics is providing new 
opportunities for construction. This is well represented by the collabora-
tion of Boston Dynamics and its sophisticated and movable robots 
SPOTWALK with HOLO BUILDER platform for the site project man-
agement controls which is revealing new digital workflows in the con-
struction sector (HoloBuilder and Boston Dynamics Launch SpotWalk for 
Autonomous Reality Capture | Geo Week News | Lidar, 3D, and More 
Tools at the Intersection of Geospatial Technology and the Built World, 
2020) (Figs. 8.4 and 8.5).

Unmanned Aerial Vehicle (UAV) for maintenance activities— 
UAVs could reach hazardous or high places, which is becoming a diffused 

Fig. 8.2 MX3D Bridge. (Photo by Joris Laarman Lab)
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Fig. 8.4 Spot robot for autonomous 360° photo capture. (Image courtesy of 
HoloBuilder)

Fig. 8.3 MX3D Bridge. (Photo by Adriaan de Groot)

practice with heightened expectations considering the opportunities that 
these technologies open to control the health of built assets. For instance, 
Elios is a UAV tool which inspects the photovoltaic (PV) panels with the 
aim of tracking and monitoring each cell to discover irregularities or loss 
of performances (Elios Aerial Thermography, 2021) (Figs. 8.6 and 8.7).
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Fig. 8.5 HoloBuilder SpotWalk integration with Boston Dynamics. (Image 
courtesy of HoloBuilder)

Fig. 8.6 Thermography inspection of a PV plant by drone

Robotics arm in construction phase—MULE is a construction robot, 
flexible, portable, job-site ready lift assist which reduces time for lifting 
activities by 80% (MULE Lifting System | R.I.  Lampus, 2021). ROB- 
Keller System AG have designed Robotic brickwork, Rob, to control the 
positioning of the masonry entirely positioned and controlled by the 
robotic arm. Rob allows to build walls even with shapes in compliance with 
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Fig. 8.7 Wesii digital 
platform: RGB view with 
colored anomaly 
classification

the calculations and resistance simulations made in the design phase 
(Robotic Brickwork, 2021).

Vehicles for construction phase—HX2 is an autonomous and electric 
load carrier that can move heavy construction components. It has a vision 
system that allows the robot to detect humans and obstacles (Volvo CE 
Unveils the next Generation of Its Electric Load Carrier Concept, 2020).

Exoskeleton—Eksovest is an upper-body exoskeleton that supports 
arms during lifting activities (Exoskeletons Trialled on UK Construction 
Sites, 2021). Exopush, developed by Colas, is an exoskeleton designed to 
give power assistance to operatives working leveling with a rake. The exo-
skeleton improves the worker posture by reducing the stress movement of 
30% (Colas Introduces the Exopush Exoskeleton to the UK, 2021). 
G-Ekso bionics has developed a robot which is able to hold heavy tools on 
aerial work platforms like scissor lifts and to standard scaffolding 
(EksoZeroG—Zero Gravity Tool Assistance, 2021).

Integrated solution—Hephaestus—A H2020 co-funded project has 
designed an IER tool for the installation of prefabricated building enve-
lopes (Elia et al., 2018; Highly AutomatEd PHysical Achievements and 
PerformancES Using Cable RoboTs Unique Systems | HEPHAESTUS 
Project | Fact Sheet | H2020 | CORDIS | European Commission, 2020). 
The Hephaestus robot is composed of a cable-driven parallel robot 
(CDPR) and a modular End-Effector kit (MEE) which host tools and 
devices for the bracket positioning and façade modules installation. This 
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robot expects in the next few years to provide a market autonomous 
solution for on-site tasks for installation of prefabricated envelopes, 
focusing on highly risky and critical construction tasks. The long-term 
purpose is to adopt Hephaestus not only for the installation stage but 
also for operations of maintenance and façade module replacement 
(Figs. 8.8 and 8.9).

Fig. 8.8 Cable-driven parallel robot installed in the demo building. (Credit Alex 
Iturralde)

Fig. 8.9 Hephaestus details during façade installation. (Credit Alex Iturralde)

8 INTELLIGENT CONSTRUCTION EQUIPMENT AND ROBOTICS 



124

8.5  ier for the renovation phase

In Europe more than 70% of the building stock was built before the 1970s 
and suffers from poor energy performance. Renovation is a key strategy to 
reduce the energy impact and the carbon footprint of buildings. The 
European Commission’s target is to retrofit at least 3% of the building 
stock market by 2030. The retrofitting intervention involves changing in 
the building configuration to improve the energy performance while 
maintaining the occupant’s comfort (Green Building 101, 2014). In this 
scenario construction automation and robotics can accelerate retrofitting 
interventions. For example, robotics applications support the existing 
workforce with on-site activities, which are currently based on crafts- 
oriented processes (Tellado, 2019). However, current key advantages of 
using robotics in retrofitting projects are focused on building data collec-
tion especially for the planning and design phase such as:

• Data collection regarding current building dimensions and shapes 
(survey). The utilisation of robotics as UAVs allows to collect accu-
rate data in a reduced amount of time.

• Data collection regarding current building energy consumption by 
analyzing current building energy data, identifying areas with energy 
wastages, and understanding building energy use.

Robotics applications play a crucial role in addressing the challenges of 
building energy retrofit (Mantha et al., 2018). Accurate measurements, 
real time, and instant transfer of data can be integrated in the Building 
Information Modeling (BIM)1 and exploited by relevant IER operations. 
A generic framework could be developed to support the data collected to 
arrive at an optimal building retrofit decision (e.g., most economical and 
most energy saving). Some examples are Bertim (Refurbishment Solutions 
| STUNNING), which is a H2020 project that aimed to enhance a build-
ing retrofitting intervention by integrating automation applications in the 
process, and Vertliner (VERTLINER)—an application-focused autono-
mous UAV that navigates inside the building, acquiring precise 3D data, 
images, or videos—to inform and update several layers of digital twin 
models and BIM representing the indoor environment.

1 Chapter 3 in this book present BIM in more detail.
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8.6  Challenges anD Barriers

Despite the advantages and benefits of IER, the construction industry has 
faced several challenges and barriers with their adoption as summarised in 
Table 8.6.

Table 8.6 Challenges for adopting IER in the construction industry

Challenge/
barriers

Description

High cost of 
capital

While use of IER can improve productivity and reduce the labour 
cost, it requires high capital cost, which is not affordable for the 
majority of construction companies that are small and medium size 
(Davila Delgado et al., 2019; Llale et al., 2019).

Unstructured 
and dynamic 
nature of 
construction sites

Unique and unstructured nature of the construction environment, 
dynamics of existing objects, and ambient conditions of construction 
sites (e.g., adverse weather conditions and existence of dust) have been 
major barriers for on-site applications of IER, limiting their mobility 
and communication (Ardiny et al., 2015; Carra et al., 2018).

Hazards of 
human-robot 
interactions

In the current state of the construction industry, fully automated 
construction is a long-term goal (Czarnowski et al., 2018) and 
integration of human and robot is imperative (Brosque et al., 2020). 
Interaction of human and robots in the construction industry is a 
major challenge because it is fraught with safety issues such as collision 
and distracting workers (McCabe et al., 2017). Ensuring a safe work 
environment for human-robot collaboration requires development of 
a formal safety standard (Liang et al., 2021) and a high cost for 
implementing safety measures (Davila Delgado et al., 2019).

Training and 
skills

Lack of continuous training and the required time and cost of training 
construction workers to operate and collaborate with IER are the 
main challenges of efficiently and safely using IER in the construction 
industry (Davila Delgado et al., 2019; Wang et al., 2021).

Cybersecuritya Cybersecurity is a major concern for IER systems. Cybersecurity 
threats such as malicious misuse of the robots via cyber-attacks can 
cause serious financial losses and safety hazards to humans (Clark 
et al., 2017; Yaacoub et al., 2022).

aChapter 9 in this book provides a more extensive discussion on cybersecurity and privacy considerations 
for deep renovation
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8.7  frameworKs for assessing 
anD implementing ier

A systematic approach to guide IER implementation is still missing in the 
construction sector (Hu et al., 2021; Pan et al., 2018). This section pro-
poses a preliminary framework of indicators for assessing the advantages 
of using IER for buildings based on the current construction needs. The 
framework is designed for construction companies interested in evaluat-
ing whether robotic applications facilitate their planned tasks according 
to specific tasks’ indicators. Using the selected metrics, the framework 
compares between the current manually handled tasks with the ones 
achievable by the adoption of a selected robotic technology. Hence, a 
quantitative ranking is used for the different tasks assigning a score for 
key macro indicators (quality, safety, time and cost) with the follow-
ing scores:

• “−2” The robotic adoption hugely worsens task’s indicators
• “−1” The robotic adoption worsens task’s indicators
• “0” The robotic adoption does not affect task’s indicators
• “+1” The robotic adoption improves task’s indicators
• “+2” The robotic adoption hugely improves task’s indicators

The total of all scores is a preliminary result to evaluate the IER for the 
selected activity: if the total score is positive, IER could facilitate the con-
struction work, and if the total score is negative, IER will not improve the 
construction work.

The assessment framework is a preliminary decision support tool to 
facilitate the evaluation about advantages for IER adoption. More detailed 
investigation will need to be implemented to boost IER technologies 
adoption, especially once more solutions are available on the market. At 
this stage, the proposed framework can be considered an early-stage tool 
for navigating the advantages of emerging IER applications in the con-
struction industry (Table 8.7).

 A. PRACUCCI ET AL.
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8.8  ConClusion

There is emerging evidence that IER can benefit on-site and off-site con-
struction operations. However, there are some challenges and barriers to 
overcome. From a contractor-side, economic factors including the high 
capital costs along with the costs pertaining to training and upskilling 
workers to operate IER are the main challenges. The nature of construc-
tion sites, which is generally unstructured, complex, and dynamic, entails 
further safety and operational challenges for using IER. Moreover, inade-
quate digitalisation levels within the construction industry limit the utilisa-
tion of IER. Tools for comparing traditional methods with advanced IER 
technologies are lacking in the construction industry. To contribute to 
these important gaps, this chapter classified the application of IER, 
reviewed key emerging applications and technologies, and proposed a 
framework to help assess the feasibility of implementing IER in construc-
tion. While some challenges to the adoption of IER are likely to persist in 
the short and mid-term, the emerging opportunities opened by IER have 
started to offer evidence about their disruptive nature and positive impact 
to quality, safety, and productivity in this key industry.

referenCes

Ardiny, H., Witwicki, S., & Mondada, F. (2015). Construction automation with 
autonomous mobile robots: A review. 2015 3rd Rsi International Conference on 
Robotics and Mechatronics (Icrom), 418–424.

Bogue, R. (2008). Cutting robots: A review of technologies and applications. 
Industrial Robot-an International Journal, 35(5), 390–396. https://doi.
org/10.1108/01439910810893554

Brissi, S. G., Chong, O. W., Debs, L., & Zhang, J. S. (2022). A review on the 
interactions of robotic systems and lean principles in offsite construction. 
Engineering Construction and Architectural Management, 29(1), 383–406. 
https://doi.org/10.1108/Ecam- 10- 2020- 0809

Brosque, C., Galbally, E., Khatib, O., & Fischer, M. (2020). Human-robot col-
laboration in construction: Opportunities and challenges. 2nd International 
Congress on Human-Computer Interaction, Optimization and Robotic 
Applications (Hora 2020), 338–345.

Carra, G., Argiolas, A., Bellissima, A., Niccolini, M., & Ragaglia, M. (2018, July 
22). Robotics in the construction industry: State of the art and future opportu-
nities. 34th International Symposium on Automation and Robotics in 
Construction, Taipei, Taiwan. https://doi.org/10.22260/ISARC2018/0121

 A. PRACUCCI ET AL.

https://doi.org/10.1108/01439910810893554
https://doi.org/10.1108/01439910810893554
https://doi.org/10.1108/Ecam-10-2020-0809
https://doi.org/10.22260/ISARC2018/0121


129

Chea, C. P., Bai, Y., Pan, X. B., Arashpour, M., & Xie, Y. P. (2020). An integrated 
review of automation and robotic technologies for structural prefabrication and 
construction. Transportation Safety and Environment, 2(2), 81–96. https://
doi.org/10.1093/tse/tdaa007

Choi, T. N., Chan, D. W., & Chan, A. P. (2011). Perceived benefits of applying 
Pay for Safety Scheme (PFSS) in construction–A factor analysis approach. Safety 
Science, 49(6), 813–823.

Chu, B., Jung, K., Lim, M. T., & Hong, D. (2013). Robot-based construction 
automation: An application to steel beam assembly (Part I). Automation in 
Construction, 32, 46–61. https://doi.org/10.1016/j.autcon.2012.12.016

CITB. (2021). Construction skills network—UK 2021–2025. https://www.citb.
co.uk/media/b4fpu2hg/uk_summary.pdf

Clark, G. W., Doran, M. V., & Andel, T. R. (2017). Cybersecurity issues in robot-
ics. 2017 Ieee Conference on Cognitive and Computational Aspects of Situation 
Management (Cogsima). WOS:000403393400021.

Colas introduces the Exopush Exoskeleton to the UK. (2021). Colas. https://
www.colas.co.uk/colas- news/colas- introduces- the- exopush-exoskeleton- 
to- the- uk

Czarnowski, J., Dab̨rowski, A., & Macias, M. (2018). Technology gaps in human- 
machine interfaces for autonomous construction robots. Elsevier.

Davila Delgado, J. M., Oyedele, L., Ajayi, A., Akanbi, L., Akinade, O., Bilal, M., 
& Owolabi, H. (2019). Robotics and automated systems in construction: 
Understanding industry-specific challenges for adoption. Journal of Building 
Engineering, 26, 100868. https://doi.org/10.1016/j.jobe.2019.100868

EksoZeroG—Zero Gravity Tool Assistance. (2021). Ekso Bionics. https://eksobi-
onics.com/eksozerog/

Elia, L., Alonso, R., & Cañada, J. (2018). HEPHAESTUS—Highly automated 
physical achievements and performances using cable robots unique systems. 
Proceedings, 2(15), 558. https://doi.org/10.3390/proceedings2150558

Elios Aerial Thermography. (2021). Wesii. https://www.wesii.com/elios- aerial-  
thermography?lang=it

European Construction Sector Observatory. (2021). Digitalisation in the con-
struction sector.

Eversmann, P., Gramazio, F., & Kohler, M. (2017). Robotic prefabrication of 
timber structures: Towards automated large-scale spatial assembly. Construction 
Robotics, 1(1), 49–60.

Executive, U. H. and S. (2021). Construction statistics in Great Britain, 2021. 
https://www.hse.gov.uk/statistics/industry/construction.pdf

Exoskeletons trialled on UK construction sites. (2021). https://www.theb1m.com/
video/exoskeletons- trialled- on- uk- construction- site

FBR. (2022). FBR, Innovation in the making. https://www.fbr.com.au/

8 INTELLIGENT CONSTRUCTION EQUIPMENT AND ROBOTICS 

https://doi.org/10.1093/tse/tdaa007
https://doi.org/10.1093/tse/tdaa007
https://doi.org/10.1016/j.autcon.2012.12.016
https://www.citb.co.uk/media/b4fpu2hg/uk_summary.pdf
https://www.citb.co.uk/media/b4fpu2hg/uk_summary.pdf
https://www.colas.co.uk/colas-news/colas-introduces-the-exopush-exoskeleton-to-the-uk
https://www.colas.co.uk/colas-news/colas-introduces-the-exopush-exoskeleton-to-the-uk
https://www.colas.co.uk/colas-news/colas-introduces-the-exopush-exoskeleton-to-the-uk
https://doi.org/10.1016/j.jobe.2019.100868
https://eksobionics.com/eksozerog/
https://eksobionics.com/eksozerog/
https://doi.org/10.3390/proceedings2150558
https://www.wesii.com/elios-aerial-thermography?lang=it
https://www.wesii.com/elios-aerial-thermography?lang=it
https://www.hse.gov.uk/statistics/industry/construction.pdf
https://www.theb1m.com/video/exoskeletons-trialled-on-uk-construction-site
https://www.theb1m.com/video/exoskeletons-trialled-on-uk-construction-site
https://www.fbr.com.au/


130

Green, B. (2021). Industry faces a titanic struggle for skills. The RIBA Journal. 
https://www.ribaj.com/intelligence/market- analysis- construction- skills- shortage- 
aging- workforce- reduced- immigration

Green Building 101: Why is energy efficiency important? | U.S.  Green Building 
Council. (2014). https://www.usgbc.org/articles/green- building- 101- why- 
energy- efficiency- important

Health and Safety Executive. (2021). Health and safety at work. https://www.hse.
gov.uk/statistics/overall/hssh2021.pdf

Heimig, T., Kerber, E., Stumm, S., Mann, S., Reisgen, U., & Brell-Cokcan, 
S. (2020). Towards robotic steel construction through adaptive incremental 
point welding. Construction Robotics, 4(1), 49–60.

Highly automatEd PHysical Achievements and PerformancES using cable roboTs 
Unique Systems | HEPHAESTUS Project | Fact Sheet | H2020 | CORDIS | 
European Commission. (2020). https://cordis.europa.eu/project/id/ 
732513/it

HoloBuilder and Boston Dynamics launch SpotWalk for autonomous reality capture 
| Geo Week News | Lidar, 3D, and more tools at the intersection of geospatial   
technology and the built world. (2020). https://www.geoweeknews.com/
news/holobuilder- and- boston- dynamics- launch- spotwalk-for- autonomous-  
reality- capture

Hu, R., Iturralde, K., Linner, T., Zhao, C., Pan, W., Pracucci, A., & Bock, T. (2020). 
A simple framework for the cost–benefit analysis of single-task construction 
robots based on a case study of a cable-driven facade installation robot. 
Buildings, 11(1), 8. https://doi.org/10.3390/buildings11010008

Hu, R., Iturralde, K., Linner, T., Zhao, C., Pan, W., Pracucci, A., & Bock, T. (2021). 
A simple framework for the cost–benefit analysis of single-task construction 
robots based on a case study of a cable-driven facade installation robot. 
Buildings, 11(1), 8. https://doi.org/10.3390/buildings11010008

Ilyas, M., Khaw, H.  Y., Selvaraj, N.  M., Jin, Y.  X., Zhao, X.  G., & Cheah, 
C.  C. (2021). Robot-assisted object detection for construction automation: 
Data and information- driven approach. Ieee-Asme Transactions on Mechatronics, 
26(6), 2845–2856. https://doi.org/10.1109/Tmech.2021.3100306

Irani, Z., & Kamal, M. M. (2014). Intelligent systems research in the construction 
industry. Expert Systems with Applications, 41(4), 934–950. https://doi.
org/10.1016/j.eswa.2013.06.061

Kim, M., Konstantzos, I., & Tzempelikos, A. (2020). Real-time daylight glare con-
trol using a low-cost, window-mounted HDRI sensor. Building and Environment, 
177, 106912. https://doi.org/10.1016/j.buildenv.2020.106912

Kim, S., Moore, A., Srinivasan, D., Akanmu, A., Barr, A., Harris-Adamson, C., 
Rempel, D. M., & Nussbaum, M. A. (2019). Potential of exoskeleton tech-

 A. PRACUCCI ET AL.

https://www.ribaj.com/intelligence/market-analysis-construction-skills-shortage-aging-workforce-reduced-immigration
https://www.ribaj.com/intelligence/market-analysis-construction-skills-shortage-aging-workforce-reduced-immigration
https://www.usgbc.org/articles/green-building-101-why-energy-efficiency-important
https://www.usgbc.org/articles/green-building-101-why-energy-efficiency-important
https://www.hse.gov.uk/statistics/overall/hssh2021.pdf
https://www.hse.gov.uk/statistics/overall/hssh2021.pdf
https://cordis.europa.eu/project/id/732513/it
https://cordis.europa.eu/project/id/732513/it
https://www.geoweeknews.com/news/holobuilder-and-boston-dynamics-launch-spotwalk-for-autonomous-reality-capture
https://www.geoweeknews.com/news/holobuilder-and-boston-dynamics-launch-spotwalk-for-autonomous-reality-capture
https://www.geoweeknews.com/news/holobuilder-and-boston-dynamics-launch-spotwalk-for-autonomous-reality-capture
https://doi.org/10.3390/buildings11010008
https://doi.org/10.3390/buildings11010008
https://doi.org/10.1109/Tmech.2021.3100306
https://doi.org/10.1016/j.eswa.2013.06.061
https://doi.org/10.1016/j.eswa.2013.06.061
https://doi.org/10.1016/j.buildenv.2020.106912


131

nologies to enhance safety, health, and performance in construction: Industry 
perspectives and future research directions. IISE Transactions on Occupational 
Ergonomics and Human Factors, 7(3–4), 185–191. https://doi.org/10.108
0/24725838.2018.1561557

Lee, G., Kim, H. H., Lee, C. J., Ham, S. I., Yun, S. H., Cho, H., Kim, B. K., Kim, 
G. T., & Kim, K. (2009). A laser-technology-based lifting-path tracking system 
for a robotic tower crane. Automation in Construction, 18(7), 865–874. 
https://doi.org/10.1016/j.autcon.2009.03.011

Liang, C. J., Kang, S. C., & Lee, M. H. (2017). RAS: A robotic assembly system 
for steel structure erection and assembly. International Journal of Intelligent 
Robotics and Applications, 1(4), 459–476. https://doi.org/10.1007/
s41315- 017- 0030- x

Liang, C.-J., Wang, X., Kamat, V. R., & Menassa, C. C. (2021). Human–robot 
collaboration in construction: Classification and research trends. Journal of 
Construction Engineering and Management, 147(10). https://doi.
org/10.1061/(ASCE)CO.1943- 7862.0002154

Lichiardopol, S. (2007). A survey on teleoperation. Technische Universitat 
Eindhoven, DCT Report, 20, 40–60.

Lin, J. J., Ibrahim, A., Sarwade, S., & Golparvar-Fard, M. (2021). Bridge inspec-
tion with aerial robots: automating the entire pipeline of visual data capture, 
3D mapping, defect detection, analysis, and reporting. Journal of Computing in 
Civil Engineering, 35(2). https://doi.org/10.1061/(Asce)Cp.1943-5487. 
0000954

Llale, J., Setati, M., Mavunda, S., Ndlovu, T., Root, D., & Wembe, P. (2019). A 
review of the advantages and disadvantages of the use of automation and robotics 
in the construction industry. 197–204.

Mantha, B. R. K., Menassa, C. C., & Kamat, V. R. (2018). Robotic data collection 
and simulation for evaluation of building retrofit performance. Automation in 
Construction, 92, 88–102. https://doi.org/10.1016/j.autcon.2018.03.026

Martinez, J. G., Gheisari, M., & Alarcon, L. F. (2020). UAV integration in current 
construction safety planning and monitoring processes: Case study of a high- 
rise building construction project in Chile. Journal of Management in 
Engineering, 36(3). https://doi.org/10.1061/(Asce)Me.1943- 5479.0000761

McCabe, B. Y., Hamledari, H., Shahi, A., Zangeneh, P., & Azar, E. R. (2017). 
Roles, benefits, and challenges of using UAVs for indoor smart construction 
applications. Computing in Civil Engineering 2017: Sensing, Simulation, and 
Visualization, 349–357.

Melenbrink, N., Werfel, J., & Menges, A. (2020). On-site autonomous construc-
tion robots: Towards unsupervised building. Automation in Construction, 119. 
https://doi.org/10.1016/j.autcon.2020.103312

8 INTELLIGENT CONSTRUCTION EQUIPMENT AND ROBOTICS 

https://doi.org/10.1080/24725838.2018.1561557
https://doi.org/10.1080/24725838.2018.1561557
https://doi.org/10.1016/j.autcon.2009.03.011
https://doi.org/10.1007/s41315-017-0030-x
https://doi.org/10.1007/s41315-017-0030-x
https://doi.org/10.1061/(ASCE)CO.1943-7862.0002154
https://doi.org/10.1061/(ASCE)CO.1943-7862.0002154
https://doi.org/10.1061/(Asce)Cp.1943-5487.0000954
https://doi.org/10.1061/(Asce)Cp.1943-5487.0000954
https://doi.org/10.1016/j.autcon.2018.03.026
https://doi.org/10.1061/(Asce)Me.1943-5479.0000761
https://doi.org/10.1016/j.autcon.2020.103312


132

Melo, J., Sanchez, E., & Diaz, I. (2012). Adaptive admittance control to generate 
real-time assistive fixtures for a cobot in transpedicular fixation surgery. In 2012 
4th IEEE Ras & Embs International Conference on Biomedical Robotics and 
Biomechatronics (Biorob) (pp. 1170–1175). IEEE.

MULE Lifting System | R.I.  Lampus. (2021). https://www.lampus.com/
Product- MULE- Lifting- System

MX3D Bridge. (2020). MX3D. https://mx3d.com/projects/mx3d- bridge/
Outay, F., Mengash, H. A., & Adnan, M. (2020). Applications of unmanned aerial 

vehicle (UAV) in road safety, traffic and highway infrastructure management: 
Recent advances and challenges. Elsevier. https://doi.org/10.1016/j.
tra.2020.09.018

Pan, M., Linner, T., Pan, W., Cheng, H., & Bock, T. (2018). A framework of 
indicators for assessing construction automation and robotics in the sustain-
ability context. Journal of Cleaner Production, 182, 82–95. https://doi.
org/10.1016/j.jclepro.2018.02.053

Pan, W., Iturralde Lerchundi, K., Hu, R., Linner, T., & Bock, T. (2020, October 
14). Adopting off-site manufacturing, and automation and robotics technolo-
gies in energy-efficient building. 37th International Symposium on Automation 
and Robotics in Construction, Kitakyushu, Japan. https://doi.org/10.22260/
ISARC2020/0215

Reichenbach, S., & Kromoser, B. (2019). State of practice of automation in pre-
cast concrete production. Materials Today Nano, 6. https://doi.org/10.1016/j.
jobe.2021.102527

Ribeirinho, M. J., Mischke, J., Strube, G., Sjödin, E., Blanco, J. L., Palter, R., 
Biörck, J., Rockhill, D., & Andersson, T. (2020). The next normal in construc-
tion: How disruption is reshaping the world’s largest ecosystem. McKinsey 
& Company.

Robotic Brickwork. (2021). ROB Technologies. https://rob- technologies.com/
robotic- brickwork

Saidi, K. S., Bock, T., & Georgoulas, C. (2016). Robotics in construction (p. 27).
Tellado, N. (2019). Prefabrication for the building energy renovation, BERTIM 

methodology. 8.
U.S. Bureau of Labor. (2021). National Census of Fatal Occupational Injuries in 

2020. https://www.bls.gov/news.release/pdf/cfoi.pdf
Volvo CE unveils the next generation of its electric load carrier concept: Volvo con-

struction equipment. (2020). https://www.volvoce.com/global/en/news- 
and- events/press- releases/2017/conexpo- vegas- 2017/volvo- ce- unveils- 
the- next- generation-of- its- electric- load- carrier- concept/

Wang, X., Liang, C. J., Menassa, C. C., & Kamat, V. R. (2021). Interactive and 
immersive process-level digital twin for collaborative human-robot construc-
tion work. Journal of Computing in Civil Engineering, 35(6). https://doi.
org/10.1061/(Asce)Cp.1943- 5487.0000988

 A. PRACUCCI ET AL.

https://www.lampus.com/Product-MULE-Lifting-System
https://www.lampus.com/Product-MULE-Lifting-System
https://mx3d.com/projects/mx3d-bridge/
https://doi.org/10.1016/j.tra.2020.09.018
https://doi.org/10.1016/j.tra.2020.09.018
https://doi.org/10.1016/j.jclepro.2018.02.053
https://doi.org/10.1016/j.jclepro.2018.02.053
https://doi.org/10.22260/ISARC2020/0215
https://doi.org/10.22260/ISARC2020/0215
https://doi.org/10.1016/j.jobe.2021.102527
https://doi.org/10.1016/j.jobe.2021.102527
https://rob-technologies.com/robotic-brickwork
https://rob-technologies.com/robotic-brickwork
https://www.bls.gov/news.release/pdf/cfoi.pdf
https://www.volvoce.com/global/en/news-and-events/press-releases/2017/conexpo-vegas-2017/volvo-ce-unveils-the-next-generation-of-its-electric-load-carrier-concept/
https://www.volvoce.com/global/en/news-and-events/press-releases/2017/conexpo-vegas-2017/volvo-ce-unveils-the-next-generation-of-its-electric-load-carrier-concept/
https://www.volvoce.com/global/en/news-and-events/press-releases/2017/conexpo-vegas-2017/volvo-ce-unveils-the-next-generation-of-its-electric-load-carrier-concept/
https://doi.org/10.1061/(Asce)Cp.1943-5487.0000988
https://doi.org/10.1061/(Asce)Cp.1943-5487.0000988


133

Willmann, J., Knauss, M., Bonwetsch, T., Apolinarska, A. A., Gramazio, F., & 
Kohler, M. (2016). Robotic timber construction—Expanding additive fabrica-
tion to new dimensions. Automation in Construction, 61, 16–23. https://doi.
org/10.1016/j.autcon.2015.09.011

Yaacoub, J. P. A., Noura, H. N., Salman, O., & Chehab, A. (2022). Robotics 
cyber security: Vulnerabilities, attacks, countermeasures, and recommenda-
tions. International Journal of Information Security, 21(1), 115–158. https://
doi.org/10.1007/s10207- 021- 00545- 8

Yilmaz, S ̧. E., & Metin, B. (2020). On-site robotic technologies in building  
construction. 10.

Zimroz, R., Hutter, M., Mistry, M., Stefaniak, P., Walas, K., & Wodecki, J. (2019). 
Why should inspection robots be used in deep underground mines?  
(pp. 497–507).

Open Access  This chapter is licensed under the terms of the Creative Commons 
Attribution 4.0 International License (http://creativecommons.org/licenses/
by/4.0/), which permits use, sharing, adaptation, distribution and reproduction 
in any medium or format, as long as you give appropriate credit to the original 
author(s) and the source, provide a link to the Creative Commons licence and 
indicate if changes were made.

The images or other third party material in this chapter are included in the 
chapter’s Creative Commons licence, unless indicated otherwise in a credit line to 
the material. If material is not included in the chapter’s Creative Commons licence 
and your intended use is not permitted by statutory regulation or exceeds the 
permitted use, you will need to obtain permission directly from the copy-
right holder.

8 INTELLIGENT CONSTRUCTION EQUIPMENT AND ROBOTICS 

https://doi.org/10.1016/j.autcon.2015.09.011
https://doi.org/10.1016/j.autcon.2015.09.011
https://doi.org/10.1007/s10207-021-00545-8
https://doi.org/10.1007/s10207-021-00545-8
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


135

CHAPTER 9

Cybersecurity Considerations for Deep 
Renovation

Muammer Semih Sonkor and Borja García de Soto

Abstract Deep renovation efforts to improve the energy performance of 
buildings are of paramount importance for the overall energy reduction of 
nations. Like other construction projects, deep renovation ones are 
affected by the digital transformation of the construction industry. While 
this transformation involves the increasing utilisation of new technologies 
to optimise cost, time and quality at every stage, concerns emerge about 
how to maintain robust cybersecurity. This chapter summarises the cyber-
security research related to each deep renovation phase and provides an 
overview of relevant cybersecurity frameworks, standards, guidelines and 
codes of practice. The chapter also discusses the need for a contingency 
approach in deep renovation cybersecurity due to the varying require-
ments of each project and organisation.
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9.1  IntroductIon

Sustainable development constitutes one of the highest priority topics on 
most national agendas, and energy efficiency has a critical role in achieving 
sustainability targets. Buildings consume a significant amount of energy 
(Lynn et al., 2021); therefore, reducing the energy consumption of exist-
ing buildings can help countries achieve these targets and enhance global 
energy efficiency. Shnapp et al. (2013, p. 19) define deep renovation as “a 
renovation that captures the full economic energy efficiency potential of 
improvement works, with a main focus on the building shell, of existing 
buildings that leads to a very high-energy performance”1. While widely 
referenced, it is important to note that there is no consensus on the defini-
tion of deep renovation and the associated minimum energy reduction 
required.

Deep renovation can be considered a specialised subcategory of 
construction. It thus passes through similar stages (e.g., design, 
construction/retrofitting, operation and maintenance (O&M) and end of 
life) as with other construction projects, even though its scope involves 
retrofitting existing buildings rather than building one from the ground 
up. Therefore, technological advances in the construction industry and 
the concerns related to these advances are also applicable to deep 
renovation projects. The digitalisation that the construction industry is 
going through, often referred to as Construction 4.0 (Klinc & Turk, 
2019), affects the information generated and used and the physical tasks 
performed during the construction and O&M phases (Garcíade Soto 
et  al., 2020). While this transformation improves the cost and time 
efficiency of processes and construction quality, it also leads to substantial 
cybersecurity concerns, as with other digitalised industries. The 
convergence of information technology (IT) and operational technology 
(OT) (Harp & Gregory-Brown, 2015) further exacerbates the difficulty 
and complexity of addressing such concerns. Furthermore, safety issues 

1 Chapter 1 in this book provides a more detailed discussion on the definition of deep 
renovation.

 M. S. SONKOR AND B. GARCÍA DE SOTO



137

arise due to the increasing use of OT to perform (e.g., autonomous 
excavators to handle earthworks) and monitor (e.g., autonomous site 
monitoring devices) site activities (Sonkor & García de Soto, 2021). As a 
result, the significance of providing robust cybersecurity increases during 
all phases of construction projects to prevent the exposure of sensitive 
information and any potential physical damage.

The rest of this chapter is organised as follows. Next, we discuss major 
types of cybercrimes that affect the construction industry and the related 
laws and regulations. We then outline some prominent cybersecurity stan-
dards, codes of practice and frameworks applicable to the construction 
industry. Following a review of relevant cybersecurity research organised 
by the deep renovation phase, we explain the need for a contingency 
approach to cybersecurity in the construction industry that takes into 
account the differences in projects, organisations and contexts while high-
lighting that there cannot be a one-size-fits-all solution for all different 
sizes of companies and deep renovation projects.

9.2  cybercrImes and cybersecurIty 
In constructIon

Increased connectivity, remote working and the increasing sophistication 
of malicious actors are contributing to a rise in cybercrime (FireEye, 
2021). The construction sector is not insulated from this trend. As more 
and more buildings become reliant on remotely operated software systems 
and the Internet of Things, the attack surface and associated vulnerabili-
ties and risks increase. Construction companies and their employees, spe-
cific projects and building systems have been targeted by a wide range of 
cyberattacks, including phishing, ransomware, denial of service, identity 
theft and other types of unauthorised access (Nordlocker, 2021; Korman, 
2020; Turton & Mehrotra, 2021; Rashid et  al., 2019). While financial 
gain is a common motivation for such attacks, it is not always the case. For 
example, in 2016, hackers launched a distributed denial of service (DDoS) 
attack on two residential buildings in Finland by temporarily disabling the 
computer systems that controlled the heating and hot water distribution 
systems, resulting in obvious inconvenience and distress for residents 
(Ashok, 2016). Unsurprisingly, governments worldwide have responded 
to the threat of cyberattacks. These actions include enacting new laws 
focusing on cybercrimes and introducing acts and regulations that define 
criminal offences and the related sanctions. Notwithstanding this, few are 
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Table 9.1 Common types of cybercrimes, examples from the construction 
industry and related laws and regulations

Cybercrime Description Examples Related laws and 
regulations

Phishing Attempting to convince 
the victim to reveal 
sensitive information 
through e-mail or other 
means of communication 
using technical subterfuge 
and social engineering 
techniques (Dou et al., 
2017)

Turner Construction 
(Jones, 2016); 
Central Concrete 
Supply Co. Inc. 
(Jones, 2016)

•  EU Directive 
2019/713 on 
combating fraud 
and 
counterfeiting of 
non-cash means 
of payment

•  18 U.S. Code § 
1343—Fraud by 
wire, radio or 
television

•  UK Fraud Act, 
2006

Infection of IT 
systems with 
malware 
(including 
ransomware and 
viruses)

Using malicious software 
such as trojans, spyware, 
ransomware and botnet 
malware to perform 
malicious activities. These 
activities and their 
outcomes depend on the 
type of malware. For 
example, ransomware can 
encrypt data, and trojans 
can steal confidential 
information (Rashid 
et al., 2019)

Bouygues 
Construction 
(Korman, 2020); Bam 
Construct 
(Muncaster, 2020); 
Grey Energy 
(Cherepanov, 2018); 
E.R. Snell Contractor, 
Inc. (Equipment 
World, 2022)

•  EU Directive 
2013/40 on 
attacks against 
information 
systems

•  US Computer 
Fraud and 
Abuse Act 
(CFAA), 1986

•  UK Computer 
Misuse Act, 
1990

Hacking 
(unauthorised 
access)

The act of accessing a 
cyber system without 
having the right and 
authorisation (Rashid 
et al., 2019)

Colonial Pipeline 
(Turton & Mehrotra, 
2021); Oregon 
Construction 
Contractors Board 
(CCB) security breach 
(Oregon CCB, 2019)

•  EU Directive 
2013/40 on 
attacks against 
information 
systems

• CFAA, 1986
•  18 U.S. Code § 

1030—Fraud 
and related 
activity in 
connection with 
computers

•  UK Computer 
Misuse Act, 
1990

Denial-of-service 
attacks

Depleting a system’s 
computing resources 
(e.g., CPU, memory) to 
cause unavailability and 
inaccessibility (Rashid 
et al., 2019)

Valtia attack (Ashok, 
2016); Ukraine power 
grid attack (Slowik, 
2019)

(continued)
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Table 9.1 (continued)

Cybercrime Description Examples Related laws and 
regulations

Identity theft or 
identity fraud

Stealing an individual’s or 
business’s identity 
information to use it for 
deception or fraud, 
usually for financial gain 
(US DOJ, 2020)

CCB License Fraud 
(Oregon.gov, 2014);
Contractor License 
Fraud in San Diego 
(FOX 5 San Diego, 
2015); Konecranes 
(Reuters, 2015)

•  EU Directive 
2019/713 on 
combating fraud 
and 
counterfeiting of 
non-cash means 
of payment

•  US Identity 
Theft and 
Assumption 
Deterrence Act, 
1998

•  US Identity 
Theft Penalty 
Enhancement 
Act, 2004

•  UK Fraud Act, 
2006

specifically focused on the construction industry and buildings per se. 
Table 9.1 summarises common cybercrimes, examples from the construc-
tion industry and related laws and regulations.

9.3  InternatIonal standards, best PractIces 
and cybersecurIty Frameworks

In recent years, national and international institutions have been active in 
producing standards and guidelines to support companies in assessing 
their current cybersecurity levels and setting targets for the future. While 
the overwhelming majority are aimed at the IT sector or firms in general, 
there are several codes of practice and guidelines aimed at the architecture, 
engineering, construction and operations (AECO) sector specifically. As 
modern buildings make widespread use of automation and control 
systems, for example, for heating, and such systems have been the target 
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Table 9.2 Summary of the commonly used cybersecurity standards and 
procedures

Title Published 
by

Main purpose and 
applications

Target 
industry

Year Source

ISO 19650- 
5:2020—
Information 
management using 
building 
information 
modelling—Part 5: 
Security-minded 
approach to 
information 
management

ISO An international 
standard that introduces 
a security-minded 
approach for 
construction projects 
and built environments 
that utilises building 
information modelling 
(BIM) in their processes. 
It targets lowering the 
risk of loss or 
unauthorised alteration 
of sensitive information 
in built environments

AECO 2020 ISO 
(2020)

ISO/IEC 
27001:2013—
Information 
technology—
Security 
techniques—
Information 
security 
management 
systems—
Requirements

ISO/
IEC

A set of standards that 
guides companies in 
implementing and 
managing information 
security management 
systems (ISMS). It can 
be used either internally 
or by third parties to 
evaluate the company’s 
capability to meet the 
information security 
requirements. It uses the 
“Plan-Do-Check-Act” 
model for structuring 
ISMS processes

All industries 2013 ISO/
IEC 
(2013)

Service 
Organization 
Control (SOC) 2

AICPA An auditing procedure 
that defines 
requirements for 
organisations to manage 
their customers’ data 
securely. It is based on 
five trust principles: 
confidentiality, 
processing integrity, 
availability, security and 
privacy

All industries 2018 AICPA 
(2018)

(continued)
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Table 9.2 (continued)

Title Published 
by

Main purpose and 
applications

Target 
industry

Year Source

ISA/IEC 
62443—Security 
for Industrial 
Automation and 
Control Systems 
(IACSs)

ISA/
IEC

A series of standards that 
provides guidelines to 
identify and mitigate 
cybersecurity 
vulnerabilities in IACSs. 
It applies to all industries 
and critical 
infrastructures (CIs)

Organisations 
that 
implement 
IACSs

2020a ISA 
(2020)

aIndicates the last publication date of an ISA/IEC 62443 Series (in this case, Part 3-2: Security risk assess-
ment for system design)

of cyberattacks, standards and guidelines for the security of such systems 
are also relevant. While some are industry-specific, others were designed in 
a generic way to cover a wide range of sectors. Some of the commonly 
used standards and procedures for cybersecurity are presented in Table 9.2.

In addition to standards and protocols for security and control systems, 
there are several codes of practice and guidelines. Some are general (for 
any industry), but others specifically address the construction sector. While 
codes of practice do not purport to replace standards, they provide guid-
ance and support for achieving standards. Table 9.3 summarises some of 
the prominent codes of practice, guidelines and frameworks for 
cybersecurity.

9.4  related cybersecurIty research by 
renovatIon Phase

To date, scholarly research has focused primarily on the advantages and 
potential benefits of increased digitalisation of the construction sector. In 
comparison, cybersecurity aspects have received less attention. There are 
notable exceptions. For example, Turk et al. (2022) proposed a systematic 
framework to address the cybersecurity problems specific to construction 
projects. Their framework identified cybersecurity as “the absence of the 
three wrongs across the four kinds of elements” (Turk et al., 2022, p. 1). 
The three wrongs refer to stealing, harming and lying. The four elements 

9 CYBERSECURITY CONSIDERATIONS FOR DEEP RENOVATION 



142

Table 9.3 Summary of the commonly cite codes of practice, guidelines and 
frameworks for cybersecurity

Title Published by Main purpose and 
applications

Target 
industry

Year Source

Cyber Security 
for Construction 
Businesses

The National 
Cyber 
Security 
Centre 
(NCSC)/
Chartered 
Institute of 
Building 
(CIOB)/UK 
Government

Provides 
cybersecurity 
guidance to small 
and medium-sized 
businesses in the 
construction 
industry and 
provides practical 
advice for each 
stage of 
construction. It 
helps business 
owners and 
managers 
understand why 
cybersecurity 
matters and 
advises staff 
responsible for IT 
equipment and 
services within 
construction 
companies on 
actions to take

AECO 2022 NCSC 
(2022)

Code of 
Practice: Cyber 
Security in the 
Built 
Environment—
2nd Edition

The 
Institution of 
Engineering 
and 
Technology 
(IET)

Provides guidance 
to the stakeholders 
of built 
environments at 
every stage of the 
buildings, from 
planning to 
disposal. It 
identifies the 
different 
cybersecurity 
threats and 
requirements 
related to each 
phase

AECO 2021 IET (2021)

(continued)
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Table 9.3 (continued)

Title Published by Main purpose and 
applications

Target 
industry

Year Source

Secure by 
Design: 
Improving the 
Cyber Security 
of Consumer 
Internet of 
Things Report

Department 
for Digital, 
Culture, 
Media & 
Sport/UK 
Government

A collection of 
guidelines on 
consumer Internet 
of Things (IoT) 
security that 
includes a code of 
practice and several 
other sections that 
discuss risks, 
opportunities and 
government 
actions. The code 
of practice, which 
is the central part 
of this report, 
involves thirteen 
suggestions 
prepared by 
experts to improve 
IoT cybersecurity

All sectors in 
the UK using 
IoT

2021 UK 
Government 
(2021)

Cyber 
Assessment 
Framework v3.0

NCSC The framework 
has four objectives: 
protection against 
cyberattacks, 
management of 
cybersecurity risks, 
detection of 
cybersecurity 
incidents and 
minimising the 
impact of such 
incidents

All industries 2019 NCSC 
(2019)

(continued)
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Table 9.3 (continued)

Title Published by Main purpose and 
applications

Target 
industry

Year Source

Framework for 
Improving 
Critical 
Infrastructure 
Cybersecurity 
v1.1

NIST Provides an 
extensive guideline 
for companies to 
develop their 
assessment 
structures using 
different reference 
documents (e.g., 
frameworks and 
standards)

CI operators; 
all 
organisations

2018 NIST 
(2018)

Network and 
Information 
Systems (NIS) 
Directive

EU A legislative 
document that 
requires EU 
member states to 
have national 
cybersecurity 
strategies and 
encourages 
cooperation 
among the 
members to 
enhance the 
overall 
cybersecurity level 
within the Union

All sectors in 
the EU

2016 EU (2016)

that might be affected by such wrongful activities are material, informa-
tion, person and system. After defining cybersecurity, they customised the 
framework to reflect construction-specific characteristics. These character-
istics include the multi-stakeholder settings of projects, overlapping 
boundaries of different entities involved in different projects and having 
distinct stages (e.g., design, construction and O&M) with particular 
challenges.

Several studies in recent years have discussed various aspects of 
construction cybersecurity and suggested solutions across the construction 
and deep renovation life cycle. Zheng et al. (2019) stressed the lack of 
studies concerning the information security aspects of BIM during the 
design and planning phase. In order to improve confidentiality and reduce 
the risk of data breaches, a context-aware access control model named 
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CaACBIM was proposed. Mantha et al. (2021) pointed out that the sen-
sor data collected during the commissioning phase can be altered by mali-
cious actors (e.g., an owner with a malicious intention or a competitor). In 
order to address this threat, they proposed utilising an autonomous 
robotic system for randomised check-pointing and illustrated its feasibility 
with an example.

Modern construction and retrofitting make increasing use of (semi)
autonomous and remote-controlled equipment (Sonkor & García de 
Soto, 2021). This includes the use of complex cyber-physical systems, 
such as industrial machinery and vehicles (e.g., cranes), exoskeletons, 
unmanned aerial vehicles (UAV),2 on-site and off-site automated fabrica-
tion and additive manufacturing,3 to name a few. Notwithstanding the 
pervasiveness of such equipment, a recent survey of cybersecurity research 
on such construction equipment by Sonkor and García de Soto (2021) 
revealed a paucity of studies.

Many of the construction cyberattacks identified in Table 9.1 occur in 
the O&M phase of construction projects, particularly in smart buildings. 
Pärn and Edwards (2019) presented the potential cybersecurity issues for 
CIs during the O&M phase and suggested using blockchain technology 
for data exchange and storage as a mitigation action. Several studies 
focused on the cybersecurity aspects of smart buildings. Wendzel et  al. 
(2014) discussed botnets’ abilities to control and monitor building auto-
mation systems (BASs) and their potential damage to the built environ-
ment. On a related topic, Mundt and Wickboldt (2016) undertook a 
study to identify the cyber risks, possible attackers and attack vectors 
related to BASs. They presented the security gaps found in two case stud-
ies to prove that additional attention is required to ensure robust BAS 
security. Mirsky et al. (2017) showed how air-gapped building manage-
ment networks could be attacked using a compromised heating, ventila-
tion and air conditioning (HVAC) system. Lastly, Wendzel et al. (2017) 
investigated the potential attacks against smart buildings and proposed 
solutions to protect them.

Interestingly, few studies explore the end-of-life phase of buildings and 
construction projects from a cybersecurity point of view. As building sys-
tems may retain sensitive data that can be exposed due to vulnerabilities, 
care needs to be taken to ensure suitable cybersecurity safeguards are 
in place.

2 See Chap. 8 in this book for a more detailed discussion.
3 See Chap. 7 in this book for a more detailed discussion.
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While it is useful from a research perspective to use a phased approach 
to identify gaps in the literature, many actors and systems in the construc-
tion and renovation process are present across the entire life cycle, particu-
larly as a consequence of digitisation. As such, full life-cycle approaches to 
cybersecurity assessment and associated research are needed. For example, 
Mantha and García de Soto (2019) investigated the vulnerability of differ-
ent project participants and construction entities during the different 
phases of the life cycle of construction projects as a consequence of 
Construction 4.0. Their study considered potential risks and provided a 
basis for assessing the impact of interactions in a digital environment 
among different project participants. Considering the increasing use of 
IoT, edge computing and artificial intelligence (AI) and the likelihood 
that every stage of construction and deep renovation projects is expected 
to rely on these technologies in the near future, their cybersecurity vulner-
abilities and risks require more attention (Ansari et al., 2020).

9.5  the need For a contIngency aPProach

The primary purpose of all the previously mentioned cybersecurity 
standards, frameworks, guidelines and academic studies is to improve the 
cybersecurity level of projects and organisations. However, considering 
the variety in functions, roles and scale differences in construction and 
deep renovation firms and projects, a one-size-fits-all cybersecurity 
approach may not be desirable or feasible. For example, public companies 
will have to meet specific accounting standards to ensure adequate con-
trols are in place, and multinational firms may have to deal with a wide 
range of cybersecurity and data protection requirements. Similarly, special-
ist craft renovations are likely to have different cybersecurity requirements 
and demands than more generic and large-scale construction/renovation 
projects. Each stakeholder constitutes a different cyber risk, and each one 
has various cybersecurity concerns. Therefore, care needs to be taken to 
ensure that an appropriate cybersecurity assessment and associated controls 
are put in place that can accommodate the range of projects and firms that 
characterise the sector.

9.6  conclusIon

The integration of construction and digital technologies such as IoT, 
machine learning and cloud computing disrupts how construction proj-
ects are planned, constructed and operated, making the construction 
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industry and buildings easy targets. At the same time, the sophistication 
and volume of cyberattacks are increasing. As an inevitable consequence, 
maintaining robust cybersecurity becomes an everyday challenge. Deep 
renovation projects face the same hurdles as any other construction proj-
ect when it comes to protecting sensitive information and maintaining 
safety. This chapter provides an overview of the cybersecurity efforts in the 
construction industry and deep renovation and presents relevant frame-
works, standards, codes of practice and research. Furthermore, it discusses 
the need for a contingency approach while considering the cybersecurity 
requirements of deep renovation projects and the firms that deliver them. 
There is no silver bullet in cybersecurity. Cybersecurity considerations and 
related actions should be an indispensable part of deep renovation projects 
from planning to the end of life, taking into account the needs of all 
stakeholders.

Acknowledgements The authors would like to thank the Center for Cyber 
Security at New York University Abu Dhabi (CCS-NYUAD) for the support pro-
vided for this study.

reFerences

AICPA. (2018). SOC 2. https://www.aicpa.org/cpe- learning/publication/soc- 2-  
reporting- on- an- examination- of- controls- at- a- service- organization- relevant- 
to- security- availability- processing- integrity- confidentiality- or- privacy

Ansari, M.  S., Alsamhi, S.  H., Qiao, Y., Ye, Y., & Lee, B. (2020). Security of 
distributed intelligence in edge computing: Threats and countermeasures. In 
T. Lynn, J. G. Mooney, B. Lee, & P. T. Endo (Eds.), The cloud-to-thing con-
tinuum (pp.  95–122). Springer International Publishing. https://doi.
org/10.1007/978- 3- 030- 41110- 7_6

Ashok, I. (2016). Hackers leave Finnish residents cold after DDoS attack knocks 
out heating systems. Yahoo News. https://sg.news.yahoo.com/hackers- leave- 
finnish- residents- cold- 105147593.html

Cherepanov, A. (2018). Greyenergy—A successor to Blackenergy. ESET. https://
www.welivesecurity.com/wp- content/uploads/2018/10/ESET_Grey 
Energy.pdf

García de Soto, B., Georgescu, A., Mantha, B. R. K., Turk, Ž., & Maciel, A. (2020). 
Construction cybersecurity and critical infrastructure protection: Significance, 
overlaps, and proposed action plan. Preprints 2020. https://doi.org/10.20944/
preprints202005.0213.v1

9 CYBERSECURITY CONSIDERATIONS FOR DEEP RENOVATION 

https://www.aicpa.org/cpe-learning/publication/soc-2-reporting-on-an-examination-of-controls-at-a-service-organization-relevant-to-security-availability-processing-integrity-confidentiality-or-privacy
https://www.aicpa.org/cpe-learning/publication/soc-2-reporting-on-an-examination-of-controls-at-a-service-organization-relevant-to-security-availability-processing-integrity-confidentiality-or-privacy
https://www.aicpa.org/cpe-learning/publication/soc-2-reporting-on-an-examination-of-controls-at-a-service-organization-relevant-to-security-availability-processing-integrity-confidentiality-or-privacy
https://doi.org/10.1007/978-3-030-41110-7_6
https://doi.org/10.1007/978-3-030-41110-7_6
https://sg.news.yahoo.com/hackers-leave-finnish-residents-cold-105147593.html
https://sg.news.yahoo.com/hackers-leave-finnish-residents-cold-105147593.html
https://www.welivesecurity.com/wp-content/uploads/2018/10/ESET_GreyEnergy.pdf
https://www.welivesecurity.com/wp-content/uploads/2018/10/ESET_GreyEnergy.pdf
https://www.welivesecurity.com/wp-content/uploads/2018/10/ESET_GreyEnergy.pdf
https://doi.org/10.20944/preprints202005.0213.v1
https://doi.org/10.20944/preprints202005.0213.v1


148

Dou, Z., Khalil, I., Khreishah, A., Al-Fuqaha, A., & Guizani, M. (2017). 
Systematisation of Knowledge (SoK): A systematic review of software-based 
web phishing detection. IEEE Communication Surveys and Tutorials, 19(4). 
https://doi.org/10.1109/COMST.2017.2752087

Equipment World. (2022). Hacked: Construction contractor E.R.  Snell shares 
how to bounce back from a cyberattack. Equipment World. https://www.
equipmentworld.com/business/article/15290439/how- to- protect- your-  
construction- business- from- cyberattacks

EU. (2016). Directive (EU) 2016/1148 of the European Parliament and of the 
Council of 6 July 2016 concerning measures for a high common level of security of 
network and information systems across the Union. Official Journal of the 
European Union. http://data.europa.eu/eli/dir/2016/1148/oj

FireEye. (2021). M-Trends 2021. https://content.fireeye.com/m- trends/
rpt- m- trends- 2021

FOX 5 San Diego. (2015). Construction contractor accused of fraud, identity 
theft. FOX 5 San Diego. https://fox5sandiego.com/news/construction-  
contractor- accused- in- identify- theft- scam/

Harp, D.  R., & Gregory-Brown, B. (2015). IT / OT convergence bridging  
the divide. NexDefense. https://ics.sans.org/media/IT- OT- Convergence- 
NexDefense- Whitepaper.pdf

IET. (2021). Code of Practice: Cyber security in the built environment—2nd edition. 
https://electrical.theiet.org/guidance- codes- of- practice/publications- by- 
category/cyber- security/code- of- practice- cyber- security- in- the- built-  
environment- revised- second- edition/

ISA. (2020). Quick Start Guide: An overview of ISA/IEC 62443 Standards. 
Security of Industrial Automation and Control Systems, International Society 
of Automation (ISA), Global Cybersecurity Alliance. https://gca.isa.org/
hubfs/ISAGCA Quick Start Guide FINAL.pdf

ISO. (2020). ISO 19650-5:2020 Organisation and digitisation of information 
about buildings and civil engineering works, including building information 
modelling (BIM)—Information management using building information mod-
elling—Part 5. https://www.iso.org/standard/74206.html

ISO/IEC. (2013). ISO/IEC 27001:2013—Information technology—Security 
techniques -Information security management systems—Requirements. https://
www.iso.org/standard/54534.html

Jones, K. (2016). Data breaches, cybersecurity, and the construction industry. 
Construct Connect (Blog). https://www.constructconnect.com/blog/data-  
breaches- cyber- security- construction- industry

Klinc, R., & Turk, Ž. (2019). Construction 4.0—Digital transformation of one of 
the oldest industries. Economic and Business Review, 21(3), 393–410. https://
doi.org/10.15458/ebr.92

 M. S. SONKOR AND B. GARCÍA DE SOTO

https://doi.org/10.1109/COMST.2017.2752087
https://www.equipmentworld.com/business/article/15290439/how-to-protect-your-construction-business-from-cyberattacks
https://www.equipmentworld.com/business/article/15290439/how-to-protect-your-construction-business-from-cyberattacks
https://www.equipmentworld.com/business/article/15290439/how-to-protect-your-construction-business-from-cyberattacks
http://data.europa.eu/eli/dir/2016/1148/oj
https://content.fireeye.com/m-trends/rpt-m-trends-2021
https://content.fireeye.com/m-trends/rpt-m-trends-2021
https://fox5sandiego.com/news/construction-contractor-accused-in-identify-theft-scam/
https://fox5sandiego.com/news/construction-contractor-accused-in-identify-theft-scam/
https://ics.sans.org/media/IT-OT-Convergence-NexDefense-Whitepaper.pdf
https://ics.sans.org/media/IT-OT-Convergence-NexDefense-Whitepaper.pdf
https://electrical.theiet.org/guidance-codes-of-practice/publications-by-category/cyber-security/code-of-practice-cyber-security-in-the-built-environment-revised-second-edition/
https://electrical.theiet.org/guidance-codes-of-practice/publications-by-category/cyber-security/code-of-practice-cyber-security-in-the-built-environment-revised-second-edition/
https://electrical.theiet.org/guidance-codes-of-practice/publications-by-category/cyber-security/code-of-practice-cyber-security-in-the-built-environment-revised-second-edition/
https://gca.isa.org/hubfs/ISAGCA Quick Start Guide FINAL.pdf
https://gca.isa.org/hubfs/ISAGCA Quick Start Guide FINAL.pdf
https://www.iso.org/standard/74206.html
https://www.iso.org/standard/54534.html
https://www.iso.org/standard/54534.html
https://www.constructconnect.com/blog/data-breaches-cyber-security-construction-industry
https://www.constructconnect.com/blog/data-breaches-cyber-security-construction-industry
https://doi.org/10.15458/ebr.92
https://doi.org/10.15458/ebr.92


149

Korman, R. (2020). Bouygues construction unit gradually recovering after 
ransomware attack. Engineering News-Record (ENR). https://www.enr.
c o m /
articles/48637- bouygues- construction- unit- gradually- recovering- after- 
ransomware- attack

Lynn, T., Rosati, P., Egli, A., Krinidis, S., Angelakoglou, K., Sougkakis, V., 
Tzovaras, D., Kassem, M., Greenwood, D., & Doukari, O. (2021). RINNO: 
Towards an open renovation platform for integrated design and delivery of 
deep renovation projects. Sustainability, 13(11). https://doi.org/10.3390/
su13116018

Mantha, B. R. K., & García de Soto, B. (2019). Cyber security challenges and 
vulnerability assessment in the construction industry. Creative Construction 
Conference, 29–37. https://doi.org/10.3311/ccc2019- 005

Mantha, B. R. K., García de Soto, B., & Karri, R. (2021). Cyber security threat 
modeling in the AEC industry: An example for the commissioning of the built 
environment. Sustainable Cities and Society, 66, 102682. https://doi.org/ 
10.1016/j.scs.2020.102682

Mirsky, Y., Guri, M., & Elovici, Y. (2017). HVACKer: Bridging the air-gap by 
attacking the air conditioning system. ArXiv.org. https://doi.org/10.48550/
ARXIV.1703.10454

Muncaster, P. (2020). COVID19 hospital construction firms hit by cyber-Attacks. 
Infosecurity Magazine. https://www.infosecurity- magazine.com/news/
covid19- hospital- construction/

Mundt, T., & Wickboldt, P. (2016). Security in building automation systems—A 
first analysis. 2016 International Conference on Cyber Security and Protection of 
Digital Services, Cyber Security 2016. https://doi.org/10.1109/CyberSec 
PODS.2016.7502336

NCSC. (2019). Cyber Assessment Framework v3.0. https://www.ncsc.gov.uk/
files/NCSC_CAF_v3.0.pdf

NCSC. (2022). Cyber security for construction businesses. NCSC. https://www.
ncsc.gov.uk/guidance/cyber- security- for- construction- businesses

NIST. (2018). Framework for improving critical infrastructure cybersecurity v1.1. 
https://doi.org/10.6028/NIST.CSWP.04162018

Nordlocker. (2021). Top industries hit by ransomware. Nordlocker. https://
nordlocker.com/recent- ransomware- attacks/

Oregon CCB. (2019). Construction contractors board takes steps to stop data  
and security breach, inform contractors. https://www.oregon.gov/CCB/
Documents/pdf/JUSTICE- 9596167- v1- CCB_- _Data_Disclosure_News_
Release.pdf

Oregon.gov. (2014). Con artist goes to prison for using stolen CCB license  
number. Oregon.Gov. https://www.oregon.gov/CCB/news/Pages/stolen 
CCBlicensenumber.aspx

Pärn, E., & Edwards, D. (2019). Cyber threats confronting the digital built 
environment: Common data environment vulnerabilities and block chain 

9 CYBERSECURITY CONSIDERATIONS FOR DEEP RENOVATION 

https://www.enr.com/articles/48637-bouygues-construction-unit-gradually-recovering-after-ransomware-attack
https://www.enr.com/articles/48637-bouygues-construction-unit-gradually-recovering-after-ransomware-attack
https://www.enr.com/articles/48637-bouygues-construction-unit-gradually-recovering-after-ransomware-attack
https://www.enr.com/articles/48637-bouygues-construction-unit-gradually-recovering-after-ransomware-attack
https://doi.org/10.3390/su13116018
https://doi.org/10.3390/su13116018
https://doi.org/10.3311/ccc2019-005
https://doi.org/10.1016/j.scs.2020.102682
https://doi.org/10.1016/j.scs.2020.102682
http://arxiv.org
https://doi.org/10.48550/ARXIV.1703.10454
https://doi.org/10.48550/ARXIV.1703.10454
https://www.infosecurity-magazine.com/news/covid19-hospital-construction/
https://www.infosecurity-magazine.com/news/covid19-hospital-construction/
https://doi.org/10.1109/CyberSecPODS.2016.7502336
https://doi.org/10.1109/CyberSecPODS.2016.7502336
https://www.ncsc.gov.uk/files/NCSC_CAF_v3.0.pdf
https://www.ncsc.gov.uk/files/NCSC_CAF_v3.0.pdf
https://www.ncsc.gov.uk/guidance/cyber-security-for-construction-businesses
https://www.ncsc.gov.uk/guidance/cyber-security-for-construction-businesses
https://doi.org/10.6028/NIST.CSWP.04162018
https://nordlocker.com/recent-ransomware-attacks/
https://nordlocker.com/recent-ransomware-attacks/
https://www.oregon.gov/CCB/Documents/pdf/JUSTICE-9596167-v1-CCB_-_Data_Disclosure_News_Release.pdf
https://www.oregon.gov/CCB/Documents/pdf/JUSTICE-9596167-v1-CCB_-_Data_Disclosure_News_Release.pdf
https://www.oregon.gov/CCB/Documents/pdf/JUSTICE-9596167-v1-CCB_-_Data_Disclosure_News_Release.pdf
https://www.oregon.gov/CCB/news/Pages/stolenCCBlicensenumber.aspx
https://www.oregon.gov/CCB/news/Pages/stolenCCBlicensenumber.aspx


150

deterrence. Engineering Construction and Architectural Management, 26(2), 
245–266. https://doi.org/10.1108/ECAM- 03- 2018- 0101

Rashid, A., Chivers, H., Danezis, G., Lupu, E., & Martin, A. (2019). The Cyber 
Security Body of Knowledge (CyBOK) v1.0. University of Bristol. https://www.
cybok.org/

Reuters. (2015). Finland’s Konecranes says subsidiary hit by fraud. Reuters. 
https://www.reuters.com/article/konecranes- fraud- idUSFWN10P0 
5K20150814

Shnapp, S., Sitjà, R., & Laustsen, J. (2013). What is a deep renovation definition? 
https://www.gbpn.org/wp- content/uploads/2021/06/08.DR_TechRep.
low_pdf

Slowik, J. (2019). Crashoverride: Reassessing the 2016 Ukraine electric power event 
as a protection-focused attack. https://www.dragos.com/wp- content/uploads/
CRASHOVERRIDE.pdf

Sonkor, M.  S., & García de Soto, B. (2021). Operational technology on 
construction sites: A review from the cybersecurity perspective. Journal of 
Construction Engineering and Management, 147(12). https://doi.
org/10.1061/(ASCE)CO.1943- 7862.0002193

Turk, Ž., García de Soto, B., Mantha, B. R. K., Maciel, A., & Georgescu, A. (2022). 
A systemic framework for addressing cybersecurity in construction. Automation 
in Construction, 133(January), 103988. https://doi.org/10.1016/j.
autcon.2021.103988

Turton, W., & Mehrotra, K. (2021). Hackers breached Colonial Pipeline using 
compromised password. Bloomberg. https://www.bloomberg.com/news/
ar t ic les/2021- 06- 04/hackers-  breached- colonia l-  pipel ine- us ing-  
compromised- password

UK Government. (2021). Secure by design. UK Government. https://www.gov.
uk/government/collections/secure- by- design

US DOJ. (2020). Identity theft. Justice.Gov. https://www.justice.gov/criminal- 
fraud/identity- theft/identity- theft- and- identity- fraud

Wendzel, S., Tonejc, J., Kaur, J., & Kobekova, A. (2017). Cyber security of smart 
buildings. In H. Song, G. A. Fink, & S. Jeschke (Eds.), Security and privacy in 
cyber-physical systems: Foundations, principles, and applications. John Wiley 
& Sons Ltd.

Wendzel, S., Zwanger, V., Meier, M., & Szlósarczyk, S. (2014). Envisioning smart 
building botnets. Lecture Notes in Informatics (LNI), Proceedings—Series of the 
Gesellschaft Fur Informatik (GI), P-228 (pp. 319–329).

Zheng, R., Jiang, J., Hao, X., Ren, W., Xiong, F., & Zhu, T. (2019). CaACBIM: 
A context-aware access control model for BIM. Information, 10(2), 47. 
https://doi.org/10.3390/info10020047

 M. S. SONKOR AND B. GARCÍA DE SOTO

https://doi.org/10.1108/ECAM-03-2018-0101
https://www.cybok.org/
https://www.cybok.org/
https://www.reuters.com/article/konecranes-fraud-idUSFWN10P05K20150814
https://www.reuters.com/article/konecranes-fraud-idUSFWN10P05K20150814
https://www.gbpn.org/wp-content/uploads/2021/06/08.DR_TechRep.low_pdf
https://www.gbpn.org/wp-content/uploads/2021/06/08.DR_TechRep.low_pdf
https://www.dragos.com/wp-content/uploads/CRASHOVERRIDE.pdf
https://www.dragos.com/wp-content/uploads/CRASHOVERRIDE.pdf
https://doi.org/10.1061/(ASCE)CO.1943-7862.0002193
https://doi.org/10.1061/(ASCE)CO.1943-7862.0002193
https://doi.org/10.1016/j.autcon.2021.103988
https://doi.org/10.1016/j.autcon.2021.103988
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.gov.uk/government/collections/secure-by-design
https://www.gov.uk/government/collections/secure-by-design
https://www.justice.gov/criminal-fraud/identity-theft/identity-theft-and-identity-fraud
https://www.justice.gov/criminal-fraud/identity-theft/identity-theft-and-identity-fraud
https://doi.org/10.3390/info10020047


151

Open Access  This chapter is licensed under the terms of the Creative Commons 
Attribution 4.0 International License (http://creativecommons.org/licenses/
by/4.0/), which permits use, sharing, adaptation, distribution and reproduction 
in any medium or format, as long as you give appropriate credit to the original 
author(s) and the source, provide a link to the Creative Commons licence and 
indicate if changes were made.

The images or other third party material in this chapter are included in the 
chapter’s Creative Commons licence, unless indicated otherwise in a credit line to 
the material. If material is not included in the chapter’s Creative Commons licence 
and your intended use is not permitted by statutory regulation or exceeds the 
permitted use, you will need to obtain permission directly from the copy-
right holder.

9 CYBERSECURITY CONSIDERATIONS FOR DEEP RENOVATION 

http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


153

CHAPTER 10

Financing Building Renovation: Financial 
Technology as an Alternative Channel 

to Mobilise Private Financing

Mark Cummins, Theo Lynn, and Pierangelo Rosati

Abstract Access to capital is one of the key barriers for deep renovation. 
This chapter presents the potential advantages and benefits that financial 
technology (FinTech) solutions such as crowdfunding and blockchain- 
based solutions such as tokenisation and smart contracts can provide to 
building owners and construction companies in terms of financing. Future 
avenues for research in this space are also presented.
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10.1  IntroductIon

Moves towards a long-term net zero emissions objective are complex and 
multifaceted. One part of this global picture that needs to be addressed 
effectively is the high level of energy inefficiency amongst a high propor-
tion of buildings globally. For the EU, it was estimated, for instance, that 
(as of 2011) approximately 75% of the building stock in the EU required 
some form of energy efficiency upgrade in the form of retrofitting and 
renovation (Economidou et al., 2011). The Energy Efficiency Directive 
(Directive 2012/27/EU) of 2012 has been a key policy response by the 
EU to set the foundations for a significant programme of building renova-
tion.1 This legislation was partially revised in 2018. However, the European 
Commission has now commenced a process of overhauling the entire 
Energy Efficiency Directive,2 seeking to leverage the Renovation Wave 
strategy announced in 2020.3 This latter strategy aims to double annual 
energy renovation rates in the next 10 years. As well as reducing emissions, 
these renovations will enhance quality of life for people living in and using 
the buildings, and should create many additional green jobs in the con-
struction sector.

Feedback in the Open Consultation on the Renovation Wave suggested 
that lack of or limited resources to finance building renovation is one of 
the most important barriers to building renovations. These barriers include 
a lack of financial incentives, access to mainstream financing products, and 
funding for publicly owned buildings. In response, ensuring adequate and 
well-targeted funding is central to the EU Renovation Wave strategy. 
Despite this, while the European Commission highlights the need for 
greater adoption of digital and innovative technologies in the construction 
sector and identifies specific digital tools and technologies, it is silent on 
financial technologies and how they might reduce barriers to building and 
renovation finance.

1 https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:000
1:0056:en:PDF.

2 https://ec.europa.eu/info/news/commission-proposes-new-energy-efficiency- 
directive-2021-jul-14_en.

3 https://energy.ec.europa.eu/topics/energy-efficiency/energy-efficient-buildings/
renovation-wave_en.
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Against this backdrop, this chapter will explore the financing of build-
ing renovation and how innovations in the financial technology (FinTech) 
space may serve to mobilise more private financing. The remainder of this 
chapter is organised as follows. Following a summary of recent literature 
on financing building renovation, we define and outline key FinTech con-
cepts and technologies. We then explore two of the most prominent 
FinTech solutions—crowdfunding and blockchain-based solutions.

10.2  deep renovatIon FInancIng: Key terms 
and concepts

Economidou et  al. (2019) provide an overview of the main financing 
instruments available to support energy renovations in the EU (Fig. 10.1). 
These are categorised by type of financing instrument, spanning (1) non- 
repayable rewards, (2) debt financing, and (3) equity financing, and by 
market saturation, spanning (1) traditional and well-established, (2) tested 
and growing, and (3) new and innovative financing mechanisms. A brief 
definition for each instrument is provided in Table 10.1 with other key 
terms and concepts used in this chapter.

Kunkel (2015) sets out the barriers to traditional investment in build-
ing renovation as follows: (1) upfront investment and the bankability of 
projects; (2) information asymmetry; (3) the quality of the on-site imple-
mentation and the trust in  local partners and companies; and (4) split 
incentives and uncompensated benefits. These barriers have become even 
more significant following the COVID-19 pandemic due to an 
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Table 10.1 Deep renovation financing key terms and concepts

Financing 
instrument

Definition

Blockchain A decentralised, transactional database that enables validated, 
tamper-resistant transactions across a large number of participants 
(i.e., nodes) in a network (Glaser, 2017; Beck et al., 2017). It is the 
technology underpinning Bitcoin (Nakamoto, 2008), but its 
applications extend beyond digital currencies (Rosati & Čuk, 2019).

Commercial loans Loans provided by commercial banks that are issued through 
standardised project appraisal and loan processing processes 
(Economidou et al., 2019). As such, they reduce uncertainties 
regarding access to capital and reduce transaction costs.

Crowdfunding An open call, typically through the Internet for the provision of 
financial resources from a group of individuals or organisations 
(Belleflamme et al., 2014). In the context of building renovation, 
these calls typically aim to attract funding from a large number of 
either retail or institutional investors in exchange for a share of the 
property or for future revenue streams in the form of interest and 
principal repayments.

Energy efficiency 
feed-in tariffs

An instrument that aims to reduce energy use through a reward-based 
system (Economidou et al., 2019). While relatively simple to 
implement, it is typically based on a fixed price system which may 
ultimately favour cheap energy efficiency interventions (Eyre, 2013).

Energy efficiency 
obligations

Market-based instruments that can be put in place by governments to 
achieve energy savings through investments obligations placed on 
energy companies (Economidou et al., 2019).

Energy 
performance 
contracting 
(EPC)

A contract between an energy services company (ESCO) and a client 
whereby the ESCO is responsible for completing a renovation project 
and to deliver energy efficiency improvements on a given building 
owned by the client and it uses the costs savings generated by energy 
efficiency measures implemented to repay the costs of the project over 
a given time period (Lee et al., 2015).

Energy service 
agreements 
(ESA)

Represent a variant of EPC “that involve integrated financing 
measures, backed by a long-term performance guarantee” (Brown 
et al., 2022, p. 7). In this type of contracts, the ESCO bears both the 
financial and performance risk of the project. As such, ESAs are 
particularly attractive for building owners.

(continued)
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Table 10.1 (continued)

Financing 
instrument

Definition

Grants and 
subsides

Grants represent a direct monetary contribution towards a building 
renovation project and serve as direct investment subsidies which may 
partially or fully cover the cost of the renovation. Grants and subsides 
are typically provided by government agencies and, as such, rely on 
limited resources and cannot represent a sustainable solution or 
support massive market uptake programmes (Economidou et al., 
2019).

Green mortgages Loans provided by commercial banks and other credit institutions that 
provide borrowers with the opportunity to finance the cost of 
energy-efficient upgrades and to benefit from preferential mortgage 
terms (e.g., better borrowing terms, higher debt-to-income ratios) 
(Economidou et al., 2019).

Leasing A lease can be defined as a contract between the owner of an asset 
(lessor) and the user of such an asset (lessee), whereby the lessor 
provides the asset for use by the lessee for a certain time period in 
exchange for a payment with an understanding that, at the end of 
such period, the asset will either be returned to the lessor, purchased 
in full by the lessee for a pre-defined amount, or disposed as outlined 
in the contract (Oracle, 2016). In the context of building renovation, 
leasing contracts may incorporate clauses whereby the lessor and the 
lessee take on specific obligations with regard to the sustainable 
operation and occupation of a given property (Kaplow, 2008). These 
include, for example, the implementation of energy efficiency 
measures and waste reduction.

On-bill finance A financing mechanism that reduces the upfront cost of energy 
renovation projects by linking repayments to the utility bill. As such, 
it allows customers to pay back the cost of the investment over time. 
These mechanisms can be promoted by local governments as well as 
utility companies (Economidou et al., 2019).

Property 
assessment clean 
energy

This instrument aims to finance energy renovations through the use 
of specific bonds issued by municipal governments to investors. The 
funds raised through the sale of these bonds are used to provide loans 
to building owners who want to implement energy renovations in 
either residential or commercial buildings. The loans are typically 
repaid over 15–20 years via an annual assessment on property tax bills 
(Economidou et al., 2019).

(continued)
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Table 10.1 (continued)

Financing 
instrument

Definition

Revolving funds An energy efficiency revolving fund provides financing and related 
services to its clients to facilitate energy efficiency investments (Lukas, 
2018). These funds are designed to be self-sustainable as a portion of 
the savings generated by supported investments is used to replenish in 
part the fund therefore allowing for reinvestment in future projects 
(Lukas, 2018).

Security Token 
Offering (STO)

Security Token Offerings are regulated token offerings whereby the 
token issuer raises capital by selling to qualified investors crypto 
tokens that are defined as securities (Lynn & Rosati, 2021).

Smart contracts “Self-executing electronic instructions drafted in computer code” 
(O’Shields, 2017, p. 179). More specifically, blockchain-based smart 
contracts are signed by the parties involved using cryptographic 
security, are stored on the blockchain, and self-execute the stipulations 
of an agreement when predetermined conditions are met (O’Shields, 
2017).

Soft loans Government-supported loans which may be offered at below market 
interest rates or allow for longer repayment periods (Karakosta et al., 
2021).

Tax incentives Aim to promote building renovation by reducing the cost of the 
energy efficiency improvement through reduced taxes for households 
and organisations (Economidou et al., 2019). Tax incentives can be 
designed in a number of ways such as accelerated depreciation, tax 
exemptions, income tax or VAT reduction, and so on.

Tokenisation Tokenisation is one of the main applications enabled by blockchain 
which allows users to digitise tangible and intangible assets. Each 
token represents a certain share of an asset’s ownership and it can be 
recorded and exchanged via digital means (Tian et al., 2020).

exceptional increase in governments’ fiscal deficits and the consequential 
decrease in governmental funds available for incentivising the transition to 
more energy-efficient buildings (Tian et al., 2022).

Traditional funding mechanisms (e.g., government grants and incen-
tives, loans) have demonstrated that they cannot cope with the growing 
demand for and need of capital to finance building renovation, so it is not 
surprising that the entire sector is constantly trying to attract more private 
investments (Tian et al., 2022). However, this is quite challenging given 
the scale of the investment required for these kinds of projects and the 
challenges associated with measuring the impact of “green” investments 
(United Nations, 2019).
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Recent developments in the area of financial technologies (FinTech) 
have demonstrated how digital technologies can be leveraged to benefit 
both capital seekers (entrepreneurs, firms, and project promoters) and 
capital givers (investors), and therefore foster innovation in many sectors 
(Lynn & Rosati, 2021). FinTech can be seen as “a co-evolution and con-
vergence of finance and technology” (Lynn et al., 2019, p. V) where new 
service providers typically leverage customer-centric platform-based busi-
ness models enabled by the Internet and different degrees of disinterme-
diation to overcome the limitations of the traditional financial system in 
terms of supply and access to capital, and the barriers to entry typical of 
traditional capital markets (Tönnissen et al., 2020; Lynn & Rosati, 2021; 
Sánchez, 2022). In so doing, they provide both small retail investors and 
large institutional investors with access to new investment opportunities, 
and capital seekers with additional funding they would not receive other-
wise. In fact, in many cases, projects that seek funding through these alter-
native channels do not meet the requirements of traditional financial 
institutions in terms of credit history or are at an early stage of develop-
ment, and therefore are not attractive to venture capitalist or investment 
funds. As such, these alternative sources of finance generate clear benefits 
not only for the parties involved in the transactions but for the economy 
as a whole (Sánchez, 2022).

While alternative sources of finance that are enabled by FinTech have 
gained significant traction in many sectors, the construction sector is still 
lagging behind in terms of adoption and is still mostly reliant on debt- 
based solutions (Ziegler et al., 2020). This suggests that FinTech solutions 
may play a pivotal role in supporting building renovation and therefore 
contributing to the ambitious sustainability targets that have been set by 
the EU and the United Nations (Economidou et  al., 2019; United 
Nations, 2019).

In this chapter we focus on two main alternative sources of finance, 
namely crowdfunding, which is more established, and blockchain-based 
solutions, which are more novel and fast-growing.

10.3  crowdFundIng For BuIldIng renovatIon

Economidou et  al. (2011) provide an early identification of equity and 
debt crowdfunding as new and innovative sources of financing for build-
ing renovations. Crowdfunding is ideal in the manner in which it circum-
vents the constraints that exist in traditional bank financing, providing 
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instead a new marketplace that allows for the pooling of financing from 
many retail investors (“the crowd”) to support the building renovation 
project (Kunkel, 2015). Panteli et al. (2020) note that communities can 
become shareholders in energy efficiency projects through the mechanism 
of crowdfunding markets, allowing for greater buy-in from communities 
in the roll out of renewable energy and energy efficiency initiatives. 
Crowdfunding markets provide flexibility through connecting investors 
and beneficiaries directly, while offering lower costs of financing resulting 
from the use of the technology to facilitate the marketplace (Bertoldi 
et al., 2021). There are, of course, certain disadvantages to crowdfunding 
as articulated by Economidou et al. (2011): (a) the risk for beneficiaries in 
not securing the required level of funding, and (b) and the risk for inves-
tors in assuming all of the associated risks with extending the financing. It 
is within the latter context that the marketplaces for crowdfunding are less 
regulated than traditional markets.

In terms of project scale, Panteli et al. (2020) position crowdfunding as 
an ideal source of private financing for small-scale energy upgrading. 
Crowdfunding has the potential to form an important part of the funding 
mix, along with private-public and fully public funding mechanisms. An 
identified barrier to scaling up the amount of crowdfunding for building 
renovation is the wider public’s understanding of crowdfunding markets.

Kunkel (2015) argues the merits for crowdfunding as a source of 
financing for building renovation as follows:

• The issue of information asymmetry is ideally mitigated through 
crowdfunding channels as crowdfunding platforms are effectively 
social networks that allow beneficiaries to engage directly with inves-
tors and reveal required information in an effective, low-cost man-
ner. Indeed, beneficiaries often benefit from the collective expertise 
of the crowd, informing the project design, development, and 
implementation.

• Crowdfunding can also address concerns over implementation qual-
ity and trust in local partners and companies, as the crowd is likely to 
be local themselves and familiar with the parties. The crowd may be 
much better positioned than conventional banking institutions to 
appraise the implementation risks pertaining to the project 
in question.

• Finally, the local demographic of the crowd means that they are likely 
to benefit directly from the building renovation project beyond the 
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financial return and will be well placed to appraise the broader non- 
financial benefits, particularly in terms of the societal and environ-
mental impact.

There are no studies, to the authors’ knowledge, that empirically exam-
ine the crowdfunding of building renovation projects specifically. There is 
a more established literature however, albeit somewhat limited, that has 
studied the crowdfunding of real estate and renewable energy projects, 
which provides some useful insights.

In the context of real estate investment, Montgomery et al. (2018) use 
Disruptive Innovation Theory as a setting to appraise the potential for 
crowdfunding to be a disruptive source of financing. Based on a systematic 
literature review, the authors provide arguments for real estate crowdfund-
ing as a disruptive innovation. Real estate crowdfunding is identified as 
offering cost and process efficiencies through technological innovation, 
having lower performance in certain areas (e.g., cybersecurity risk) relative 
to conventional financing channels, creating and facilitating a new market-
place for financing, and having less appeal among mainstream large real 
estate developers, while appealing to existing and new small- to medium- 
sized real estate developers. Shahrokhi and Parhizgari (2019) underscore 
the disruptive nature of real estate crowdfunding with a comparison 
against traditional financing, emphasising how the emergence of special-
ised crowdfunding platforms has overcome the high barriers historically to 
investment in real estate. Indeed, the authors note the explosion of plat-
forms over recent years and the step change in real estate crowdfunding in 
the US from $1bn in 2009 to $17bn in 2015. Mamonov et al. (2017) 
confirm that real estate ventures are by the far the most successful propor-
tion of the equity crowdfunding market in the US, constituting approxi-
mately 51% of all ventures that reached their minimum capital commitment 
target in the 2013–2016 period.

Through an empirical analysis of real estate crowdfunding campaigns in 
Italy, Gigante and Cozzio (2021) are able to identify the important deter-
minants of successful crowdfunding campaigns, where success is defined as 
achieving (or exceeding) the target funding amount. Leveraging potential 
determinants from the general crowdfunding literature, the authors focus 
on the funding type (lending or equity), the duration of the investment, 
the minimum investment level for investors, and the expected annual 
return on investment. Duration is found to be important in that the lon-
ger the project the more difficult it is to secure the required funding. It is 
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also found that higher expected returns attract investors and increase the 
chances of successfully securing the required funding. Borrero-Domínguez 
et al. (2020) conducted a similar study in the Spanish market. This study 
corroborates the findings of Gigante and Cozzio (2021) in showing that 
longer projects are less successful in securing funding, while projects that 
offer higher expected return are more successful. The authors also show 
that buy-to-sell projects are less successful than development loan proj-
ects, while greater levels of risk act as a deterrent for investors and imped-
ing funding success.

In terms of the performance of real estate investment via crowdfunding 
markets, Schweizer and Zhou (2017) provide evidence that equity-based 
projects offer better returns, while higher levels of leverage are also associ-
ated with better returns. Other characteristics that lead to higher returns 
include provision for later payments to investors and higher minimum 
investment amounts.

In respect of the energy efficiency dimension to building renovation, it 
is worth exploring the literature that has examined the crowdfunding of 
renewable energy technology. Cumming et al. (2017), for instance, con-
sider the determinants that drive crowdfunding. The authors show that 
price of oil is an important factor in determining the level of crowdfund-
ing, with higher oil prices associated with a greater prevalence of crowd-
funding directed at clean technology. The authors also show that the use 
of soft information (e.g., photos, video pitch, and text descriptions) is 
more prevalent in renewable energy-based crowdfunding campaigns and 
that this is used as a tactic to mitigate information asymmetry concerns for 
investors. It is shown further that the success of these crowdfunding cam-
paigns is more sensitive to the use of soft information around the projects.

Slimane and Rousseau (2020), in a similar study, seek to identify the 
factors that can lead to a successful crowdfunding campaign. Financial 
characteristics of the renewable energy project are found to be important, 
including the interest rate applied, the funding amount requested, the size 
of the firm in question, and the overall financial performance of the firm. 
Non-financial characteristics such as age and gender of the entrepreneur, 
in addition to the size of their social network, are found to be relevant.

While such studies demonstrate that crowdfunding can be successful 
from the beneficiaries’ perspective, what is the impact of such crowdfund-
ing? Appiah-Otoo et al. (2022) provide evidence to support the tangible 
impact that crowdfunding can have on renewable energy development. 
The authors demonstrate that on a cross-country basis a 1% increase in 
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crowdfunding bolsters actual renewable energy generation by 0.35%. 
Indeed, the authors further show a very interesting bi-directional causal 
relationship between crowdfunding and renewable energy generation. 
This suggests that the development of crowdfunding markets helps to 
channel the financing to expand renewable energy generation, while the 
expansion of renewable energy generation helps to attract investors to 
crowdfunding markets who are looking for investment opportunities.

Of course, the above insights are on the demand side of crowdfunding 
(i.e., the beneficiaries). One also needs to consider the supply side of 
crowdfunding (i.e., the investors). Understanding investor perceptions 
and behaviours is pivotal here. Bergmann et al.’s (2021) study, for exam-
ple, is one such study that provides qualitative cross-country survey evi-
dence that a significant majority of those surveyed have a strong awareness 
of the existence of crowdfunding markets, with almost half having invested 
in such marketplaces previously. A significant minority (~40%) indicated 
an intention to invest in renewable energy projects through crowdfunding 
channels over the next three years.

Literature also tells us that the platform has a central role to play in the 
successful mobilisation of crowdfunding to renewable energy projects. For 
example, De Broeck (2018) studies best practices in respect of platforms 
servicing investment in renewable energy projects. The qualitative analysis 
provides insights across a number of key dimensions of crowdfunding 
activity around renewable energy projects: the impact of regulation, risk 
exposures resulting from the underlying platform business models, and 
the platforms’ attitude towards risk.

De Broeck (2018) finds that crowdfunding activity around renewable 
energy projects is strongest in jurisdictions where there is strong policy 
support for renewable energy, citing premium tariffs and/or feed-in- 
tariffs, which offer better long-term certainty over the cash flows associ-
ated with the renewable energy projects. When assessing the platforms on 
the basis of credit risk, De Broeck (2018) is able to identify a set of plat-
forms that work to a combination of low risk supports (such as feed-in-
tariffs) and low risk instruments (secured business loans, bonds/
debentures, and senior bond loans), while another set of platforms works 
to a combination of very low risk tariff premiums and high risk instru-
ments (subordinate profit participating loans). The presence of strong 
support is seen as an important measure for the mitigation of credit risk 
for investors, which encourages more crowdfunding activities. De Broeck 
(2018) also finds that due diligence procedures are deemed to be the most 
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significant measure that platforms can take to mitigate the credit risk expo-
sure of investors. Platforms that reduce credit risk exposure ensure greater 
and more persistent levels of engagement from investors, protecting the 
resulting supply of funding to renewable energy projects.

10.4  BlocKchaIn For BuIldIng renovatIon

Blockchain technology was originally proposed in 2008 by Satoshi 
Nakamoto as the technology underpinning Bitcoin (Nakamoto, 2008). 
While most of the attention around blockchain was initially devoted to 
payment and other transactional systems, a number of alternative use cases 
across different industries have emerged over time. With a specific focus 
on the built environment, for instance, Arup (2019) considers blockchain 
applications in the context of property, but also the wider and associated 
areas of smart cities, energy, transport, and water. Khatoon et al. (2019) 
note how blockchain is being considered in areas such as large-scale energy 
trading systems, peer-to-peer energy trading, project financing, supply 
chain tracking, and asset management. The focus of Khatoon et al. (2019) 
is on the application of blockchain in energy efficiency, where they show 
that blockchain-based smart contracting provides a solution to efficient 
and transparent trading of energy efficiency savings. Blockchain also offers 
potential for efficient building information management, with Liu et al. 
(2021) reviewing the literature towards addressing gaps in the smart city 
context.4 Woo et al. (2021) provide a similar review with specific focus on 
building energy management. The remainder of this section focuses on 
three areas—energy performance contracting, building and renovation 
financing, and digital twinning.

We begin with energy performance contracting. An energy perfor-
mance contract (EPC) is described as a creative financing mechanism that 
funds energy upgrades in, for example, building renovation works.5 The 
EPC involves a contract with an assigned energy services company (ESCO) 
that designs and delivers on the energy efficiency plan, with the (future) 
revenues from the resulting costs savings being used to net off against the 

4 Relatedly, there is a literature that has considered the role that the Internet of Things can 
play in the real-time monitoring and management of building information. See, for example, 
Altohami et al. (2021) for a review.

5 https://e3p.jrc.ec.europa.eu/articles/energy-performance-contracting#:~:text= 
Energy%20Performance%20Contracting%20(EPC)%20is,energy%20upgrades%20from%20
cost%20reductions.
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(primarily upfront) expenses around the project. Aoun (2020) notes that 
EPCs are suitable when funding sources are elusive, maintenance is lack-
ing, or new equipment and technology is needed and requires unique 
skills. The EPC area has been well studied for a considerable period of 
time; Zhang and Yuan (2019) provide a comprehensive review of recent 
literature.

Blockchain is of interest in the area of energy performance contracting 
as the technology offers scope to introduce efficiencies into the process, 
while it also allows for trust to be established between the parties involved 
in the building renovation given the integrity of the blockchain. Schletz 
et al. (2020), for example, discuss how blockchain can provide an alterna-
tive channel through which to raise the required capital for the energy 
efficiency plan underlying an EPC. This utilises the process of tokenisa-
tion. Engineering digital tokens for sale to investors over a blockchain 
allows a way to pool funding from a large array of both retail and institu-
tional investors. This is effectively a crowdfunding market, akin to what we 
met previously, but rather than being based on traditional debt and equity 
instruments, it is based on digital tokens6 and fully decentralised. Schletz 
et al. (2020) propose the use of security tokens—which are more strongly 
regulated versions of digital tokens and which may reflect more closely 
traditional debt and equity instruments—under such blockchain applica-
tions.7 Blockchain-based smart contracts then allow the automated trans-
fer of the capital raised to the ESCO, while it also allows for income, as 
defined under the security token specification, to be transferred back to 
the investors. Aoun (2020) provides a wider discussion, proposing a 
blockchain model design suitable for energy performance contracting, 
which builds trust for the main players involved: customers, investors, and 
the ESCO. Exploitation of smart contracts is proposed for (1) the efficient 
recording of data collected from the implemented energy conservation 
measures, specifically logging data (via oracle technology) from external 
sensors in a smart contract (data logger smart contract); (2) the calcula-
tion of the daily adjusted baseline energy consumption based on the 
logged data and some agreed formulation, and the calculation of the 

6 While a discussion of digital tokens is beyond the scope of this chapter, the interested 
reader is directed to, for example, Tasca (2019) for a review of token-based business models.

7 Stekli and Cali (2020) also consider the potential of security tokens as an equity crowd-
funding channel for offshore wind energy, while Halden et  al. (2021) do similarly for 
solar energy.
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actual daily savings achieved with reference to this baseline (adjustments 
smart contract); and (3) the incrementing of the monthly savings record 
with the calculated daily savings (savings smart contract). Gürcan et  al. 
(2018) similarly consider how blockchain can potentially reconcile, in the 
case of energy performance contracting, the requirement to process and 
analyse large volumes of data and the requirement to implement complex 
algorithms to determine the baseline energy consumption against which 
the actual energy consumption is benchmarked.

Blockchain can, more generally, facilitate funding release in the real 
estate market. While the concept of real estate tokenisation is new, the 
market is developing and use cases are emerging. A widely referenced case 
is AspenCoin, the first real estate Security Token Offering (STO). 
Launched in 2018, it raised US $18 million within a 2-month period in 
exchange for 18.9% of the ownership of the St. Regis Aspen Resort in 
Aspen, Colorado (Carroll, 2018). Real estate tokenisation offers fractional 
ownership opportunities, widening the funding pool for real estate invest-
ments and creating liquid secondary real estate markets where the trading 
of real estate tokens can occur (Baum, 2021). In the context of commer-
cial real estate, Smith et al. (2019) also emphasise the benefits of block-
chain in terms of securitisation and trading, but extend the discussion to 
the potential application of blockchain to the real estate investment value 
chain and to the representation of the physical assets. Smart contracts are 
again core to these blockchain applications allowing for automation of 
processes. From an empirical perspective, Swinkels (2022) provides one of 
the first studies of the real estate token market in the US, providing evi-
dence that tokenisation is indeed leading to notable fractionalisation of 
ownership. Furthermore, Swinkels (2022) documents an alignment 
between the prices of real estate tokens and the US house price index, 
showing an integration of virtual and real property markets.

Finally, blockchain has considerable potential in the area of digital 
twinning. Hunhevicz et al. (2022) consider how blockchain can be inte-
grated and exploited leveraging a blockchain-based business model that 
relies on interaction between the physical building environment and the 
virtual building environment. The latter serves to simplify the connec-
tion between the real world data and the smart contracts, reducing the 
data storage requirement of the smart contract. Similar to the previous 
studies, the blockchain is shown to be useful in delivering funding into 
the building project via digital tokenisation, and in the automated 
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execution of the main phases of the energy performance contract via a 
smart contract, while it further allows for trust in the transactions 
between all parties involved.

10.5  conclusIon

This chapter summarises the somewhat limited literature that exists 
addressing the intersection of the financial technology and the building 
renovation domains. This deficit of knowledge means that there is a tan-
gible opportunity to advance research in the directions outlined in respect 
of non-blockchain-based crowdfunding and blockchain-based crowd-
funding, although the latter will take some years for the required token- 
based marketplaces to emerge and mature. Given the EU’s present focus 
on overhauling the existing Energy Efficiency Directive towards achieving 
its ambitious building renovation targets, the potential for meaningful 
policy impact from timely research is pronounced.

From our discussion of non-blockchain-based crowdfunding, it is evi-
dent that there is a deficit of knowledge and empirical evidence in respect 
of the crowdfunding of building renovation. Little is known on the 
demand side (crowdfunding beneficiaries) or the supply side (crowdfund-
ing investors), or indeed on the responsibilities of crowdfunding plat-
forms. The existing literature on crowdfunding for real estate investments 
and renewable energy projects literature provides some useful insights that 
are likely to be relevant in the building renovation space. However, dedi-
cated empirical studies that track the crowdfunding directed at building 
renovation projects are required, while an understanding of whether and 
how crowdfunding platforms promote and support building renovation 
projects (relative to new building development projects) is needed in order 
to assess the funding landscape holistically in the context of the built envi-
ronment. More insight is also required into customer views of crowdfund-
ing as a channel to finance building renovation. There are idiosyncratic 
features to building renovation that require more thoughtful consider-
ation to appraise how crowdfunding can be optimised to deliver on the 
required scale of building renovation. In the case of the EU, such tailored 
research would have the potential to impact building renovation policy.

In respect of blockchain-based crowdfunding, the nascent nature of 
these market innovations means that time will reveal much information on 
the success of such blockchain applications. Future studies may attempt to 
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answer the question: how can tokenisation most effectively work as a 
funding release mechanism (beyond energy performance contracting) for 
building renovation specifically? Our exploration of blockchain in respect 
of energy performance contracting is clearly new and the literature sparse. 
As technical blockchain developments continue in practice, we will likely 
see the emergence of active token-based markets that will drive funding 
towards building renovation work. Similar to the knowledge gaps identi-
fied in previous sections, empirical evidence will need to be accumulated 
in respect of the demand side (beneficiaries) and the supply side (inves-
tors) of these token-based markets. What drives a successful Security 
Token Offering will be important to ascertain, while the comparison of 
such blockchain-based crowdfunding will need to be compared against 
existing non-blockchain-based equity and debt crowdfunding. 
Furthermore, as we see greater adoption of smart contracts in energy per-
formance contracting, we will be able to appraise the effectiveness of the 
financing mechanism in terms of its return performance and risk profile.
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