Chapter 2
Key Concepts and Definitions in Infodemic
Management
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2.1 Introduction: Overview of WHO Infodemic
Management Framework

Key terms defined in section: infodemic, infodemic management.

Infodemic management is an amalgamation of a wide range of disciplines. It is
also a relatively new practice compared to other public health functions and has a
rapidly growing scientific evidence base. Due to the nascent and transdisciplinary
nature of infodemic management, it is important to have a harmonised understand-
ing and agreed language when discussing key concepts. This chapter will specifi-
cally explore how we can conceptualise and operationalise the key concepts that
underlie each stage of the infodemic management framework (World Health
Organization 2020a).

Before we consider the framework, however, we must first define the main prob-
lem it aims to address — the infodemic. An infodemic is best regarded as too much
information, including false or misleading information, within digital and physical
environments during a disease outbreak. It makes it difficult for people to find infor-
mation to better protect themselves and their communities, leading to risk-taking
behaviours that can harm health or increase mistrust in health authorities (Calleja
et al. 2021; World Health Organization 2022a). From this definition, infodemic
management can then be defined as the systematic use of risk and evidence-based
analysis and approaches to manage the infodemic and reduce its impact on health
behaviours during health emergencies (World Health Organization 2022a). The
infodemic management framework illustrates the different steps involved in suc-
cessful infodemic management (World Health Organization 2021a).
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2.2 Social Listening and Infodemic Insights — Questions,
Concerns, Narratives, and Misinformation

Key terms defined in section: social listening, information void, confusion, rumours,
mis/disinformation.

The implementation of social listening is one of the first activities that infodemic
managers should consider. It is an essential step because it helps you to better char-
acterise a population’s concerns and worries, to understand the questions, and, thus,
frame risk communication messages accordingly. It also enables the collection and
analysis of data that can be used to inform the subsequent stages of the infodemic
management framework. The conventional definition of social listening comes from
the business world, where it has been used to track online conversations among
consumers about a certain brand or product to inform marketing, branding, or other
sales strategies. Although we sometimes employ similar social listening methods in
infodemic management, our definition and approach are more expansive. Social
listening in infodemic management can be defined as any form of data collection
and analysis activity conducted across social media, traditional media, and when
integrated with other data sources, such as user search trends, epidemiological data,
and socio-behavioural data, it yields infodemic insights to identify, categorise, and
understand the concerns and narratives expressed. Social listening and infodemic
insights use an integrated method for public health analysis and insights generation
to inform evidence-driven infodemic interventions (Purnat et al. 2022).

There are many different challenges that constitute an infodemic and we can
apply social listening and infodemic insights to track and understand them.
Information voids, for example, occur when there is a lack of reliable and accessible
health information, which can consequently lead to anxiety or confusion among the
affected population or provide a fertile ground for rumours. Information voids are
often a result of the inability of health authorities to quickly disseminate informa-
tion due to inadequate evidence (Calleja et al. 2021). Confusion, in this context, can
be understood as difficulty in understanding publicised health information or the
inability to discern the best course of action for protecting one’s health during an
infodemic.

There are also more obvious challenges associated with infodemics, such as mis-
information and disinformation. The former refers to information that is false but
not intended to cause harm. The person disseminating misinformation may believe
it to be true (World Health Organization 2020b). Disinformation, conversely, is false
information that is deliberately created or disseminated with the express purpose of
causing harm where the person disseminating disinformation knows it to be false
(World Health Organization 2020b). Lastly, rumours refer to unverified information
that can either be true or false (World Health Organization 2020b). Social listening
and infodemic insights are a useful tool for monitoring and assessing all of the
above, but we cannot address infodemics with social listening and infodemic
insights generation alone.



2 Key Concepts and Definitions in Infodemic Management 19

2.3 Delivering High-Quality Health Information
and Programming

Key terms defined in section: evolving science, outdated information, risk commu-
nication, changing guidance, trusted messenger, pretesting, co-development,
vulnerable communities, debunking.

In addition to understanding the public’s concerns and questions via social lis-
tening and infodemic insights, another important role public health can play during
an infodemic is that of ensuring delivery of high-quality health information and
health programming. High quality can be defined in various ways, and is particu-
larly difficult to achieve during an infodemic. For instance, when responding to a
novel public health threat that requires new scientific investigations and knowledge,
people are likely to struggle with what we may call evolving science, a state in
which the scientific evidence base relating to a specific topic is constantly being
updated at a rapid pace. This can easily lead to public confusion, as the imperative
to replace outdated information with new evidence or reinterpretation becomes
greater. In these instances, it becomes increasingly important to adhere to the prin-
ciples of risk communication, or the real-time exchange of information, advice, and
opinions between officials and people who are facing the emergency (World Health
Organization 2022b).

Even if risk communication is implemented appropriately, as a consequence of
evolving science and outdated information, changing guidance released by health
authorities that repeatedly undergoes updates can add to people’s confusion or anxi-
ety and requires ongoing engagement with the community of concern. In such situ-
ations, it is particularly important to leverage networks of trusted messengers who
are considered by members of the community to be credible sources of health infor-
mation. Examples of trusted messengers include physicians, faith leaders, or co-
workers. However, we need also to remember that those whom the health authority
thinks are trusted messengers may not always be considered well-respected or trust-
worthy by those receiving the message. This means that infodemic managers must
identify trusted messengers specific to the community in which they are working
and avoid making any assumptions.

Evidence suggests that the use of trusted sources and channels can be effective in
addressing mistrust or misinformation, especially when working with vulnerable
communities who may be disproportionately affected by health emergencies and
infodemics (Dada et al. 2022; van Prooijen et al. 2021). Messages should be subject
to pretesting when possible before dissemination. Pretesting refers to the process of
examining the acceptability, understandability, and potential effectiveness of health
communication materials before they are officially released to the public, and ide-
ally includes direct input from members of the affected community. These types of
participatory processes that involve trusted messengers and community members in
decision-making are known as co-development, and lead to community ownership
and contextually appropriate interventions (World Health Organization 2017).

Furthermore, strategies for delivering health information to members of vulner-
able communities should be prioritised, as they are more likely to experience
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barriers to accessing accurate and timely information that can promote healthy
behaviours. There are additional challenges in collecting social listening data in
these communities due to factors such as their unique information environment or
inherent mistrust of health authorities. Examples of communities susceptible to
infodemics include ethnic or racial minority populations that have experienced his-
torical health inequities, migrant communities without access to routine health ser-
vices, or the elderly who may lack digital and data literacy.

Although misinformation and disinformation are merely one part of the plethora
of challenges that constitute an infodemic, they can sometimes hinder the delivery
of health information or programmes. Responding to specific pieces of
mis/disinformation may not always be as practical or effective as addressing the
root causes of these problems, such as information voids or poorly delivered health
information. Nonetheless, on occasion, it may be necessary to directly manage mis-
leading or incorrect claims that have spread widely. This process is known as
debunking: providing corrective information that reveals the falsity of misinforma-
tion or disinformation after people have been exposed to it (World Health
Organization 2020b).

2.4 Intervening Through Design, Implementation,
and Evaluation

Key terms defined in section: integrated analysis, behavioural models and theories,
human-centred design, monitoring and evaluation, strategy refinement.

The delivery of high-quality health information is an integral part of infodemic
management, but the sole reliance on health communication is often insufficient.
When countering infodemics, we must also develop and implement data-driven
interventions that go beyond the delivery of information. Analysis of social listen-
ing data should be carried out in such a way that generates recommendations for
action that public health authorities, or other organisations, can develop interven-
tions or base decisions about programmes on. Infodemic management interventions
are strategies, policies, or health programmes designed to identify, address, or miti-
gate the harms of an infodemic and may include, but are not limited to, science and
knowledge translation, design of the information environment, community engage-
ment, design and quality of health service delivery, updates to health guidance, or
capacity building to build resilience to misinformation.

An important approach for deriving actionable recommendations is what is
known as integrated analysis, using social listening and other data sources, not only
that obtained from monitoring social media, but which through integrated analysis
and infodemic insights generaiton also incorporates both quantitative and qualita-
tive interpretations of the synthesised material. Since most data sources and listen-
ing tools used for infodemic management have some degree of limitation, relying
on a single data source is likely to result in biased or misleading recommendations,
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which, in turn, leads to suboptimal interventions or programmes. To avoid this,
human analysts, who are ideally well-versed in quantitative and qualitative indica-
tors, are recommended as the drivers of data triangulation and synthesis of
infodemic insights.

Another essential aspect of intervention development is ensuring that it is
informed by behavioural models and theories to the fullest extent possible. Usually,
the final goal of infodemic management interventions is to induce positive health
behaviour change among the community of focus, whether it be increasing vaccine
uptake or reducing incorrect use of masks. Therefore, it is critical that interventions
are designed and deployed based on theoretical frameworks used in public health,
and more specifically in the discipline of social and behavioural sciences.

There is a wide range of behavioural theories and models, ranging from frame-
works that have been used extensively in public health such as COM-B (WHO
Regional Office for Europe 2019; World Health Organization, Food and Agriculture
Organization, UNICEF 2012; Michie et al. 2011), to more recent ones such as
nudge theory or the Fogg Behavior Model (Agha et al. 2019; Thaler and Sunstein
2008). Where possible, it would be valuable to identify a behavioural scientist who
can help you or your infodemic management team in selecting the appropriate
framework and applying it during intervention development. Regardless of which
framework you choose, it is important that it is applied to the infodemic manage-
ment workflow early in the process so that it can guide data collection activities, for
example, through developing a survey instrument based on theoretical constructs.

Furthermore, infodemic managers may also want to consider employing human-
centred design (HCD) when developing interventions. HCD is a problem-solving
approach revolving around the principle that successful solutions are created with
the needs and wants of the end user in mind (Adam et al. 2019). This process
involves understanding the problem you are trying to address from the perspective
of the community member, empathising with their needs, and co-creating interven-
tion ideas through their inputs. Even if it is not feasible to implement the entire
HCD process, it would be worthwhile keeping the basic principles of HCD in mind
as you design interventions so that they are more likely to be effective and widely
adopted by target community members.

Once interventions have been developed and are ready for launch, their rollout
and impact should be tracked and assessed systematically using the guiding princi-
ples of monitoring and evaluation. Monitoring informs programme planning through
ongoing and periodic data collection that measures the progress of intervention
implementation, including process indicators such as how well the intervention is
reaching its target audience. Evaluation entails assessment of the intervention’s
impact, both in terms of effects on health outcomes and cost-effectiveness.
Monitoring and evaluation indicators should be designed and incorporated into pro-
gramme planning early on, ideally during the intervention development stage. These
indicators should be tracked and analysed periodically to inform continuous strat-
egy refinement, whereby interventions are quickly adapted to the changing needs of
target communities.
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2.5 Promoting and Supporting Resilience, Health
Behaviours, and Community Engagement

Key terms defined in section: community empowerment, community engagement,
information equity, health/digital/data literacy, social inoculation.

Successful infodemic management is not only defined by a health system’s abil-
ity to deliver high-quality information and implement effective interventions, it also
involves empowering individuals and communities to navigate an infodemic.
Empowerment of community members should be conducted through the framing of
access to reliable health information as a right (World Health Organization 2021b).
A key factor in achieving community empowerment is community engagement, the
process by which communities, organisations, and individuals build a long-term
relationship with a shared vision for the benefit of the community (World Health
Organization 2020b).

At every step and level of infodemic management, we should seek opportunities
for community involvement and collaboration, especially when dealing with vul-
nerable communities. Bidirectional relationships between health systems and com-
munity members are vital to achieving information equity, where everyone has
equitable access to acceptable, relevant, credible and current health information
regardless of language, age, race, or other sociodemographic characteristics.

In order to support resilience during infodemics, we must also build and promote
literacy at the individual level. In the context of infodemic management, there are
different types of literacy that are interrelated and all of them are important. Health
literacy is the degree to which people are able to access, understand, appraise, and
communicate information, and to engage with the demands of different health con-
texts in order to promote and maintain good health across the life-course (Dodson
et al. 2015; World Health Organization 2020b). Digital literacy refers to people’s
awareness, attitude, and ability to use digital tools to identify, access, manage, inte-
grate, evaluate, analyse, and synthesise digital resources, construct new knowledge,
and communicate with others appropriately (Martin and Madigan 2006; World
Health Organization 2020b). Similarly, data literacy includes skills and thinking
that revolve around undertaking everyday activities such as searching, evaluating,
interpreting, and citing data, while also being able to critically think about digital
rights, privacy, and the mechanisms of the online ecosystem (Carmi et al. 2020;
World Health Organization 2020b).

A promising strategy for promoting literacy and resilience is “social inoculation”
(Lewandowsky and van der Linden 2021), an approach that is arguably more impor-
tant than debunking, because it can help prevent mis/disinformation from spreading
in the first place. “Social inoculation” is a concept that comes from social psychol-
ogy and is based on the idea that we can pre-emptively build resistance to
mis/disinformation that one may encounter in the future (McGuire 1961; Roozenbeek
et al. 2020). It works by identifying and deconstructing hoaxes, myths, or other
types of incorrect claims to which we can potentially be exposed so that our psycho-
logical susceptibility to taking them at face-value is reduced. Infodemic
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interventions that incorporate “social inoculation” can come in a variety of forms,
such as an online game that teaches players common disinformation techniques, or
pre-emptive “inoculation” messages that highlight scientific consensus (Basol et al.
2021; Cook et al. 2017).

2.6 Strengthening Preparedness, Planning, Policy,
and Systems

Key terms defined in section: whole-of-society approach, routinised social listening.

The terminology and definitions introduced in this chapter demonstrate that info-
demic management requires multidisciplinary collaboration and a whole-of-society
approach. As infodemic management is an important public health practice that
should be considered as essential as other interventions such as vaccination during
an epidemic response. Infodemic management plays a significant role during the
whole epidemic and pandemic prevention, preparedness response, and recovery
cycle. A key part of preparedness strengthening efforts will be to increase the degree
of coordination between stakeholders across the whole of society, including, but not
limited to, WHO, its Member States, scientific, professional and public health insti-
tutions, private sector communication and telecoms companies, state communica-
tion bodies, search engines, civil society, academia, frontline health workers, and
others, all the way down to the grassroots level of neighbourhood mutual support
groups (World Health Organization 2020c). Ideally, a public health system that has
a high level of infodemic preparedness conducts routine social listening, intergrated
analysis and infodemic insights activities on an ongoing basis, similar to the way in
which well-functioning health systems have robust surveillance mechanisms. In
such a system, infodemic management insights are regularly discussed with stake-
holders who, in turn, are also able to act regularly on recommendations to improve
programmes and communication strategies.
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