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Abstract. Card-based cryptography started with the “five-card trick”
designed by Den Boer (EUROCRYPT 1989); it enables Alice and Bob
to securely evaluate the AND value of their private bits using a physical
deck of five cards. It was then shown that the same task can be done
with only four cards, i.e., Mizuki et al. proposed a four-card AND proto-
col (ASIACRYPT 2012). These two AND protocols are simple and easy
even for non-experts, such as high school students, to execute. Their only
common drawback is the need to prepare a customized deck consisting of
red and black cards such that all cards of the same color must be identi-
cal. Fortunately, several existing protocols are based on a standard deck
of playing cards (commercially available). Among them, the state-of-the-
art AND protocol was constructed by Koch et al. (ASIACRYPT 2019);
it uses four playing cards (such as ‘A, J, Q, K’) to securely evaluate the
AND value. The protocol is elaborate, while its possible drawback is the
need to repeat a shuffling operation six times (in expectation), which
makes it less practical.

This paper aims to provide the first practical protocol working on a
standard deck of playing cards. We present an extremely simple AND
protocol that terminates after only one shuffle using only four cards;
our proposed protocol relies on a new operation, called the “half-open”
action, whereby players can check only the suit of a face-down card with-
out revealing the number on it. We believe that this new operation is
easy-to-implement, and hence, our four-card AND protocol working on a
standard deck is practical. We formalize the half-open action to present a
formal description of our proposed protocol. Moreover, we discuss what
is theoretically implied by introducing the half-open action and show
that it can be applied to efficiently solving Yao’s Millionaires’ problem
with a standard deck of cards.

Keywords: Card-based cryptography · Secure computation · Real-life
hands-on cryptography

1 Introduction

Card-based cryptography enables people including non-specialists to easily
conduct cryptographic tasks, such as secure multiparty computations and
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zero-knowledge proofs, in daily activities using a deck of physical cards. Typi-
cally, we use a two-colored deck of cards, i.e., a deck consisting of black ♣ and red
cards ♥ whose backs are all identical ? . In history, the first card-based protocol
called the five-card trick was presented by Den Boer [2] at EUROCRYPT 1989;
it enables Alice and Bob holding private bits a ∈ {0, 1} and b ∈ {0, 1}, respec-
tively, to securely evaluate the AND value a ∧ b using five cards ♣ ♣ ♥ ♥ ♥ ,
as described below.

1.1 The Five-Card Trick

Assume that, based on a pair of cards of different colors, Alice and Bob agree
upon the following encoding rule:

♣ ♥ = 0, ♥ ♣ = 1. (1)

If two face-down cards ? ? represent a bit x ∈ {0, 1} according to the above
encoding (1), then we call them a commitment to x and denote it by

? ?
︸ ︷︷ ︸

x

.

The five-card trick [2] proceeds as follows.
1. Alice and Bob privately create commitments to a and b, respectively, and

between them, place one helping red card ♥ ; then, turn it face down:

? ?
︸ ︷︷ ︸

a

♥ ? ?
︸ ︷︷ ︸

b

→ ? ?
︸ ︷︷ ︸

a

? ? ?
︸ ︷︷ ︸

b

.

Note that the three cards in the middle would be ♥ ♥ ♥ if and only if
a = b = 1.

2. Apply a random cut, denoted by 〈·〉, to the sequence of five cards:

? ?
︸ ︷︷ ︸

a

? ? ?
︸ ︷︷ ︸

b

→
〈

? ? ? ? ?
〉

→ ? ? ? ? ? .

A random cut is a cyclic shuffling operation such that the resulting sequence
is randomly shifted. Note that a secure implementation of a random cut called
the Hindu cut has been known [49].

3. Reveal all the five cards; then, we learn the value of a ∧ b, which depends
on whether or not the three red cards ♥ ♥ ♥ are consecutive (apart from
cyclic rotation):

♥ ♣ ♥ ♥ ♣
♣ ♥ ♥ ♣ ♥

♥ ♥ ♣ ♥ ♣
♥ ♣ ♥ ♣ ♥

♣ ♥ ♣ ♥ ♥

a ∧ b = 0

or

♣ ♥ ♥ ♥ ♣
♥ ♥ ♥ ♣ ♣
♥ ♥ ♣ ♣ ♥

♥ ♣ ♣ ♥ ♥

♣ ♣ ♥ ♥ ♥

a ∧ b = 1.

Thus, the five-card trick can elegantly evaluate the AND value securely.
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1.2 Protocols with a Standard Deck of Cards

After twenty-three years since the invention of the five-card trick, it was reported
at ASIACRYPT 2012 that the same task can be conducted without any help-
ing card [30]. These two AND protocols [2,30] are simple and easy even for
non-experts, such as high school students, to understand. Actually, both the
protocols are practical and used for introducing the notion of secure computa-
tions in university classes [21,39]. On the other hand, their only common draw-
back is the need to prepare a customized deck consisting of red and black cards
( ♣ ♣ ♥ ♥ · · · ) such that all cards of the same color must be indistinguishable.

Fortunately, there are several existing protocols that work on a standard deck
of playing cards (which is commercially available), such as:

A♣ A♠ A
♥

A
♦

2♣ 2♠ 2
♥

2
♦ · · · K♣ K♠ K

♥
K

♦ .

Table 1 enumerates the existing AND protocols working on a standard deck. In
these protocols, a standard deck is regarded as a total order on {1, 2, . . . , 52}
(because of 13 numbers × 4 suits): that is, a protocol is supposed to work on
cards like 1 2 3 4 · · · whose backs are all ? . In this standard deck setting,
a Boolean value can be also represented by a pair of cards: a bit x ∈ {0, 1} is
encoded with the order of two cards i and j , 1 ≤ i < j ≤ 52, according to

i j = 0, j i = 1. (2)

Therefore, such two face-down cards serve a commitment to x ∈ {0, 1}, which is
denoted by

? ?
︸ ︷︷ ︸

[x]{i,j}

,

where the set {i, j} is called its base.
Among the existing AND protocols (shown in Table 1), the state-of-the-art

one was presented by Koch et al. at ASIACRYPT 2019 [10]; it is a card-minimal
AND protocol, i.e., it uses only four cards (such as 1 2 3 4 ). Given two input
commitments to a, b ∈ {0, 1}, the protocol produces a commitment to a∧ b after
applying a random cut six times in expectation:

? ?
︸ ︷︷ ︸

[a]{1,2}

? ?
︸ ︷︷ ︸

[b]{3,4}

→ Random cut 6 times (exp.) → ? ?
︸ ︷︷ ︸

[a∧b]B

,

where the base B will be one of {1, 2}, {1, 3}, {1, 4}, {2, 4}, {3, 4}.
The description of this protocol [10] will be presented in Sect. 2. Although

the protocol is elaborate as will be seen, its possible drawback is the need to
repeat a random cut six times (in expectation), which makes it less practical.
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Table 1. The existing AND protocols with a standard deck

# of cards # of shuffles not Las Vegas?

Niemi and Renvall [37] 5 9.5 (exp.)

Mizuki [26] 8 4 �
Koch and Schrempp and Kirsten [10,11] 4 6 (exp.)

1.3 Contribution

As mentioned above and implied by Table 1, the existing AND protocols working
on a standard deck are somewhat impractical due to their numbers of required
shuffles and/or cards. Thus, our aim is to provide the first practical AND protocol
working on a standard deck of playing cards.

In this study, we present an extremely simple AND protocol that terminates
after only one random cut using only four cards. The key idea behind our con-
struction is to make use of the simple fact that every card in a standard deck
has a suit in addition to its number. In other words, we do not regard a standard
deck just as a total order, but we directly utilize the suits (♣,♠, ♥, ♦) to perform
an efficient secure AND computation. More precisely, our AND protocol works
on a deck of four cards

3♣ 3
♥

9♣ 9
♥ ,

whose suits (♣ or ♥) will play an important role. Our four-card AND protocol
relies on a new operation, called the half-open action, whereby players are able
to check only the suit of a face-down card without revealing the number on it.
Thus, briefly, given two input commitments to a, b ∈ {0, 1}, our protocol securely
evaluates the value of a ∧ b by using one random cut and the half-open action:

? ?
︸ ︷︷ ︸

[a]{a}

? ?
︸ ︷︷ ︸

[b]{b}

→ Random cut once + Half-open

−→
{

a ∧ b = 1 if 3♣ ♣ , 9♣ ♣ , 3
♥ ♥ , or 9

♥ ♥ appears,
a ∧ b = 0 otherwise.

We present the details of our protocol in Sect. 4. As will be seen in Sect. 3,
our new operation, the “half-open” action, is easy-to-implement, and hence, we
believe that our four-card AND protocol working on a standard deck is practical.

In Sect. 5, we construct, by extending the computational model of card-based
protocols, which has been developed in [8,13,31,32,48], a formal computation
model that admits the operation mentioned above, i.e., the half-open action.
Based on this model, we present a formal description of our proposed protocol
in Sect. 6.

Moreover, we discuss what is theoretically implied by introducing the half-
open action and show that it can be applied to efficiently solving Yao’s Mil-
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lionaires’ problem [50] with a standard deck of cards in Sect. 7. Somewhat sur-
prisingly, our solution requires only one more half-open action compared to the
existing solutions [23] that work on a two-colored deck of cards.

2 The Existing Card-Minimal AND Protocol

In this section, we introduce the existing card-minimal AND protocol con-
structed by Koch et al. [10,11] using four cards 1 2 3 4 .

1. Given input commitments to a, b ∈ {0, 1}, apply a random cut:

? ?
︸ ︷︷ ︸

[a]{1,2}

? ?
︸ ︷︷ ︸

[b]{3,4}

→
〈

? ? ? ?
〉

→ ? ? ? ? .

2. Turn over the first card; assume that the revealed card is 1 (the other cases
are similar). Then, turn it face down:

1 ? ? ? → ? ? ? ? .

(a) Swap the third and fourth cards.

1

?
2

?
3

?
4

? →
1

?
2

?
4

?
3

? .

(b) Apply a random cut:
〈

? ? ? ?
〉

→ ? ? ? ? .

(c) Turn over the first card. If 3 appears, proceed to Step 3; otherwise, go
back to (b) after turning over the face-up card.

3. Apply a random cut to the second, third, and fourth cards:

3
〈

? ? ?
〉

→ 3 ? ? ? .

4. Reveal the second card.
(a) If either 1 or 4 is revealed, then we obtain a commitment to a ∧ b:

3 1 ? ?
︸ ︷︷ ︸

[a∧b]{2,4}

or 3 4 ? ?
︸ ︷︷ ︸

[a∧b]{1,2}

.

(b) If 2 is revealed, we obtain a commitment to a ∧ b (which can be easily
changed into a commitment to a ∧ b just by swapping the two cards):

3 2 ? ?
︸ ︷︷ ︸

[a∧b]{1,4}

.
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Note that in Steps 2(b) and (c), the protocol searches for 3 among the
four cards by repeating the application of a random cut; the expected number
of shuffles is four (because of the four cards). Therefore, in total, this protocol
needs six random cuts (in expectation), and hence, it is a Las Vegas algorithm.

In the next sections, we aim to reduce the number of shuffles required for a
secure AND computation.1

Fig. 1. Typical playing cards Fig. 2. Half-open with fingers

3 New Action: Half-Open of Playing Cards

In this section, we propose a novel action in card-based cryptography: the half-
open action reveals only the suit of a given face-down card (of a standard deck)
without leaking any information about its number:

?
half-open→ ♣ or ♠ or ♥ or ♦ .

We present a couple of implementations of this action.
Because implementing the half-open action depends on a physical design of

cards, let us consider typical playing cards as shown in Fig. 1. Here, we mention
the general policy of implementing the half-open action, which would be helpful
when considering non-typical playing cards. Because the half-open action reveals
only a suit, we should find a specific area on the front where a suit is “identically”
placed for all cards. The half-open action can be achieved by revealing such an
area while hiding the others.

Figure 2 describes a playing card such that nothing but its suit (♣) is visible.
One possible way to have such a situation is as follows. Note that a typical
1 Recently, a zero-knowledge proof protocol for Sudoku has been developed using

standard decks of cards [42], and protocols based on private operations have been
constructed using a standard deck [19]. In addition, efficient copy and XOR pro-
tocols [15], a card-minimal three-input AND protocol [14], and other three-input
protocols [5] have been devised.
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playing card has a number and suit in the upper left and lower right corners.
Given a face-down card (to which apply the half-open), another (face-up) card
is inserted below it, the two cards are stacked, and they are turned over. Then,
slide out one card while keeping the number hidden with fingers so that only the
suit becomes visible.

Because mastering this method requires some effort, we consider an easier
method for the half-open action. For this, we made covers that disclose only
suits of cards without leaking their numbers, as shown in Fig. 3. Here, we used
an A3-size notebook and scissors to make the covers, but any sheet of paper can
be used, and it is effortless to make.

Next, we show how to use the covers specifically. We put a cover under a
target card (Fig. 4), lift the card and cover together (Fig. 5), and turn them over
to check the suit (Fig. 6). We describe this result as ♥ . Thus, the half-open
action can be easily implemented: it is an effortless task to create a cover, insert
the cover under the card, and turn them over.

Fig. 3. The use of covers

Fig. 4. Put a cover under
the card

Fig. 5. Lift up the card
and cover together

Fig. 6. Turn them over.
We describe this as ♥.

It should be noted that Marcedone et al. [21, Solution 4] first considered
a similar idea of folding up a portion of a customized card such as a square
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card to obtain partial information. Shinagawa [46] used specialized cards with
invisible ink to obtain partial information by illuminating a black light with a
cover. Compared to their studies, our study uses a standard deck of commercially
available cards, i.e., we do not need to prepare a specialized deck of cards.

4 Our Simple AND Protocol Based on Half-Open Action

In this section, we present our efficient AND protocol working on a standard
deck with the help of the half-open action.

In the sequel, we use the following four playing cards:

3♣ 3
♥

9♣ 9
♥ ,

although any four cards can be chosen as long as two of them have the same suit
and the others have another same suit.

Table 2. The principle behind our proposed protocol

(a, b) Sequence Right of 3♣ Left of 9
♥ Right of 3

♥ Left of 9♣

(0,0) 3♣ 9
♥

3
♥

9♣ 9
♥

3♣ 9♣ 3
♥

(0,1) 3♣ 9
♥

9♣ 3
♥

9
♥

3♣ 3♣ 9
♥

(1,0) 9
♥

3♣ 3
♥

9♣ 3
♥

9♣ 9♣ 3
♥

(1,1) 9
♥

3♣ 9♣ 3
♥

9♣ 3
♥

9
♥

3♣

Alice and Bob hold their private bits a ∈ {0, 1} and b ∈ {0, 1}, respectively.
Our proposed protocol proceeds as follows.

1. Alice takes 3♣ 9
♥ and places a commitment to a based on the following encod-

ing similar to (2):
3♣ 9

♥ = 0, 9
♥

3♣ = 1.

Bob takes 3
♥

9♣ and places a commitment to b in the same way as Alice, i.e.,
by focusing only on their numbers:

3
♥

9♣ = 0, 9♣ 3
♥ = 1.

Thus, we have the following two commitments:

? ?
︸ ︷︷ ︸

[a]{3♣,9♥}

? ?
︸ ︷︷ ︸

[b]{3♥,9♣}

.
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Table 2 indicates the actual sequence of cards for each input. Let us focus
on 3♣ : observe that the suit of the card on the right of 3♣ has a suit ♣ if
and only if a = b = 1. Therefore, they can obtain only the value of a ∧ b by
checking the suit.
In the same way, the suits of the cards on the right of 3

♥ and on the left of
9♣ and 9

♥ determine the value of a ∧ b. See the third to sixth columns of
Table 2. Our protocol uses this relationship to perform a secure computation
of the logical AND function.

2. Apply a random cut to the sequence of four cards:

? ?
︸ ︷︷ ︸

[a]{3♣,9♥}

? ?
︸ ︷︷ ︸

[b]{3♥,9♣}

→
〈

? ? ? ?
〉

→ ? ? ? ? .

Note that the relationship shown in Table 2 remains unchanged (despite the
random cut).

3. Reveal the first card. Note that the revealed card should be one of 3♣ , 3
♥ ,

9♣ , 9
♥ with the equal probability (i.e., 1/4), and hence, information about

the input is never leaked.
4. If the revealed card is either 3♣ or 3

♥ , then apply the half-open action to its
right card, namely the second card (because a ‘3’ is placed on the right side
of a clock or wristwatch). If it is either 9♣ or 9

♥ , then apply the half-open
action to its left card, namely the fourth card (because a ‘9’ is placed on the
left side of a wristwatch). Alice and Bob obtain the value of a ∧ b as follows:

3♣ ♥ ? ?
9

♥ ? ? ♣
3

♥ ♣ ? ?
9♣ ? ? ♥

a ∧ b = 0

or

3♣ ♣ ? ?
9

♥ ? ? ♥

3
♥ ♥ ? ?

9♣ ? ? ♣
a ∧ b = 1.

This is our four-card AND protocol, which uses only one random cut and
one half-open action. Although we believe that the correctness and security of
our protocol are clear from the above description, we present their formal proofs
in Sect. 6.2.

It should be noted that if one wants to use the first method shown in Fig. 2
to implement the half-open action in Step 4, the card revealed in Step 3 can be
used as a cover (so that no additional card needs).

In the next sections, we formally define the half-open action and formally
describe our protocol.

5 Formalizing Half-Open Action

In this section, we formalize a card-based protocol using a standard deck of
playing cards such that the half-open action is allowed.
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In the literature [13,31], a deck was typically represented as a multiset over a
symbol set, such as [♣,♣, ♥, ♥, ♥] and {1, 2, 3, 4}. Remember that our protocol
proposed in Sect. 4 employs the fact that every card in a standard deck has a suit
and its number. Therefore, we call a pair of a number and a suit, such as (1,♣),
(1,♠), (2, ♥), and (2, ♦), an atomic card. Following this, we denote a standard
deck D by a multiset of atomic cards2. For an atomic card c = (i, s), we denote
its suit symbol by ss(c) := s. For example, ss(1,♣) = ♣ and ss(2, ♦) = ♦.

5.1 Notations

For a deck D, a face-up card and a face-down card are represented as c
? and ?

c for
c ∈ D, respectively. In addition, a face-down card to which the half-open action
was applied is represented as ss(c)

c . Given such a face-up, face-down, or “half-
open” card, we denote its atomic card by atom( c

? ) = atom( ?c ) = atom( ss(c)c ) = c,
and denote its visible symbol by top( c

? ) = c, top( ?c ) = ?, and top( ss(c)c ) = ss(c),
respectively. We say that a d-tuple Γ = (α1, α2, . . . , αd) consisting of d cards from
a standard deck D is a sequence if [atom(α1), atom(α2), . . . , atom(αd)] = D.

We denote the set of all (possible) sequences from a standard deck D by

SeqD := {Γ | Γ is a sequence of D}.

We extend the use of top(·) to a sequence: given a sequence Γ = (α1, α2, . . . , αd),
we write top(Γ ) = (top(α1), top(α2), . . . , top(αd)), and we call it the visible
sequence of Γ . We also define the visible sequence set VisD as

VisD := {top(Γ ) | Γ ∈ SeqD}.

5.2 Protocols

We present a formal description of a protocol. As seen below, starting from an
initial sequence, a protocol specifies an action to be applied to a current sequence
step by step, depending on its internal state and the visible sequence.

A protocol (having a finite state control and a table on which a single sequence
is put) is formally specified with a quadruple P = (D, U,Q,A):

– D is a deck;
– U ⊆ SeqD is an input set ;
– Q is a state set having an initial state q0 ∈ Q and a final state qf ∈ Q;
– A : (Q\{qf}) × VisD → Q × Action is an action function, where Action is the

set of the following actions:
• (turn, T ) for T ⊆ {1, 2, . . . , |D|};
• (perm, π) for π ∈ S|D|, where Si denotes the symmetric group of degree i;
• (shuf,Π,F) for Π ⊆ S|D| and a probability distribution F on Π. If F is

uniform, we omit it and write this action as (shuf,Π);

2 It should be noted that D can be any set of cards taken from 52 playing cards.
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• (hopen, T ) for T ⊆ {1, 2, . . . , |D|};
• (hclose, T ) for T ⊆ {1, 2, . . . , |D|};

Given a current sequence Γ = (α1, α2, . . . , α|D|), each action in Action trans-
forms the current sequence Γ into the next sequence Γ ′ as follows.

– (turn, T ): Γ ′ = (β1, β2, . . . , β|D|) such that

βi =
{

swap(αi) if i ∈ T,
αi otherwise,

for every i, 1 ≤ i ≤ |D|, where swap( c
? ) =

?
c and swap( ?c ) =

c
? for an atomic

card c;
– (perm, π): Γ ′ = (απ−1(1), απ−1(2), . . . , απ−1(|D|));
– (shuf,Π,F): Γ ′ resulting from applying action (perm, π) to Γ , where π is a

permutation drawn from Π according to the probability distribution F ;
– (hopen, T ): Γ ′ = (β1, β2, . . . , β|D|) such that for every i, 1 ≤ i ≤ |D|,

βi =

{

ss(ci)
ci

if i ∈ T,

αi otherwise,

where αj for every j ∈ T must be a face-down card αj = ?
cj

.
– (hclose, T ): Γ ′ = (β1, β2, . . . , β|D|) such that for every i, 1 ≤ i ≤ |D|,

βi =

{

?
ci

if i ∈ T,

αi otherwise,

where αj for every j ∈ T must be a “half-open” card αj = ss(cj)
cj

(to which
hopen has been applied).

6 Formal Description of Our Protocol

In this section, we show a formal description of our proposed AND protocol
based on the computational model formalized in Sect. 5.

6.1 Pseudocode

The following is a pseudocode of our protocol, where we define RC1,2,3,4 =
{(1 2 3 4)i | 1 ≤ i ≤ 4}. Its deck is [(3,♣), (3, ♥), (9,♣), (9, ♥)].

input set:

{( ?
(3,♣)

,
?

(9, ♥)
,

?
(9,♣)

,
?

(3, ♥)

)

,
( ?
(3,♣)

,
?

(9, ♥)
,

?
(3, ♥)

,
?

(9,♣)

)

,

( ?
(9, ♥)

,
?

(3,♣)
,

?
(9,♣)

,
?

(3, ♥)

)

,
( ?
(9, ♥)

,
?

(3,♣)
,

?
(3, ♥)

,
?

(9,♣)

)}
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(shuf,RC1,2,3,4)
(turn, {1})
if visible seq. = ((3,♣), ?, ?, ?) or ((3, ♥), ?, ?, ?) then
(hopen, {2})
if visible seq. = ((3,♣),♣, ?, ?) or ((3, ♥), ♥, ?, ?) then a ∧ b = 1
else a ∧ b = 0

if visible seq. = ((9,♣), ?, ?, ?) or ((9, ♥), ?, ?, ?) then
(hopen, {4})
if visible seq. = ((9,♣), ?, ?,♣) or ((9, ♥), ?, ?, ♥) then a ∧ b = 1
else a ∧ b = 0

9 3 9 3 11

9 3 3 9 10

3 9 9 3 01

3 9 3 9 00

shuf, RC1,2,3,4

9 3 9 3 1
4 11 3 9 3 9 1

4 11 9 3 9 3 1
4 11 3 9 3 9 1

4 11

9 3 3 9 1
4 10 3 9 9 3 1

4 10 9 9 3 3 1
4 10 3 3 9 9 1

4 10

9 9 3 3 1
4 01 3 3 9 9 1

4 01 9 3 3 9 1
4 01 3 9 9 3 1

4 01

9 3 9 3 1
4 00 3 9 3 9 1

4 00 9 3 9 3 1
4 00 3 9 3 9 1

4 00

turn, 1

9 3 9 3 11

9 3 3 9 10

9 9 3 3 01

9 3 9 3 00

3 9 3 9 11

3 9 9 3 10

3 3 9 9 01

3 9 3 9 00

9 3 9 3 11

9 9 3 3 10

9 3 3 9 01

9 3 9 3 00

3 9 3 9 11

3 3 9 9 10

3 9 9 3 01

3 9 3 9 00

revealed 3revealed 9

revealed 3revealed 9
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Fig. 7. The KWH-tree for the proposed AND protocol. Here, (hopen, {i}) indicates
that only the suit of the i-th card is to be disclosed.

6.2 Correctness and Security

We depict the KWH-tree [9,13,48] of our protocol in Fig. 7, by which we can
confirm that the correctness and security of the protocol are satisfied.



122 D. Miyahara and T. Mizuki

The KWH-tree is a tree-like diagram that shows the transitions of possible
sequences of cards along with their respective polynomials (or monomials) in a
box, where actions to be applied to the sequence are appended to an edge. In
the figure, the probability of (a, b) = (x, y) is denoted by Xxy. A polynomial
annotating a sequence in a box such as 1/4X00 represents the conditional prob-
ability that the current sequence is the one next to the polynomial, given what
can be observed so far on the table. Because the sum of all polynomials in each
box (except for the bottom-most boxes) is equal to

∑

x,y∈{0,1}
Xxy,

it is guaranteed that no information about the input is leaked.

7 Discussion

In this section, we discuss the relationship between our proposed protocol using
the half-open action and an existing protocol working on a two-colored deck of
cards, indicating the strongness of the half-open action. We consider the four-
card AND protocol [30] as a comparison because the number of required cards is
the same. Moreover, we discuss the theoretical aspects of the half-open action and
show that it can be applied to efficiently solving Yao’s Millionaires’ problem [50].

7.1 Comparison

The four-card AND protocol invented by Mizuki et al. [30] computes the logical
AND using four cards:

♣ ♣ ♥ ♥ → a ∧ b.

Their protocol is card-minimal, although the number of required shuffles is two
(one random cut and one random bisection cut), and its principle is more difficult
to understand than the five-card trick [2].

As mentioned in Sect. 1.2, the efficiency of card-based protocols working on
a standard deck [10,26,37] was less than those working on a two-colored deck
in terms of the number of required shuffles. However, the number of required
shuffles in our proposed protocol presented in Sect. 4 is one, and hence, it is
more efficient than the existing AND protocol working on a two-colored deck [30]
(except for the need of the half-open action), which is the first result of card-
based cryptography history. This implies that the half-open action is useful, and
we could obtain similar results for other protocols.

7.2 Theoretical Aspects

If we replace the turning-over action with the half-open action, we can regard
a playing card with a card having only a suit because only a suit is always



Secure Computations Through Checking Suits of Playing Cards 123

revealed on the front of the playing card. For example, face-down ♣ and A♣ can
be regarded as identical as follows:

?
Turn→ ♣ = ?

Half-open→ ♣ .

That is, we can regard a standard deck as a four-colored deck, and hence, any i-
card protocol working on two-colored deck can be implemented using a standard
deck for i ≤ 26. For example, to implement the five-card trick [2] introduced
in Sect. 1.1, it suffices to use the half-open action thrice (instead of using the
turning-over action). In summary, the half-open action solves the need for a
customized deck to implement the existing protocols using red and black cards.

A more striking example is to solve Yao’s Millionaire’ problem [50]. The
problem determines whether a < b or not without revealing any information
more than necessary for a, b ∈ {1, 2, . . . ,m} and some natural number m ≥ 2.
Miyahara et al. [23] in 2020 proposed a card-based millionaire protocol working
on a standard deck, although its efficiency is less than the one working on a two-
colored deck. We show that it can be improved almost as efficiently as working
on a two-colored deck in the next subsection.

7.3 Millionaire Protocol Using Half-Open

Our millionaire protocol requires only one more half-open action compared to
the existing solution [23] working on a two-colored deck of cards. Our protocol
proceeds as follows.

1. Alice holds m club cards and m − 1 heart cards. She places a sequence of
m+1 face-down cards in which the cards from the first to a-th are clubs and
the remaining cards are hearts:3

1

?
♣

2

?
♣

· · ·
a

?
♣

a+1

?
♥

a+2

?
♥

· · ·
m

?
♥

m+1

?
♥

.

Bob holds m spade cards and one diamond card. He places a sequence of
m + 1 face-down cards below Alice’s sequence, in which the b-th card is a
diamond and the remaining cards are spades:

1

?
2

? · · ·
b−1
?

b

?
b+1

? · · ·
m

?
m+1

?

?
♠

?
♠

· · · ?
♠

?
♦

?
♠

· · · ?
♠

?
♠

.

Observe that the suit of the card above the Bob’s diamond card (i.e., the b-th
card in Alice’s sequence) determines only whether a < b or not, i.e., the suit
is a heart if a < b, and the suit is a club if a ≥ b.

3 It is sufficient for the suits to satisfy the above arrangement: the orders of the
numbers (written on the cards) can be arbitrary.
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2. Fix the two cards in each column to make m + 1 piles, and then apply a
random cut to the piles (denoted by < · · · | · · · | · · · >):

〈

?

?

∣

∣

∣

∣

∣

?

?

∣

∣

∣

∣

∣

· · ·
∣

∣

∣

∣

∣

?

?

〉

→ ? ? · · · ?

? ? · · · ?
.

Note that Alice’s and Bob’s sequences are randomly shifted, but their offsets
are the same.

3. Reveal all the cards in Bob’s sequence. Then, one diamond card should
appear. Let r ∈ {1, . . . , m+1} denote the position of the revealed diamond
card. Note that information about the value of b does not leak to Alice because
r is a uniformly distributed random value.

4. Apply the half-open action to the r-th card in Alice’s sequence. If a heart is
revealed ♥ , then we have a < b; otherwise ♣ , we have a ≥ b.

5. If a ≥ b, we can further determine whether equality holds or not by applying
the half-open action to the (r + 1)-st card in Alice’s sequence (i.e., (b + 1)-st
card). If a heart is revealed ♥ , then we have a = b; otherwise ♣ , we have
a > b.

This is our millionaire protocol working on a standard deck of cards using
the half-open action. The numbers of required cards and shuffles are 3m+1 and
one, respectively. Remember that we use the half-open action in Step 4 of our
protocol presented in Sect. 7.3. Note that if we just reveal the card in Step 4
instead of using the half-open action, information about the value of b leaks to
Alice because she knows where she placed the revealed card in Step 1. We need
a more complicated subprotocol if we do not use the half-open action.

The existing millionaire protocol working on a standard deck [23] employs
such a complicated subprotocol. This protocol requires 4m cards and four shuf-
fles. Therefore, our protocol is more efficient in terms of the numbers of cards
and shuffles.

8 Conclusion

In this paper, we proposed a simple two-input AND protocol that requires only
one shuffle, which is the trivial lower bound on the number of required shuffles4.
The key is to consider a new action, called the half-open action, by which play-
ers can know only a suit of a face-down card. Surprisingly, this simple action
contributes to the significant improvement on the numbers of required shuffles
and cards, compared to the existing AND protocols.

Card-based cryptography has evolved steadily [27,28] as new concepts, tech-
niques, and/or applications (such as the random bisection cut [33], permuta-
tion manipulation [1,6,7], zero-knowledge proofs for pencil puzzles [4,17,40–45],
private operations [20,35,36,38], graph theoretical methods [22,25], information

4 Single-shuffle protocols have attracted attention recently [16,47].
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leakage analysis [29,48], new physical tools [18,24,34], and comparison with Tur-
ing complexity [3,12]) were found. We believe that the half-open action will open
a new vista in this research field: This paper is a first step toward developing
efficient protocols based on the half-open/close actions.
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