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                     Abstract
Blockchain technologies have emerged to serve as a trust basis for the monitoring and execution of business processes, particularly business process choreographies. However, dealing with changes in smart contract-enabled business processes remains an open issue. For any required modification to an existing smart contract (SC), a new version of the SC with a new address is deployed on the blockchain and stored in a contract registry. Moreover, in a choreography, a change in a partner process might affect the processes of other partners. Thus, the change effect must be propagated to partners of the choreography affected by the change. In this paper, we propose a new approach overcoming the limitations of SCs and allowing for the change management of blockchain-enabled declarative business process choreographies modeled as DCR graphs. Our approach allows a partner in a running blockchain-based DCR choreography instance to change its private DCR process. A change impacting other partners is propagated to their affected processes using a SC. The change propagation mechanism ensures the compatibility checks between public DCR processes of the partners. We demonstrate the approach’s feasibility through an implemented prototype.
Keywords
	Process choreography
	Change propagation
	DCR graph
	SC
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                     Notes
	1.We use the same notation of the operations defined in [4].


	2.The reader can check [5] for more details about denied and allowed change operations in DCR orchestrations that inspired the proposed changes.


	3.InterPlanetary File System (IPFS) is a peer-to-peer protocol that uses content addressing for storing and sharing files on the blockchain (https://docs.ipfs.io/).


	4.Code of the implemented prototype augmented with change management is accessible at https://github.com/tiphainehenry/adaptiveChangeDCR/.


	5.This address can be used with Etherscan to access the record of transactions.





 References
	van der Aalst, W.M.P., Weske, M.: The P2P approach to interorganizational workflows. In: Dittrich, K.R., Geppert, A., Norrie, M.C. (eds.) CAiSE 2001. LNCS, vol. 2068, pp. 140–156. Springer, Heidelberg (2001). https://doi.org/10.1007/3-540-45341-5_10
Chapter 
    
                    Google Scholar 
                

	Weber, I., Xu, X., Riveret, R., Governatori, G., Ponomarev, A., Mendling, J.: Untrusted business process monitoring and execution using blockchain. In: La Rosa, M., Loos, P., Pastor, O. (eds.) BPM 2016. LNCS, vol. 9850, pp. 329–347. Springer, Cham (2016). https://doi.org/10.1007/978-3-319-45348-4_19
Chapter 
    
                    Google Scholar 
                

	Madsen, M.F., et al.: Collaboration among adversaries: distributed workflow execution on a blockchain. In: FAB, p. 8 (2018)

                        Google Scholar 
                

	Mukkamala, R.R., et al.: Towards trustworthy adaptive case management with dynamic condition response graphs. In: EDOC, pp. 127–136. IEEE (2013)

                        Google Scholar 
                

	Debois, S., et al.: Replication, refinement & reachability: complexity in dynamic condition-response graphs. Acta Informatica 55(6), 489–520 (2018). https://doi.org/10.1007/s00236-017-0303-8
Article 
    MathSciNet 
    MATH 
    
                    Google Scholar 
                

	Hildebrandt, T.T., Slaats, T., López, H.A., Debois, S., Carbone, M.: Declarative choreographies and liveness. In: Pérez, J.A., Yoshida, N. (eds.) FORTE 2019. LNCS, vol. 11535, pp. 129–147. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-21759-4_8
Chapter 
    
                    Google Scholar 
                

	Fdhila, W., et al.: Dealing with change in process choreographies: design and implementation of propagation algorithms. Inf. Syst. 49, 1–24 (2015)
Article 
    
                    Google Scholar 
                

	Fdhila, W., et al.: Multi-criteria decision analysis for change negotiation in process collaborations. In: EDOC, pp. 175–183. IEEE (2017)

                        Google Scholar 
                

	van der Aalst, W.M.P., Lohmann, N., Massuthe, P., Stahl, C., Wolf, K.: From public views to private views – correctness-by-design for services. In: Dumas, M., Heckel, R. (eds.) WS-FM 2007. LNCS, vol. 4937, pp. 139–153. Springer, Heidelberg (2008). https://doi.org/10.1007/978-3-540-79230-7_10
Chapter 
    
                    Google Scholar 
                

	Buterin, V., et al.: A next-generation smart contract and decentralized application platform. White paper 3(37) (2014)

                        Google Scholar 
                

	Debois, S., Hildebrandt, T., Slaats, T.: Safety, liveness and run-time refinement for modular process-aware information systems with dynamic sub processes. In: Bjørner, N., de Boer, F. (eds.) FM 2015. LNCS, vol. 9109, pp. 143–160. Springer, Cham (2015). https://doi.org/10.1007/978-3-319-19249-9_10
Chapter 
    
                    Google Scholar 
                

	Decker, G., Weske, M.: Behavioral consistency for B2B process integration. In: Krogstie, J., Opdahl, A., Sindre, G. (eds.) CAiSE 2007. LNCS, vol. 4495, pp. 81–95. Springer, Heidelberg (2007). https://doi.org/10.1007/978-3-540-72988-4_7
Chapter 
    
                    Google Scholar 
                

	Hallerbach, A., Bauer, T., Reichert, M.: Capturing variability in business process models: the Provop approach. J. Softw. Maint. Evol. Res. Pract. 22(6–7), 519–546 (2010)

                    Google Scholar 
                

	Henry, T., Brahem, A., Laga, N., Hatin, J., et al.: Trustworthy decentralized execution of declarative business process choreographies. In: ICSOC. Springer (2021)

                        Google Scholar 
                

	Indiono, C., Rinderle-Ma, S.: Dynamic change propagation for process choreography instances. In: Panetto, H., et al. (eds.) OTM 2017. LNCS, vol. 10573, pp. 334–352. Springer, Cham (2017). https://doi.org/10.1007/978-3-319-69462-7_22
Chapter 
    
                    Google Scholar 
                

	Li, C., Palanisamy, B.: Decentralized privacy-preserving timed execution in blockchain-based smart contract platforms. In: HiPC, pp. 265–274. IEEE (2018)

                        Google Scholar 
                

	López-Pintado, O., Dumas, M., García-Bañuelos, L., et al.: Controlled flexibility in blockchain-based collaborative business processes. Inf. Syst. 104, 101622 (2020)
Article 
    
                    Google Scholar 
                

	Mendling, J., Weber, I., Van Der Aalst, W., et al.: Blockchains for business process management-challenges and opportunities. ACM TMIS 9(1), 1–16 (2018)
Article 
    
                    Google Scholar 
                

	Nahabedian, L., Braberman, V., D’ippolito, N., Kramer, J., Uchitel, S.: Dynamic reconfiguration of business processes. In: Hildebrandt, T., van Dongen, B.F., Röglinger, M., Mendling, J. (eds.) BPM 2019. LNCS, vol. 11675, pp. 35–51. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-26619-6_5
Chapter 
    
                    Google Scholar 
                

	Ryu, S.H., Casati, F., Skogsrud, H., Benatallah, B., Saint-Paul, R.: Supporting the dynamic evolution of web service protocols in SOA. TWEB 2(2), 1–46 (2008)
Article 
    
                    Google Scholar 
                

	Xiong, F., Xiao, R., et al.: A key protection scheme based on secret sharing for blockchain-based construction supply chain system. IEEE Access 7, 126773–126786 (2019)
Article 
    
                    Google Scholar 
                

	Xu, X., Weber, I., Staples, M.: Blockchain patterns. In: Xu, X., Weber, I., Staples, M. (eds.) Architecture for Blockchain Applications, pp. 113–148. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-03035-3_7
Chapter 
    
                    Google Scholar 
                


Download references




 Author information
Authors and Affiliations
	LIFAT, University of Tours, Tours, France
Amina Brahem, Thomas Devogele, Nizar Messai & Yacine Sam

	Orange Labs, Paris, France
Tiphaine Henry & Nassim Laga

	OASIS, University Tunis El Manar, Tunis, Tunisia
Amina Brahem & Sami Bhiri

	Telecom SudParis, UMR 5157 Samovar, Institut Polytechnique de Paris, Paris, France
Tiphaine Henry & Walid Gaaloul

	Dublin City University, Dublin, Ireland
Boualem Benatallah


Authors	Amina BrahemView author publications
You can also search for this author in
                        PubMed Google Scholar



	Tiphaine HenryView author publications
You can also search for this author in
                        PubMed Google Scholar



	Sami BhiriView author publications
You can also search for this author in
                        PubMed Google Scholar



	Thomas DevogeleView author publications
You can also search for this author in
                        PubMed Google Scholar



	Nassim LagaView author publications
You can also search for this author in
                        PubMed Google Scholar



	Nizar MessaiView author publications
You can also search for this author in
                        PubMed Google Scholar



	Yacine SamView author publications
You can also search for this author in
                        PubMed Google Scholar



	Walid GaaloulView author publications
You can also search for this author in
                        PubMed Google Scholar



	Boualem BenatallahView author publications
You can also search for this author in
                        PubMed Google Scholar





Corresponding author
Correspondence to
                Amina Brahem .


 Editor information
Editors and Affiliations
	Sapienza University of Rome, Rome, Italy
Claudio Di Ciccio 

	Eindhoven University of Technology, Eindhoven, The Netherlands
Remco Dijkman 

	Universidad de Sevilla, Seville, Spain
Adela del Río Ortega 

	Technical University of Munich, Garching, Germany
Stefanie Rinderle-Ma 




 Rights and permissions
Reprints and permissions


 Copyright information
© 2022 Springer Nature Switzerland AG


 About this paper
[image: Check for updates. Verify currency and authenticity via CrossMark]       



Cite this paper
Brahem, A. et al. (2022).  A Trustworthy decentralized Change Propagation Mechanism for Declarative Choreographies.

                     In: Di Ciccio, C., Dijkman, R., del Río Ortega, A., Rinderle-Ma, S. (eds) Business Process Management. BPM 2022. Lecture Notes in Computer Science, vol 13420. Springer, Cham. https://doi.org/10.1007/978-3-031-16103-2_27
Download citation
	.RIS
	.ENW
	.BIB

	DOI: https://doi.org/10.1007/978-3-031-16103-2_27

	Published: 07 September 2022

	
                            Publisher Name: Springer, Cham

	
                                Print ISBN: 978-3-031-16102-5

	
                                Online ISBN: 978-3-031-16103-2

	eBook Packages: Computer ScienceComputer Science (R0)


Share this paper
Anyone you share the following link with will be able to read this content:
Get shareable linkSorry, a shareable link is not currently available for this article.


Copy to clipboard

                                Provided by the Springer Nature SharedIt content-sharing initiative
                            







 Publish with us
Policies and ethics



                    
    

                    
                

            
        

        
            
                
                    
                


                
                    
                        

                        
                            
                                
                                    Access this chapter

                                    
                                        
                                            
                                                
                                                    Log in via an institution
                                                    
                                                        
                                                    
                                                
                                            

                                        
                                    
                                    
                                        
 
  
   
    
     	
       
        Chapter
      
	
       
        USD 29.95
       

      
	
       Price excludes VAT (USA)
      


             
      	Available as PDF
	Read on any device
	Instant download
	Own it forever

Buy Chapter 
       
       
     

    

    
     	
       
        eBook
      
	
       USD 59.99
      
	
       Price excludes VAT (USA)
      


        
      	Available as EPUB and PDF
	Read on any device
	Instant download
	Own it forever

Buy eBook 
       
       
     

    

    
     	
       
        Softcover Book
      
	
       USD 79.99
      
	
       Price excludes VAT (USA)
      


        
      	Compact, lightweight edition
	Dispatched in 3 to 5 business days
	Free shipping worldwide - see info

Buy Softcover Book 
       
       
     

    

   

  

  
   Tax calculation will be finalised at checkout

   Purchases are for personal use only

  

 

 
 


                                    

                                    
                                        Institutional subscriptions
                                            
                                                
                                            
                                        

                                    

                                

                            
                        
                    

                    

                    

                    

                


            
        

    

    
        
    


    
        
            Search

            
                
                    
                        Search by keyword or author
                        
                            
                            
                                
                                    
                                
                                Search
                            
                        

                    

                
            

        

    



    
        Navigation

        	
                    
                        Find a journal
                    
                
	
                    
                        Publish with us
                    
                
	
                    
                        Track your research
                    
                


    


    
	
		
			
			
	
		
			
			
				Discover content

					Journals A-Z
	Books A-Z


			

			
			
				Publish with us

					Publish your research
	Open access publishing


			

			
			
				Products and services

					Our products
	Librarians
	Societies
	Partners and advertisers


			

			
			
				Our imprints

					Springer
	Nature Portfolio
	BMC
	Palgrave Macmillan
	Apress


			

			
		

	



		
		
		
	
		
				
						
						
							Your privacy choices/Manage cookies
						
					
	
						
							Your US state privacy rights
						
						
					
	
						
							Accessibility statement
						
						
					
	
						
							Terms and conditions
						
						
					
	
						
							Privacy policy
						
						
					
	
						
							Help and support
						
						
					


		
	
	
		
			
				
					
					3.82.145.95
				

				Not affiliated

			

		
	
	
		
			[image: Springer Nature]
		
	
	© 2024 Springer Nature




	





    

    
    



