
Chapter 7
Data aggregation and anonymization for
mathematical modeling and epidemiological
studies

Are Magnus Bruaset, Glenn Terje Lines and Joakim Sundnes

Abstract An important secondary purpose of the Smittestopp development was to
provide aggregated data sets describing mobility and social interactions in Norway’s
population. The data were to be used to monitor the effect of government regulations
and recommendations, provide input to advanced computational models to predict
the pandemic’s spread, and provide input to fundamental epidemiology research. In
this chapter we describe the challenges and technical solutions of Smittestopp’s data
aggregation, as well as preliminary results from the time period when the app was
active. We first give a detailed overview of the requirements, specifying the types of
data to be collected and the level of spatial and temporal aggregation. We then pro-
ceed to describe the concepts for anonymization via :-anonymity and Y-differential
privacy (Y-DP ), and the technical solutions for collecting and aggregating data from
the database. In particular, we present details of howGPS- and Bluetooth events were
mapped to geographical regions and points of interest, and the solutions employed
for efficient data retrieval and processing. The preliminary results demonstrate how
the recorded GPS- and Bluetooth events match with expected temporal and spa-
tial variations in mobility and social interactions, and indicate the usefulness of the
aggregated data as a tool for pandemicmonitoring and research. One of themain crit-
icisms of Smittestopp concerns the centralized storage of individuals’ movements,
even if such data were used and presented only at an aggregated and anonymized
level. In this chapter, we also outline a completely different approach, where the
GPS data do not leave the user’s phone but are, instead, pre-processed to a much
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higher level of privacy before being dispatched to a server-side data aggregation
algorithm. This approach, which would make the app significantly less intrusive,
is made possible by recent advances in determining close contacts from Bluetooth
data, either by a revised Smittestopp algorithm or by means of the Google/Apple
Exposure Notification framework.

7.1 Introduction

The aim of this chapter is to explain the reasoning and the strategies behind the
aggregation of Smittestopp’s data in space and time, to provide high-level information
about population dynamics and the spread of disease. For instance, this information
could shed light on understanding how, when and where close contacts occur, and
could be used to understand how imposed interventions, such as advice on social
distancing and changes to public transportation patterns, are met by the public. The
techniques described were under implementation and subject to preliminary tests
when Smittestopp’s development was put on hold. The implementation was therefore
not completed or fully deployed in Smittestopp’s production system. Based on the
gathered experiences regarding scalability, we also present ideas for a distributed
aggregation scheme. If implemented, this scheme would also provide improved
protection of app users’ privacy.

7.2 Data requirements and privacy

As described earlier, the aggregated data sets from Smittestopp were meant to serve
several purposes. First, the aggregated data from the app would provide continuous
information on movements and interactions in the population during the pandemic,
and would be used to monitor how various restrictions and government interventions
impact social interactions and, in turn, the spread of the disease. Second, it would
provide potentially valuable input to the predictive epidemiology models that inform
political decisions and healthcare planning [7]. Data from the app would provide
such information on a daily basis, unlike the three- to four-week delay between
a change in social interactions and a visible change in COVID-19 hospital cases.
This unique and detailed data would also be a resource for long-term epidemiology
research, to improve prediction and insight in preparation for future pandemics.
Finally, the aggregated data would be used to provide statistics and information to
the public, to increase knowledge and awareness in the general population. To serve
these different purposes, a requirement list was prepared by the Norwegian Institute
of Public Health (NIPH), which specified the following four aggregated data sets
with varying levels of detail.
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Data set 1: Individual-based data on the movement patterns and behaviour of
app users. The first data set was to be collected for anonymized individuals, with
tables summarizing key numbers for each individual app user. The temporal resolu-
tion would be one day, while the spatial aggregation would be at the municipality
level. The municipality of Oslo is treated as a special case, with aggregation for
each district (bydel). A more detailed description of the geographical units used for
aggregation is provided in Section 7.3, below. For each municipality and each day, a
table is produced, with one row for each app user, and the following columns: travel
on foot (total in minutes); travel by vehicle (total in minutes); minutes spent in-
doors, outdoors, and in particular locations, including grocery shops, kindergartens,
schools, offices, hospitals, parks, and residences; and, finally, the total travel distance.

All individual data items would be extracted from the GPS data of the individual
app users. Anonymity and privacy would be preserved by anonymizing all app users
and ensuring that every table contains at least : rows, as described in more detail
below. For units with fewer than : app users, the aggregation would be moved to
the next level of spatial resolution, that is, from the municipality to the county level.
With a typical : value of 20, it is unlikely that this additional aggregation is needed,
since all municipalities are expected to have far more than 20 app users.

Data set 2: Location-based data set highlighting the exposure of individual lo-
cations to the population. The main purpose of the second data set is to inform
about potential disease transmission and guide government regulations and recom-
mendations. Locations of interest are extracted from OpenStreetMap (OSM), and
include hospitals, schools, shops, and bus/train stops, etc., and are stored in local files
containing a unique ID, name, municipality, type of location, position, and geometry.
The geographical data and algorithms to collect them are described in more detail
below. The resulting local database of points of interest (POIs) is combined with the
GPS data from Smittestopp to count the number of visitors to each location and the
time they spend there. As for the first data set, privacy is guarded by lumping any
location with fewer than : visits together with nearby locations of the same type.
The anonymity-preserving aggregation step is likely to be more relevant for this data
set, than for Data set 1, since many locations can have fewer than 20 visitors per day.

Data set 3: Bluetooth contacts quantifying the level of interaction in the popu-
lation. The Bluetooth contact data from Smittestopp is a unique data set for quan-
tifying contacts that could potentially transmit disease. Based on Bluetooth pairings
between phones with the Smittestopp app, we count all critical contacts, that is,
contacts with an estimated duration of more than 15 minutes and a distance of less
than 2 metres. The number of contacts is aggregated at the municipality and district
levels, with a temporal resolution of one to several hours. To normalize the data to
the number of app users, we also count the number of app users belonging to each
geographical unit on a given day:

%"1, %"2, . . . %"355+15,
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where %"8 is the number of app users on a given day in municipality 8, for 8 ≤ 355,
or in the corresponding district in Oslo when 8 = 356, . . . , 370. Similar numbers
%�1, %�2, . . . %�11 are recorded at the county level.

Data set 4: summary statistics on the number of contacts and movement pat-
terns. The final data set is intended to provide summary statistics on contacts and
movement patterns to the public. The data are aggregated from the three other data
sets into statistical indicators suitable for public use.

7.2.1 Privacy-preserving techniques

Recorded details on where individuals move around and who they meet can poten-
tially be misused in the hands of a malicious third party and therefore constitute
a significant privacy risk. This aspect of Smittestopp was a major concern for all
parties involved: the politicians mandating the Smittestopp’s development, NIPH
as the system owner, and Simula as the developer of the technology. However, in
the face of the thousands of casualties in Southern Europe, the national explosion
of COVID-19 cases when Norwegian tourists returned from winter break in the
Alps, and the potential of acutely overloading health services and running short on
medical supplies, the government found the threat of COVID-19 to outweigh the
time-limited privacy risk through Smittestopp’s implementation. The government
therefore provided the necessary legal basis [6]. The gravity of the situation and
the implicit urgency to design and implement a digital tool capable of fighting the
disease’s spread were strongly felt by all the participants in the development process.

One fundamental principle dictating the aggregation of Smittestopp data was that
no researchers or analysts are allowed direct access to the raw data. All aggregation
had to be carried out once and for all on the incoming data, typically in batches
once or twice per day, through totally automated scripts that are run inside a secure
environment in theAzure cloud.Only aggregated and anonymized informationwould
be made accessible for a group of authorized personnel and researchers. Moreover,
the raw data going into the aggregation pipeline had no user-specific information
attached other than a randomly assigned tag that would be unique for a user for a
short period, in order to combine data items correctly in the aggregation algorithms.
Such tags were removed in the data aggregation procedures. The details of this
architecture are discussed in Chapter 3.

Data thresholds and k-anonymity. An immediate and simple approach to reducing
the privacy risk was to use sufficiently coarse spatial and temporal levels, such that a
large group of people map their individual actions to the same aggregated event. For
instance, although only one or two people might be waiting for a bus at the Sanatoriet
bus stop at 10:29 on a given day, there might be several tens of people waiting for
a bus somewhere in the Nordre Aker city quarter between 10:00 and 12:00 that
day. Therefore, the coarseness of the latter event shields people’s privacy more than
the first detailed event mentioned. As explained in Section 7.2, one would record
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such aggregated events only if sufficiently many people (:) take part, say, : > 20.
Otherwise, the event would be blanked from the overall statistics by being labeled
“-”. The use of this type of threshold is common in statistical reviews, such as the
reports provided by Statistics Norway or similar national agencies in other countries,
or when reporting on medical trials. It is also essential to treat data outliers, either
by deleting entries with outlier values or clamping these values to the closest “safe”
values.

The threshold-based approachmentioned above,whichwas under implementation
for Smittestopp, is related to the concept of :-anonymity. Assume you have a data
set where each entry lists the values of some features of an individual, say, age and
nationality. If each entry in this data set is identical to : − 1 other entries in the same
data set, the data set is said to have the property of :-anonymity [8]. Clearly, any
personal identifiers such as names and ID numbers must be blanked from the data set.
Then numeric values, such as age, must be bracketed in intervals that are sufficiently
large to have at least : entries each. At the same time, non-numeric features must
also have at least : identical entries. This can be achieved by aggregating the values
into a combined value, for instance, mapping all entries with a nationality belonging
to a Nordic country to the wider characteristic of ‘Nordic’. Finally, the combinations
of all the values of the represented features – age and nationality in this case – must
have at least : entries. For instance, it is not sufficient to have at least : entries marked
as Norwegian and at least : entries belonging to the age group 20–29 years if there
is only a single Norwegian in that age group. By construction, this approach is most
relevant for low-dimensional data sets. Moreover, it might be necessary to delete
entries or add fictitious entries in order to maintain :-anonymity and simultaneously
avoid aggregation to so coarse levels of feature values that they do not carry any
useful information. Generally, the generation of a :-anonymous version of a data set
is an NP-complete problem, but there exist implementations of several approximate
algorithms designed for practical use.

Rigorous anonymization in a mathematical sense is impossible to achieve; that
is, it is impossible to guarantee that an individual cannot be identified from a data
set when this set can be combined with any other, known or unknown, data source at
some past, current, or future time. This has been demonstrated in several studies. For
instance, it is well know that :-anonymity can be compromised by data homogeneity
[2], or when there is additional information from other sources [5]. However, it is
always a question of whether the deduced information truly threatens anonymity; to
be such a threat, the data must reveal information that is not previously generally
known from any existing and available data source.

Improved protection through 9-differential privacy. Despite the lack of rigorous
anonymity, it is possible to achieve reasonable levels of anonymization by careful
design, thus reducing the privacy risks to acceptable levels. When planning the data
aggregation strategies of Smittestopp, we consulted the relevant literature, as well
as experts in Norway and abroad. We also closely examined the feedback from the
panel of experts assigned with the task of evaluating Smittestopp’ technology [4].
Based on this combined input, we concluded that the two most relevant approaches
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to anonymization would be :-anonymity, as outlined above, and Y-DP . While :-
anonymity was under implementation when Smittestopp’s development was halted,
the implementation of Y-DP was at the planning stage.

The essence of Y-DP is to give each individual represented in a data set as much
privacy as if that individual’s data were removed from the set. This is achieved by
injecting random noise into the data set. To illustrate the concept, consider a survey
where each individual is asked to respond yes or no to a sensitive question. Once the
true answer is given, an algorithm draws a random number between zero and one. If
this number is less than 0.5, the true answer is passed to the data set. If the value is at
or above 0.5, a second random number is drawn. If this second number is less than
0.5, the value yes is inserted into the data set, and otherwise the value no is injected.
For real applications, more sophisticated implementations would be used, and the
parameters of the algorithm would be tuned to yield a prescribed level of privacy
as indicated by the value of Y [1]. This method has been developed through both
academic and industrial research. For instance, it has received substantial support
from Microsoft,1 and Apple is one of the technology companies that have been
embracing Y-DP as a means to protect their users’ privacy.2 While promising, it is
also well known that Y-DP is no magic recipe that always guarantees full privacy
[9]. In particular, its performance in terms of privacy protection depends strongly
on the choice of Y, and some implementations in use have been criticized for using
overly large values. Still, Y-DP remains one of the, if not the, best approach currently
available.

Implementation of 9-DP in Smittestopp. Up until the decision of halting
Smittestopp’s development, considerable effort was made in optimizing the script-
based data extraction and processing, including the proper use of data thresholds
(see Section 7.5). These computationally demanding procedures had to be in place
before we could add the most sophisticated privacy protection in terms of Y-DP .
Therefore, no data are available on the performance of Y-DP in the Smittestopp case,
or on exactly how the data manipulation implied by Y-DP would affect the quality of
the aggregated data. Similarly, the project halted before it was possible to determine
an appropriate value for Y. As many other parts of Smittestopp’s development, the
work on Y-DP would have been at the frontiers of research. Since the development
was halted, this research has not yet been further pursued.

1 See New differential privacy platform co-developed with Harvard’s OpenDP unlocks data while
safeguarding privacy, 24 June 2020, at https://blogs.microsoft.com/on-the-issues/
2020/06/24/differential-privacy-harvard-opendp/.
2 See Learning with Privacy at Scale, December 2017, at https://docs-assets.developer.
apple.com/ml-research/papers/learning-with-privacy-at-scale.pdf.

https://blogs.microsoft.com/on-the-issues/2020/06/24/differential-privacy-harvard-opendp/
https://blogs.microsoft.com/on-the-issues/2020/06/24/differential-privacy-harvard-opendp/
https://docs-assets.developer.apple.com/ml-research/papers/learning-with-privacy-at-scale.pdf
https://docs-assets.developer.apple.com/ml-research/papers/learning-with-privacy-at-scale.pdf
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7.3 Geographical units and points of interest

All the specified data sets rely on various forms of geographical and geometrical data.
All spatial data aggregation would be performed relative to standard geographical
units, such as districts, municipalities, and counties, and the mapping of GPS events
to these units relies on their geometrical data. Similarly, the POI analysis naturally
relies on geometrical information about the POIs to map app user trajectories to
the various locations. For reasons of efficiency, the geographical data needed to be
fetched, pre-processed, and stored locally for use in the data analysis.

Norway is divided into 11 counties, which are again subdivided into munici-
palities, of which there are 356 in total. Each municipality is further divided into
parts (delområder, 1, 558 in total) and, finally, basic statistical units (BSUs, or
grunnkretser, 14, 097 in mainland Norway) at the finest level. Each geographical
unit has a unique numerical identifier, which is two digits long for the counties, with
two extra digits added for each subsequent layer. For example, the Torgalmenningen
BSU has the eight-digit ID 46010129. It belongs to the delområde Bergen Sentrum,
with ID 460101, the municipality of Bergen (ID 4601) and the county of Vestland
(ID 46). Oslo is treated as a special case, since it is both a county and a municipality.
Here, the municipality level is used instead to represent city districts (bydeler).

Geographical information for all these units was downloaded from the publicly
available repository geonorge.no as Geography Markup Language (GML) files. The
geometric representation used in the original format is very general and verbose and,
for efficiency, needed to be simplified, such that each unit could be represented as a
single polygon. The final result was stored locally in a JSON file for later use in the
data aggregation and analysis.

Data sets 1 and 2 specified above both rely on geographical information about
POIs. For Data set 1, we want to count the time spent by individuals in locations such
as grocery stores, schools, and parks, while Data set 2 provides a list of the same
location types and specifies their total exposure to the population. The Overpass API
to OSM provides an excellent resource for extracting such information and acts as a
database that supports queries based on polygons and bounding box data. Data are
returned in a dictionary-like format, providing for each POI a unique identifier, a
name, a type, and various relevant tags. Depending on the type of POI, geometrical
information is provided in the form of its centre coordinates, bounding box, or the
polygonal data for its boundary. With such information available, GPS trajectories
from Smittestopp can be used to estimate the number of visits and time spent at the
various POIs.

There are two main ways to access and use OSM data. The first is to use the data
as an online database, which is queried whenever we need information about a POI,
thereby ensuring that the most recent information is used for all POIs. However,
such queries to the database are fairly slow, particularly queries using polygonal
data, and since the data sets include tens of thousands of POIs and are based on
the GPS trajectories of hundreds of thousands of users, basing the entire analysis
on database queries is not feasible. Furthermore, the frequency of updates in OSM
is relatively slow and, on a time scale of weeks to a few months, the information is
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approximately static. These considerations motivated the second approach, which is
based on batch processing OSM queries and storing the POI information locally in
a simplified format. These local files contain only essential information, that is, the
POI name, type, and geometrical information, and are used for processing the GPS
data from the app.

For the first version of the aggregation pipeline, one file was created for each POI
type, containing the name of the POI and the geometry specified by the bounding
box. The use of polygonal data would obviously allow for more accurate results, and
detailed polygonal geometries are available for most POIs. However, as discussed
above, computational efficiency was a high priority throughout the development of
the data aggregation pipeline, because of the huge volumes of data involved and
strict 24-hour processing time limit.

7.4 Data analysis and preliminary results

As described in Section 7.1, the Smittestopp app was put on hold and the collected
data deleted before the data aggregation was put into full use. Therefore, no aggre-
gated data sets were ever produced from the full-scale production database. However,
most of the algorithms for aggregation and analysis were implemented and tested on
a smaller development database, and limited trial runs were performed on the full
database in the final days before the data were deleted. In this section, we describe
some of the algorithms used and their Python implementation, as well as some
preliminary results from the initial trial runs.

Data were retrieved by accessing the SQL server via a small set of access
functions. The code below is a simple example of usage, where the function
getGPSWithinGrunnkrets is used to extract all GPS events recorded by the app
in a single day within a single BSU:

from corona.data import connect_to_azure_database
import pandas as pd

db = connect_to_azure_database()
key = "03012305"
date_from = "2020-04-27"
date_to = "2020-04-28"
query = f"select * from getGPSWithinGrunnkrets('{key}' ,\
'{date_from}', '{date_to}')"
df = pd.read_sql(query, con=db)
db.close()

Connection to the database is first established through the connect call. For efficiency
reasons and unlike in this example, the connection would typically be kept open for
multiple calls, and a new connection only created if the previous one was broken.
Data were returned as pandas frames, with one line per event. Field types varied
with the type of query issued.

Computational efficiency was an important consideration throughout the aggre-
gation pipeline’s development, and a recurring question concerned the amount of
analysis that should be performed on the server side versus the client side. One
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Fig. 7.1: The left panel shows the time spent on data retrieval for the two data types
BT and GPS. Data are from one full day and from all the BSUs of Norway. Each
data point represents one BSU. The G-axis shows the number of matching rows in the
database. The right panel shows the query times as a function of runtime (summed
over both types). Hourly congestion is evident, as well as a 24-hour cycle.

strategy is to limit the need to move data off the server, by carrying out as much
aggregation as possible inside the SQL access functions. The other extreme would
be to extract all necessary data from the server using the simplest possible queries
and to carry out all aggregation and post-processing in Python on the client side.
Although the issue was not fully explored, our preliminary trial indicated that the
optimal solution is a balanced approach between minimizing data movement and
avoiding excessive computations on the server side. In Figure 7.1, we show the time
spent retrieving data from the server. These are data from a single day and from
all 14, 097 BSUs. With the current implementation, the majority of time is spent
on data retrieval. Data size is only loosely correlated with waiting times, and some
of this can be explained by congestion on the server. The panel on the right shows
the variation in query times as a function of time. The processing times for the data
generated in a 24-hour windowwould easily exceed 24 hours, which is, of course, not
acceptable performance. The main reason was that the database server was unable
to keep up with the combined load of influx of new data and the high numbers of
queries generated by both the contact tracing and the data aggregation pipelines. This
problem could be alleviated by a more distributed approach, as discussed towards
the end of this chapter.

7.4.1 Mapping GPS events to BSUs and POIs

Data were to be aggregated from the smallest geographical unit, the BSU. A natural
way to perform the analysis was to loop over all 14, 097 BSUs in Norway and
collect the relevant GPS and Bluetooth events based on the location coordinates.
The first method we evaluated was the query function getWithinPolygon. This
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Fig. 7.2: Example of a bounding box as a proxy for a polygon (the red area) failing
badly. Most of the neighbouring district (the green area) is also included.

method only worked for certain polygons, and it turned out that the query length was
limited to 4, 000 characters. Polygons with many points would exceed this limit and
cause the call to fail silently, returning zero events. The problem was circumvented
by downsampling all polygons to fewer than 150 points, which was sufficient to
stay within the maximum query length. The downsampling was performed using
Polygon.simplify from the Shapely library, which performed the downsampling
very well, and no significant accuracy was lost due to this simplification.

In the end, however, it turned out that getWithinPolygon was too slow for the
aggregation pipeline, even with the modified polygons. Instead, a simplified query
function was implemented, getWithinBB, that avoided the inside polygon test and
instead returned data points with coordinates inside a given bounding box. This
alone could not replace the more accurate polygon test, since large areas would be
erroneously included in each BSU, sometimes adding a huge amount of extra data
(see Figure 7.2 for an example).

When we used getWithinBB, the filtering was instead performed in the Python
script on the client side, again relying on the Shapely library. Specifically, we em-
ployed the contains function in the module shapely.vectorized, which could
work on a complete data set at once, and we thus avoided explicit loops on the Python
side. An example of usage is shown below.

def polygon_vectorized_filter_df(df, coords):
""" Returns subset of df that actually

belongs to the given polygon. """
polygon = shapely.Polygon(coords)
x, y = df.loc[:,'longitude'], df.loc[:,'latitude']
mask = shapely.vectorized.contains(polygon, x, y)
return df.loc[mask,:].copy()

This function call had a negligible computational cost, and the mapping of events to
the correct BSUs no longer represented a bottleneck. However, the solution was by
no means optimal, since large amounts of data would be moved from the server only
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to be thrown away by the filtering on the client side. A further improvement was
implemented in which the data points were tagged with the correct BSUs already
upon insertion, thus avoiding the polygon test altogether at the time of query. An
example call is included in the first code segment in Section 7.4.

The core of the POI processing is similar to the mapping to BSUs and involves
computing intersections between app users’ GPS trajectories and the various POIs.
These computations would be performed as a post-processing step applied to the
aggregated data at the BSU or municipality level. To account for the variable GPS
accuracy, we viewed each point in a user’s trajectory as a square bounding box, with
the measured coordinates in its centre and sides equal to two times the given GPS
accuracy. For reasons of efficiency, the initial version of the pipeline also represented
the POI geometries by their bounding boxes. The mapping of GPS coordinates to
POIs was then reduced to computing intersections between bounding boxes, which
involves only a comparison of (at most) four numbers and a few logical operations.
Using the full polygonal data from OSM for the POIs would obviously produce more
accurate results, but this could become a potential bottleneck when mapping tens of
thousands of POIs to the trajectories of millions of app users. The following example
function takes as input a data frame with the app user’s trajectories, a dictionary
of POIs, and the GPS accuracy in metres, and it performs a partially vectorized
computation of all the bounding box interactions.
def get_intersections_vectorized(df, poi_bbs, distanceInMeters):

contacts = []
if len(df)==0:

return contacts

lat = df.latitude.values; lon = df.longitude.values

latRadian = lat*np.pi/180
degLatKm = 110.574235
degLongKm = 110.572833 * np.cos(latRadian)
deltaLat = distanceInMeters / 1000.0 / degLatKm
deltaLong = distanceInMeters / 1000.0 / degLongKm
lon_min = lon - deltaLong; lon_max = lon + deltaLong
lat_min = lat - deltaLat; lat_max = lat + deltaLat

for poi in poi_bbs:
poi_lon_min = poi_bbs[poi]['minlon']
poi_lon_max = poi_bbs[poi]['maxlon']
lon_sep = np.logical_or(lon_min>poi_lon_max, lon_max<poi_lon_min)

poi_lat_min = poi_bbs[poi]['minlat']
poi_lat_max = poi_bbs[poi]['maxlat']
lat_sep = np.logical_or(lat_min>poi_lat_max, lat_max<poi_lat_min)

intersection = np.logical_not(np.logical_or(lat_sep, lon_sep))
index = np.nonzero(intersection)[0]
contacts.append(len(index))

return contacts

This code obviously holds potential for further optimization, but it is already con-
siderably more efficient than the most basic version based on two nested loops and
polygonal data for the POIs. The non-vectorized loop over the POI dictionary might
be the most natural candidate for further refinement, but the typical POI dictionary
has only a few thousand entries, which is three to four orders of magnitude smaller
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Fig. 7.3: Nearby GPS events are merged into a single event. The figure shows the
resulting distribution of event durations.

than the data frame of users’ GPS coordinates. Vectorizing the loop over coordinate
points is therefore clearly the most important improvement.

Estimating users’ dwelling location. To quantify movement patterns, we wanted
to know the BSU in which each app user lived. The basic idea was to use app
users’ nighttime locations according to the GPS position as a proxy for this. A
complicating factor was that there was often no signal in the middle of the night,
either because of signal merging (see Figure 7.3) or because, more critically, users’
phones were switched off. To address this issue, we used a criterion where the user
had to be present in the BSU both during the late evening and early morning. More
specifically, there had to be at least oneGPS event between 21:00 and 2:00 and at least
one event between 4:00 and 8:00. The implementation details are shown in the code
segment below. This criterion generated a good correlation between the estimated
number of app users in a given BSU and the official population count according to
Statistics Norway. Figure 7.4 shows a scatter plot for this. For BSUs with very small
populations, overestimates can be caused by people staying overnight at a location
other than their official home address, for instance, due to changes in everyday life
caused by restricted access to offices and universities during the pandemic.

Since Python is an interpreted language, it was important to utilize precompiled
functions from the libraries as much as possible, to avoid computational bottlenecks.
Avoiding loops in Python through vectorized calls is an important technique in this
respect. The approach is illustrated by the code segment below, which implements
the algorithm outlined above for estimating the number of app users in a given BSU.
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Fig. 7.4: This figure shows the population of the BSUs (or grunnkretser) on the
horizontal axis and the estimated number of app users on the vertical axis. The
correlation between between the two is 0.917.

# df is a Pandas data frame with one line for each GPS event
T = pd.DatetimeIndex(df['timefrom'])
# H will be a numpy array containing hour-part of timestamp
H = T.hour

# Estimate number of dwellers for this dataframe.
# True for all events after 21.00 or before 02.00:
start_blip = np.nonzero((H>21)+(H<2))
# True for all events between 04.00 and 08.00:
end_blip = np.nonzero((H>4)*(H<8))
# Find all users seen in the evening:
uuid_start = set(df.iloc[start_blip]['uuid'])
# Find all users seen in the morning:
uuid_end = set(df.iloc[end_blip]['uuid'])
# Take the intersections to find those staying the night:
dwellers = uuid_start.intersection(uuid_end)
num_dwellers = len(dwellers)

An interesting use of the dwelling location estimates is to quantify regional
differences in app uptake, computed as the ratios between the estimated numbers
of users and the population count for each municipality. A map is shown in Figure
7.5, where dark red corresponds to an uptake of 20%. The real uptake numbers are
higher, since only about 50% of the app users were captured using the criterion
above. In addition, the calculation was based on a single day of data, whereas
counting GPS events from several days would probably have captured more users. It
is still interesting to note that some of the outliers (e.g. Hol) had local outbreaks at the
time of the app’s introduction and were presumably populations with an increased
incentive to install the app.
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Fig. 7.5: The map shows the app uptake in Norwegian municipalities, that is, the
numbers of app users relative to their population. The number of users is estimated
based on their nighttime location.

Movement and contact pattern using GPS and Bluetooth data. To quantify
movement during the daytime, GPS data for each BSU were aggregated into his-
tograms with a one hour resolution. To correct for differences in population and the
fact there are generally more events during daytime, each BSU was normalized to
the total number of events over the entire 24 hour period. This normalization allowed
us to identify areas that were relatively more active during certain parts of the day.
Figure 7.6 shows the activity level in Oslo between 10:00 and 14:00, showing clearly
increased daytime activity in the central regions compared to the suburbs. While this
result is not very surprising, it clearly shows how GPS-based mobility mapping can
be a valuable tool for health authorities and politicians, for instance, to evaluate the
effects of movement restrictions and recommendations on social distancing.

The potential utility of the Bluetooth contact data was demonstrated by an inter-
esting event on Friday, 5 June 2020. On this date, a large group of people gathered in
front of the National Parliament in Oslo. With media images showing a large crowd
of people standing close together, it was obvious that the event would create a local
increase in the number of close contacts. Figure 7.7 shows the number of registered
Bluetooth contacts in the relevant BSU, compared with the same data from one
week earlier. The obvious spike in the curve coincides with the time of the event and
demonstrates the ability of the Bluetooth contact data to capture events of increased
interaction.
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Fig. 7.6: Ratio of GPS events between 10:00 and 14:00 in relation to the entire day.
Red signifies high daytime activity.

7.5 Distributed data aggregation

As mentioned in Section 7.3, one particular challenge in the data aggregation is in
processing all incoming GPS events fast enough to keep up with the volume of con-

Fig. 7.7: Number of Bluetooth contacts registered in front of the National Parliament.
The grey curve is from the day of a major demonstration, while the orange curve is
for the same weekday (Friday) one week earlier.
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tinuously acquired data. This processing applies to placing events in their respective
BSUs, potentially mapping these locations to coarser spatial units, identifying the
type of POI for each relevant event, and aggregating the time of each event to a time
interval of reasonable coarseness.

7.5.1 Computational challenges

The BSUs are defined by more than 14, 000 irregular polygons, while coarser spatial
units are either a cluster of neighbouring BSUs or a more complex construction that
involves dividing some BSUs, for instance, to match the border of a municipality.
In addition, there are several tens of thousands smaller polygons describing relevant
POIs such as schools, kindergartens, shopping malls, and bus stops. While POIs are
indexed by BSU identificators to reduce the workload, there is a need to perform
all these calculations for at least 1 million events received per hour. It should also
be added that these calculations would cater only for the simplest types of analysis
defined by the requirements presented in Section 7.2. These analyses would answer
simple questions regarding population dynamics, such as observing how current
pandemic interventions affect the density of people at bus stops, shopping malls, and
so forth, during the day. More advanced statistical measures, for instance, combining
location data with information about close contacts extracted from Bluetooth data
to better describe how people interact in the population, would further increase the
computational burden.

When carrying out this processing server-side, the processing time of the last
period (e.g. 24 hours) of harvested data must be significantly less than the length
of the period in order to be prepared for the next period’s batch. This time buffer is
essential to allow for unforeseen delays, such as temporary disruptions to the data
ingestion, insufficient allocation of computational resources in the cloud, or failed
computations that need to be rerun. Due to the sensitivity of the raw data gathered,
which calls for data aggregation to take place in a securely closed environment
without human interaction, there are essentially no possibilities for conducting off-
line processing or for using any trial and error approach. It must simply work, reliably
and on time.

The experience gathered in Smittestopp’s data aggregation shows that, for the
server-side processing to work, as large a portion of the processing as possible must
be batch-oriented and implemented in the actual SQL calls. The overhead of the data
selection and access is too large to allow fine-grained logic in the aggregation scripts
to repeatedly call SQL functions on smaller data chunks.Moreover, the Python-based
scripting must use vector operations as much as possible to work efficiently.
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7.5.2 Improving scalability through massive parallelism

Even with clever use of Python and SQL, the computational challenge posed by
the data aggregation is large. It would scale badly when more app users are added,
unless the frequency of the data acquisition and therefore the precision of the mea-
surements are significantly reduced. From this perspective, it is natural to consider a
divide and conquer strategy by devising a method that works in a widely distributed
way. Observing that modern smartphones are essentially handheld computers with
significant computational power, it would be tempting to pool together hundreds of
thousands, or even millions, of these devices’ computational resources to become a
virtual supercomputer. In the language of high-performance computing, this would
be an example of extremely massive parallelism, although with much less commu-
nication capacity than for a real supercomputer. However, as long as each phone
computes only on data collected by that particular phone, and this computation in-
volves communication only between that phone and the cloud-based server, we have
a setup with trivial parallelism and very simple communication patterns.

Geographical units. This distributed computation could work as follows. The
Smittestopp app stores timestamped GPS coordinates frequently, as before. Using
a simple lattice grid of longitude and latitude values covering the whole country,
combined with precomputed bounding boxes for each BSU stored on the phone, it is
easy to compile a list of the relevant geographical units where the particular phone
might have been over a specific period. Let us assume that this process is carried out
once a day, at midnight, processing all GPS events recorded for the last 24 hours.
The phone then asks the server to provide the polygons for only the relevant BSUs,
and the phone can match the recorded GPS events to these polygons to accurately
identify the BSUs where the phone was during the previous period. Most people
will not move around that much on a daily basis, meaning that the data access can be
further optimized by caching the BSUs in use over a few days. Overall, this approach
is similar to level of detail algorithms for data visualization or the way Google Maps
downloads only the map data close to your actual location to save communication
bandwidth. The key is to minimize the amount of data that needs to be compared to
GPS events and the amount of communication needed to obtain the data.

Adding POIs Obviously, this approach can be used for any other definition of
geographical regions as well, so long as these regions are described by one or
more polygons, with GPS coordinates for their corners. In particular, this approach
can treat clusters of BSUs as a region, or counties and municipalities. Once the
phone has identified the actual BSUs affected, it can ask the server to provide the
polygons for all relevant POIs within these BSUs. The same type of calculation can
then be carried out based on these polygons and the recorded GPS locations. The
result will be a complete overview of how the user of the phone has been located
relative to geographical units and their POIs, thus providing the necessary contextual
information needed for data aggregation across a population of app users.
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7.5.3 Local data aggregation on the phone

Once the locations are provided by the means described above, the compiled in-
formation can be communicated back to the server for the population-wide data
aggregation. The most important efficiency gain has been perfectly parallel data
processing, which will scale well as the numbers of users grow, provided sufficient
capacity for data communication on the server side. However, one can do more
locally, on the phone. To preserve privacy as much as possible and to present the
aggregated data at spatial and temporal levels that match operative needs, the first
steps of data aggregation can be conducted locally, on the phone. For instance, when
the data processing identifies that the user of the phone was present at the Sanatoriet
bus stop from 10:27 to 10:34, the data can be aggregated to coarser levels in time
and space. For instance, the event could be recorded as a stay at any bus stop in BSU
4416, Akebakkeskogen, or even coarser, in the city quarter Nordre Aker. Instead of
producing the exact timing of the event, the event could be denoted as a stay between
10:00 and 12:00 with a duration of less than 15 minutes. When this aggregation is
carried out locally, on the phone, the finer details of the user’s stay and movements
that would be discarded anyway in the aggregation process do not need to leave
the phone, thus reducing the privacy risk. Once these locally aggregated data arrive
at the server and are combined with similar data from other app users, techniques
such as :-anonymity and Y-DP can be applied to further strengthen the privacy of
individuals.

For the most advanced types of aggregated data listed in Section 7.2, one needs to
include the interaction between users who have been close enough for long enough
to qualify as close contacts. As explained in Chapters 5 and 6, the presence of a
close contact is stored by the Smittestopp app as Bluetooth events where two or
more phones have been in direct contact. Since these events are timestamped and
the length of each event can be computed, this information can be correlated with
the GPS events in order to tag the Bluetooth event with the appropriate location
data. Once this is done, the same procedures as described above should be able to
associate a close contact with a geographical location, or, in particular, with a POI.
One thing to bear in mind, though, is that close contacts can be one to many, and not
only one to one. It is noted that the techniques for local data aggregation described
above can also be applied to this type of data prior to communication with the server.
Typically, this would result in the coarse-grained message ‘a 15-minute or shorter
contact between two people happened at a bus stop in “Nordre Aker” between 10:00
and 12:00’.

7.5.4 Improved privacy

The above statement about improved privacy assumes that there is no need for the
actual GPS coordinates on the server side for other types of analyses. As documented
in a recently published report [3], a modified version of Smittestopp can effectively
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support contact tracing based on Bluetooth data alone, without any GPS information.
Therefore, the outlined approach to distributed data aggregation could be integrated
with this revised version of Smittestopp not only to reduce computing times and im-
prove scalability, but also to achieve a higher level of privacy. The outlined approach
could also be combined with contact tracing based on Google/Apple Exposure No-
tifications (GAEN), although then as two separate apps, since GAEN prevents the
integrated use of the GPS interface, even when restricted to local processing on the
phone. It should also be noted that the distributed data aggregation outlined above
can be extended to further reduce the privacy risk by introducing privacy-preserving
algorithms on the phone, prior to sending information to the server. In particular,
one could implement a differential privacy scheme on the phone, which would be an
effective remedy for the privacy concern expressed by the committee that evaluated
the initial Smittestopp design [4]. As discussed in Section 7.2.1, this would to some
extent distort the information sent back to the server, possibly reducing the cor-
rectness of the population-wide aggregated data. Thus, one would need to tune the
parameters of the algorithm such that one introduces enough uncertainty to shield
the individual user, but not so much that it jeopardizes the quality of the aggregated
data, for instance, with respect to making informed decisions on future pandemic
interventions.

Increased transparency and user interaction. Another possibility would be to
alert the user whenever a new batch of locally aggregated data is ready for transfer
back to the server, and allow the user to review and possibly remove sensitive
events from the aggregated data set before it is dispatched. The possibility of such
user intervention would provide a very high level of transparency, and hopefully
strengthen the trust in the app. The data review process could be the user’s choice,
meaning that the user can at any time opt to (a) trust the systemand not review the data,
(b) be asked to review the data within a reasonable time window before automatic
dispatch, or (c) never send data before the users provides explicit confirmation.

Potential caveats. The distributed data aggregation outlined in this section has not
been implemented, and therefore non-evident problems could arise in practical use.
However, the twomain obstacles for this scheme to work are (a) the processing power
and battery capacity offered by the phone and (b) ensuring that the locally aggregated
data are sent to the server in time for further aggregation into the population-wide
data sets.

It is well known that Norway is a country with quick and wide uptake of new
technology, especially with respect to telecommunications. Therefore, a large frac-
tion of the population has access to relatively new and powerful mobile phones that
are frequently used to stream music and video or to play games. Since these appli-
cations require a certain computational power, it is reasonable to assume that most
phones could perform the necessary computations well. However, experimentation
with a wide range of phone models and versions of their operating systems would
be necessary to know this for sure.

When it comes to communication of the data back to the server in time for further
compilation, this situation is similar to what was already present with the original
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Smittestopp app’s communication of GPS data to the server. In fact, it would be an
improvement in terms of volume, since the aggregated data would be significantly
smaller than the raw, unpruned data. However, the timing of communications would
be crucial to ensure the availability of each phone’s contributions at the server when
the global aggregation of the current period takes place. This is a side effect of
security concerns, meaning that aggregation cannot be redone later. To reduce the
timing risk, one can tune the length of the time interval between each aggregation/-
communication step. The amount of lost data would thus probably be reduced.

7.6 Conclusions and lessons learned

In this chapter, we presented the types of data that the Smittestopp system was
expected to aggregate at the population level to meet the government’s needs for
planning and assessing pandemic interventions. This aggregation included the esti-
mation of population dynamics over time for different categories of spatial locations,
such as the density of people at shopping malls and bus stops during different
periods of the day. Moreover, we described the aggregation procedures that were
implemented before the project was halted, as well as the more advanced techniques
that were planned for subsequent inclusion. In sum, these procedures would have
provided a high level of privacy protection, based on binning spatial and temporal
information to coarse levels and combinations of :-anonymity and Y-DP privacy.

Due to the volume of incoming raw data, the data aggregation would be a com-
putationally demanding task. Observing positive experiences from testing both a
Bluetooth-only version of Smittestopp and a prototype app based on the GAEN
framework, it is now clear that future implementations of a contact tracing app can
avoid the centralized storage of GPS events. In this context, we have proposed a
distributed approach to data aggregation where each phone would locally aggregate
information to coarse spatial and temporal levels before sending it to the server for
population-wide aggregation. This approach mean that GPS events would not leave
the phone. One would thus achieve improved computational scalability and one
could further protect individuals’ privacy by imposing random noise through Y-DP
privacy locally, on the phone, prior to communication with the server. In addition,
one could offer user-driven audits of the information before it was dispatched.

It should be noted that, in the original situation, before June 2020, this distributed
aggregation would not have been meaningful, since the centralized storage of GPS
events was seen as necessary to meet Smittestopp’s specifications. At that time,
the Google/Apple framework was not yet available or proven, and it was unclear
whether approaches not built on that framework would need GPS information to
help fix the inherent problem of sleeping iPhones not detecting contacts. In the first
phase of the project, the exact specification of aggregated data sets to target had
not yet converged, which also called for centralized processing. With the proven
performance of Bluetooth-only contact tracing, for iPhones as well, the scenario has
significantly changed in favour of distributed data aggregation locally, on the phones.
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