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Abstract. BRICK is a bounded reachability checker for embedded C
programs. BRICK conducts a path-oriented style checking of the bounded
state space of the program, that enumerates and checks all the possi-
ble paths of the program in the threshold one by one. To alleviate the
path explosion problem, BRICK locates and records unsatisfiable core
path segments during the checking of each path and uses them to prune
the search space. Furthermore, derivative free optimization based falsi-
fication and loop induction are introduced to handle complex program
features like nonlinear path conditions and loops efficiently.

1 Verification Approach

Existing bounded software checkers usually encode the bounded state space of
the program into one constraint solving problem directly. However, in this man-
ner, when the size of the program or the bound of the checking increases, the
corresponding constraint solving problem explodes quickly and becomes difficult
to solve by existing SAT/SMT solvers.

To solve this problem, BRICK conducts a path-oriented style checking of the
bounded state space of the program, that enumerates and checks all the possible
paths in the threshold one by one [1,2]. The main merit of the approach is that,
in this case, the size of the problem needs to be solved by the constraint solver is
well controlled and can be easily handled. The main features of BRICK’s solving
are reported below:

1.1 Flexible Path Enumeration

BRICK enumerates potential paths from the control flow graph (CFG) of the
given program to the user-defined step bound. Two path enumeration strategies
are applied in BRICK, each with its own advantages.
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First, we can simply conduct classical Depth-first-search (DFS) to enumerate
program paths. The benefit of this approach is that, if the DFS stops without
touching the given bound, we can get a result that the target state is not reach-
able in general, not only in the bounded state space.

We have also implemented a special method to encode the jump-to relation
between different code blocks into an SAT formula and obtain the potential
path by SAT solving. The benefit is that if the potential path is confirmed to
be infeasible by following path condition solving, the infeasible path segment in
the path can be located and encoded back to the SAT formula to prune all the
future paths containing such infeasible segment.

1.2 Infeasible Path Segment Pool Guided State Space Pruning

BRICK conducts the lazy solving of the path by encoding the path condi-
tion of the potential path into a feasibility problem. BRICK asks a constraint
solver, i.e. SMT solver (Z3 [6]), interval analysis (dReal [4]), and derivative-free
optimization-based solving (Section 1.3), to solve the problem. If the path is de-
cided to be infeasible by the solver, BRICK tries to extract the unsatisfiable core
(UC) of the feasibility problem of this path, and maps the UC constraints to a
infeasible path segment in the path, which will be added to infeasible paths pool.
After that, all the paths that contain any infeasible path in the infeasible path
pool will be reported as unreachable directly in the following path enumeration.

1.3 Derivative-free Optimization Based Constraint Falsification

We can see that constraint solving plays an important role in BRICK. However,
complex path conditions, like nonlinear constraints, which widely appear in pro-
grams, are hard to be handled efficiently by the existing solvers. In BRICK, a
classification model-based derivative-free-optimization (DFO) approach is used
to alleviate this difficult situation by conducting a sample-feedback-learn style
DFO solving [8].

More specifically, the underlying solver guesses sample solution for the feasi-
bility problem. Then, we evaluate whether the sampled solution can satisfy the
path constraint or not, and calculate the distance between the sampled solution
and the correct one if the sampled one does not satisfy the path constraint. Such
distance will be used as the metric of feedback in the classification-based DFO
learning, to guide the solver to converge to the value that fits the path con-
straint. In practice, this approach works very well in nonlinear problem solving.
However, this DFO-based approach can not tell the target is not reachable, if it
fails to find a solution.

1.4 Induction-based Loop Handling

If the target program contains loops, the number of potential paths may explode.
To alleviate this problem, we conduct an induction-based proof to try to handle
the loop before we start to do the BMC.
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First of all, we collect the constraints from the assertions and generate the
weakest precondition respectively. Then, we conduct the normal induction-based
proof to see whether such constraints are satisfied in any iteration. If no coun-
terexamples are returned, we know that the assertions won’t be violated in the
loop. Furthermore, we are also working on the integration of loop invariant gen-
eration to further refine the CFG under checking.

2 Software Architecture

The architecture of BRICK is shown in Fig.1. It consists of a loop processing
module, a path enumerating module, and a constraint solving module, all im-
plemented in C++ language.

In the loop processing module, if the program contains assertion-related loop,
BRICK conducts loop induction-based verification firstly. If the induction works,
BRICK reports unreachable; otherwise, it builds the program CFG, and performs
the following path enumeration based checking.

In the path enumerating module, BRICK employs SAT-based and DFS-based
path enumerating methods to extract the program path and its corresponding
path condition. The constraint solving module accepts the path condition and
performs constraint solving accordingly. All the techniques used has been men-
tioned in Section 1 respectively. The solvers used in BRICK including SAT solver
MiniSAT [3], SMT solver Z3 [6], interval analysis solver dReal [4], and our im-
plementation of the DFO method RACOS [9].

Fig. 1. Architecture of BRICK

3 Strengths and Weaknesses

Most of the bounded reachability checkers, i.e. CBMC [5], encode the bounded
state space to a huge SMT formula consisting of both conjunction and disjunc-
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tion of different kinds of formulas, which are difficult for the existing solvers to
handle and may cause memory explosion easily. Instead, BRICK conducts the
verification in a path-oriented way:

– BRICK enumerates and checks all the potential paths one by one. In this
manner, the computation complexity is well controlled.

– Meanwhile, as only the ongoing path is saved in the memory and the cor-
responding path constraints of the path will be disjunction-free, the solving
problem is much easier to handle.

– For the sake of processing capability, UC-guided backtracking and path prun-
ing is proposed to prune the search space substantially, and DFO-based solv-
ing is conducted to handle complex nonlinear constraints efficiently.

BRICK had participated in the ReachSafety/Floats category of SV-COMP 2022
[10]. BRICK has successfully verified 439 of all the 469 tasks, ranked 1st in this
sub-category. Furthermore, we can see that for these 439 solved cases, BRICK
only used 1000 seconds in total. On the other hand, CoveriTeam and VeriAbs [7]
which won the 2nd and 3rd place in this category spent 9300 and 18000 seconds
respectively, which are 9 and 18 times higher than BRICK.

For the weakness, like all the other bounded checkers, BRICK may not be
able to give proofs of correctness of a program, if it can not finish the search
in the given step bound. In this case, BRICK can only report bounded true.
For example, on the cases of SV-COMP 2022, besides the 439 cases which are
proved by BRICK, there are also several programs that BRICK can only give
a bounded result or just timeout. Therefore, for the future work, we are im-
plementing techniques including loop summary, k-induction and so on to try to
abstract the loops and give a proof of the correctness in certain cases.

4 Tool Setup and Configuration

The binary file of BRICK for Ubuntu 20.04 is available at https://github.com/
brick-tool-dev/BRICK-2.0. To install the tool, please clone this repository and
follow the instruction in README.md. A tailored version of BRICK took part
in the ReachSafety/Floats category in SV-COMP 2022 [10]. The version [11]
supports the checking of reachability of Error Function. The BenchExec wrapper
script for the tool is brick.py and brick.xml is the benchmark description file.

5 Software Project and Contributors

BRICK is available under MIT License. The team of BRICK is from Software
Engineering Group, Nanjing University. We would like to thank Sicun Gao for
his kindly help with the usage of dReal.

Data Availability Statement. All data of SV-COMP 2022 are archived as described

in the competition report [10] and available on the competition web site. This includes

the verification tasks, results, witnesses, scripts, and instructions for reproduction.

The version of our verifier as used in the competition is archived together with other

participating tools [11].
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Attribution 4.0 International License (http://creativecommons.org/licenses/by/4.0/),

which permits use, sharing, adaptation, distribution and reproduction in any medium

or format, as long as you give appropriate credit to the original author(s) and the

source, provide a link to the Creative Commons license and indicate if changes were

made.

The images or other third party material in this chapter are included in the

chapter’s Creative Commons license, unless indicated otherwise in a credit line to the

material. If material is not included in the chapter’s Creative Commons license and

your intended use is not permitted by statutory regulation or exceeds the permitted

use, you will need to obtain permission directly from the copyright holder.
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