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                                     Abstract
Almost all popular Internet services are hosted in a select set of countries, forcing other nations to rely on international connectivity to access them. We identify nations where traffic towards a large portion of the country is serviced by a small number of Autonomous Systems, and, therefore, may be exposed to observation or selective tampering by these ASes. We introduce the Country-level Transit Influence (CTI) metric to quantify the significance of a given AS on the international transit service of a particular country. By studying the CTI values for the top ASes in each country, we find that 34 nations have transit ecosystems that render them particularly exposed, where a single AS is privy to traffic destined to over 40% of their IP addresses. In the nations where we are able to validate our findings with in-country operators, our top-five ASes are 90% accurate on average. In the countries we examine, CTI reveals two classes of networks frequently play a particularly prominent role: submarine cable operators and state-owned ASes.
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                             Notes
	1.In the 75 countries where we study transit influence, no path contained any of: unallocated ASes, loops, poisoned paths (where a non-clique AS is present between two clique ASes, clique being the AS-level core of the Internet inferred by [5]); additionally, all paths towards these countries are seen at least once per day across all five days.


	2.This “nationality” assignment is described in Sect. 3.


	3.Refer to [33] (Sect. 2.1.5 and Sect. 4.2.4) for an extended discussion of the intuition behind the CTI model.


	4.Note that multiple ASes may provide transit connectivity to the same prefixes, explaining why the sum of CTI values of top ASes may be greater than 1.


	5.This is consistent with previous work that focused exclusively on Cuba, finding its international connectivity to be constrained [16].


	6.Formerly Level3/CenturyLink.


	7.Which RIPE Atlas generously relaxed for this study upon direct request.


	8.Using default RIPE Atlas values except number of packets (reduced to 1).


	9.We space traceroutes an hour apart in 800-target IP blocks.


	10.This dataset is published quarterly.


	11.As defined by our AS Nationality (Sect. 3), not actual political borders.


	12.We sent a set of ASes produced before updating our CTI methodology to its current form, which explains the “unconfirmed” column; the “top” ASes were defined as the country’s top 12, unless any of those ASes had a marginal CTI score.


	13.CO, ET, CD, LS, SZ, ZW, VE, SD and CM.


	14.Sample, anonymized operator response: “Sudan is characterized by the traditional IP transit model. There is a domestic IXP, which serves five ISPs and [redacted AS Name]’s DNS nodes, but there are no foreign network operators present here. Furthermore, until recently, only two ISPs held gateway licenses (i.e., were licensed to provide external connectivity to Sudan).”


	15.We only contacted ASes who had \(\ge 1\)% of their addresses in the country. Since this survey took place in 2021, we use the addresses geolocated in Jan. of that year.


	16.Selected as a mix of large & small (by #ASes) EN- and ES-speaking countries.


	17.In 3 cases, they stated that they operate in multiple countries.


	18.Recall that CTI studies exposure to inbound traffic observation or selective tampering, which is unaffected by potentially asymmetric AS paths.


	19.As Hegemony is published in 15 min intervals [11], we take the 5-day average score.
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A BGP Monitor Location and CTI Process Diagram
A BGP Monitor Location and CTI Process Diagram
1.1 A.1 BGP Monitor Location
We begin with the 685 monitors in RIPE and RouteViews. We discard (91) monitors aggregated at multi-hop collectors and monitors that are not full-feed, so we are left with 350 monitors in 209 ASes. We determine the location of each full-feed BGP monitor as follows. First, we find the locations of RouteViews and RIPE RIS BGP collectors. We build a first set of locations by finding RIPE Atlas probes co-located at Internet Exchange Points (IXPs), by searching the list of peers for the IXP name, and assign that probe to the country where the (single-location) IXP is present, e.g., BGP RRC01 – LINX/LONAP, London, United Kingdom. We confirm the BGP monitor location by running ping measurements from RIPE Atlas probes hosted at the IXP to the BGP monitor’s IP address, and conclude that the BGP monitor is in the same city as the IXP if the RTT is lower than 5 ms. For the remaining BGP monitors we look for available RIPE Atlas probes in the ASes that peer with the same BGP collector, and similarly run ping measurements towards both the BGP monitor’s IP address and a RIPE Atlas probe located in the same city as the one listed for the monitor. We conclude that the BGP monitor and RIPE Atlas probe are in the same city if both sets of RTTs are under 5 ms.
We exclude 118 monitors at this stage because there is no available RIPE Atlas probe hosted at the IXP (in the city where the monitor is listed) nor at any of the other peers of the collector aggregating announcements from the BGP monitor. We discard remote peers from our set, those that have ping RTTs higher than 30 ms from the RIPE Atlas probe in the BGP monitor’s listed city. For monitors with an RTT between 5–30 ms, we infer them to be at the listed location if we get confirmation using DNS records—i.e., we find a geographical hint such as a three-letter city or airport code, or the full name of the city, using a reverse lookup with the BGP monitor’s IP address—or a matching country of the BGP monitor’s peer_asn record in the RIPE RIS or RouteViews collector list [57, 59]. Our final set M has 214 monitors in 145 ASes and 19 countries. We quantify the aggregate impact of all of our filters, including the exclusion of certain BGP monitors per country, in Sect. 9.1, given an alternative metric built using previous research [31].
Fig. 10.[image: figure 10]
Process diagram showing input sources and analyses that produce our model of AS-level connectivity, the CTI metric.
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1.2 A.2 CTI Process Diagram
We show a process diagram of our methodology in Fig. 10. There, our transit-dominance country selection is shown in the top right corner, while the remaining blocks on the top row refer to CTI inputs and preprocessing steps. Finally, the bottom row shows the core components of the CTI metric.
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