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Abstract. This article describes a new implementation of MST-based encryption
for generalized Suzuki 2-groups. The well-known MST cryptosystem based on
Suzuki groups is built on a logarithmic signature at the center of the group, result-
ing in a large array of logarithmic signatures. An encryption scheme based on
multiparameter non-commutative groups is proposed. The multiparameter gener-
alized 2 - Suzuki group was chosen as one of the group constructions. In this case,
a logarithmic signature is established for the entire group. The main difference
from the known one is the use of homomorphic encryption to construct coverings
of logarithmic signatures for all group parameters. This design improves a secrecy
of the cryptosystem is ensured at the level of a brute-force attack.
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1 Introduction

Recent advances in quantum computing for solving complex problems formulate new
trends for building secure public-key cryptosystems. The main directions in this area
are the solution of the problem of finding the conjugate element in the theory of non-
commutative groups and the word problem in groups and semigroups. The word com-
plexity problem was proposed by Wagner and Magyarik [1] and implemented in several
cryptosystems. One of the best known and most studied is a cryptosystem based on fac-
torization in finite groups of permutations, called the logarithmic signature [2]. In 2009,
Lempken et al. described an MST3 public-key cryptosystem based on a logarithmic
signature and a Suzuki 2-group [2]. In 2008 Magliveras et al. [4] presented a compre-
hensive analysis of the MST3 cryptosystem identifying limitations for the logarithmic
signature and stated that the transitive logarithmic signature is not suitable for the MST3
cryptosystem. In 2010, Swaba et al. [5] analyzed all known attacks on MST cryptog-
raphy and built a more secure eMST3 cryptosystem by adding a secret homomorphic
coverage. In 2018, T. van Trung [7] proposed a general method for constructing strong
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aperiodic logarithmic signatures for Abelian p-groups, which is a further contribution
to the practical application of MST cryptosystems.

The construction of MST cryptosystems based on multiparameter non-commutative
groups was proposed in [7-9]. MST cryptosystems based on multi-parameter groups
allow optimizing the costs of cryptosystem parameters and secrecy.

Generalized Suzuki 2-groups are multivariable and have the highest group order
compared to other multivariable groups. The first implementation of the cryptosystem
on the generalized Suzuki 2-group is presented in [8] and does not provide protection
against brute force attacks with sequential brute force key recovery. Analysis of MST
cryptosystems by group shows their vulnerability to highlighted text attacks. The design
feature of all known MST implementations is the presence of known texts and, as a con-
sequence, the possibility of such cryptanalysis. A secure encryption scheme is proposed
based on the generic Suzuki 2-group with homomorphic encryption.

2 Proposal

The generalizations of Suzuki 2-groups is defined over a finite field, F,, ¢ =2",n > 0
for a positive integer [ and ay, ay, ..., a; € F for some automorphism 6 of F as [10]:

Ai(n,0) = {S(ar, az, ..., apla; € Fy}

Each element of A;(n, 8) can be expressed uniquely and it follows that |A;(n, 6)| =
2" and A;(n, 0) define a group of order 2. If | = 2, this group is isomorphic to a Suzuki
2-group A(n, 6).

Group operation is defined as a product:

S(ai, az, ...,a))S(by, ba, ..., b;) = S(a1 + by, ax + (a10)by
+b2, a3 + (@20)by + (a16%)bs + b3,
] + (@_10)b1 + ... + (@101 + by).

with the Identity element being S(01, O, ..., 0).
The inverse element is given by:

S(ar, @, a3, ..., a))”" = S(a1, a2 + a10a1, a3 + axfa
+a192(a2 +aibay), ...,a; + aj_10a1 + ...).

The group G is nonabelian group and has nontrivial center:
Z(G) = {S(0,0, ..., 0)|c € Fy }.

Assume that 6 is the Frobenius automorphism of ¥, 6 : x — x2. For the fixed finite
field, the group A;(n, 6) order is greater than the classical Suzuki 2 - group.

In the new implementation of the cryptosystem, we have changed the encryption
algorithm and suggest using homomorphic encryption for random covers. In this case,
the complexity of the key recovery attack will be determined by exhaustive search over
the entire group.
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2.1 Description of the Scheme

Our proposal is to create a logarithmic signature for the whole generalized Suzuki 2-
group and homomorphic encryption of random covers in the logarithmic signature.

Let’s take a look at the basic steps of encryption.

Key Generation.

We fix a large group A;(n, 6) = {S(al, az,...,ap)la; € Fq}, qg="2".

Let’s build a tame logarithmic signatures f; = [Bi. ... Bawy] = (by), =
S(O, cey 0, b,‘j(k), 0, veny 0) of type: (rl(k), ceny rs(k)), i = 0, S(k),j = 1, Ti(k)» bij(k) € F, .
k=11

Let’s set a random cover:

_ — (N — 9] (2) O]
o = [Al(k)» .. ,As(k)] = (a,/)k = S(“ij(k)’ Qijheys =0 aij(k)>

of the same type as B, where a;; € A;(n, 6), ai(j?’()k) e F\OLi=1,5j=1,r),
k=11

Select the random covers: O @ 0]

Wy = [Wl(k)a Wx(k)] — (Wij)(k) = S(Wii(k)’ Wiitky> > sz/(k)) of the same

types as B), where wij € A;(n, 0), wijw) € Fo\0}, i =0,5(k),j =1, rig), k =1, 1.
Let’s generate ranﬂm 10(kys - tsky € Ar(n, O\Z, tiky = SUitk)s - Lit(k))» Lij(k) €
F*,i=0,s(k),k=1,1. Choose

TO%k)» - - - » Tstk) € A1(n, O\Z, Tik)

= STy, - - -» Tik))» Ty € F*, i =0,sk), k =1,1.

Let’s take ts(k—l) = t.()(k), Toh—1) = ‘L'o(]f), k= ﬁ
Let’s define an additional group operation:

S(ar, az, ....ar) o S(b1, by, ... by) =

k
S(ay + b1, a2 + by, ..., ag + by, a1 + aiby + ...+ a3 by
-1

bigts oy +aj_ b1+ .. +aj  bi_j +byp).

The inverse element S~% for the group operation o is
S™®a, a. ... a)) = S(ar, az. ... g, Ayt s )

where

2 2k71 2k
Of+1 = A1 —l—akal +...+a; ar-1+ay a,
2 2k71 2k 2k+1
42 :ak+2+ak+1a1 +...+a3 ar—1+a5artay o+,

— 2 2k 2k+1 9l-1
o =a; + a;_,ai + ...+ a;_,ak + aszflak—s-l‘f" Ceey —l—al aj—q

The application of additional group operation o*) leads to homomorphic rep-
®
resentation of group elements S(ai, az, ..., a;) s S(ay, g, ey iy Ok 1y ooy 0]) =
s®,
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We apply inverse homomorphic transformation for the inverse and direct elements

Sy (k), Sék) of the group for the calculation in group with left inverse element S, (e

S = Sf(k)o ~S§k)° For Sf(k) we have:
§=R° =8°(ay, az, ..., g, oy 1, s ) = S(@1, ooy U, i1 - @), Where

k—1
o] =dai, o =ay + a%al, L =ap + a,%_lal + ..., alz ag—1.

and for Sék) respectively to 3 = S, ®e, Sék)o we get
S0 = §°(by, ba, ooy bi, Bit1s -oos B1) = S(B1s ooy B Bict 15 oes B
Bi = b1, Bo = by +ai (b +ay), ...
k—1
Br = by +a,%_1(b1 +a)+..., alz (bg—1 + ar—1).

Homomorphic transformations for S—®e g®)o are needed to for not breaking the
group operation when calculating the elements of the group A;(n, 0).

Let f'(e) be a homomorphic cryptographic transformation with respect to addition
fla+b) =f(a)+f(b),e a b c F;and the corresponding inverse transformation

f (e) = e. We calculate the covering of the logarithmic signatures:

—(k) k k k
hy = [Py - s ] = 1650 @y 0 W) gy ©© (07) g 0 ticwy

and coverings of the homomorphic cryptographic transformation:
—(k) k k
8k) = [gl(k)7 seey gs(k)] = t(i*l)(k) O( )f(le)(k) 0( ) Ti(k), where

Fww) =FWip) oy = ST Wiao ) f Wiwrn)s o f Wiga,))

i=1,5k),j=T rg k=1,1.

An output public key is (ak, i, gk, and a
private key [f, By, (fo)s - - -+ tsk))» (Tok)s - - - » Tschy) ] k = 1, I respectively.
Encryption

Let the message to be x = S(xy, ..., x7) and the public key (a, i, gr), k = 1,1
respectively. Choose a random R = (Ry, ..., R;), Ry, ..., R € Z|Fq|.
Compute the ciphertext y1, y2, y3 as:

yi=a® -x=0a1(R)) - -ax(R)...a;(R) - x

! s(k) i (k)
_ ) @
=SQ . D @yt Y agy Tt
k=1 i=1,j=Ri) k=1 i=1,j=R;u)
1 s(k)

LYY Al ),

k=1i=1,j=Rx,
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y2 = h(R) = hi(R)o"
(hz(Rz) o® ... (hlfl(lel) ol=2 (hlfl(lel) ol=D hz(R1)>))

Looos® s(1) I sk

= oo " @)
=S Z Z Wiy T Z Bij1y Z Z Wi

k=1 i=1,j=Ri(k) i:Lj:Ri(l) k=1 izlsj:R[(k)

5(2) I s(k) s(D)

@)
+ Y Bt D wint DL Bio
i:l,j:Ri(z) k=1 i:l,j:Ri(k) i:l,j:Ri(l)

Here, the (*) components are determined by cross-calculations in the group operation
of the product of #), ..., k) and the product of wy (Rx) + Bk) (Ri)-

3 =g = gi(Rp)oV
(222 0@ .. (811 R o' (811 R o'~ gi(RD ) ))

l s(k) [ s(k)
_ 1 (2
=S Z Z f(wij(k)) Z Z f( U(k))
k=1 i:],j:Ri(k) k=1i= 1] Rl(k)
l s(k)
U]
Z Z 7 (wity) +
k=1 i=1.j=Riw)

Here, the (%) components are determined by cross-calculations in the group operation
of the product of o), . . . , Tsk) and the product of f (W) (Rx)).

Output: a ciphertext (y1, y2, y3) of the message x.

Decryption Input: a ciphertext (v, y2,y3) and a private key [f, B fiwk). Tik) ]
i=0,s(),k=11

To decrypt a message x, we need to restore random numbers R = (R, Ra, ..., R;).

Compute
DY®R) =DV R, Ry, ..., R) =ty oV y2 0D ¢ (1()1)
s(1)
1
=SC > wihy FBIRD %),
i=1,j=Ri1)
GYR) =GV Ry, Ry, ..., Ry) = t0(1) 0V y3 0 S(,())
s(1)
_ (1)
=S¢ ). f( u(l)) k)
i=Lj=Ri)
n s(1)
DD(RY = DD(R) oD F(GVR)™M =S Y Bijay, * *) Restore Ry with
i=1,j=R;q)
Bay(R) = > Bij1) using B(1)(R1)™ ", because B is simple.

i=1j=Riq)
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For the further calculation, it is necessary to remove the component 41 (R1) from y;
and g1 (Ry) from y3. Compute

1 _ ° ° 1 — o o 1 —(
y = hi(R) ™D s, y§ "= g1 R)™V° 33, DR = 192) 0@ 35" o ts(l())’

1 -
GRIP =1 o 55" o 17,

s(2)
DP®R) =DPR) 0P F(GPR)Y P =50, Y By .
i=1.j=R;@2
s(2)
and restore Ry with Bo)(Ry) = Y. Bij) using ,3(2)(R2)_1, because B, is
i=1,j=R;0)

simple. We continue the calculations iteratively until the last value R; is restored. We
have the following recurrent relations forn = 1,/ — 1:

— —1)o — —1)o
W = (R ™My D N = g (R M0 -y,

—( —(

D(n+l)(R) = 10(nt 1) o +D) yé") o ts(l())’ G(n+1)(R) = To(ns1) o+ y§") N0) Ts(l())’

D(n+1)(R)/ — D(”'H)(R) ot J’E(G(n-i-l)(R))—(n+l) —
s(n+1)

5(0,0,...,0, > B+, %)
i=1,j=Ri(n+1)

s(n+1)

Restore Ry 11 with Bg41)(Rpy1) = > Bijn+1) using B 1) (Rug1) "
i=1,j=Rin+1)

Recovery of the message x = a(Ry, Rz, ..., Rl)’1 - Y1.

Example

We will show the correctness of the obtained expressions in the following simple
example.

Let’s fix the four-parameter generalized Suzuki group G = A4(n, 6) over the finite
field Fy, g = 25, glx) = x2 +x3 + 1. Assume that @ is the Frobenius automorphism of
Fg,0:0— 2. Group operation is defined as:

S(ai, a2, as, as)S(by, by, b3, bs) = S(ay + by, ap + atby + by,
a3 + asby + aiby + b3, as + a3by + azby + aibs + ba).

The inverse element is determined as:
S(ay, ar, a3z, (14)_1 = S(ay,ar + a%, az + a%al + a‘]‘a/z, aq + a%al + aga'z + a?aé)

where a) = ay + af, ay =az + a%al + a‘faé.

Let’s consider the basic steps of our calculations.

Generation of public and private keys

First stage is to generate a tame logarithmic signature with the dimension of corre-
sponding selected type (rl(k), e rs(k)) and finite field F,;. The construction of arrays of
logarithmic signatures is presented in [11]. For our example, we use the construction of
simple logarithmic signatures without analyzing the details of their secrecy. Let’s B,
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for k = 1,3 have the types of (22,2%), (2,22,2?), (22,2,2%), (2%,2%,2). They are

represented as a strings and elements of the group over the field F; in the table provided
below (Table 1).

Table 1. Logarithmic signature generation

B = [Biwy: Baky: Baw) Bac ] = (big) oy (bif) gy € Ar=a(n,0)

Biq B Bi) B

00000 1 0,0,0,0 00000 | 0,0,0,0 00000 [0,0,0,0 00000 |0,0,0,0
10000 @, 0,0,0 10000 | 0,0% 0,0 10000 |0,0,0° 0 10000 |0,0,0,a°
01000 |a!,0,0,0 01000 |0,a',0,0 | Byg, 01000 |0,0,0,a!
11000 |al4,0,0,0 |11000 |0, 0,0 |00000 |0,0,0,0 11000 |0,0,0, a4
By B 11000 10,0,a',0 | By,

01000 | a',0,0,0 11000 | 0,a!*, 0,0 10100 |0,0,028,0 00000 |0,0,0,0
10100 |028,0,0,0 |11100 |0,a22,0,0 |01100 |0,0,a!,0 |00100 |0,0,0, 02
11010 | 0%6,0,0,0 10010 |0,0°,0,0 | Bjg, B3y

00110 | «!©,0,0,0 100110 | 0,0!®,0,0 101000 [0,0,a!,0 01000 |0,0,0,al
10001 | a%,0,0,0 | Bjg) 10010 |0,0,0,0 00110 |0,0,0,a!®
11101 | «21,0,0,0 10000 0,0 0,0 01101 |0,0,0%7,0 |00001 |0,0,0,a*
10011 |a!®,0,0,0 10011 |0,a!® 0,0 |10111 |0,0,¢°,0 |11011 |0,0,0,a!®
11111 |a29,0,0,0

Construct random covers oy, for the same type as B,
— = (a::) = »H- 0 @) @
= [Ag: - Asw] = (ag), = (“ij(k)’ %ijty” Lijer "ij(k))

where a;j € Aj—4(n, 0), a;.v()k) eFNOLi=T,5j=T1rpu k=14
In the field representation o has the following form (Table 2)

Table 2. Random covers construction

1) 2) 3 4
% =[A1d- - As ] = (ag); =S (at(j(k)’ ity ity “Ej&))

k=1 k=2 k=3 k=4
Ay A1) A13) A1)

0L6, 0Lll’ 0L17, 0(27 0(17, 0L5, OL26, 0(28 0(O’ 0(2’ 0(14’ 0(20 0LZO, 0(14, 0L30, 0(13
OL“, OLS, 0L7, 0(5 0(2(), 0‘14’ 0(19, 0L24 0(17, 0(27, 0(16, OLIO 0L4, 0L2, 0L13, 0L17
0L21, 0L18, 0, 0L16 0(30, 0(21’ 0(6, u3 A2(3) 0L19, 0L13, 0(26, 0(22

(continued)
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Table 2. (continued)

o = [ - Ao ] = (@3), = S (afig @iy 450 a5

k=1 k=2 k=3 k=4

OLS, 0L29, OL12, alo 0L6, 0L9, OLB, a2 0(28, 0L29, 0, a2s 0L6, (!28, ()L12, ot
AZ(I) A2(2) 0(10, OL]2, 0L22, 0L3O A2(4)

0L4, 0L7, 0L4, 0L2 0(30’ 0(14’ 0(27, 0L30 0(13, 0L23, 0L19, 0(19 0L18, Otl, 0(1, OL24
0L12, 0{11, OL3, OLl OLl, OLlS, 0, 0L13 0(0, 0(10, OLI, OLZO 0L26, 0128 OLlS, 0(0
W18, 15, ql4 30 gl gl8 428 430 A3 Az

0L3, 0L19, 0(26, a2 0L25, 0‘5’ OLO, al3 0(11, 0L27, 0(29, al8 0(16, 0(17, OL29, al?
OL“, 0(18, (XZ], 0(28 A3(2) 0(5, OL], 0112’ 0(22 OLIS, OLO, 0(1, 0[15
0L16, OLIS, 0(10, o4 0(3, 0(29, 0(25’ 0 0(30, 0L18, 0L6, all 0L4, 0L9, 0L23, al?
0L17, 0L16, 0, 27 OL25, Otlg, (123, o2 0, 0, 0L17, 23 0L19,0L20, (130, o10
0L25, 0Ll7, OL8, al2

Choose random A;(n, ) tok), ti(k)s ---> tsky € Ar(n, 0), sg), k = 1,4 and t2(1) —
10(2)» t3(2) = 10(3)» l3(3) = fo4) (Table 3)

Table 3.

Random ¢ vectors

10(k)» (k) -

- Is(k) € Aj—4(n, 0), S(k)» k=1,4
k

al. a5, al7, ol6 al3, o0, ¢28, ¢ 10 @0, a4 a9, 20 al2, ql5, g17, ob
o5 17 o2 427 @30, 02 ol7 42 al4 o28 17 22 022, 30 422 416
al3, a0, o28, ¢10 b, a7, 30, 18 026, o3, o6, 30 a2t 429, gl15, 430
@0, a4, a9, 20 al2, oI5 g17 o6 3.0, a4 a0
The inverse elements £, <, 17, %) =8 of the group A (n, ) were computed with
0k) * Figky o o Lsck) group A4, p

reference below (Table 4):

: ; —(k) —(k) —(k)
Table 4. Computing of inverse elements focky * Ty » L)
—(k) _—(k) —(k)
o) Tick) 0 k)
k=1 k=2 k=3 k=4
0Ll, OLO, 0L22, 0L21 0(13, OLO, 0(7, 0(24 0(9, 0(4, 0L9, 0(25 0L12, 0(15, 0(17, 0(6
0L25, 0L7, 0L3, 0L15 0130, OL2, 0(15, 0(21 0(14, 0(28, 0L17, 0L21 0L22, 0L30, 0(22, 0(16
0L13, ()ng, 0L7, 0L24 0L6, OL7, OL28, 0L24 0L26, 0(5’ alé, 0L13 0L24, (129, 0L15, 0L3O
@0, ot o8, 025 al2, 13, 17 30 3,0, a4, o0
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Similarly, we choose random 7o), Ti(k), .., Tsk) € Ai(n, 0), sk), k = 1,4 and

Ly = 102): I3o) = 00)> I33) = lo@):
. —(k) _—(k) —(k) .
and the inverse elements Tow) » T1ck) » -+ Tsk) (Table 5):
Table 5. Computing of random 7 vectors Ty k), T1(k)s - Ts(k) € A(Poo)\Z
T0(k)> TL(k) - - - » Tsk) € APo\Z, sry. k =1,
ot 022 o7 ol2 a9, 21 30 413 o2, 0l7, 022 o2 200, 3, 0LO
8,0, al3, 16 a4, 20, 17 25 0, 022, o160, o2 a2l ul6 2 4l6
0L29, 0L21, 0L30, 0L13 0L4, 0L7, 0L16, OL3O 0(6, 0(21’ 0L25, OLIS 0L16 0L28, 0L19, 0L16
o2, 0l7, 622, o2 200, 3, o0 a8, 17, 26 o4
. . —(k) _—(k) *(k)
Table 6. Computing of inverse elements Yok » Tik) 0 Tt

-y _—k) = ®
Tock) > Tick) o Tsch)
0L4, alS’ 0L9, OLO 0L29, 0(21, OL2, 0(5 OL2 0(17 0(22, all OLZO, 0, 0(3, 0(0
o8, 024, o2, 030 a2 420 422 29 0, 022, 16, o2 a2l 16, 12 416
a2, 15 o2, o’ o, o, al2, 28 o, a21 25’ o3 al6, 28 19 16

OLZ, (117 0L24, OL“ 20 ,0, OL 0(22 OL28, ()L”, 0L26, OL4
Construct random covers wy, for the same type as B
_ _ . _ H (2) (O] .
Wiy = [Wl(k), ... Ws(k)] = (WU)(k) = S( Wity Wiiey» -+ wl.j(k)) where w;; €

Aj=4(n, 9), wl](k) eFy,i=0,sk),j=1riu,k= 1,4 (Table 6 and 7).
Table 7. Construct random covers wy
- — (w) = (L “
Wik = [Wl(k)’ e Ws(k)] = (WZJ)(k) = S(Wij(k)’ e Wij(k))
k=1 k=2 k=3 k=4
Wiq) Wi Wi@) Wi
020, g20, 412 o o, 028, 027, o2 o, 2. al0, 0 030, g4 ol 28
ol % al7, o20 al6 g3, 46, 21 o5, a0, 19 416 o, a8, 430 420
0L25, 0L6, 0L23, 0(27 OLZS, 0, 0L4, 0L27 W2(3) 0L13, 0L19, 0(26, 0(11
(13, ()LO, ()L23, (129 OLl, OLO, 0(17, OL17 (112, ()L20, 0L14, 0(3 ()L16, (127, 0L9, 0L21

(continued)
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Table 7. (continued)

Wy = Wi« W] = 099) g = S (Wi - wiiay)

Waoay Wi o3, al2, o3, a?7 Waa)

0L7, 0L21, OL6, OLZI 0L21, 0(14’ (114, ()LO ()L2, OLB, 0L24, 0L16 0L2, 0L21, OLS, 0L29

OL]S, 0L21, 0(22, 0(6 0(19, 0(29, 0(19, OL]3 0(12, 0(5, 0L21, OL]4 0(4, 0L2, OL], 0L23

0[18, 0(19, 0(12’ 0(15 0(25’ 0(26, 0L12, 0L17 W3(3) W3(4)

0L16, 0L12, 0(14, 0(6 0(10, 0(19’ 0L23, 0L4 0L14, 0L6, OLO, 0L17 0, 0(0, 0(25’ 0L3

()L23, OL4, ()Ll, (130 W3(2) (117, OL13, 0L7, 0L4 (13, ()ng, (117, 0(24

5. 426, 46, 19 028, 0, 13, 17 025, 024 o2 68 28 o8 g4 o26

0L22, 0L17, 0(13’ 0(21 0(14’ 0(()’ 0(3, 0(3 0(13, 0, 0(21’ 0(7 0L24, OLIS, 0(27’ 0(13
28, 27’ 97 0(24

The next step is to calculate the arrays Ay. Within the condition of the example, we
obtain:

hy = [hl(k)’ hs(k)] = t(;ikl))(k) o® (Wij)(k) o (bij)(k) °©

i=1,5k),j=1,rig. k=14

Let’s a homomorphic cryptographic transformation for a field element ¢ = p;e
where p; is a secret parameter. The transformation is chosen to be the simplest. You
can also use more complex homomorphic transformations with respect to the addition
operation. We define homomorphic cryptographic transformation for a group element S
as

© tigey

f(S(e1, ez, e3,e4)) = S(p1e1, p2e2, p3e3, pses),

and let’s p = (o1, 2, p3, p4) = (a*, &, &%, 7).

Let’s a homomorphic cryptographic transformation for a field element e = pje
where p; is a secret parameter. The transformation is chosen to be the simplest (Table
8).

You can also use more complex homomorphic transformations with respect to the
addition operation. We define homomorphic cryptographic transformation for a group
element S as

f(S(er, e2, €3, e4)) = S(p1e1, pre2, p3e3, paes),
and let’s p = (o1, 2, p3, p4) = (o, &, a8, ).
Next, we compute the arrays g via the homomorphic transformation

—(k) k k
8y = [gl(k)’ gs(k)] = Ti-1)) o! )f(Wij)(k) o® Ti(k)

i=1,sk),j=1,rix,k =1,4. See the Table 9 for the results.
An output public key (ak, hic, gr), ~ and a private key
[f By (tokys - - -+ 1)) (Tokys - - - Tsoy) ] k=1, 4.
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Table 8. Construct arrays hy,
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= SChiiy My higey M)
k=1 k=2 k=3 k=4
hyqy hy2) hy3) hya)
0L16, OLZO, 0(22’ 0(30 0(24, 0, 0L16, 0 0(27, 0(25, 0L27, 30 0L7, 0L25, 0L9, 0L19
0L20, 0L7, 0L21, 0(15 0(7, 0125, 0(21, 0(3 0(21, 15’ 0L20, 14 26 21 0(26, 0
0, OL27, 0(26, 0L13 OL4, OL22, 0, 0L21 h2(3) 0L16, OLS, 0L30, OLlO
0L17, 0L16, 0L28, 0L26 0L14, 0L22, 0(3, 0(5 27’ 10 21 (!23 0L13, (!2 OLl, 0L29
ha) h2) al?, o, 0‘12 ’ ha@
26,0, 429, g1 025, 05, 43, o6 16 42 o7 l7 020 65, q19, o6
0L17 0L7 0L26 29 0(9, 0(2, 0112’ 0(14 0(27 0L28, 0L28, 0{11 0L26, 8, 14’ 6
(127, all, 0(28, OL16 0(21, OL26, 0(25’ (121 h3(3) h3(4)
o2 03, all, ot a3 al2 622, o7 o270, o2!, o135 30 426, 430 o 14
0L19, 0(16, 0(25’ OLS h3(2) a 0(8, o 0(4 0L24 0(25, 0(9, 0(18
o, OLS 0L19, 0L19 OL29, 0(9, OLl, OL12 0(2’ 0(10 0130, 0L24 0L25, 11’ OLIS, 0(6
(18, alO, OLl, 0L30 0(16, 0(28, 0(1, 0(3 0, OL“, 0(12, 0(21 0L3, alO, OLIO, OL22
0L12, 0L27, OLO, 0(21

Table 9. Construct arrays g

8t = S5 Sy Lty SGiky)
k=1 k=2 k=3 k=4
g1(1) 212 £13) 81(4)
(127, 0L21, OL”, OL13 OLM, 0(16, 0(7, 0(18 0(5, 0L6, 0L22, 0L30 0 0(21 ()L19, ()L9
0L28, 0(18, 0L2, OLI OLS, 0L25, OLIS, 0 0(18, 0L18’ 0L8, 0L7 0L19 0L3 0L20 0L19
0 OL] , OL], 0(13 0(24-, 0(3, al , (113 g2(3) 0L4 0L4 0L30, 0L3O
0L22, 0L9, 0L29, 26 0(20, OLO, 0, 0L23 0(12, OLO, Otl, 0(0 0L21, 0L23, 0(4, 0(3
821) 822 o?, 03,080 82(4)
0L20, (!29, 0L17, 0L13 0L9, OLS, (125, OL30 0, 0L29, OL5, OLU OLS, 0L1, 0L15, OLS
o2l o0, 025, o28 al.od, a7, ol al2 gl4 ¢26 423 o, o2, a3, 430
0L21, 0L27, 0(21, 0(21 0(15, 0(10, 0(13, 0L9 g3(3) g3(4)
OL“, 0L3O 22’ OLS 0(11, 0(23, 0(29, 0L18 0(30, 0L17, 0L26, 0(2 0L5 0L30 25 OL
alS’ OL24, 0L17, OL24 2302) 0(8 0(23 16 OL9 OL2 OLO alZ’ 9
0L7, 0LE‘vO 0(20, 24 27 24 6’ 0(9 22 0L9 0L9 0LIO 0L26, 18, 0Lll’ 0(17
0L19, 0L19, 0(3, 0(2 0(7 0(24 (125, 0126 0113, 0L21, OL“, 0L26 0L16 10’ 30
0L6, 0LlO, 0L17, 0(17
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Encryption

Input: a message m € A;(n, 0), m = S(my, my, m3, my), m; € Fy and the public key
[fic: (ak, hie. g0)]. k=1, 4.

Letm = (al, az, a3, a4) = S(al,az, a3, Ol4).

Choose a random R = (R1, Rz, R3, R4) = (10, 20, 30, 14).

We obtain the following R; expansions for given types of (ri ), ... rsqr)), k = 1,4

Ry = (Ri), Ry) = (2,2) = 10,
Ry = (Ri2), R22). Ra2)) = (0,1, 1) =20,
R3 = (R1(3), R2(3), R3(3)) = (0, 3,3) = 30.

Ri = (Riw), Ry, R3)) = (2,1, 1) = 14
Compute the cipher text:
yi =d' (R)-m=d{(Ry)-a5(R2) - a5(R3) - ay(R4) - m =
S(a7 of. o2 an)
where:

ay(R)) = a1(10) = aj1) Qa1 (2) = 5(0123, al3, a0, azo),
ay(Ry) = a2(20) = a1 Oz (Dasy (1) = $(o2, o @),
a5(R3) = a3(30) = a13)(0)ax3)(3)az3)(3) = S<0, o, o, Ot4>,

a4 (Re) = as(14) = aray(Qaz@ (Naz@ (1) = S(oﬁ, o' a?! a‘ﬁ).
Calculate

v2 = (Ry) oV (ha(R) o (h3(Rs) @ ha(Ry)) ) = (0.0, "%, ')

The components h;{ (Ry) are calculated similarly to a,’( (Rx) components, but using
the appropriate multiplication operation. Compute the component y3:

y3 = 1R oV (82(R2) o (83(Rs) o gu(Ra)) ) = S(a'®, &', 0" ).
We obtained output y; = (a’,af a?,a'l), y» = (0,08 a'® '), y3 =
(@', o™ ol o).
Decryption
Input: a ciphertext (y1, y2, y3) and private key [, Bu). tig) Tit )» i = 0, s(k), k =
1,4.
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Output: the message m € A(P,) corresponding to ciphertext (y1, y2, y3).
To decrypt a message m, we need to restore random numbers R = (R1, R2, R3).
Compute

D(l)(R) = 1o(1) ot 2 0(4) t, ( = S(Ol29 0[8 0624, (128),

G(l)(R) = 1001 oD 3 o é(i)) _ S(alg o8, o7, a0,

DYRY = DV (R) oD F(GV(R)™D = S, &2, !, o).

s(1
Restore Ry with B(1)(R1) = (Z) Bij(1) using ,3(1)(R1)_1, because B is simple.
i=1,j=R;q)
We get B1(R1) = o = (10010). Perform inverse calculations ,B(l)(Rl)’].
101010 Ry = (*,2)
111010 row 1 from By(y)
101010—111010 = 011000 R; = (2, 2)
We get B1(R) ™ = (2,2) =
For further calculation, it is necessary to remove the component /) (R1) from y; and
g} (Ry) from y3.
Compute

V=m@®)~V 55 = 5@, o', o "),
1 —
i) = ai®R)™D )5 = 5@ e’ a0,
D@ (R) = 192y o? y(l) @ 4 (()) S, o'8, ol o?),

4
G(z)(R) = 102) e yg ) 6@ (i)) =5, o, a0, Ol”),

DP®R) =D?PR) o fF(GPR)™® =5(0,a'?, a*, ™)

s(2
and restore Ry with Bo)(Ry) = (Z) Bij(2) using ,3(2)(R2) , because f; is
i=1,j=Ri()
simple. We get B2 (R2) = a'2 = (01111). Restore R, with B>(R»). We use the same
calculations as in the example for 8> (R») ™", and we get:
OLNIL Ry = (¥, *, 1)
10I0111 row 1 from B3(2)
011 1I1—10I0111 = 1111010 R, = (*, 1, 1)
1111010 row 0 from B3(2)
1111010—1111010 = 00I00I0 R, = (0, 1, 1)
We get B2(R2)~' = (0, 1, 1) = 20.
Remove the component h’ (Ry) from y ) and g2 (Ry) from y ) We get
yéz) = h3(R3)~ @ .ygl)o =S, a'®, a2, ')

’
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W= gaR)™P y° = 5@ 0!, o, '),
D(3)(R) = 1003) o® y (4)t = S(a 23 aS 0[18,0(21),

2 4
GOR) =@ o ¥y o c@f)) = 5@, a'%,a",a"),

DPR) =D R) o F(GPR)™® =5(0,0,a', )

We get B3(R3) = «'® = (11011).

Perform inverse calculations 83(R3)™ L

1110111 R3 = (*, *, 3)

1101111 row 3 from B3(3)

1110I11—1101111 = 0111100 R3= *, 3, 3)

0111100 row 3 from By(3)

0111100—0111100 = 0100100 R3 = (0, 3, 3)

We get B3(R3)~! = (0, 3, 3) = 30.

Remove the component h’3 (R3) from y§2) and gé (R3) from ygz)'
As aresult, we get:

(2)0

(3) = 3(R3)™ (3)o | _ S(oe19,otl,0(29,(x17),

3 — 2)o
¥y = g3(R) VP = 8@ 0 a0,

3 4
DY (R) = 1oy o' y§ INC) tY(()) = 5@’ a2 o, o).

3 —(4
G(4)(R) = To) NE) y§ ) 6@ Ts(éi)) _ S(all’ a7, ao, alﬁ)’

DPRY = DPD(R) o F(GP(R)™™ =5(0,0,0, )

01010

We get B4(R4) = o = (01010). Perform inverse calculations B4 (R4) ™"

0110110 R5 = (¥, *, 1)

0011110 row 1 from B34,

0110110—00I1110 = 0111100 R3 = (*, 1, 1)

0011100 row 1 from B4,

0111100—0011100 = 01I0I00 R3 = (2, 1, 1)

We get B4(Ry) ™' = (2,1, 1) = 14.

Receive a message m = a'(R) "'y, = S(al, a?, a3, a4).
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3 Security Parameters Analysis and Cost Estimation

Consider a brute force attack of key recovery. There are three possible schemes for such
an attack.

Brute force attack on cipher text. By selecting R = (R, Ra, ..., Rj) try to decipher
the text y| = o/ (R') - m = o/ (R]) - @(R}) ... a](R]) - m. The covers a = (ajj)

k
S (aly&), ai(]%c), e ai(]?()k)) are selected randomly and the value is determined by multipli-

cation in a group with no coordinate constraints. The resulting vector o’ (R’) depends on
all components oe; (R;) Enumeration of key values R = (R, Ra, ..., R;) has an estimation
of complexity. For a practical attack, the messagem is also unknown and has uncertainty
to choose from ¢'. This makes a brute-force attack on a key infeasible. If we take an
attack model with a known text, then the attack complexity still remains the same and
equal to ¢'.

Brute force attack on the cyphertext y>. Select R = (R1, Ro, ..., R;) to match y;. The
vector y; has a following definition over the components o (R;)

1 s(k) s(1) 1 s(k)

=S Wit 2 Byl D winT

k=1 i=1j=Riq, i=1j=Rj(1) k=1 i=1j=Riq
s(2) / s(k) s(D)
)
2 B tEn D0 D0 Wit DL B+
i=1,j=R;@) k=1i=1,j=R;x,) i=1,j=R;q)

The values of the coordinates y, are defined by calculations over the vectors
wi(R1), w5(R2), ..., w;(R;). The keys R = (Ry, Rz, ..., R;) are bound and changes in
any of them leads to change y,. The brute force attack on key R has a complexity equal
to ql .

Brute force attack on the ciphertext y3. Select R = (R1, Ra, ..., R;) to match y3. The
vector y3 has a following definition over the components ,oiwlf(Ri)

! s(k) 1 s(k)

(1) ?2)
y3=95 Z Z f( t/(k)) Z Z f( t/(k))

k=1i= l./ R,(k) k=1i= l./ R,(k)

I s(k)
)

DD D, ( u(k))

k=1i=1,j=R;q,

The values of the coordinates y3 are defined by calculations over the vectors
Wi (R1), w5(R2), ..., w;(R;). The keys Ry, Ry, ..., R; are bound and changes in any of
them leads to change y3. The brute force attack on key R has a complexity equal to ¢'.

Brute force attack on the vectors (tow), - . ., ts)) and (Togk)s Tik)s - - - » Tsky ). The
brute force attack on (f()(k), cee ts(k)) is a general for the MST cryptosystems and for
the calculation in the field F; over the group center Z(G) has an optimistic complexity
estimation equal to g. For the proposed algorithm all calculations are executed on whole
group |A;(n, )| = ¢' and is a such case the complexity of the brute force attack on
(tokys - - -+ Isky) and (Toge)s T1k)s - - - » Tory) Will be equal to g’
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Attack on the Algorithm. The attack on the implementation algorithm of the MST
cryptosystem based on the generalized Suzuki 2-group is multifaceted. Practical attacks
look at the features of logarithmic signatures and random coverings known to a cryptan-
alyst. One solution is to use aperiodic logarithmic signatures. In the new cryptosystem
with homomorphic encryption, random covers are a secret for the cryptanalyst. In this
case, the known attacks based on the weakness of logarithmic signatures are impossible.

Let’s estimate security and keys parameters for generalized Suzuki-2 group cryp-
tosystem. We fix a generalized Suzuki 2-group A;(n, 6) = {S(al, az,...,apla; € Fq},
which is defined over the field F;, ¢ = 2". Then for [-parametric group we achieve
K = nl bit cryptography. Logarithmic signature array and random covers are known
parameters that are used in encryption as follows

— _ (1) (2) O]
Qp = [Al(k)» ey As(k)] = (al/) S( lJ(k)’ lj(k)’ ey aij(k))’

_ Mm@ )
By = [ -] = S (B By - i)

Also, we know random cover with homomorphic encryption

(D 2) )
8w =810 -+ & = S<g,j(k) 83ty g,j(k))

fork =1, 1.
The number of vectors in arrays o, h«), g(k) is defined by the type of logarithmic
signature. (ri), ..., rsk) and equals to N = Z (riw) + 1200 + - - + 7s0)

Since arrays oy, g(k) are random and can be constructed by random bits deterministic
generator from some initial vector V, then we can define o, g(x) over the vector V. Let’s
fix the vector length V'to be equal to nl bits

The array size g equals to: Ny =/ Z (r1) + r200) + - - - + Fs(k)) n-bits words.

The secret parameters of the cryptosystem include vectors ¢, T, p:

0> - -+ tsk) € Ai(n, O\Z, tigy = Sy, - - - titk))»
T00)s -+ - » Tstky € AL, O\Z, Tigey = S(Titkys - - - Titk))s £ = (O1, P2, -5 p1)s k=1, 1.

The number of vectors #;), Tik) equals to:N; = Ny = [ ) s(k) n-bits words.
k=1
The length of the vector p equal to nl bits.

Obviously, that Ng, Ny, N; depends on type of (r1<k), cee rs(k)).
Let the secrecy of cryptographic transformations be determined byK bits.
Let’s define a type of (rl(k), el rx(k)) = (2,...,2), then s(k) = n over the field
F(2"). We get the following values
1

Ng =nl > (rl(k) +ret+...+ I’S(k)) = 2n%1% = 2K? bit
k=1
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l
N, =N; =nl Y s(k) = n’l> = K? bit
k=1

The length of vectors V, p equals to Ny = N, = nl = K bit. Let’s define a type of
(Fikys -+ ) = (28, ..., 28), s(k) = n/8 over field F(2"). We achieve

l
Ny =nl > (rl(k) + @+ + rs(k)) = 221212 = 2°K? bit
k=1

!
N, =N; =nl Y s(k) = n?1>/8 = 273K? bit
k=1
Estimated implementation costs are presented in the table below.

Memory costs for arrays of shared and secret parameters do not depend on the field
F(2"") and the number of parameters of the generalized Suzuki group. Selection of field
F, and parameters of the Suzuki group will define the speed of calculations on the group
and depends on the software implementation (Table 10).

Table 10. Estimated implementation costs

K =256, (rigy - Isey) = 2,....2)

FQ") Ng Kbyte Ni(No), Kbyte Ny (N,), bit
F(28), ... F(2256) 4 2 256

K =256, (g, - ) = (28,....28)

F@8),..., F(22%) 64 025 256

K =512, (g, - o) = (28,...28)

FQ8),... F212) 64 32 512

K =512, (s - ) = (25....2%)

F@Y),... F(2512) 1024 E 512

4 Conclusions

Generalized Suzuki 2-groups are multiparameter groups and may have an arbitrarily large
order. MST cryptosystems based on generalized Suzuki 2-group have an advantage over
other schemes implementations in secrecy and realization. We can build a highly secure
cryptosystem with group computation in a small finite field. Applying homomorphic
encryption to random coverings in a logarithmic signature provides protection against
known attacks on logarithmic signature implementations. To build a cryptosystem, you
can use secure logarithmic signatures of a simple design, which leads to low costs for the
general parameters of the cryptosystem. The proposed cryptosystem with homomorphic
encryption is a good candidate for post-quantum cryptography.
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