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                                     Abstract
Industrial control systems are target-rich environments for cyber criminals, terrorists and advanced persistent threats. Researchers have investigated various types of industrial control systems in smart grids, gas pipelines and manufacturing facilities to understand how they can be compromised by cyber threats. However, the manner in which industrial control systems are attacked is domain-dependent. Testbeds are a necessary tool to model specific domains and understand potential attacks. This chapter discusses the development of a virtual supervisory control and data acquisition system testbed for gas systems and how it is used to simulate the impacts of measurement attacks. The testbed provides opportunities for researchers and domain experts to model, simulate and understand the behavior of a real-world gas system and respond to cyber attacks.
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