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Sharing a common primitive for multiple functionalities is essential for lightweight cryptography, and NIST’s lightweight cryptography competition (LWC) considers the integration of hashing to AEAD. While permutations are natural primitive choices in such a goal, for design diversity, it is interesting to investigate how small block-cipher (BC) based and tweakable block-cipher (TBC) based schemes can be. Double-block-length (DBL) hash function modes are suitable to ensure the same security level for AEAD and hashing, but hard to achieve a small memory size. \(\mathsf {Romulus}\), a TBC-based finalist in NIST LWC, introduced the DBL hashing scheme \(\mathsf {Romulus}\hbox {-}\mathsf {H}\), but it requires \(3n+k\) bits of memory using an underlying primitive with an n-bit block and a k-bit (twea)key. Even the smallest DBL modes in the literature require \(2n+k\) bits of memory. Addressing this issue, we present new DBL modes \(\mathsf {EXEX}\hbox {-}\mathsf {NI}\) and \(\mathsf {EXEX}\hbox {-}\mathsf {I}\) achieving \((n+k)\)-bit state size, i.e., no extra memory in addition to \(n+k\) bits needed within the primitive. \(\mathsf {EXEX}\hbox {-}\mathsf {NI}\) is indifferentiable from a random oracle up to \(n- \log n\) bits. By instantiating it with \(\mathsf {SKINNY}\), we can provide hashing to \(\mathsf {Romulus}\) with zero memory overhead. \(\mathsf {EXEX}\hbox {-}\mathsf {I}\) is an optimized mode with collision resistance. We finally compare the hardware performances of \(\mathsf {EXEX}\hbox {-}\mathsf {NI}\), \(\mathsf {EXEX}\hbox {-}\mathsf {I}\), and \(\mathsf {Romulus}\hbox {-}\mathsf {H}\) with \(\mathsf {SKINNY}\hbox {-}\mathsf {128}\hbox {-}\mathsf {384}\). \(\mathsf {EXEX}\hbox {-}\mathsf {NI}\) and \(\mathsf {EXEX}\hbox {-}\mathsf {I}\) achieve the circuit-area reduction by 2,000+ GE, yielding the total areas being smaller than 70% of that of \(\mathsf {Romulus}\hbox {-}\mathsf {H}\).
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                             Notes
	1.Instead of BCs, TBCs can be used in DBL. Hashing modes replace a key with some public value, hence BCs with a k-bit key and TBCs with a \(k^\prime \)-bit key and a t-bit tweak generally play the same role as long as \(k = k^\prime + t\). For sake of simplicity, we denote underlying primitives by BCs.


	2.Linear dependency between the message and the key does not degrade security. Intuitively, previous block-cipher’s output spreads to next block-cipher’s key. This makes two keys different, and block-cipher’s outputs become different random strings.


	3.HMAC [28] and Hash-then-MAC [15] are example use-cases whose security is reduced to \(\mathsf {coll}\) of the hashing scheme, thus does not require higher security level than \(\mathsf {coll}\).


	4.For an \(\mathsf {EXEX}\)-based hash function with \(r=1\) (single BC call), one can easily found a collision with \(O(2^{n/2})\) complexity: Choosing distinct \(2^{n/2}\) single-block messages, a collision of the BC outputs occurs with non-negligible probability, yielding a collision on the internal state. Note that when the linear layers of \(\mathsf {GLMCF}^E\) are arbitrary, attacking \(\mathsf {GLMCF}^E\) with \(r=1\) is non-trivial and an open problem.


	5.For a query \((K,X)\) (resp. \((K,Y)\)) to \(\mathsf {S}_{E}\) (resp. \(\mathsf {S}_{D}\)), the response \(Y\) (resp. \(X\)) is chosen uniformly at random from \(\{0,1\}^n\) excluding previous ciphertext (resp. plaintext) blocks associated with the key \(K\).


	6.The inequation is obtained by
$$\begin{aligned}&\mathsf {Adv}^\mathsf {indiff}_{\mathsf {H},\mathsf {S}} (\mathbf {A}) = \Pr [\mathbf {A}^{G0} = 1] - \Pr [\mathbf {A}^{G2} = 1] = \Pr [\mathbf {A}^{G1} = 1 \mid \lnot \mathsf {Ecoll}^1] - \Pr [\mathbf {A}^{G2} = 1] \\&\le \Big ( \Pr [\mathbf {A}^{G1} = 1 \wedge \mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1] + \Pr [\mathbf {A}^{G1} = 1 \wedge \lnot \mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1] \Big ) \\&\qquad \qquad \quad \!\!\!\!\!\! - \Big ( \Pr [\mathbf {A}^{G2} = 1 \wedge \mathsf {bad}^2] + \Pr [\mathbf {A}^{G2} = 1 \wedge \lnot \mathsf {bad}^2] \Big ) \\&= \Big ( \Pr [\mathbf {A}^{G1} = 1 \mid \mathsf {bad}^1 \wedge \lnot \mathsf {Ecoll}^1] \cdot \mathsf {Pr}[\mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1] \\&\qquad \!\! +\, \underbrace{\Pr [\mathbf {A}^{G1} = 1 \mid \lnot \mathsf {bad}^1 \wedge \lnot \mathsf {Ecoll}^1]}_{=\mathsf {Pr}[\mathbf {A}^{G2} = 1 | \lnot \mathsf {bad}^2]} \cdot \underbrace{\mathsf {Pr}[\lnot \mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1]}_{=1- \mathsf {Pr}[\mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1]} \Big ) \\&\!\!\!\!\qquad \qquad \quad - \Big ( \Pr [\mathbf {A}^{G2} = 1 \mid \mathsf {bad}^2] \cdot \mathsf {Pr}[\mathsf {bad}^2] + \Pr [\mathbf {A}^{G2} = 1 \mid \lnot \mathsf {bad}^2] \cdot \mathsf {Pr}[ \lnot \mathsf {bad}^2] \Big ) \\&= \Big ( \Pr [\mathbf {A}^{G1} = 1 \mid \mathsf {bad}^1 \wedge \lnot \mathsf {Ecoll}^1] - \Pr [\mathbf {A}^{G2} = 1 \mid \lnot \mathsf {bad}^2] \Big ) \cdot \mathsf {Pr}[\mathsf {bad}^1 \mid \lnot \mathsf {Ecoll}^1] \\ {}&\!\!\!\!\!\! \qquad \qquad \quad +\, \Big ( \Pr [\mathbf {A}^{G2} = 1 \mid \lnot \mathsf {bad}^2] - \Pr [\mathbf {A}^{G2} = 1 \mid \mathsf {bad}^2] \Big ) \cdot \mathsf {Pr}[\mathsf {bad}^2]\\&\le \mathsf {Pr}[\mathsf {bad}^1\mid \lnot \mathsf {Ecoll}^1] + \mathsf {Pr}[\mathsf {bad}^2]. \end{aligned}$$

.


	7.In the updates for the NIST LWC final round, the Romulus team decided to use a reduced-round variant called \(\mathsf {SKINNY}\hbox {-}\mathsf {128}\hbox {-}\mathsf {384}+\). We discuss the impact of this change in Sect. 7.4.


	8.For efficiency, we remove a built-in arithmetic counter in the previous tweakey arrays needed for an AEAD mode of operation [25].


	9.The conventional \(\mathsf {TK}_\mathsf {1}\)–\(\mathsf {TK}_\mathsf {3}\) arrays integrates circuits for inverse tweakey operations (the inverse LFSRs and inverse byte permutation) [25]. We remove these circuits along with selectors for switching between the datapaths. These circuits are intact in our \(\mathsf {Romulus}\hbox {-}\mathsf {H}\) implementation because it requires the inverse operations.


	10.The per-bit cost of \(\mathsf {SR}_\mathsf {0}\) and \(\mathsf {SR}_\mathsf {1}\) is smaller than those of the state/tweakey arrays because \(\mathsf {SR}_\mathsf {0}\) and \(\mathsf {SR}_\mathsf {1}\) use a simple flip-flop instead of a scan flip-flop.
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