
An End to Encryption? Surveillance
and Proportionality in the Crypto-Wars

Kevin Macnish

Abstract End-to-end encryption has been a reality for at least 30 years. However,
it is only with recent developments that it has become widespread on mobile phones
operating over the internet. This has provided tools for terrorists to plan activities
that lead directly to the deaths of innocent civilians. At the same time, it has also been
used by dissidents challenging totalitarian regimes and holding liberal democracies
to account. In this chapter I argue that while terrorist use of such encryption may
render that encryption unjustifiable within a liberal democracy, within an interna-
tional context the protection that it provides to those seeking to establish law-abiding
democracies is too great to be ignored.

1 Introduction

The encryption of messages, and subsequent attempts to decrypt the same by people
other than the intended recipient, is an ancient practice [49]. Throughout the twen-
tieth century, this became increasingly digitized as the Cold War and technological
developments led to countries investing in increasingly complex methods of encryp-
tion, both in terms of hardware and software [5, 15]. With the introduction of the
internet and the widespread use of smart mobile telephony, though, encryption has
entered a new phase [4]. In the past, encryption by anyone other than a state actor
has largely been a matter of amateur interest and ability, with most people lacking
the mathematical skills and computing power to engage in complex cryptography.
Recent developments, though, now mean that anyone in possession of a smart phone
can encrypt their communications to a level of complexity matching that of many
states’ own cryptographic agencies [19, 45].

These developments come at a price. What may be seen as the democratization
of encryption can also be viewed as the protection of immoral activity, not least
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terrorism. To some degree, this protection has been limited by the technology avail-
able to the average person. For the most part, this has been “transport layer” encryp-
tion, such as Secure Socket Layer encryption (SSL—recognized online through
URLs beginning “https://” vice “http://”). This functions by encrypting a message
between sender and hosting platform, typically a website, which then decrypts the
message. If the message is forwarded to a recipient other than the hosting platform,
that host then re-encrypts the message and sends it on. Hence transport layer encryp-
tion allows a degree of encryption, but a hosting platform can always access the plain
(decrypted) text of the message.

For example, if I were to send an unpublished, sensitive research paper to
a colleague, I might use a web-based email service. These services are usually
encrypted with SSL. By using this service, the paper would be encrypted on leaving
my computer so that anyone intercepting my communications would be unable to
read it. On reaching the email service’s web server, though, it would be decrypted
and stored. When my colleague then opened her email to read the paper, it would
then be re-encrypted by the server and sent to her computer. Thus, the paper is
encrypted while in transit across the web, but not when it is at rest on my computer,
my colleagues’ computer, or, perhaps most significantly, on the email service’s web
server.

End-to-end encryption (E2EE), in contrast, cannot be read by anyone other than
sender and intended recipient. The platform over which it is sent cannot access the
content, thus guaranteeing an additional degree of protection for the secrecy of the
message. E2EE frequently uses Public Key Encryption techniques in which sender
and recipient each have a public and a private key through which they can encrypt
and decrypt each other’s messages (e.g. Pretty Good Privacy—PGP).

Returning to the above example of sending a research paper over a web-based
email service, I may decide that I am unhappy with the potential of that service being
able to access and read my paper. Perhaps the paper is critical of that service, or it
contains commercially sensitive information. In that case, I would encrypt it while
it is still on my computer using a combination of a session key and my colleague’s
public key, which is unique to her but publicly available. I could then send the
encrypted paper to my colleague for her to decrypt using her private key, which,
as the name suggests, is unique to her and not publicly available [32, 104]. In this
way, the research paper remains encrypted while in transit across the web and while
resting on the email service’s web server.

PGP is widely attributed to Phil Zimmermann, who developed it in 1991 [21, 32].
However, James Ellis, an employee at the UK signals agency GCHQ, developed the
concept behind PGP in the 1970 but, due to the potential for abuse and the possibility
of hostile actors having encryption which GCHQ was unable to decrypt, decided
not to share it publicly [22, 23]. Even after Zimmermann popularised the concept,
though, take-up of PGP was limited to those prepared to take the time and effort
to understanding and implementing the approach. More recently, though, E2EE has
been embraced by a number of applications, including Signal, Wickr, WhatsApp,
Facebook Messenger, Zoom, iMessage, and Telegram. This has enabled E2EE to
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become far more widely implemented through a process largely invisible to the user,
and thus requiring no more effort than using a non-encrypted app on a mobile phone.

These concerns render E2EE an issue for national security and law enforcement,
as ease of use entails the likelihood that such techniques will be employed by terror-
ists and other criminal actors. E2EE would render their communication secure from
government interference, limiting the state’s capacity to identify and prevent attacks.
Governments have responded by attempting to curtail the functionality of E2EE
accordingly. In the mid-1990s, the Clinton administration responded to the intro-
duction of PGP with a proposal for the “Clipper Chip”, which would provide a
back door into encrypted communications for the state. That is, however good the
encryption, the state would be able to access a master key which would break any
encrypted media. Access to this “backdoor” into encrypted communications would
be controlled by a trusted third party, holding the key in escrow. However, a signif-
icant public backlash in what became known as the crypto-wars led to the proposal
being abandoned in 1996 [44, 52, 68].

In this chapter, I examine the evidence for terrorist use of E2EE and the counter-
measures proposed by government. I then consider the debate in the standard terms
of privacy versus security. This, though, leads to an undervaluing of the core interests
that privacy protects, particularly security. After a brief discussion on the different
aspects of security, I argue that there is a proportionality consideration that needs
to be made in the E2EE debate. In conducting this, I conclude that while E2EE is
arguably of less need in constitutionally robust and accountable liberal democracies,
the international nature of digital communications mean that the loss of E2EE would
endanger movements for democracy and the rule of law around the globe. This, I
hold, is a price not worth paying.

2 Terrorist Use of E2EE

The concern regarding the threat posed by E2EE has traditionally been presented by
the state in terms of terrorism [81, 85], and there is certainly evidence of terrorists
using the technology.1 In 2007, al Qaida created a custom-built encryption tool
called “Mujahedeen Secrets”, which was known to be used in 2009 to communicate
with Western-based operatives [89] and the use of which was taught to German
recruits planning an attack in Europe the following year [14]. Al Qaida in the Arabian
Peninsula cleric Anwar Al Awlaki devised his own custom encryption technique,
which he used to communicate with Rajib Karim, a British Airways call centre
worker in plotting the destruction of an aircraft and discussing the recruitment of
further sympathisers [18].

With Islamic State (IS) the use of encryption turned from custom-made solutions
to commercial off the shelf (COTS) products. While there is debate as to the degree

1 Note that I am here taking “terrorism” at face value to be an indiscriminate threat to civilian life,
rather than a cynical labelling in international politics used to distinguish friends from enemies.
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to which encryption tools such as WhatsApp were instrumental in the plotting of
major terrorist incidents, such as the Paris attacks in 2015, IS sympathisers have
been reported as using a raft of COTS products, including Kik, PGP, Surespot, Tails,
Telegram, Tor, TruCrypt, WhatsApp, and Zello, for their communications, including
sharing beheading videos, developing networks, and proffering advice on how to hide
one’s presence on the internet [29, 98]. Surespot was favoured by British IS operative
Junaid Hussain to share bomb-making tips, and he is known to have used the tool
to discuss targeting options with Junead Khan, another British extremist who was
convicted of a plot to attack US military personnel in the UK [13, 17, 102]. Hussain
also used an unspecified encryption system to communicate with a US sympathiser
of IS who was in a group that shot at a “Draw the Prophet Mohammed” contest in
Texas in May 2015, exchanging 109 encrypted messages on the day of the attack
[38, 84].

It is therefore reasonable to conclude that terrorists are indeed using E2EE tech-
nologies,which provide “safe spaces” for them to communicate online. There is as yet
no concrete public evidence of their having used these to plan major events, although
this would be difficult to establish given the nature of the encryption. Furthermore,
it is noteworthy that the bulk of the publicly known use of E2EE by terrorist oper-
atives, as opposed to their sympathisers, can be isolated to two users: Al Awlaki
and Hussain. However, there is sufficient evidence to say that at least some terrorists
have used E2EE to network and recruit people to their cause, and it is very likely
that some have also discussed forthcoming attacks using the cloak of E2EE.

Assuming a broadly Lockean notion of a central responsibility of the state being
to safeguard its citizens from attack, the concern of governments with terrorist use
of E2EE is understandable. Essentially, governments are seen to fail in their primary
responsibility every time a terrorist attack takes place in their territory. At the same
time, we do not generally hold that the state has carte blanche to protect its citizens
come what may. In liberal democracies at least, the state is rightly limited in its
actions by human and civil rights which protect citizens from over-reach by the
state. Furthermore, many if not most liberal democratic governments genuinely wish
to protect their citizens’ rights and guard against overreach, for fear, if nothing else,
of where this could lead with subsequent, less well-meaning governments. Hence,
we do not generally see all-out assaults on every conceivable civic right by the state.
However, E2EE is an effective way of guaranteeing the privacy of communications,
and so responses to E2EE which involve governments reading, or being able to
read, encrypted messages directly threaten the right to privacy. To this end, liberal
democratic states have sought means of overcoming the limitations imposed by
E2EE, such as through introducing a backdoor, while guaranteeing the privacy of
citizens’ communications.
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3 Countering E2EE

Arguments by the state for the insertion of backdoors such as the Clipper Chip into
E2EE are clear, and have been made into law in some countries such as Australia
[27]. However, once it is known that an encryption system has a backdoor this will
render the system a likely target for attack by others, both malicious and security-
minded actors seeking to find the backdoor and thereafter exploit or demonstrate it
as a weakness in the system. Essentially, once there is a backdoor, it becomes very
difficult to stop the “wrong” people gaining access. For this reason, Alex Stamos,
former chief security officer at Yahoo, has likened backdoors to “drilling a hole in
the windshield” such that the backdoor fatally undermines the integrity of the whole
system [71]. This argument was used in 2015 when, following the San Bernadino
terrorist shootings when the FBI took Apple to court in an attempt to force the
technology company to provide a backdoor to its iPhones. Apple’s response was
precisely that backdoors would be accessed and abused by malicious actors other
than the state, and that the state itself was not entirely to be trusted. CEO Tim Cook
argued that, “if a court can ask us to write this piece of software, think about what else
they could ask us to write—maybe it’s an operating system for surveillance, maybe
the ability for the law enforcement to turn on the camera … I don’t know where this
stops. But I do know that this is not what should be happening in this country” [28].

More recent attempts have been made to undermine the power of E2EE, notably
but not exclusively in the US. These include the Eliminating Abusive and Rampant
Neglect of Interactive Technologies (EARN IT) bill, introduced inMarch 2020 to the
U.S. Senate byRepublicanSenatorLindseyGrahamandDemocratic SenatorRichard
Blumenthal, and the Lawful Access to Encrypted Data (LAED) bill, introduced
in June 2020 by Republican Senators Lindsey Graham, Tom Cotton and Marsha
Blackburn. These are the latest incarnations of what has been dubbed Crypto-war
2.0, in reference to the earlier debate surrounding the introduction of PGP and the
proposed Clipper Chip [44, 52, 68].

If EARN-IT is passed, companies would become liable for terrorist communi-
cations taking place over their platforms if it can be demonstrated that they failed
to take adequate measures to protect against this. Allowing or encouraging E2EE
could then be seen as precisely this sort of failure [3]. The LAED bill, if enacted,
would “would authorize courts to issue search warrants that would compel ‘a device
manufacturer, an operating system provider, a provider of remote computing service,
or another person to furnish all information, facilities, and assistance necessary to
access information stored on an electronic device or to access remotely stored elec-
tronic information, as authorized by the search warrant’” [67]. Hence Facebook,
which owns WhatsApp, could be served a warrant to give unencrypted communi-
cations placed over WhatsApp to law enforcement. This would require Facebook to
hold a backdoor to WhatsApp’s E2EE and so amounts to an effective repeat of the
Clipper Chip debate.

As noted, these US efforts are not isolated cases. The LAED bill, if passed, would
become the American equivalent of legislation which has existed in the UK since the
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passing of the Investigatory Powers Act in 2016 and in Australia since the passing of
the Assistance and Access Act in 2018. However, US law carries somewhat greater
force in this arena, given that so many technology companies are based in the US and
come under US jurisdiction. By contrast, if these companies simply offer services
in the UK and Australia but remain headquartered elsewhere, it becomes harder to
enforce legislation demanding that the company breaks its own encryption.

If these bills are not passed in the US then E2EE remains, somewhat cynically, in
the companies’ interests. This is because it allows them to avoid having to deal with
government warrants and court orders which are passed to enable the state to forcibly
access their content. It would enable technology companies to argue that, unlike SSL,
with E2EE they are completely unable to access the content and so unable to comply
with any such legal requirement for technical reasons. Furthermore, this would play
well to customers who do not trust the state and seek encryption for legitimate
communications which they wish to remain secret. To this end, it is notable that the
Snowden revelations were a catalyst in encouraging the development of E2EE for
public use, adding fuel to the fire for those who distrust state intentions in this area
[101].

Even if the introduction of these laws is successful, though, as with the UK and
Australia their impact will necessarily be limited in an international marketplace and
on the internet. While the US may be able to regulate Facebook, for instance, many
of the E2EE services known to be used by terrorists are free software that is openly
available online. If any limitations were made to one service under a particular
jurisdiction, the likely response by terrorists would be to switch to an alternative
platform under a different (or no) jurisdiction [39]. This was raised in 1993, when
cryptographer Whitfield Diffie testified to Congress that backdoors would weaken
the value of US encryption providers in the global market. The known existence of
backdoors in US encryption systems would raise suspicions among potential clients
that the US government had access to their communications. Diffie added that those
who wanted to hide their communications (i.e. terrorists) could still do so easily,
even with such backdoors in place (such as through using code words to mask their
activities). The result would be that the only people who would remain susceptible
to state surveillance would be those who were not worried about that surveillance.
Furthermore, once a backdoor is put in place, Diffie noted, there is no guarantee
that others would not be able to exploit the backdoor for their own purposes [31].
Essentially, the same argument as we have seen Tim Cook was to give 23 year later.

Hence technical measures to provide backdoors into E2EE while guaranteeing
citizen privacy are at least flawed and arguably impossible without fundamentally
undermining the value of E2EE. It is not feasible to maintain E2EE while at the
same time enabling governments to break the encryption in their efforts to counter
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terrorism. The technology is such that the ability for governments to break the encryp-
tion would risk legitimate users having their communications at risk of being inter-
cepted by the state, while terrorists would evade discovery by resorting to alternative
means of communication.2

The public backlash to the Clipper Chip, Cook’s response to the FBI court case,
and the catalysing effect of the Snowden revelations all point to the key problem for
attempts to counter E2EE, namely that encryption provides a means for legitimate,
non-malicious users to encrypt their communications for entirely moral reasons. To
this end, appeal is frequently made to the right to privacy in the face of Government
surveillance of communications [64], and so it is to an examination of privacy that I
turn next.

4 Privacy and E2EE

Privacy is widely recognized as a core human right [25, 37, 83, 96], but it is a
pro tanto rather than an absolute right. As described in human rights declarations
and legislation, privacy may be overridden by competing considerations, such as
national security and the public interest [62, 64]. Privacy is frequently recognized
as a basic need, extending across time and cultures [58] which has both inherent
and instrumental value [20, 63] in terms of protecting autonomy [7], governing
relationships [78], freedom from embarrassment and freedom to be creative [35].
While each of these is often interpreted in terms of individual benefit, there are
significant public benefits from privacy, and not only in terms of the aggregation of
individual goods. Privacy is also central to the functioning of the democratic process
and society at large [79, 80, 87, [91], and is therefore a key component of liberal
democracies. As such, it should not be surrendered lightly.

At the same time, privacy is not a universal good. The claim to privacy can, most
obviously, be used to cover illegal and immoral activities, such as planning acts of
terrorism [74]. Given the uncontested evils of terrorism, it is hard to argue for the
prima facie upholding of privacy in this case.3

This is particularly true in the case of E2EE, given that a lack of E2EE (or a capa-
bility for the government to decrypt E2EE communications) does not automatically
entail government mass surveillance, but rather allows for the possibility of govern-
ment surveillance. Hence privacy is put at increased risk by banning or decrypting
E2EE but not necessarily lost. Themere ability of the state to intercept and “read” the

2 It is also worth pointing out that while it is a significant loss for security services to be unable
to access the content of terrorist communications, they retain the in principle ability to perform
network analysis on the metadata of these communications. Furthermore, traditional methods of
deterrence and investigation continue, and continue to be effective. It would be short-sited to see
the breaking of E2EE as the only means to defeat terrorism.
3 Beyond that, privacy has been criticised by some feminist scholars as demarcating the domestic
arena as one in which the state should not intrude, historically leaving men to abuse women and
children with relative impunity [1, 34, 54].
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communications of its citizens does not automatically entail the actual interception
and reading of these communications. This may seem like a fine distinction, but it is
one which arguably means that the interception of communications which are then
not read, or not read by a human, does not entail a violation of privacy [62, 64]. At the
same time, there is ample evidence of liberal democratic states having done precisely
this in the cases of Martin Luther King, Jr. [33, 66], the Democratic Party leading up
to the 1972 US presidential election [24, 36], members of the UK Cabinet in the late
1970s [73], environmental groups in the UK in the 1980s and ‘90s [57], and Muslim
groups in the US post-2001 [99]. None of these groups presented an obvious threat
to national security, and yet their communications were accessed nonetheless.

Viewing the E2EE debate in terms of privacy versus security is therefore fraught
with difficulty. While providing security is seen as one of the core duties of the
state, privacy is a pro tanto right which can be overridden in the interests of national
security. Furthermore, even if the state is able to ban or decrypt E2EE, it does not
necessarily follow that privacywill be lost. The capacity to intercept and read people’s
conversations does not necessarily lead to the actual interception and reading of those
conversations. I have argued that an interest in privacy extends beyond the individual
to the community and ultimately the state, but it is not obvious in and of itself that
this interest should extend to allow acts of terrorism to be perpetrated.

To conclude that, in this instance at least, national security interests in countering
terrorism should trump those of privacy would be too hasty, though. What is often
missed in the privacy versus security debate is that another justification for privacy is
that it provides security [60, 63]. While I have privacy, I have security from your (or
the state’s) intrusion intomy life, which is writ large when communities have privacy.
This freedom from intrusion provides me/the community with significant security
from interference by the state, as seen in the appeal made by numerous US Supreme
Court judgments regarding the ability of the state to govern on activities normally
engaged in the bedroom [90]. Furthermore, there is a question of distribution that
is raised in the privacy vs security debate which can be missed. Precisely whose
privacy is being infringed to protect exactly whom? Profiling of terrorist suspects
on the basis of ethnicity or religion can often mean that the privacy of minority
groups is imperilledwhile that of themajority remains untouched. This is particularly
noteworthy in cases such as the police surveillance of Muslim groups [55, 56, 99]
and environmental activists [57].

5 Security Versus Security

Rather than viewing the dilemma as one of privacy versus security, then, it may
be more constructive to view it instead as one of security versus security. Within
the context of counterterrorism, the term “security” is often taken as shorthand for
“national security”, which gives it a strong force in arguments, such as when pitched
against privacy. This is especially so in times of national crisis, such as when a
state is facing a particular terrorist threat. However, national security is just one
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form of security. Waldron suggests three broad areas of collective security, national
security and human security, while Herington identifies a range of uses, including
national security, human security, ontological security, emancipatory security and
securitization theory [42, 97, p. 459], to which could also be added social security,
environmental security, maritime security and doubtless more. Despite this, there are
commonalities in all these uses. National security is not so different from social or
personal security in that there is a commondenominator. Both entail an understanding
of exposure to risk such that the greater the exposure, the less the security, and vice
versa [65]. My proposal here is therefore to reframe the E2EE debate as concerning
the security of the state against the security of the citizens of the state. In both cases, I
take security to refer to the preservation of life (human security) and the preservation
of a recognized way of life.

E2EE provides protection for citizen security, which may be threatened by
individual agents/groups and/or by the state. The first of these, individual agents
presenting a threat, may be serious hackers (possibly seeking to access personal
details to engage in identity fraud) or amateur actors, such as abusive relatives or
stalkers who want to spy on a person. Encrypted communications can help protect
citizens from attacks from such actors. E2EE can also protect citizens qua corpora-
tions from a risk of cyberattack. By contrast, individuals and corporations as such
are rarely threatened by acts of terrorism. This is not to say that individuals and
corporations are not threatened by acts of terrorism—they are. However, terrorism
is to a large extent indiscriminate. Beyond caring that the victims are the “right sort”
of victim (i.e. citizens of a particular state), acts of terrorism are rarely directed
at particular individuals. As such, E2EE can provide security to citizens against a
directed, personalised threat while the loss of E2EE as a means of counterterrorism
provides security to citizens against an undirected, impersonal threat.

The second threat to citizen security is from the state. In saying this, it should
be remembered that there are more states than just liberal democracies. Totalitarian
states clearly threaten the lives and wellbeing of their citizens, should those citizens
dissent from the state’s activities. Given the international nature of the internet and
encryption, the international audience must be considered in the equation. Further-
more, while liberal democracies generally do not threaten the lives and wellbeing
of their citizens in the same way as totalitarian states, one of the reasons for this is
inherent to the notion of liberalism: that citizens have rights against, and freedoms
from, the state. Twentieth century history demonstrates how quickly the state can
cease to be liberal or democratic when these rights are removed from citizens, as
with the rise of Nazism in Germany and Soviet domination in mid-century Central
Europe. It is therefore in the state’s interest to uphold these rights whenever possible.

The rights I have in mind here are those of free speech, free expression, free asso-
ciation, and the right to self-defence (human security). Each of these is recognised
in the same international human rights legislation that recognize the human right
of privacy. However, unlike privacy, these, and especially the right to self-defence
cannot (at least as presented) be overridden by the public interest or national security.
Furthermore, each of these rights is strengthened by E2EE. Without reliable encryp-
tion, any communications may be discovered and read by a government. While this
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may not be a concern for most domestic communication, even liberal democracies
can have chilling effects on their citizens, while totalitarian states actively exploit
chilling effects to control their citizens (Macnish [63], 35–37; Zizek [105], 135;
[30]). The mere threat of the surveillance of communications can therefore prevent
the activities of free speech/expression/association occurring, which is a detriment
to the stability of liberal democracies and a mainstay of the stability of totalitarian
regimes.

Through reframing the debate away from privacy versus security to that which
privacy protects (security) versus security, the equation becomes less straightforward
than itmay at first have appeared.While privacy is a pro tanto right, the right to human
security is absolute. This moves from a debate about competing values (privacy or
security) to one about the same value. Through providing a common denominator we
can nowmove forward to a proportionality calculation regardingE2EE and terrorism.

6 Proportionality

Considerations of proportionality as an element of moral philosophy date back at
least as far as Aristotle’s Nicomachean Ethics [2, bk. V], and in general consideration
to the biblical stipulation of “if there is serious injury, you are to take life for life,
eye for eye, tooth for tooth, hand for hand, foot for foot” (Exodus 21: 23–24). In
contemporary philosophy proportionality has been posited as a central component
in the ethics of surveillance [40, 60, 82, 92], intelligence [6, 61, 70, 75], self-defence
[95], and jurisprudential sentencing [86]. It also features in three aspects of the
typical just war formulation: jus ad bellum, jus in bello, and the doctrine of double
effect (DDE). In the form of DDE proportionality also enters discussions in medical
ethics and any other area in which there are foreseeable but unintended harms (see,
for example [10, 50, 76]). Appeal has been made to proportionality in writings as
diverse as on the environment [88, 94], income distribution [9], investor interests
[53], animal welfare [11], and computing [48]. It also sits behind everyday morality
as we teach children how to respond to playground taunts and as we determine how
to respond to neighbours who regularly play their music too loudly for our comfort.

Proportionality has also become a key consideration in laws regulating surveil-
lance. In the UK, the Regulation of Investigatory Powers Act [77] required acts
of surveillance to be both necessary and proportionate [Section 28(2)], as does its
replacement, the Investigatory Powers Act [47] [Section 61 (1c)]. In the US, the
response of the Supreme Court in the case of Terry vs Ohio [392 U.S. 1 (1968)]
elicited much discussion as to whether stop and search, within the context of the
Fourth Amendment forbidding arbitrary search and seizure, merited a proportionate
justification (see the discussion in [86], 1066–70). Proportionality is also a key
consideration at the European level of both surveillance practices in general and
counterterrorism in particular [16, 69].

Given this considerable breadth and history, proportionality has received compar-
atively little attention from analytic philosophers. The most notable exception is
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Thomas Hurka’s Proportionality in the Morality of War [46], from which my own
Eye for an Eye: Proportionality and Surveillance [60] draws to clarify the role of
proportionality in surveillance practice (although this approach has been challenged
by [92], see also Rønn and Lippert-Rasmussen [82]). More recently still, Henschke
has conducted an analysis of proportionality arguments used in the surveillance of
metadata debate [40].

Henschke takes his analysis of proportionality beyond the appeal to fairness
through balancing harms and benefits to suggest five ways in which the term is
frequently used. The first of these, appropriateness, compares the means used with
the end sought. In this case, an excessive means to achieve a given end (e.g. using
armed police to break up a peaceful demonstration) is disproportionate. The second,
action versus inaction, contrasts the act in question with not acting at all. If not
acting would be relatively harmless then acting in a way that is harmful would
be disproportionate. The third approach is that of comparing costs and benefits.
In this case, the costs of doing an action are weighed against the benefits of that
action. Fourthly, proportionality may be considered in terms of comparing alter-
native means to achieving a desired end. The least harmful means would then be
the most proportionate, whereas any alternative would be disproportionate. Finally,
Henschke suggests a fifth approach which compares simple with complex acts. A
simple act (e.g. using armed police to break up a peaceful demonstration) may be
excessive, but imagine that a group of known terrorists are using the cover of the
demonstration to get sufficiently close to a civilian target with the aim of taking
a number of hostages, and there was no alternative means of preventing this from
happening. In that case, the use of armed police may not be disproportionate.

In the case of E2EE, the question of proportionality seems at first glance to fit the
second approach of Henschke’s analysis more cleanly than any of the others. In this
way the question can be framed as to whether leaving E2EE in place for common
usage (i.e. doing nothing) will promote or enable terrorism over against banning or
placing backdoors in E2EE systems. It seems that it would enable positive terrorist
activities. Hence removing E2EE seems proportionate according to this approach.
However, this conclusion would be too quick. There are also costs to banning E2EE
systems, most notably in terms of removing communications security from those
who justifiably seek it, such as dissidents persecuted by totalitarian regimes.

Hence the proportionality debate extends beyond a mere contrast between doing
nothing and doing something (Henschke’s second formulation) to a comparison of
costs and benefits (Henschke’s third formulation). The benefits of banning E2EE are
increased national security in the face of terrorist threats. The costs are decreased
personal security for those legitimate users of E2EE, some of whom may face
very grave costs indeed. Within liberal democracies, there is a tendency among
the majority to feel secure from their own government as a matter of course, thanks
to constitutionally robust forms of accountability. As such, the threat of diminished
security may not appear particularly great. However, that accountability may be less
robust to somemembers of society (such asminorities in countries experiencing insti-
tutional racism in the police) than others. Furthermore, as I shall argue below, the
global nature of digital communications in the internet age is such that the costs and



166 K. Macnish

benefits of E2EEmust be seen to extend beyond the limits of the (liberal democratic)
nation state.

7 Maintaining Perspective

It is important to recognize that some level of balance needs to be achieved in a
liberal democratic society. While no-one wants a genuinely anarchic, Hobbesian
state of nature to prevail in which the malicious can act on their own caprice, nor
do citizens in liberal democracies seek to overthrow their governments in favour of
totalitarian regimes that promise total security. There is a balance at the heart of
liberal democracy that guarantees freedoms to all in order to prevent government
abuse, but with the accompanying recognition that some (such as terrorists) will
abuse those freedoms to undermine the very state that guarantees those freedoms.

I have suggested above that the rights in question in the E2EE debate are primarily
different perspectives on security, but the very fact that they areperspectives is central.
Take, for instance, the different perspectives of different people groups attempting
to take a flight in the post-9/11 world. The perspectives of a person going through
security to board a flight are likely to be radically different depending on the ethnicity
and apparent religious beliefs of that person [51].

The importance of perspective has beenpickedup in the ethics of security literature
by Jonathan Herington, who has identified three approaches to security: objective,
subjective and affective [43]. Taking these in turn, objective security refers to the
actual threat a person is under, irrespective of whether they are aware of the threat.
For example, I may be about to walk over London Bridge, unaware that several men
are planning to drive into people on the pavement and start stabbing them. In this case,
I lack objective security, irrespective of my beliefs and feelings. Subjective security
refers to the threat a person is aware of. Like objective security, it is a cognitive
function: it is something which can be rationalised and argued for. I may be aware
that there is a terrorist threat affecting my country. However, while I am aware of the
threat (diminished subjective security) I am nowhere near any of the places planned
for an attack, and so my objective security remains unaltered. Affective security, by
contrast, is an emotive response concerning how secure a person feels, regardless of
any facts of the matter. In this case, even though I may not be going near a place
planned for attack, I may fear that I will be attacked. Equally, I may be going to
a place which is the planned location for an attack but, like most in that situation,
blissfully unaware of the tragedy that is about to unfold. Each of these is clearly
important and each will lead to the individual (or group, for that matter) acting in
different ways.

In the aforementioned case of ethnic profiling on flights, statistics clearly point
to the fact that non-white members of ethnic minorities have been up to 42 times
more likely to be subject to security searches than white people, and are hence
less secure than white people in terms of objective, subjective and affective aspects
[12, 51, 93]. Notably, such discrimination has been shown to push some members of
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ethnic minorities towards terrorism [72, 100]. Furthermore, even when such profiling
has taken place, whether based on ethnicity or behaviour, it has been notoriously
unsuccessful at identifying terrorists [59], and so its impact on objective security
is negligible while the impact on subjective and affective security of those most
affective is damaging to the extent of being counter-productive.

The consideration of differing perspectives is not motivated by a desire to see
one person or groups perspective diminished as a “mere” perspective (as opposed
to fact) but rather to recognize that in talking about balancing rights and interests,
a key consideration is “whose rights” are under consideration. We have already
encountered this above in considering the rights of citizens in liberal democracies
versus those of citizens in totalitarian states. While I have argued that core human
rights are important to people in both liberal democracies and totalitarian states, the
reason for this importance is different accordingly. In a liberal democracy, society is
free because those rights are recognised and upheld. Removing those rights threatens
the ongoing stability of the nature of the state. By contrast, in a totalitarian state,
dissidents have those rights in name only. They are typically persecuted for enacting
those rights if they are caught doing so. Hence E2EE becomes a means of protecting
the rights of citizens in liberal democracies and enabling or promoting the rights
of citizens in totalitarian states.4 While many considerations of proportionality are
complicated through competing claims in different areas of rights,5 in this case, the
concern is more a matter of how to balance competing concerns regarding the right
to security, albeit security from a number of different threats and understood from a
number of different perspectives.

We should therefore approach the E2EE debate from (at least) two perspec-
tives: the liberal democratic (domestic) and totalitarian (international).6 Within the
domestic perspective, there is a further differentiation that should be made between
the perspective of those in the majority and those in minority groups. Objectively

4 The decision matrix introduced by Jonathan [103] and employed by myself (2016b, 11) in consid-
erations of threats to privacy and security is relevant here. If the surveillant has an interest in the
surveillance going ahead and the wrongs of that surveillance will be visited on another, then the
surveillant will likely be risk prone: in taking the risk, he suffers no loss (that falls to someone else).
Where this is the case, redress can be found through imposing losses on the surveillant. This may
arise through the imposition of fines on the surveillant, for example. In this way, when deciding
whether to employ surveillance, the surveillant must factor his own loss into the equation.
5 In his historical overview of the principle of proportionality, Eric Engle traces the idea of justice as
proportionality to Aristotle’s Nichomachean Ethics, where it refers to ratio, “the right relationship
… between the state and the citizen, adjudicated by the rule of law” ([26], 4). The concept of
proportionality then developed through the medieval period via discussions of self-defence and war
until Grotius introduced, “the union of the ancient concept of justice as ratio, the medieval concept
of proportionate self-defence, and the modern concept of balancing interests" ([26], 5). Engle then
goes some way to undoing this Grotian union, distinguishing proportionality (which he defines as
means end testing in terms of inalienable rights) from balancing (which he sees as being cost benefit
analysis regarding alienable rights) ([26], 10).
6 Obviously, there are international liberal democratic regimes as well. However, I take the issues
for them to be the same as the domestic liberal democratic regime.
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speaking, the threat of terrorism is severe and the overall need for communica-
tions to be kept secret from governments that practice self-restraint and are held
constitutionally accountable (in practice as well as in principle) low. The objec-
tive security assessment may change, though, depending on the perspective of the
person whose security is considered and on the actual level of accountability of the
government in question. The affective security assessment, by contrast, will likely be
radically different for someone who is in the majority group of that democracy than
for someone in a minority group, particularly if that minority has suffered historical
(and/or ongoing) injustices. As Henschke has pointed out, “It might be easy for me
to say that this is the price I am willing to pay … when it is not me who is likely to
bear the costs of misidentification” [41].

Were the domestic perspective the only perspective under consideration, the
proportionality calculation would argue against E2EE, albeit that argument would
require effective governmental self-restraint and effective accountability, particu-
larly to minority groups. In such cases, E2EE is not strictly necessary, and to allow
it would make life considerably easier for terrorists (as noted above). However, I
have argued that the domestic perspective needs to be balanced with the interna-
tional perspective. When this broader picture is considered, along with the potential
to challenge totalitarian states, the balance is harder to determine. Nonetheless, the
fact that democratic states are, as a rule, more law-abiding than their totalitarian
alternatives suggests that within democracies there are alternative means to address
terrorism and unjustified state surveillance [8]. By contrast, while totalitarian states
are able to continue unthreatened by the people they oppress, they remain immune
to their own laws and offer no alternative to those who seek change. As such, E2EE
provides a crucial tool in the hands of those who would see democracy come to their
own state and, though that, fight abuse and lawlessness.

8 Conclusion

In this chapter I have argued that end-to-end encryption (E2EE) presents a funda-
mental challenge to liberal democratic governments. Communications over E2EE
are not accessible to state security services. Hence when terrorists use E2EE, and I
have shown that they do, they do so with security. The ongoing existence of E2EE
thus indirectly threatens one of the basic responsibilities of the liberal democratic
state: the national security of that state. To regain the upper hand in providing secu-
rity over and against terrorists, liberal democratic states have attempted to challenge
E2EE. However, their attempts to do so have been seen to be flawed and ineffective.
Furthermore, these attempts come at the expense of citizen privacy.

Privacy is a core value, I have argued, in protecting individuals from the state.
However, it is widely recognized as a pro tanto value which may be overridden by
national security concerns. As such, arguments in favour of privacy which threaten
national security may not be convincing, despite the democratic value of privacy.
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I have argued that a stronger approach is to look beyond privacy to that which
privacy protects, which in this case is the security of the citizen. In this way, national
security is weighed against the collected interests of citizen security. This allows for a
proportionality calculation to bemade. I suggested that while the relevant proportion-
ality calculation appears to be doing something (banning E2EE) over doing nothing,
the correct calculation in fact involvesweighing the benefits of acting (banningE2EE)
over the costs of losing E2EE.

In the case of constitutionally robust and genuinely accountable liberal democratic
societies, I argued that there is a morally legitimate security need for private commu-
nication, but that this may be overridden by the threat to national security posed
by terrorism. Even so, the perspective one takes on this may change depending on
how secure within the state one is and feels. However, when taking an international
perspective which includes the citizens of totalitarian states, the value of E2EE is
considerable in providing a tool for establishing democracy. Given that we live in a
world of global communications, it is both unlikely that E2EE can be stopped and it
is desirable that we should not want it to be stopped. Terrorism may be the ultimate
price that we have to pay for that freedom of others.
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