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                     Abstract
In a proof of partial knowledge, introduced by Cramer, Damgård and Schoenmakers (CRYPTO 1994), a prover knowing witnesses for some k-subset of n given public statements can convince the verifier of this claim without revealing which k-subset. Their solution combines \(\varSigma \)-protocol theory and linear secret sharing, and achieves linear communication complexity for general k, n. Especially the “one-out-of-n” case \(k=1\) has seen myriad applications during the last decades, e.g., in electronic voting, ring signatures, and confidential transaction systems.
In this paper we focus on the discrete logarithm (DL) setting, where the prover claims knowledge of DLs of k-out-of-n given elements. Groth and Kohlweiss (EUROCRYPT 2015) have shown how to solve the special case \(k=1\) with logarithmic (in n) communication, instead of linear as prior work. However, their method takes explicit advantage of \(k=1\) and does not generalize to \(k>1\). Alternatively, an indirect approach for solving the considered problem is by translating the k-out-of-n relation into a circuit and then applying communication-efficient circuit ZK. For \(k = 1\) this approach has been highly optimized, e.g., in ZCash.
Our main contribution is a new, simple honest-verifier zero-knowledge proof protocol for proving knowledge of k out of n DLs with logarithmic communication and for general k and n, without requiring any generic circuit ZK machinery. Our solution puts forward a novel extension of the compressed \(\varSigma \)-protocol theory (CRYPTO 2020), which we then utilize to compress a new \(\varSigma \)-protocol for proving knowledge of k-out-of-n DL’s down to logarithmic size. The latter \(\varSigma \)-protocol is inspired by the CRYPTO 1994 approach, but a careful re-design of the original protocol is necessary for the compression technique to apply. Interestingly, even for \(k=1\) and general n our approach improves prior direct approaches as it reduces prover complexity without increasing the communication complexity. Besides the conceptual simplicity, we also identify regimes of practical relevance where our approach achieves asymptotic and concrete improvements, e.g., in proof size and prover complexity, over the generic approach based on circuit-ZK.
Finally, we show various extensions and generalizations of our core result. For instance, we extend our protocol to proofs of partial knowledge of Pedersen (vector) commitment openings, and/or to include a proof that the witness satisfies some additional constraint, and we show how to extend our results to non-threshold access structures.
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                     Notes
	1.Concretely, we consider the homomorphism \(f_i: \mathbb {Z}_q^{2n-k} \rightarrow \mathbb {G}\), \((\mathbf{a},\mathbf{t}) \mapsto g^{t_i} P_i^{-\ell _i(\mathbf{a})}\) with \(\ell _i\) the linear functional \(\ell _i(\mathbf{a}) = a_1 i + a_2 i^2 + \cdots + a_{n-k} i^{n-k}\), and we ask the prover to prove that the committed values map to \(P_i\).


	2.In contrast to the original definition [18], we do not require an interactive proof to be complete and sound by definition; instead, we consider those (and other) properties as desirable security properties.


	3.In a recent unpublished work [3], it is shown that \(\left( k_1,k_2,\dots ,k_{\mu }\right) \)-special soundness implies the more standard notion of knowledge soundness. In turn, knowledge soundness implies witness extended emulation [26].


	4.Here, applied to the q-one-way group homomorphisms \(\mathbb {Z}_q^n \rightarrow \mathbb {G}\times \mathbb {G}_T\), \(\mathbf {x}\mapsto (\mathbf {g}^\mathbf {x},f(\mathbf {x}))\).


	5.The element \(h \in \mathbb {G}\), used in the commitments \(P_i\), is not necessarily the same element as the element \(h\in \mathbb {G}\) used in the Pedersen vector commitment P of Protocol \(\varPi _{\textsc {Partial}}\).


	6.Recall that the exponent of group is the least common multiple of the orders of all group elements, i.e., it is the smallest e such that \(g^e =1\) for all group elements g.
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A General View on the Compression
A General View on the Compression
We consider here the natural generalization of the compression Protocol 2 to an arbitrary group homomorphism \(\varPsi : \mathbb {H}\rightarrow \mathbb {G}\) for groups \(\mathbb {H}\) and \(\mathbb {G}\) of prime exponentFootnote 6 q and for which \(\mathbb {H}\) is a direct sum \(\mathbb {H}= \mathbb {H}' \oplus \mathbb {H}'\) of a group \(\mathbb {H}'\) with itself. Thus, any \(x \in \mathbb {H}\) can be written as a tuple \(x = (x_L,x_R)\) of group elements \(x_L,x_R \in \mathbb {H}'\). By convention, we write \(\mathbb {H}'\), and thus \(\mathbb {H}\), as an additive group and \(\mathbb {G}\) as a multiplicative group. Protocol 4, denoted by \(\varPi _{\varPsi }\), below is a proof of knowledge for the relation
$$ R_{\varPsi } = \big \{ (P;x) \in \mathbb {G}\times \mathbb {H}: \varPsi (x) = P \big \} \, . $$

Its properties are summarized in the following theorem. The proof is along the very same lines as the proof of Theorem 2, with obvious adjustments. We provide it here for completeness.

                    Theorem 8

                    (General Compression Mechanism). Let \(\mathbb {H}= \mathbb {H}'\oplus \mathbb {H}'\) for some group \(\mathbb {H}'\). Then \(\varPi _{\varPsi }\) is a 3-move protocol for relation \(R_{\varPsi }\). It is perfectly complete and unconditionally 3-special sound. Moreover, the communication costs are:
	
                        \(\mathcal {P}\rightarrow \mathcal {V}\): 2 elements of \(\mathbb {G}\) and 1 element of \(\mathbb {H}'\).

                      
	
                        \(\mathcal {V}\rightarrow \mathcal {P}\): 1 element of \(\mathbb {Z}_q\).

                      



                  
                    Proof

                    Completeness follows directly.

                    Special Soundness: We show that the protocol is 3-special sound. Let \((A,B,c_1,z_1)\), \((A,B,c_2,z_2)\) and \((A,B,c_3,z_3)\) be three accepting transcripts for distinct challenges \(c_1,c_2,c_3 \in \mathbb {Z}_q\). Let \(a_1,a_2,a_3 \in \mathbb {Z}_q\) be such that
$$ \begin{pmatrix} 1 &{} 1 &{} 1 \\ c_1 &{} c_2 &{} c_3 \\ c_1^2 &{} c_2^2 &{} c_3^2 \end{pmatrix} \begin{pmatrix} a_1 \\ a_2 \\ a_3 \end{pmatrix} = \begin{pmatrix} 0 \\ 1 \\ 0 \end{pmatrix} . $$

Note that, since the challenges are distinct, this Vandermonde matrix is invertible and a solution to this equation exists. We define \(\bar{z} = \sum _{i=1}^3 a_i ( c_iz_i,z_i)\) for which it is easily verified that \(\varPsi (\bar{z}) =P\). Hence, \(\bar{z}\) is a witness for relation \(R_{\varPsi }\), which completes the proof.    \(\square \)

                  [image: figure d]





Considering the setting of Sect. 3 and instantiating \(\varPsi \) with \(\varPsi : \mathbb {Z}_q^n \rightarrow \mathbb {G}\times \mathbb {G}_T\), \(\mathbf {x}\mapsto (\mathbf {g}^\mathbf {x},f(\mathbf {x}))\) for the considered group homomorphism \(f: \mathbb {Z}_q^n \rightarrow \mathbb {G}_T\), with n assumed to be even so that \(\mathbb {Z}_q^n = \mathbb {Z}_q^{n/2} \oplus \mathbb {Z}_q^{n/2}\), we recover the relation \(R_f\) and Protocol 2 from Sect. 3. Similarly, we recover the pairing-based compression protocol of Sect. 5.1 by instantiating \(\varPsi \) with \(\varPsi : \mathbb {Z}_q^n \rightarrow \mathbb {G}\), \(\mathbf {x}\mapsto \mathbf {g}^\mathbf {x}e(f(\mathbf {x}), R)\).
Consider the final verification \(\varPsi (cz,z) {\mathop {=}\limits ^{?}} A {P}^c B^{c^2} \) in Protocol 4. In line with Protocol 2 in Sect. 3, when we define, for an arbitrary given \(c \in \mathbb {Z}_q\), the group homomorphism \(\varPsi ': \mathbb {H}' \rightarrow \mathbb {G}\), \(z \mapsto \varPsi (cz,z)\) and the group element \(P' = A {P}^c B^{c^2}\), we observe that the final verification step in Protocol 4 is to check if (P, z) satisfies the relation \(R_{\varPsi '}\). Therefore, if \(\mathbb {H}'\) happens to again be a direct sum \(\mathbb {H}' = \mathbb {H}'' \oplus \mathbb {H}''\) of a group \(\mathbb {H}''\) with itself, we can replace the last communication and verification step in Protocol 2 by an execution of Protocol 2 for the relation \(R_{\varPsi '}\). Thus, if \(\mathbb {H}\) is actually the n-fold direct sum of a group \(\mathbb {H}_\circ \) with itself for n a power of 2 (which we may assume without loss of generality), we obtain a proof of knowledge for relation \(R_{\varPsi }\), where the communication costs, from prover to verifier, are \(2\log (n)\) elements of \(\mathbb {G}\) and 1 element of \(\mathbb {H}_{\circ }\).
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