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Abstract. Several recent proposals of efficient public-key encryption
are based on variants of the polynomial learning with errors problem
(PLWE?) in which the underlying polynomial ring Z4[x]/f is replaced
with the (related) modular integer ring Zyq); the corresponding prob-
lem is known as Integer Polynomial Learning with Errors (I—PLWEf ).
Cryptosystems based on I-PLWEY and its variants can exploit optimised
big-integer arithmetic to achieve good practical performance, as exhib-
ited by the ThreeBears cryptosystem. Unfortunately, the average-case
hardness of I-PLWE? and its relation to more established lattice prob-
lems have to date remained unclear.

We describe the first polynomial-time average-case reductions for the
search variant of I-PLWEY, proving its computational equivalence with
the search variant of its counterpart problem PLWE’. Our reductions
apply to a large class of defining polynomials f. To obtain our results,
we employ a careful adaptation of Rényi divergence analysis techniques
to bound the impact of the integer ring arithmetic carries on the error dis-
tributions. As an application, we present a deterministic public-key cryp-
tosystem over integer rings. Our cryptosystem, which resembles Three-
Bears, enjoys one-way (OW-CPA) security provably based on the search
variant of -PLWE/.

1 Introduction

The Learning with Errors (LWE) problem was first introduced by Regev
in [Reg09]. This problem, in its search form, consists in finding s € Z;* for
some parameters ¢ > 2 and m > 1, given arbitrarily many samples of the form
(ai, (ai,s) + e;) over Z;* x Z,. Here, the so-called error e; is a random small-
magnitude integer and a; is uniform in Z7*. A variant of this problem can be
defined by replacing Z by a polynomial ring Z[z]/f, where f € Z[z] is monic
and irreducible. In that case, the problem is called Polynomial-LWE (PLWE) if
m =1 [SSTX09], and Module-LWE (MLWE) if m > 1 [BGV12]. As illustrated
by their prominence in the NIST post-quantum cryptography project [NIS], in
practice, these problems over polynomial rings are typically preferred to LWE, as
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they lead to more efficient cryptographic constructions. Their intractability has
been (quantumly) linked to some worst-case problems for some restricted classes
of Euclidean lattices (see, e.g., [SSTX09,LPR10,LS15,AD17,PRS17,RSW18]).

More recently, Gu [Gul7,Gul9] introduced another variant of LWE which
we will refer to as the Integer Polynomial Learning With Errors problem (I-
PLWE), by consistency with PLWE (in [Gul7,Gul9], it is called integer ring
learning with errors). It is related to PLWE, as follows. For an integer ¢, evalua-
tion in ¢ is a homomorphism from Z[z]/ f to Z¢ 4. Note that it does not naturally
extend to a homomorphism from Z,[x]/ f to Z(4) (this will actually be the main
source of technical difficulty throughout this article). Nevertheless, for a poly-
nomial a(z) = ZKdegfaixi € Z4|z]/f, we can assume that a; € (—q/2,q/2]
for all i and consider the integer a(q) == >, geq ¢ aiq" € Zy(q- This allows to
relate an element of Zy[z]/f to an integer Zy(q). In this spirit, I-PLWE asks to
find s € Zy given arbitrarily many samples of the form (a;,a;s + e;) over
Zg(q) X Zy(q), where the a;’s are uniform in Zy,) and the e;’s have a centered
g-ary decomposition with small-magnitude coefficients (we refer the reader to
Sect. 2 for a formal definition). This problem was investigated for f = a™ 41
in [Gul7,Gul9], which also contain an asymptotically efficient public-key encryp-
tion scheme with IND-CPA security inherited from I-PLWE’s presumed hardness.
This encryption scheme was generalized in [BCSV20]. A module extension of |-
PLWE was considered for f = 2™ —2™/2—1 in the ThreeBears candidate [Ham17]
to the NIST PQC project [NIS]. Taking I-PLWE (or its module extension) allows
to replace a polynomial ring by large integers, and to take advantage of efficient
large-integer arithmetic algorithms and libraries. A somewhat similar intractabil-
ity assumption was considered in [AJPS18,Szel7], with error terms of small
Hamming weight in their binary decomposition.

The presence of carries in the integer operations underlying those integer-
ring problems distinguishes them from their carry-free polynomial analogues,
and creates technical annoyances when analyzing their intractability and build-
ing cryptosystems. In particular, the only reduction from PLWE to I-PLWE known
so far, due to [Gul7], holds only for a worst-case variant of I-PLWE, in which
the error terms are arbitrary (among small-magnitude errors). The reduction
proceeds by converting PLWE samples (i.e., polynomials) to I-PLWE samples
(i-e., integers). The reduction analysis only shows that the error terms resulting
from the conversion have g-ary decompositions with small-magnitude coefficients
(see [Gul7, Lemma 3.7]). As noted in [Gul9], which mentions proving hardness
of I-PLWE as an open problem, this is insufficient to support the intractability of
the average-case variant I-PLWE, with random error terms. The situation is iden-
tical for the converse direction, from I-PLWE to PLWE. Unfortunately, it seems
very difficult to design a public-key encryption scheme with security inherited
from the intractability of this worst-case variant of I-PLWE. For example, Gu’s
encryption scheme [Gul7,Gul9] is proved secure under the presumed intractabil-
ity of a decision and average-case variant of I-PLWE, in which the error terms
are randomly distributed, and one only asks to distinguish I-PLWE samples from
uniform samples rather than finding the secret s from I-PLWE samples.
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A concrete security analysis of I-PLWE is given in [BCF20] against certain
attacks, such as classical meet-in-the-middle and lattice-based attacks. When
f =2™+1 with m composite with an odd divisor, they give an improved attack
that can be viewed as the I-PLWE analogue of Gentry’s attack on NTRU with
a composite defining polynomial [Gen01]. This improved attack does not apply
when f is irreducible. In particular, classical meet-in-the-middle and lattice-
based techniques are combined in order to build an improved lattice-based attack
for f = 2™ 4+ 1 with m composite with an odd divisor.

Contributions. We exhibit polynomial-time reductions between the search and
average-case variant of -PLWE() and the search and average-case variant of
PLWE(W) | for a large class of defining polynomials f: the reductions only require
that f is monic.! Compared to [Gul7], the reduction analyses do consider the
error term distributions. Our results show the hardness equivalence of search
I-PLWE and search PLWE. The reduction loss in success probability depends on
the degree of f, its expansion factor (the definition of the expansion factor is
recalled in Sect. 2), the relative magnitude of the error terms and secret, and the
number of samples. In particular, we can set ¢ polynomial in the degree of f
such that the loss is polynomial for a constant number of samples.

These reductions handle random error terms, but are limited to the search
variants, as opposed to the decision variants. This makes it complicated to devise
a public-key encryption scheme with security based on the presumed intractabil-
ity of PLWE. In particular, we do not know how to prove the security of Gu’s
encryption scheme under well-established assumptions: indeed, this scheme was
designed to provide IND-CPA security based on the presumed intractability of
the decision version of I-PLWE. As our second main contribution, we exhibit a
deterministic public-key encryption scheme, which can be viewed as a mild vari-
ant of Gu’s. It is designed to provide one-way security under chosen plaintext
attacks (OW-CPA), under the search I-PLWE and the decision PLWE intractabil-
ity assumptions. By adapting the techniques developed in [RSW18], one can
devise reductions between appropriately defined search and decision versions
of PLWE for large families of defining polynomials f and with limited param-
eter losses. Thanks to our first contribution, this means that our scheme can
be adapted to enjoy security based on any single intractability assumption
among search I-PLWE, search PLWE and decision PLWE. Finally, we note that
a deterministic public-key encryption scheme enjoying OW-CPA security can
be converted in an IND-CCA key-exchange mechanism in the random oracle
model [HHK17].

Our techniques and results readily extend to the module case: one can
define I-MLWE analogously to I-PLWE, and reduce the search variants of I-MLWE
and MLWE to one another. Our deterministic encryption scheme can also be
adapted to the module case, and it then somewhat resembles the ThreeBears
candidate to the NIST PQC project [Ham17].

1 As commonly done, we also impose irreducibility of f in the problem definitions, to
avoid weaknesses such as those pointed out in [BCF20].
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Techniques. In the reductions to/from I-PLWE from/to PLWE, the main idea
is to convert integers into polynomials and vice-versa via the ‘approximate’
(due to the ‘small’ carries) relations between the integer and polynomial ring
operations studied in Sect.3. We then use the Rényi divergence analysis app-
roach [LSS14, BLRL+18] to show that, for suitably chosen parameters, the small
carry errors incurred by the format conversions do not shift the error distribution
“too far” from the desired distribution. This allows to reduce these average-case
problems to one another. The restriction to search problems (as opposed to
decision problems) in our hardness results is inherited from the use of the Rényi
divergence.

Beyond the distributional analysis of the error terms, our reductions are
also more general than those of [Gul7] as they apply for any monic defining
polynomial f. The main difficulty here is to handle the homomorphism defect
of the map from Zgy[x] to Zs(,) by taking a polynomial a with coefficients a;
viewed as integers in (—g/2,¢/2] and computing a(q) := 37, _jeq ¢ aiq" € Zy(g)-
In particular, we distinguish two cases, depending whether f(q) > ¢4°¢/, for
which this map is injective, or f(q) < ¢3¢/, for which it is surjective. When
the map is injective, we randomize it so that it reaches the whole range, and
when it is surjective, we consider a randomized inverse mapping. Overall, this
leads to four reductions, corresponding to converting integers to polynomials or
polynomials to integers, depending on whether f(q) > ¢°¢f or f(q) < q¢i°&/.
Importantly, for our reductions to go through, we need the I-PLWE secret s to
have a g-ary decomposition with small coefficients, which corresponds to taking
a small-coefficient secret in PLWE: in our analysis, this is needed to ensure that
carries due the multiplication a; - s remain small.

The design of the encryption scheme is relatively standard. We use an I-PLWE
sample pk := (a,b) = (a,as + ¢e) as a public key. We encrypt a triple (¢, ¢’,¢e”) of
integers with g-ary decompositions with small coefficients, by generating two |-
PLWE samples (c1,¢o) := (at + Ke',bt + Ke”). Here K is a small integer that
enables decryption: given cs — ¢y 8, one recovers t by reducing the g-ary decompo-
sition coefficients modulo K and dividing the resulting integer by e modulo f(q).
Once t is known, one may recover €’ and e”. Overall, this provides a determin-
istic public-key encryption scheme. The proof of OW-CPA security exploits the
intractability of decision PLWE to argue that pk is somewhat close to uniform:
this is achieved by game hops with distributional updates on pk whose effects
on the OW-CPA winning probability are controlled by Rényi divergence argu-
ments. The compatibility of OW-CPA security with the Rényi divergence was
similarly exploited in the security proof of the Frodo candidate to the NIST PQC
project [ABD+17]. Finally, once pk is replaced by a uniform pair (a,b) € Z?(q),
OW-CPA security follows from the presumed intractability of I-PLWE.

Open Problems. Similarly to I-PLWE, the one-dimensional LWE problem also
involves samples of the form (a;,a;s + e;) over Z, x Z, for some integer p.
Reductions between one-dimensional LWE and standard multi-dimensional LWE
have been given in [BLP+13], hence supporting the hardness of one-dimensional
LWE (for a large modulus p). Unfortunately, one-dimensional LWE is different



188 J. Devevey et al.

from I-PLWE in that the error term e; is small compared to p in one-dimensional
LWE, and has a g-ary decomposition with small coefficients in I-PLWE. Obtaining
a reduction from one-dimensional LWE to I-PLWE would be an interesting avenue
to prove hardness of PLWE (with polynomially-bounded modulus) under LWE.

Interestingly, converting an error-free I-PLWE sample (a,as) into a PLWE
sample (A, AS + E) creates a non-zero error F, due to the carries in the mul-
tiplication of a by s modulo f(g). This PLWE variant is insecure as one can
recover s by dividing as by a modulo f(q). Error-free I-PLWE resembles the
polynomial-ring variant of Learning With Rounding [BPR12]: in the first, the
error term is a deterministic function of (A4, S), whereas in the second it is a
deterministic function of AS. This raises the question of studying which func-
tions of (A, S) lead to secure or insecure deterministic-error variants of PLWE.

One limitation of our techniques is due to the fact that the Rényi divergence
is convenient to study search problems but not so for decision problems, notably
because of the probability preservation property (see Definition 1) which is not
meaningful in the case where the probabilities are close to % instead of 0. For
this reason, it is unclear how to extend our analysis to obtain reductions between
decision I-PLWE and decision PLWE. Finding a reduction between decision I-
PLWE and decision PLWE would require different techniques from ours. To prove
hardness of decision I-PLWE, an alternative path would be to obtain a search to
decision reduction. Unfortunately, it is also unclear whether existing search to
decision reductions for PLWE (see [LPR10,PRS17,RSW18]) could be adapted to
I-PLWE, mainly because of the highly structured noise distribution.

2 Preliminaries

We let 2 <= D denote the action of sampling « from distribution D. We let U(S)
denote the uniform distribution over any finite set S and we write x <= S instead
of x > U(S). For any P =", P;z* € Z[z], P mod ¢ denotes Y_,(P; mod q)z".

2.1 Integer Gaussian Distributions

For o > 0, we define the centered Gaussian function of standard deviation param-
eter o as p,(x) = exp(—7|x[|?/0?), for any x € R™. We define the centered
integer Gaussian distribution Dzm , of standard deviation parameter o by

Vx € Z™ 1 Dzm o (X) = ps(x)/po(Z).

For B > 0, we use Dzm , p to denote the distribution obtained from Dz= , by
cutting its tail (by rejection sampling) to take values in (—B/2,B/2]™. Since
we are going to reduce polynomials sampled from this distribution to Z4[z], by
reducing each of their coefficients modulo ¢, and then look at the representa-
tives of said coefficients in (—¢q/2,q/2], we will use Dz<m[4] + 4 to sample such
polynomials. Doing so gives us polynomials whose coefficients are not affected
by reductions modulo q.
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We will let Dz<m[],,,p denote the distribution over integer polynomials of
degree < m obtained by sampling the coefficient vector according to Dzm , 5. We
also write Dz, .0, for f € Z[z] monic of degree m to denote the distribution
Dy<m|y),0,p While insisting that we view the sample as an element of Z[z]/f.

2.2 The Rényi Divergence

The Rényi divergence is a prominent tool that we use throughout this work.
Its relevance to security proofs in lattice-based cryptography was stressed
in [BLRL+18].

Definition 1 (Rényi Divergence). Let P and Q be two discrete probability
distributions, such that we have Supp(P) C Supp(Q). The Rényi divergences of
orders 2 and oo are respectively defined as follows:

P(x)?
(x)

P(z)
max .
z€Supp(P) Q(:L’)

R(P||Q) :=

z€Supp(P)

and R (P||Q) :=

The following lemma, listing classical properties of the Rényi divergence, is
borrowed from [BLRL+18].

Lemma 1. Let P and Q be two discrete probability distributions such that we
have Supp(P) C Supp(Q). The following properties hold.

e Log. Positivity: R(P||Q) > R(P||P) = 1.

e Data Processing Inequality: R(P||Qf) < R(P||Q) for any function f,
where X¥ denotes the distribution of f(x) when sampling x +> X.

e Multiplicativity: Let P and @Q be two distributions of a pair of ran-
dom wvariables X7 and Xo and P; and @; denote the marginal distri-
bution of X; under P and @, respectively. If X; and X5 are indepen-
dent, then R(P||Q) = R(P1||Q1)R(P:||Q2). Otherwise, we have R(P||Q) <
Roo(PlHQl) - INaXy, cSupp(Py) R((P2|ZL'1)H(Q2|(E1))

e Probability Preservation: Let E C Supp(Q) be an arbitrary event. Then,
we have Q(E) > P(E)?/R(P||Q).

2.3 The Polynomial Learning with Errors Problem

We recall here the PLWE problem studied, e.g., in [SSTX09,LPR10,RSW18].
Here we choose to tail-cut the Gaussian distribution such that each coefficient
of the error already belongs to (—q/2,q/2].

Definition 2 (P distribution). Let ¢ > 2, f € Z[x] monic and o > 0. Given

s € Zglz)/ f, we define the distribution Pf]f(l(s) over Zy[x]/ f x Z[z]/f obtained
by sampling a < Zg[z]/f, € <> Dya)/f.0.q and returning (a,b = a-s+e) €

Lglx]/ | x Zqlx]/ |-
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The distribution above is sometimes generalized to arbitrary covariance
matrices. Our results carry over to this setting, as their proofs do not involve
arguments specific to spherical Gaussians. For the sake of simplicity, we describe
them using spherical Gaussian distributions.

Definition 3 (Search PLWE). Let ¢ > 2, f € Z[x] drreducible and monic,
and o > o’ > 0. The problem sPLWEY)

voor CONSists in finding s <= Dyja) /.00 g5
given arbitrarily many samples from ng;(s) For an algorithm A, we define

Ad }"qL"),’EU,(A) as the probability that A returns s (over the randomness of s, the

samples and A’s internal randomness). For t > 1, we write sPLWE)

q,0,0't to
restrict the number of samples to at most t.

For technical convenience, we use an average-case variant of search PLWE.
It is computationally equivalent (by random self-reducibility) to the more stan-
dard worst-case variant in which s is arbitrary. We also assume that s is sampled
from a Gaussian distribution, rather than the more common choice of uniform
distribution. By adapting the technique from [ACPS09], sPLWE with uniform
secret and error distribution Dy, 57,4 Teduces to sPLWEf]{ 3_,’0,’,5 with identical
secret and error distribution equal to Dy, 5 q- By adding independent Gaus-
sian samples to the second components of the sPLWE samples, one can reduce

sPLWE((I g o1 1O SP LWE((If[Z ot The Gaussian sum may be analyzed using [BF11,
Lemma 4. 12] Letting m = deg f, one may set o’ = 2(y/m) (to obtain a Gaus-
sian error term) and ¢ = £2(o/m) (to handle the Gaussian tail-cutting), to limit

the advantage loss to an additive 27%(™) term.

Definition 4 (Decision PLWE). Let ¢ > 2, f € Z[z] irreducible and monic,
and o > o' > 0. The problem dPLWEY)  consists in distinguishing between

q,0,0

oracle accesses to Dy = U(Z4[x]/f x Z[x]/f) and D; = P(f)( ) where s +

Dzja)/ 1,0, i sampled once and for all. For an algorithm A, we define
AdVELYE(A) = |PrlAPe — 1] — Pr[A”* — 1]|.

f.q,0,0’

Fort > 1, we write dPLWE(f)

q,0,0't

The techniques from [RSW18] can be adapted to reduce sPLWE to dPLWE for

exponentially many defining polynomials f as a function of the degree m. Note

that for this reduction to go through, one needs to use non-spherical Gaussian

distributions and to sample the covariance matrix from a specific distribution.

The reduction incurs an increase of the maximum singular value of that covari-
ance matrix, which is polynomial in m and the expansion factor of f.

Definition 5 (Expansion Factor). Let g > 2. Let f € Z[z] of degree m. The
expansion factor of f, denoted EF(f) is defined as:

EF(f):= _ _ma (lg mod flloc/ligllo)-

gez<am 1[z)\ {0}

to restrict the number of samples to at most t.

As an example of polynomial f with EF(f) < poly(m), we can mention gap
polynomials f = ™ + g with deg(g) < m/2 and ||g||cc < poly(m) (see [LMO6]).
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2.4 The Integer Polynomial Learning with Errors Problem

The integer variant I-PLWE of PLWE is parameterized by a monic polynomial f
and an integer ¢ > 2 (and a noise parameters, as we will see below). It is defined
using the set Z 4 of integers modulo f(q). This set can be viewed as polynomials
in Zg[z]/f, via the map consisting in taking the representative in (—¢/2,¢q/2]
of every coefficient and evaluating the resulting polynomial in ¢. This format
conversion is at the core of the reductions between I-PLWE and PLWE that we
will describe. Unfortunately, this conversion is imperfect, most visibly because
the two sets do not have the same sizes (unless f = 2™ for some integer m, but
this case is excluded as PLWE is defined for f irreducible).

Before introducing I-PLWE, we define the integer range Iy, from where we
choose the representatives of Zy (). It is not always (—f(¢)/2, f(q)/2]. This odd-
ity stems from the fact that when ¢ is even, the set of evaluations in ¢ of poly-
nomials in Z,[x]/f with their coefficients seen as integers in (—¢/2, ¢/2], is not
zero-centered. The specific definition of I, is justified by Lemma 4.

Definition 6 (Representatives range for Z,). Let ¢ > 2 and f € Z[x]
monic of degree m > 0. We define:

m 7n -1

(495 — f(9), $45] (@)= g™,
Ifq = (_%q*—l, (q) - q22 qq _11] if ¢ even and g™ > f( ) > (q— 2)<1q_—117
(—=f(q )/2 f(a)/2] otherwise.

Whenever we consider an element a of Zg,) and want to choose a representa-
tive a in Z for it, we will choose it such that a € I 4.

We now recall (and generalize) the I-PLWE problem introduced by Gu [Gul9].

Definition 7 (IP distribution). Let ¢ > 2, f € Z[x] monic of degree m > 0,
and o > 0. We first define the distribution Dz, -4 as the distribution obtained
by sampling E <> Dz<mi1]y] 5.4 , setting e = E(q) and rejecting if it does not
belong to Iy 4. Given s € Zg(q), we define the distribution IP,(JQ(S) over Zy(q) X
Zyg(q) obtained by sampling a <> Zy ), € < Dz, .0q and returning (a,b =
a-s "’ €) € Zg(q) X L(q)-

Note that this definition slightly diverges from Gu’s, as we choose a different
noise distribution. Previously, the noise was sampled from Dz<m[y) o, evaluated
on g and reduced modulo f(g). To sample from the distribution Dz, 54 from
Definition 7, one can do the following:

o If f(q) < ¢, sample E <> Dz<my] » 4 and reject it if £(q) & I7 4. This greatly
reduces the rejection probability while still defining a probability distribution
over the whole set I 4.

o If f(q) > ¢™, sample F <+ DZ<m[IL,O-7q. Compute ¢’ := E(q). Next let C := 1+
2exp(—m/0?) and p := exp(—7/0 )/C Then set ¢’ = ¢™ with probability p,

e’ = —q™ with probability p and e” := 0 else. Finally set e := ¢’ + ¢” and
reject it if it does not belong to Iy 4. In that case, the rejection probability is
at most 2p = 2exp(—7/0?)/C.
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The different claims made here can be proven using the results from Lemma 4.
Our reductions will only concern the search version of I-PLWE, so we only
define this one. The definition can be adapted to a decision version.

Definition 8 (Search I-PLWE). Let ¢ > 2, f € Z[x] drreducible and monic,
and o > o' > 0. The problem sI—PLWE((ZJ_lU, consists in finding s <> Dz, o.q;

given arbitrarily many samples from Ingg(s) For an algorithm A, we define

Advch:qF:ll;Y\f(A) as the probability that A returns s (over the randomness of s,
)

the samples and A’s internal randomness). For t > 1, we write sl-PLWE, ; , to
restrict the number of samples to at most t.

2.5 Public-Key Encryption
We recall the definition of deterministic encryption with perfect correctness.

Definition 9 (Deterministic public-key encryption). A determinis-
tic public-key encryption scheme is a triple of polynomial-time algo-
rithms (KeyGen, Enc, Dec) with the following specifications.

KeyGen(1*). Algorithm KeyGen is probabilistic. It takes as input the security
parameter X (in unary) and outputs a public key pk and a secret key sk.
We assume that the keys contain descriptions of a plaintext set My and a
ciphertext set Cy that depend only on A.

Enc(pk, M). Algorithm Enc is deterministic. It takes as input a public key pk
and a plaintext M € M, and outputs a ciphertext C' € Cy.

Dec(sk, C). Algorithm Dec is deterministic. It takes as input a secret key sk and
a ciphertext C € C, and outputs a plaintext M € M.

The correctness requirement states that for all (pk,sk) output by KeyGen and
all M € M, we have Dec(sk, Enc(pk, M)) = M.

For such a deterministic encryption scheme, we consider the security notion
of One-Wayness under Chosen Plaintext Attacks (OW-CPA). Note that the
security game is of a search type (the adversary should recover a plaintext), which
will be convenient for two reasons. First, OW-CPA security of our encryption
scheme will be proven under the presumed hardness of the search version of
[-PLWE rather than its decision counterpart (recall that we obtain reductions
between I-PLWE and PLWE only for the search variant of I-PLWE). Second, in
the security proof of our scheme, we will rely on arguments based on the Rényi
divergence, which is more amenable to search problems than decision problems.

Note that OW-CPA security is typically defined with respect to the uniform
distribution on plaintexts. We consider a variant that handles more general plain-
text distributions.

Definition 10 (OW-CPA security). OW-CPA security of a deterministic
public-key encryption scheme PKE = (KeyGen, Enc, Dec) with respect to a family
of distributions {Daq, }» over the plaintext spaces { My} is defined using the
following game between a challenger and a adversary A.
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o The challenger runs KeyGen(1*) to obtain a public key pk and a secret key sk.
It sends pk to A.

o The challenger samples M from Daq, and sends C' = Enc(pk, M) to A.

e Given pk and C, the adversary A replies with a plaintext M'. It wins the
game if M' = M.

The advantage Ade&"E‘,%PQA (A) of the adversary A is defined as the probability
that A wins the game.

As seen in [HHK17] (see also [BP18]), a OW-CPA-secure deterministic
encryption scheme can be tightly converted into a Key Encapsulation Mech-
anism that is secure under Chosen Ciphertext Attacks (CCA-secure KEM), in
the Random Oracle Model (ROM). The advantage loss in this conversion is an
additive term qp - 2~ H(Pr) where ¢p is the number of decryption queries
made to the KEM, and Ho (D, ) = —logmax s Dag, [M] is the min-entropy
of Dy, . Note that [HHK17, Theorem 3.6] involves a term gp /| M|, as it consid-
ers the uniform distribution on plaintexts, but the proof can be readily adapted
to non-uniform plaintext distributions, leading to the adapted advantage loss.

In the Quantum Random Oracle Model (QROM), in which the adversary has
a quantum access to the random oracle, a deterministic OW-CPA secure encryp-
tion scheme can also be converted into a CCA-secure KEM, but the currently
known proofs are not tight (see, e.g., [HHK17,BHH+19,KSS+20]), unless one
requires additional properties on the deterministic encryption scheme [SXY18].
For our scheme, we do not know how to ensure the disjoint simulatability prop-
erty required of [SXY18] under standard assumptions.

3 Relations Between Computations over the Polynomial
and Integer Rings

In order to relate the PLWE and I-PLWE problems, we first compare the rings over
which they are defined: PLWE takes place over some polynomial ring Z,[z|/(f)
whereas |-PLWE takes place over some integer ring Zy. We first show how
operations over Z can be converted to operations in Z,[z], and then how to
adapt this conversion to the rings Z,[z]/f and Zg ().

3.1 Computations over Zg,[x]

A natural way to convert an integer to an element of Z4[z] would be to write
the g-ary decomposition of an element of Z to get a polynomial. We rather use
a centered g-ary decomposition, which is better suited to capture the smallness
of the I-PLWE error terms. In this centered g-ary decomposition, the coefficients
are taken in (—gq/2, ¢/2] rather than [0, ¢). In the following, we exclude the case
of ¢ = 2, as we cannot represent a negative integer as a combination of powers
of 2 with coefficients in (—¢q/2,¢/2] = {0,1}.
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Definition 11 (Centered g-ary decomposition of an integer). Let ¢ > 2
and a € Z. For all 0 < i < [log, a| we recursively define the i-th coefficient of a
in the q-ary decomposition as:

J
mod g,

where the mod operation outputs the representative that belongs to (—q/2,q/2].

We now define the map @, that converts an integer a into the polynomial
whose coefficients are the coefficients of the centered g-ary decomposition of a.

Definition 12 (Conversion from Z to Z,[z]). Let ¢ > 2. The map @, : Z —
Zgy|x] is defined as follows

[log, a]
D, a— Z a;xt.
i=0

The map " : Ly|x] — Z is defined as follows
gﬁq_l P = ZPixi — Zﬁiqi,

where P; € 7 is the representative of P; € Z, belonging to (—q/2,q/2)].

Note that indeed @' is the inverse of @4, and hence both of them are bijec-
tions. Moreover, the equality f(g) = @;1( f mod ¢) holds for any f € Z[z]
whose coefficients belong to (—g¢/2,q/2). This drives us to always require
that ¢ > 2|f]le in the following. If &,(a) has every coeflicient with repre-
sentative in (—¢/2,q/2) then @,(—a) = —P,(a). Importantly, note that even
though @, maps a ring to another ring, it is not a ring homomorphism: it is not
compatible with addition and multiplication. For instance, for ¢ = 3, we have
D,(1+1)=2—-1#-1=0,(1)+P,(1) and §;(2-2) =z + 1 # (z —1)? =
g2511(2) ) g1511(2)'

Below, our goal is to evaluate how far ¢, is from being a ring homo-
morphism, by bounding the quantities @,(a + b) — (@,4(a) + P4(b)) and/or
Dy(a-b)—P4(a) -Dy(b) for a,b € Z. When adding (resp. multiplying) two integers
in Z via schoolbook addition (resp. multiplication) in base ¢, the computation
of a given digit may interfere with the computation of the next digit, because of
carries. Oppositely, when adding (resp. multiplying) two polynomials in Z,[z],
there are no carries: computations can be done in parallel. Moreover, if we choose
an even basis ¢, computing —a may not be as simple as taking the opposite of
each one of its coefficients.

For the next lemma it will be useful to recall how to compute the Euclidean
division with O-centered remainder: let a € Z and q¢ > 2. The “standard”
Euclidean division of a + | (¢ — 1)/2] by g can be written as:

o |5 < |2t le ),

q
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with € [0, q). We thus have:

o rm |4 [z

2 q

and since r — | (¢ — 1)/2] € (—¢/2,q/2] we have amod g =7 — | (¢ — 1)/2].

Definition 13 (Carrles) Let ¢ > 2. Define ¢ = |(q —1)/2]. For all a,b € Z

and a; = 72 Sk mod q € (—q/2,q/2] defined for i < [log,al and b; =

b—
Z mod q € (—q/2,q/2] defined for i < [log, b|, we recursively define
the addztwe, multiplicative and opposite carries as follows.

e Addition carries ¢ (a,b) € ZImx(ogylallog[b)]+1

O (ab) = (0 [ttt | | <latisoiini| )T

q q

e Multiplication carries ¢ (a,b) € Z1o8alall+ log,[bl1+1,

m ’ T
™ (a,b) = (o |eatete’ | . r( DD iy 2 J ) .

q

e Opposite carries: If q is odd, then ¢ (a) := 0. Else, define h: a v {1 ifa =
q/2, 0 else} and

c(a) == (0 —h(ag) ... —h(c(a)i—1 + ai_1) )T e zogqlall,

Finally, define the associated carry polynomials ¢ (a) := > j=0 ) (a);a?
and ¢ (a,b) = > j—olc @) (a,b); mod q)z? fori € {a,m}.

After having defined these carries, we move on to prove that the difference
between operations in Z and Z,[z] is the carry polynomial that stems from
computations in Z.

Lemma 2. Let q > 2 and a,b € Z. Then the decomposition of their sum
is Pg(a +b) = Py4(a ) (b) + ¢\ (a,b). The decomposition of their product
is Dy(a-b) = @y(a) - Dy(b) + ™ (a,b). Finally the decomposition of the opposite
ofazsé( ):—915()—1—0(0)( ).

The proof proceeds by induction. It is postponed to the appendix of the
full version, where we only prove it for the addition, as the other two cases are
similar. We now bound the magnitudes of the carries. Note that multiplication
carries can be much larger than addition carries.
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Lemma 3 (Bounds on carries). Let ¢ > 2 and a,b € Z. Define ¢ =
(g —1)/2]. We have:

1€ (a,0) |

IA

1 and [|c(a)]e <1,
¢+ ¢ + min((laffoo - [1bll1, 16l - llall1)
g—1

A

1™ (@, b) | oo <
The proof of this lemma is also postponed to the appendix of the full version,
and also proceeds by induction.

3.2 Carries of Zs,) Operations in Zg[z]/ f

Remember that the problems defined in Sect. 2 take place in a ring, either poly-
nomial Z,[z]/ f or integer Z (). Our understanding of the carries from Z in Z,[x]
from the previous subsection needs to be refined to understand what happens
when we convert elements of Zs,) into elements of Z4[z]/f. We move on to
study carries of Zy(,) operations in Z,[x]/f.

So far, we introduced a conversion @, from Z to Z,[x] (for an arbitrary g > 2),
and studied its homomorphism defect (concretely, carries of the basic operations
over Z). We progressively refine it so that it maps Zy ) to Z[z]/f.

Definition 14. Let ¢ > 2 and f € Z[z] a monic polynomial. The map @,(Jf) :
Z — Zglz)/ f is defined as follows:

@gf) ta— $y(a) mod f.

If @ is an element of Zy (), then Qigf) (a) is defined as Qiflf)(a) where a is the
representative of a in Iy, as defined in Definition 6.
Since its input and output sets are not the same size, the map @éf N/ Flq) =

Z4|z]/ f cannot be a bijection. The following lemma shows that depending on

the value of f(q) compared to ¢™, the map @éf) or the evaluation map in ¢ is

surjective. Note that the choice of Iy 4, which may look somewhat arbitrary for ¢
even and f(q) =~ ¢™, is justified to guarantee this lemma.

Lemma 4. Let ¢ > 2 and f € Z[z] be a monic polynomial whose coefficients
belong to (—q/2,q/2). Then:

o If f(q) > q™, forall P € Z,|z]/ f, we have @gf)(P(q) mod f(q)) = P, i.e., the
map @gf) is surjective from Zg(q) to Zg[z]/ f and the map P+ P(q) mod f(q)
is injective from Zglx]/f to Zy(g).

o If f(q) < ¢™, for all a € Iy 4, we have (@E]f)(a))(q) = amod f(q), i.e., the

map @,E,f) is injective from Ly (q) to Zg[x]/f and the map P — P(q) mod f(q)
is surjective from Zq|x]/f to L.
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We exclude ¢/2 from the set of possible values of the coefficients of f, as it
creates technical complications (with potential carries) and in our reductions we
will impose that ¢ is significantly larger than 2|| f|| .

Proof. The first property is satisfied if P(q )mod f(g) = P(q) for any poly-
nomial P € Zg[x]/f. This is equivalent to &, (Zy[z]/f) € Iyq. The second

property is satisfied if @flf)(a) = &,4(a) for any a € Zy (. This one is equivalent
tolrq C ¢q_1<Zq[$]/f)-
In the case where ¢ is odd, we have &, (Zy[z]/ f) = [- 15— 71 4 71] and [y, =

(—@, @] The claimed inclusions can be checked by dlrect computations.
Assume now that ¢ is even. Then:

q" —1 q q CI—2 q '—1q ¢"—1
=7nN (-
[=]/f) ( ] 5 g—1°2 ¢-1

is not zero-centered.
In the case f(q) > ¢™, it is possible that £ - qq%ll > %q): if that is true, we

choose 2 - q;":11 as the right side of the representative interval I 4. In that case,
the left side of Iy 4 is (using f(q) > ¢ — 1):

RV
qg—1 2 g—1

g,
2

We see here that our choice of Iy 4 leads to &' ( Jlzl/f) C Iy,

In the case f(q) < ¢™, it is possible that — 2 . q:;—*ll > —@: if that is
true, we choose —%2 . q::ll as the left side of the representative interval Iy ,.
In that case, the right side of Iy 4 is (using f(q) < ¢™ — 1):

q—2 q¢"—1 m q—2 ¢"—=1 qq" -1
flg) ———- <(¢m—1)— . =2 )
2 q—1 2 q—1 2 g—1

We see here that our choice of Iy 4 leads to Iy, C ;' (Zg[x]/f). O

Our understanding of the effect of @éf ) can be even more refined. In the case
where f(q) < ¢™, the next lemma states that each element of Zy, has at most
two predecessors by the map P +— P(g) mod f(q) from Z,[x]/f.

Lemma 5 (Surjectivity of the evaluation, when f(q) < ¢"™). Let q¢ > 2
and f € Z[x] be a monic polynomial of degree m such that f(q) < ¢™ and whose
coefficients belong to (—q/2,q/2). Then for any a € Zy ), there erist at most
2 polynomials P,Q) € Z4[x]/f such that P(q) mod f(¢) = Q(¢) mod f(q) =
When evaluating P in q, the coefficients of P are taken in (—q/2,q/2].

Proof. We first note the following about f:

m q—l q’rn_l m q—l an_l qm
> _ | — > - = . -
fla) =z q { 5 J 1 =24 5 g1 9
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The equality P(g) mod f(q) = Q(g) mod f(q) holds if and only if there exists
some k € Z such that P(q) = Q(q)+kf(q). Since |P(q) —Q(q)| < ¢, we obtain:
k| < L.

q

f9)

Using the previous lower bound on f(g), this is < 2. We must hence have k €
{—1,0,1}. Assume that an element a € Zy(, has three predecessors P,Q, R €
Zy[x]/ f such that P(q) = Q(q) + dof(q) and P(q) = R(q) + 01f(q) with do,d1
both nonzero. This implies that Q(¢q) — R(q) = (61 — do) f(q). By the above, we
must have |0g — 1| < 1, which implies that Q(q) = R(q). Therefore, the element
a has at most 2 predecessors. O

In the next lemma, we explore the case f(q) > ¢™ and show that each
)

polynomial has at most three predecessors in Z,) by the map @,(Zf .
Lemma 6 (Surjectivity of the map @((Zf), when f(q) > ¢™). Let ¢ > 2 and
f € Z[z] be a monic polynomial of degree m such that f(q) > ¢™ and whose
coefficients belong to (—q/2,q/2). For any P € Z4[x]/f, there exist at most 3
integers a,b,c € Zy(q) such that P = @gf)(a) = (Pflf)(b) = @flf)(c), Remember

that when applying Q'h(zf) on a, the representative of a is taken in I¢ 4.

Proof. We note that @((Zf ) (a) = @gf ) (b) holds if and only if there exists some § € Z
such that @,(a) = ®,(b)+0f. We have § = a,;, — by, where a =3, a;q',b=
Y icm biq" with a;,b; € (—q/2,q/2] for all i < m and ap, b, € {-1,0,1}, by
our choice of f and Iy,. This implies that any P € Z4[z]/f has at most 3
predecessors. O

To study the carries from operations over Z in the ring of polynomials mod-
ulo f, it suffices to see that these carries are the same as in the previous section,
but reduced modulo f. This observation helps bounding them, by using the
expansion factor and Lemma 3. We now study the carries of operations done
modulo f(g) as seen in the ring of polynomials modulo f. To interpret opera-
tions from Zy 4 in Zg[z]/f, one can first compute in Z, reduce modulo f(q),
apply @, and finally reduce modulo f. We define, for a,b € Iy 4:

“(a,b) := o) (a+bmod f(q)) — & (a) — 2 (1),

¢ (a,b) = () (@ bmod f(a)) — 2(@) - & (b)) mod f.

where assume that the output of the “mod f(q)” operation is an integer in Iy 4.
Lemma 7 (Carries of Z,) in Zy[x]/f). Let ¢ > 2 and f € Z[x] be a monic

polynomial of degree m whose coefficients belong to (—q/2,q/2). Let a,b € Iy ,.
We assume that the output of the “mod f(q)” operation is an integer in Iy ,.
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o Addition carries. We have, for some 09,61 € {—1,0,1}:
@) (a+b mod £(q)) = Pg(a)+ Py (b)+c') (a, b))+ (a+b, 6o () + (%0 +01) .
In particular:
?(a,b) = D (a,b) + 9 (a +b,60f(q)) + (J0 + 01 + @ + bm) - f,
where a = Y, aiq',b =Y. biq" with a;,b; € (—q/2,q/2) for all i <m
and @, by, € {—1,0,1}. -

e Multiplication carries. We have:
(@) = () (,B) + ™ (=6, f(a)) + ) (a b, =6 (a)) ) mod .
where § = [(a-b— (a-bmod f(q)))/f(q)].

Note that the lemma statement on addition carries is more detailed than for
multiplication carries. We use this extra information on addition carries to prove
Lemma8 below. Apart from this, it will be sufficient to note that cgfl) (a,b) =

(c(a,b) + ' (a + 0,80 f(q))) mod f.

Proof. We study addition carries first. As a,b € Iy, and the “mod f(g)” map
takes values in Iy 4, there exists 6o € {—1,0,1} such that a + b mod f(q) =
a+ b+ dpf(q). Using Lemma 2, we obtain:

Pg(a+bmod f(q)) = Pg(a) + Py (b) + (0, b) + do f + ¢ (a+b, 80 (q)-
Here we used the fact that $,(dof(¢)) = dof, which holds because 6y € {—1,0,1}

and the coefficients of f belong to (—¢/2, ¢/2), so there are no opposition carries.
We now reduce the latter polynomial modulo f:
2 (a+bmod f(g)) = Pg(a) + Py (b) + ¢ (a, b) + ¢ (a+ b, 60 f(q))
P b mod
= By(a) + Do (b) + ) (a,b) + (a + b, +d0f(q))
+ (6o +61)f
Note that for any a € Ij,, we have |a|] < 3¢™/2, which implies that §; €
{—1,0,1}. The second statement on addition carries follows from the same fact
that for any a € Iy 4, we have |a| < 3¢™ /2. This implies that a,,, b, € {—1,0,1}.
We now consider multiplication carries. By definition of §, we have a - b mod
fl@ =a-b—35f(q). Using Lemma 2, we obtain:
by(a-bmod f(g)) = Pyla-b) + By (=3 - f(q) + ¢ (a-b,~6f(q))
=¢()'¢(b)+c ( :b) + Py (=0) - f
+cl™ (=6, f(q)) + ! (a-b,~6f(q)).

Finally, by reducing both sides modulo f, we obtain the lemma statement. O
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In the following section, we will be confronted to expressions of the form b+
E(q) mod f(q), where b € Zy ) and E € Zg[z]/f, and we will turn them into

polynomials by applying @z(lf ). From what precedes, we already know that:
o) (b+ E(q) mod f(q))
= 2D(b) + 2 (E(q) mod f(q)) + ¢ (b, E(g) mod f(g))
= 2)(0) + E + ¢ (b, E(g) mod f(g)) + ) (E(q). 6f(0)),

where § = |[E(q) — E(q)]/f(¢)] and E(q) = E(q) mod f(g). During the compu-
tations, we will remove the constant term @éf ) (b), and do separate computations
on the carries and on E. We will end up with expressions:

E+7. c;a)(b, E(q) mod f(q))+¢- C(a)(E(Q)»éf(Q))7

where ¢/ = —1 or ¢ = 2 depending on which reduction between PLWE
and | — PLWE we are currently working on. To analyze the reductions, we use
the fact that this expression, when seen as a map with input F, is injective.

Lemma 8 (Injectivity of the carries). Let ¢ > 2 and f € Z[x] be a monic
polynomial of degree m whose coefficients belong to (—q/2,q/2). Letb € Iy ,. We
assume that the output of the “mod f(q)” operation is an integer in Iy,. We
define, for 61,52, 03 € {71, 0, 1}

1500 = {PGZ 2]/ f : {P(‘I)f(q)P@ s,
A (b+W)*(b+%modf(q)) s
fq) 2
@q(b‘FP(Q) mod f(q)) B
/\{ f J—53},

where P(q) = (P(¢q) mod f(q)) € It4. Then the following two statements hold.

1. We have that:
zlif= L s
81,02,63€{—1,0,1}

2. For any non-zero { € 7, define go : P+ P+ £ -\ (P(q),5,(P) - f(q)) + £ -
c;a)(b,P(q)), where the map 01 from Zgy[z]|/f to itself is defined as 61 : P +—
[(P(q) — P(q))/f(q)]. For any 61,092,635 € {—1,0,1}, the restriction of g¢ to
15?52’53 is injective over Zg[x]/f.

Proof. We have the following partition of Z4[x]/f:

b
Zq [CC]/f = |_| I§1?52,53’

81,02,03€7Z
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and hence it suffices to prove that I(gb)é = () for (0y,02,03) & {—1,0,1}3. We
distinguish two cases. In the case where f( ) < ¢™, since ¢ /2 < f(q ) < q™, the
integer P(q) is reduced at most once modulo f(q), thus 6; € {—1,0,1} captures
all possibilities for §;. In the case where f(q) > ¢™, the integer P(q) cannot be
non-trivially reduced modulo f(g), thanks to our choice of Iy ,. In this case, the
set {0} captures all possibilities for §;. For d2 and d3, note that they correspond
to the §’s defined in the addition carries of Lemma 7.

To prove the second item, let d1,0d9,d3 € {—1,0,1} and P,Q € Iéb)é 5, Such

that g¢(P) = ¢¢(Q). Since they are in the same I(g )5 550 it means that the &’s
corresponding to the addition carries between b and P ( ), and to those between b
and Q(q), are identical (these are d2 and d3). Moreover, it holds by definition
that §1(P) = 61(Q) = d1. As ge(P) = 9¢(Q), we have, using Lemma 7:

P-Q_

;- =le £ 0,Q@) = ) (0, P(@)+ (“(Q(0), 61 f(0)) — ') (P(q), 61 (a)))

+
= (6, Q9)) — ' (b, P(q)) + ¢ (b + Q(g), 52f(q))
— b+ P(g), 5zf( ) + ((Q(a), 81/ (q)) — ) (P(q), 61 (2)))-

We will show by induction that the above implies that P = Q. Define (Hy) as
“P, = @ for all n < k”. Note that (Hp) follows from the definition of @),
Assume now that (Hj) holds for some 0 < k < m. Recall the definitions

of P(q) = P(q) — 01(P)f(¢q) and Q(q) = Q(q) — 01(Q)f(q), so P(q),, = Q(q),
holds for all n < k.

1. As the addition carry at rank k 4+ 1 only depends on P(q), = Q(q),, and b,
for n < k, we have ¢ (b, P(q))rs1 = ¢ (b, Q(q))rs1. Similarly, we have

A (P(q),01f(@))r+1 = ' (Q(q), 01f ()1
2. Similarly, we also have (b+ P(q))n = (b+ Q(q))n for all n < k + 1.
3. For the same reason, we obtain ¢ (b + P(q),02f(q))kr1 = (b +

Q(q), 62 (q)) k+1-
By the above equality on %, we obtain that Pyy1 = Qk+1. This completes the

induction, and the proof that P = Q. Therefore, the restriction of g, to Itgi))éz 55
is indeed injective. a

4 Reductions Between sPLWE and sl-PLWE

We exhibit reductions between the search variants of the PLWE and |-PLWE
problems, as defined in Sect. 2, for a large class of defining polynomials f. As
discussed in Sect. 1, our reductions fill some missing gaps in the prior work of
Gu [Gul9] for f = 2™ + 1, and generalize the results to many different defining
polynomials f. For each reduction, the study depends on whether the integer set
has more elements than the polynomial set or not. The four reductions and their
analyses are very similar, yet each of them has its own subtleties. Nonetheless,
the following lemma will be used in every case.
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Lemma 9 (Carries of an IP sample). Let ¢ > 2 and f € Z[x] monic and irre-
ducible of degree m, whose coefficients belong to (—q/2,q/2). Define C(P,Q) :=

2(Q(q) - P(g)s mod f(q)) — (Q — PS mod g) and b:= —P(q)s mod f(q), for
any P,Q,S € Zz]/f and s := S(q) mod f(q). Then:

o [|[C(P,Q)llc < EF(f)- (6+fllx +2m|S])

o For fized P € Zy(q) and any 01, 02,03 € {—1,0,1} and £ € Z4\0, the map Q —
Q+LC(P,Q) — PS is injective from Iéf?(;z’éa to Zg[x]/ f, where Ié(f?(h’% is as
defined in Lemma 8. /

Note that we will use this lemma only for £ = —1 and ¢ = 2. Due to space
constraints, the proof of this lemma and several results from this section are
postponed to the appendix of the full version.

4.1 Reducing sPLWE to sI-PLWE when f(q) < q™

In this subsection, we are given samples from the P distribution and we try to
obtain samples from the IP distribution. Since the polynomial set is bigger than
the integer one, we can evaluate it for ¢ and get a distribution whose support
is (Z(q))?. Moreover the next lemma will prove that it is indeed close enough
to IP to use an adversary against sI-PLWE to solve sPLWE.

Lemma 10. Let ¢ > 3, m > 0, f € Z,[z] be a monic polynomial of degree m
such that f(q) < ¢™ and whose coefficients belong to (—q/2,q/2). Let o > 0.
Let S € Zg[x]/f and s € Zyq) such that S(q) = smod f(q). Given a sam-

ple (A, B) « Pg,g(S), set (a,b) := (A(q) mod f(q), B(q) mod f(q)). Then:

EF()2(I1f[loe + I\Slloo)Q).

o2

Rip w0 pi= R(IPY)(s)[|(a, b)) < 216 exp (38 m?

Proof. We start by proving that the divergence is well defined. Recall that the
support of IP((IQ (s) is Zij(q) X Ly (q)- Since D, (I 4) C Zy[z]/f, the divergence is
well-defined as the support of (a,b) is exactly (Zg(q))?

We move on to bounding the divergence:

Rpwp ZZ

(5,0)€(Zs(q))?

Pra’<—>Zf<q>,e/<_>DZf(q)yaﬁq(a' =iAad's+e mod f(q) = j)?

Propla =1iNb=7j)

<Z q" ) DZf(q)J,q(@q(j — s mod f(Q)))2
= L@ X Pr ((AS +emod f)(¢g) = j mod f(q))’
(3,0)€(Zy(q)) A€l lz)/f ¢ DPuel/s00

A(g)=i mod f(q)

where we condition on the values of a’ and A. Since @gf)(i)(q) =imod f(q), we
bound from below the sum at the denominator by keeping only the term A =
@,(Zf)(i). Moreover, we notice that j = @éf) g = [@gf) (1)S + @éf)(j) -
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#$/)(i)S](q), which implies that the denominator is at least Dz /f,(,’q(@((]f () —
@gf )(i)S’). We therefore obtain the bound:

Z qm DZf(q)J,q(j —is mod f(q))?

RBpp o p < ; Ny
F(@)? Dy .0g( @9 () — 29 ()8)

(4,0)€(Zy(g))?
To bound the Gaussian ratio, we can split the work into bounding two ratios:

e The first one is a ratio of Gaussian functions and can be thus expressed as a
difference exp(—m(2] @5 (j —is mod f(q)||> — [|(@5” () — 2 (1)S)I[2) /o).

e The second one is the ratio of normalization constants of the Gaussian dis-
tributions p, (Zg[x]/ f)/ps(Zs(qg))-

First, let C(i, j) := &) (j — is mod f(q)) — & (j) — Y (i)S € Z,[x]/ f. Recall
the identity 2| x+y|*—||x||? = |x+2y|*—2||y||*>. In our case, we instantiate this
with x = @éf) () — @gf)(i)S and y = C(i,7). We now have to study ||C(, j)]|co
and the map j — @gf)(j) - @éf)(i)S +2C(1, 7).

If we let P = @gf)(i) and Q = @éf)(j), we notice that C(i,j) corresponds to
the C'(P, Q) defined in the Lemma 9. Recalling here the results from its analysis,
we know that ||C(7,)]lec < EF(f)(6 + ||fll1 + 2m||S||sc) and that the map j —

@gf)(j) - @éf)(i)S +2C(i,7) is injective from each of the 27 intervals defined in

Lemma 8 to Z4[x]/ f, where we moreover recall that @flf ) is injective from Z £(a)

to Zg[x]/f in the case f(g) < ¢™. It is then possible to reindex each of the 27
summation terms, to get:

Y exp(=nl @) () — 2P (0)S +2C (0, j)IIP/o?) <27+ Y po(Zql2]/f)

(1.)€(Zg(q))? €27 (q)
<27 f(q) - po(Zglx]/ f)-

Recalling that ¢™ < 2f(q), we then get the bound:

(Zq[2]/ £)? EF(f)*(6 + I fIlx +2m||S||oo)2).

Po
Rpwp <54
° Po(L(q))? o

We now move on to bounding the ratio p,(Zg[x]/f)/ps(Zs(q)). We write:

- exp (27rm

po(Zglz)/f)  Lgez,w)s SPTlQI?/0?)

Po(Zy(q)) ZPeqsg”(zf(q))eXp(_W”P”z/UQ)

ZQeZq 2]/ \S (Z s (a)) exp(—7[|Q[]*/o?)
exp(—m || P[[?/o?)

Lopea)) @0

First, notice that the @, map preserves ordering, if the ordering considered for
polynomials is the lexicographical ordering: m < n if and only if &,(m) < P4(n).



204 J. Devevey et al.

Let P € Zg[z]/f \ @éf ) (Zg(q))- Assume that its leading coefficient is positive,

up to replacing P with —P. Then, since it holds that f(q) > Z?:Ol lq/2]q"

and P(q) > f(q)/2, the leading coefficient of P is at least ¢’ := [|g/2]/2]. This

proves that P — ¢'z™~1 € @gf)(Zf(q)) as either its degree is now strictly smaller

than m — 1 or its leading coefficient is strictly smaller than ¢’, since 2¢’ > ¢/2.
Moreover, P — ¢’z™ ! > 0. The same kind of reasoning can be held for P with
negative leading coefficient, to map it to an element of @éf ) (Zyg(qy) with negative
leading coefficient. Both maps are injective as they are translations. Their image
sets do not overlap and the image of any element has smaller norm than said
element. By combining these two maps, this proves that there exists an injective
map g : Zg[z]/f\ 8 (Z1) = 6 (Zs(4)) such that ||g(P)|| < ||P|| holds for

any P € Zg[z]/f \ @éf) (Zy(q))- This proves that
QI I-PII?
Z exp(—w 2 )S Z exp(—w -2 ),
QEZyl2l/I\2 (Zg () Pedi (25()
and hence that the ratio is < 2. The total multiplicative constant is then 216. O
The result below follows from the Rényi divergence probability preservation.

Theorem 1. Let ¢ > 2 and [ € Z[z] irreducible and monic of degree m > 0
such that f(q) < ¢™ and whose coefficients belong to (—q/2,q/2). Let o > ¢’ > 0
such that ¢ > v/mo. Let t be a number of samples, such that:

EF(f)* (1 fllo + ml/%/)z) = poly(m).

exp (Gt + 38tm3
g

Then sPLWEY) | reduces to sl-PLWE')

q,0,0',t q,0,0't"

We refer to the discussion just after Theorem 2 for how to set parameters so
that the theorem conditions are fulfilled.

Proof. Assume that there exists an adversary A with success probability &g

against the sI—PLWE((I{c 3_)0,’,5 game. We introduce a sequence of games to prove the
theorem:

Game 0: This is the genuine sI—PLWE((IQ,g,yt game.

Game 1: In this game, we change the distribution of the secret. We now sam-
ple s <= Dz, 0" 0! S Recall that the statistical distance between Dz, o/ ¢
and Dy - o1 o1/ 18 272(m) "since q > /mo’.

Game 2: In tilis game we change the distribution of samples. They are now sam-
pled according to the process introduced in Lemma 10, where the polynomial
secret S is sampled according to Dy, /7.0 /mor and s := S(q) mod f(q).

Game 3: In this game, we change the distribution of the secret S: it is now
sampled according to Dz, ¢,5,q- The statistical distance between the distri-
bution of the polynomial secret in this game and the previous one is 272(™)
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Call ¢; the success probability of A in Game i. From the remarks on statistical
distance, it already holds that |ep — &1 < 2770™ and |e3 — 3] < 27°(™) In
the context of Game 1 versus Game 2, by using the probability preservation and
multiplicativity of the Rényi divergence, it holds that

et

€2 2
R (D4||D R ’
(D1]|D2) - S”S”ma}k P to IP

where D; and D> denote the distributions of the secret s in Games 1 and 2,
respectively. Note that in Dy, for a given integer secret s, there are at most
two polynomial secrets S; such that s = S;(¢) mod f(¢). We can bound from

below the probability by keeping only S := @gf )( ) € Zg[z]/ f. We compute the
divergence.

DZ ,o!,0’ m,( )
Ro(Dy||Da) < max f(a) vm\S —
s€Supp(D1) Dyia1) .00 00 \F(@ (s))

por (L3 []) TP ()] /0
= o' (D4(Supp(D1))) sesupp(D1) exp(—r||@L (5)]2) /072

Since s isin I 4, we have (P(f)( ) = P4(s) and the rightmost ratio is always 1.
Recall the existence of the g injective map from Lemma 10. This maps every
element of Z:,%[x] that is not in @,(Supp(D1)) to an element in &,(Supp(D1)),
which has smaller norm. This implies that R (D1||D2) < 2, by partitioning.
This shows with our choice of parameters that the success probability loss is at
most polynomial in m when switching from Game 1 to Game 2.

Finally we build an adversary B against the sPLWEt(IJf ;U% game. It suffices
to notice that B can exactly simulate A’s view in Game 3. Moreover, if A wins,
then its output s is such that s = S(g) mod f(q), where S is the secret that B
has to guess. Then B outputs S uniformly among the predecessors of s by the
evaluation map P — P(q) mod f(q). Since this set is comprised of at most two
integers, the probability that B wins is > €3/2. g

4.2 Reducing sPLWE to sl-PLWE when f(q) > ¢™

In this subsection we are given polynomial samples from a ring that is smaller
than the target integer ring. To compensate, we will not simply evaluate our
samples for ¢ but instead choose uniformly an integer pair among the prede-
cessors of the sample by the map @,(f). The following lemma proves that the
resulting distribution is close to IP.

Lemma 11. Let ¢ > 2, f € Z[x] monic and irreducible of degree m such that
f(q) > ¢ and whose coefficients belong to (—q/2,q/2). Let 0 > 0, S € Zg[z]/ f
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and s € Ly such that S = @,(Jf)(s). Let (A,B) + P,SQ(S). Choose (a,b)
uniformly randomly in {(i, ) € Zf(q)@gf)(i,j) = (A, B)}. Then:

m EF(f)*(IIflloo + IISHoo)2>'

o2

Rip o p i= ROPZLY) (s)]I(a,0)) < 243 exp (114

Proof. We start by proving that the divergence is well-defined. We already know
that 4551” is surjective from Zy) to Zg[z]/f in the case where f(q) > ¢™.
Since the support of (A, B) is (Z,[z]/f)?, this implies that the support of (a,b)
is (Zf(q))2. We can now start bounding it:

Rpwp= Z

(1,5)E(Zg(q))?

<> T

(1,9)€Zgg))%q™ (

/A / —_ :\2
Pra/HZf(q),GHDZf(q)M(a =iNds+e=)

Priap(a=1iAb=j)

2
(ﬁDZf(q)rOVq(j - ZS mOd f(Q)))

Pr @G) = B2 () = 4) - Pro(b = j1B = 27 (7))

using the chain rule. We moreover know the following facts for the denominator:

e we already used that PrAHZq[z]/f(ééf) (i) =A)=1/q™.
e For £ = @éf) () —@((Zf) (7)S mod f, it holds that @((lf)(j) = AS+ E, under the
hypothesis that Sl')gf) (i) = A. Thus it holds that:

(D () = BIED (i) — A) > Y e
(EYB)(% (j) = B2y (4) A)_EHDELNM@" (0)S + E = 8 (j)).

e Since any polynomial in Z,[x]/f has at most 3 predecessors in Zy ) by (Zigf ),
it holds that the probability Pr(, s (b = j\@gf)(b) = @gf)(j)) is at least 1/3.

The above three statements give:

3q™ ) DZf(q),U,tI(j —is mod f(q))*
i , L
(@2 Dy 1.0.0(@ () — 2(0)5)

Rpp o p < 7
(4,5)E(Zs(q))?

Recall that in the case f(q) > ¢™, Z4z]/f C P¢(Ifq). This immediately
shows p,(Zg[z]/f) < po(Pq(If,q)). We then have:

3q™ . exp(=2r||®4(j — is mod f(q))|*/o*)

oo P = @y Ty fa)? exp(—nl 2y (j) - 25 (1)S]2/?)

(,3)€(Zs(q))?

Define C(i,j) := @éf)(j —ismod f(q)) — @gf)(j) - @éf)(i)S mod f, as we pre-
viously did. The modf may not be trivial and we know that there exists
some § € {—1,0,1} such that @,(j —is mod f(q)) = @gf)(j —ismod f(q))+df.
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Instead of guessing for each pair (i, j) which § is the right one, we simply bound
the divergence by a sum over each of the three possible values for §:
B o< 37 5~ ep(=2a)(@7 () = 2 (0)S mod £)+C(0,5)+6f]/o?)
to P> N ) .
T} S 1y (@ Zgi) expl 95 (G) — 2((0)8 mod f12/)
(1,5)E(Zsg))?

We know that P(i,j) := @éf) (4)— @,(Jf)(i)S mod f and C(i,7) have degree < m.
Recall the identity 2||x + y||? — [|x]|> = |lx + 2y/? — 2|[|y|>. In our case, we

instantiate this with x = @éf)(j) - @éf)(i)S and y = C(i,7). To bound the last
norm, we recall that the analysis of C(P, Q) done in Lemma 9, applies here by

setting P = @(f)( ) and @ = 215( )( /). Then we have:
IC(2,5) + 6 fII* < 1+ mEF(£)*(6 + || £l + 2m]|Slloc)* + ml| f]%.

Let us fix i € Zs(g). We study j — P(i,7) +2C(i, j). As proved in Lemma 9,
this is injective over each of (@,gf )) (I(g1 3‘;) 53) where Ig;gz)’ 5, are the intervals

introduced in Lemma 8. Since f(q) > ¢™ Iél 5,.6, 15 empty if i 7 0. We have:
1P(i,§) +2C (i, 4) + 0 f|* = 6% + |P(i, j) + 2C (i, j) + 26(f — 2™)|1%,
and note how exp(—7md2/0?) <1 and f(q) > ¢™. Our global bound becomes:

3MEF(f)2(6 4+ m|| |0 + 2m||S||oo)2>
0-2

R|P to P S 27 exp <27T

5 exp(— |85 () +8(f —a™)|*/0?)

se{-1,0,1} po(Zsq)
jer(q)

Moreover, we know that every P € Z,[x]/f has at most 3 predecessors by @gf )
from Zjy). We can thus replace the sum over j € Zy) by 3 times a sum
over P € Zy[x]/f. Since P — P+ 6(f — x™) is a bijection of Z4[x]/f, we get:

mEF(£)*(6 + m||fllo + 2m||5||oo)2) Po(Zyle)/ 1)
o2 po(Ly(q))
To conclude, we recall py(Zg[z]/f) < po(Zy(q)) since Zylz]/f C Py(Zys(g). DO

Rip 1o p < 243 exp (67'(‘

The below result follows from the Rényi divergence probability preservation.

Theorem 2. Let ¢ > 2 and [ € Z[z] irreducible and monic of degree m > 0
such that f(q) > q™ and whose coefficients belong to (—q/2,q/2). Let o > ¢’ > 0
such that ¢ > \/mo. Let t be a number of samples, such that:

2 2 ml/25")2
o (TSI mOEE( Wl £ TN _ )

o2

+ 114t(1 T

Then sPLWEY) | reduces to sI-PLWE()

q,0,0 q,0,0 t"
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Along with Theorem 1, this provides a concrete way to find a range of param-
eters for which sPLWE reduces to sl-PLWE. One should start by choosing an
irreducible monic polynomial f of degree m > 0. Note that f already deter-
mines which theorem will be used: if the second highest nonzero coefficient of f
is negative (resp. positive), it holds that f(q) < ¢™ (resp. f(q) > ¢"™) for any
integer ¢ > 2| f|co. The value of t = O(logm) can then be fixed depending on
the needs. In Sect. 5, we will have ¢ = 2.

The next step is to choose the noise parameter ¢’ > 0. When f(q) < ¢™, it
can be chosen freely, whereas in the case where f(q) > ¢™, it must satisfy ¢’ =
(]| fllooy/m/ log(m)). Then the other noise parameter o > 0 should be chosen
such that 02 > Q(tm3EF(£)2(]| flleo + m'/?0")?/log(m)). Last is to choose an
integer ¢ > max (2| f||oo, v/mo). In Sect. 5, further conditions are discussed as
they are needed for the encryption application.

4.3 Reducing sI-PLWE to sPLWE when f(q) < ¢™

When reducing slI-PLWE to sPLWE, we are given samples from the IP distribution,
and we want to obtain samples from the P distribution. Here, the integer set is
smaller than the polynomial one, so the mapping cannot be deterministic if we
want to cover the whole range. For this purpose, we uniformly choose polynomials
that are predecessors of our samples by the evaluation P — P(g) mod f(q).

Lemma 12 (Divergence between P and IP, when f(q) < ¢™). Let ¢ > 2
and f € Z[x] monic and irreducible of degree m > 0 such that f(q) < q™
and whose coefficients belong to (—q/2,q/2). Let o > 0. Let S € Z[z]/f and
s = S(q) mod f(q) € Ifq. Sample (a,b) < IPgQ(s) and choose A (resp. B)
uniformly in the set of predecessors of a {P € Z4[z]/f : P(q) mod f(q) = a}
(resp. the set of predecessors of b {P € Z4[x]/f : P(q) mod f(q) = b}) via the
evaluation map. Then:

7l 15y

o2

Rp o 1p := R(PY)(9)]|(A, B)) < 108 exp (38 ()2

The below result follows from the Rényi divergence probability preservation.

Theorem 3. Let ¢ > 2 and [ € Z[z] irreducible and monic of degree m > 0
such that f(q) < ¢™ and whose coefficients belong to (—q/2,q/2). Letc > ¢’ >0
such that ¢ > \/mo. Let t be a number of samples, such that:

ml/25")2
(1o tm o) )) < poly(m).

||f||2
p( + 76t (1 + m°EF(f)? _

Then sI-PLWEY) | reduces to PLWE'Y)

q,0,0 t"

4.4 Reducing sI-PLWE to sPLWE Reduction when f(q) > g™

In this subsection, the integer set is bigger than the polynomial set. Simply

applying @,Sf ) on the samples that we get is thus enough to get a distribution
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that covers the entirety of (Z,[z]/f)?. Moreover, the next lemma proves that
this distribution is close to P.

Lemma 13. Let ¢ > 2, f € Z[x] monic and irreducible of degree m such that
f(q@) > ¢™ and whose coeﬁ%ients belong to (—q/2,q/2). Let 0 >0, S € Zy[x]/ f

and s € Zy(q) such that Q5( (s) = S. Then we have:

Rp o 1p i= R(PY) ()87 (IPY)(s)))

e

m*EF(f )2(||f||oo+||SHoo)2>.

o2

< 162exp (114

The below result follows from the Rényi divergence probability preservation.

Theorem 4. Let ¢ > 2 and [ € Z[z] irreducible and monic of degree m > 0
such that f(q) < ¢™ and whose coefficients belong to (—q/2,q/2). Let o > ¢’ >0
such that ¢ > \/mo. Let t be a number of samples, such that:

exp <ll4t<1 + 114m>EF(f)? Ul flloe _;,2711/20/) )) = poly(m).

Then sI-PLWE) | reduces to sPLWE()

q,0,0 q,0,0t"

5 A Public-Key Encryption Scheme Based on sl-PLWE

We now describe a deterministic public-key encryption scheme, whose OW-CPA
security will be proved based on the presumed hardness of sI-PLWE and dPLWE.

KeyGen(1*). On input the security parameter, the key generation algorithm first
chooses parameters pp := (f, q,0,0', K) as explained below. First, let m :=
deg f. Define C = Zyy) X Zy(,) and

{(th Zeq Ze” ‘)EZS |
it < o'Vim A el lef] < ovim .

Sample a <= U(Zy(q)), s <> Dz, | o1 orym and € <= Dy o 5 5 .
If e = 0, then restart. Compute b = as + e € Zy(,) and output:

pk := (pp,a,b) and sk := (pp,s,e).

Enc(pk, M). On input the public key pk = (pp,a,b) and any valid plaintext
message M = (t,€',e”) € M, compute and output:

(01702) = (a~t—|—K~e', b~t—|—K-e”) S Zf(q) X Zf(q).
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Dec(sk, (c1,¢2)). On input the secret key sk = (pp, s, e) comprised of the public
parameters and two short vectors, and a ciphertext (c1,c2), the decryption
algorithm first computes:

d:=c9—cy-85.

Writing d = Y, diq", it computes d’ = >",(d; mod K) - ¢" mod f(q). It then
recovers the message t = d'/e mod f(q), ¢ = (¢; —at)/K mod f(q) and ¢’ =
(c2 — bt)/K mod f(q). Finally, it outputs (¢,¢’,¢e").

We make a few comments on the scheme. By a standard tail bound, the dis-
t?ibutions _DZf(q),a,o\/E and DZf(q)ya,,g,m can be e.fﬁciently sampled by re.j.ec-
tion sampling from Dz, , , and Dz, o, respectively. Also, the probability
that e = 0 is 2790™) We explicitly exclude this possibility to prove perfect
correctness. We will prove OW-CPA security with respect to the distribution

D./Vl = DZf(q),a’,U’\/m X DZf(q),U,ow/m X DZf(q),a,ow/m

over the plaintext space M. For the same reasons as above, it can be sampled effi-
ciently, and its min-entropy is Hoo (Daq) = £2(mlog o). Finally, in the decryption
algorithm, we make several divisions modulo f(q). To guarantee its possibility,
we impose that f(g¢) is prime and make sure that e and K are non-zero.

We choose f € Z[z] monic and irreducible of degree m > 0. We choose ¢ > 2
such that f(q) is prime. Note that f(¢) has bit-length ~ mloggq, so if ¢
is 2(m!*e) for any € > 0, we heuristically expect that f(q) is prime after a
polynomial number of trials for ¢ will make f(q) prime. Note that in full gener-
ality, it may not be possible to find any ¢ that makes f(¢q) prime (for example,
consider f = 2% +z + 4).

The other parameters are set as follows. For correctness (Theorem?5), we
impose that K > 1400'm?||f||EF(f) and q¢ > 84Km?||f||-EF(f)oo’. For
OW-CPA security (Theorem 6), we impose that o > /mEF(f)(|| f|l1 + m3/?¢”)
and ¢’ > \/m. These inequalities can be handled by first setting ¢’, then o, K
and ¢. For security against known PLWE attacks, one may choose m = 2())
and ¢, 0,0’ € poly(m).

Theorem 5 (Correctness). Assume that K > 1ldoo'm?|f|EF(f) and
also q > 84Koo'm?||f||ocEF(f). Then the above encryption scheme is correct.

Proof. Let (c1,c2) be an encryption of M = (t,€’,¢"”) € M under pk. We want
to show that given sk and (¢, ¢2), the decryption algorithm indeed recovers M.
Note first that d = ca —c1-s = K- (e —€’-s)+e-t mod f(q). By carries analysis
from Lemma 14 found in appendix of the full version, we have

Vi<m:d;=d;+K-d] with |dj] <K/2 andd = djq' =e-tmod f(q).

?

This exploits the parameter conditions on K and g. Once the decryption algo-
rithm has recovered d’ = e -t mod f(q), it can recover t,e’ and e’ using division
in the field Zj ). a
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Lemma 14. Let K > 1400'm?||f||EF(f) and ¢ > 84Koo'm?||f||EF(f).
Let (c1,c2) be an encryption of M = (t,e',e") € M under pk = (a,as + ¢).
Then let d =Y, diq" == co — ¢1 - s and write d; = d} + K - d with |d}| < K/2,
for any i <m. Thend =, d.q" = e-t mod f(gq).

We now study the OW-CPA security of the above deterministic cryptosystem.
Theorem 6 (Security). Assuming that o > mEF(f) - (|f|l. + m>/%c")

and o' > \/m, the above PKE scheme is OW-CPA secure for distribution Dy,
under the sl- PLWE(f) o2 and dPLWE'/) 11 assumptions. More concretely, if

there exists a OW- CPA adversary A, ?fi;ec;z there exist algorithms B and C for
dPLWE and sI-PLWE, respectively, with run-times similar to the run-time of A
and such that:

AQVRRETS, (A) < O (AdVITENE(C) /1 + AdVETERS, (B)1/2) + 2720,

Our security proof relies on two security assumptions: the search problem
sl-PLWE and the decision problem dPLWE. As recalled in Sect.2, dPLWE and
sPLWE can be set so that they reduce to one another (up to some limited
parameter losses). From Sect.4, we know that sPLWE and sl-PLWE reduce to
one another. Therefore, Theorem 6 could be adapted to make security rely on a
single hardness assumption, e.g., sl-PLWE.

Proof. Assume that there exists an adversary A against the OW-CPA game of the
PKE with non-negligible success probability 9. We define the following games:

Game 0: This is the OW-CPA game.

Game 1: In this game, we sample s < DZMW/ and e < DZMW instead
of s « szm,a',a'\/ﬁ and e « DZf(q),g,gm, respectively. Also, we do not
reject when e =0

Game 2: In this game, we change the distribution of the public key pk. First
we start by sampling A <= U(Z,[x]/f), S <> Dzj4)/f.00,q a0d E <> Dy21/5.0.4
and then set B = AS + F mod f. Then

o If f(¢) > ¢™, choose a and b uniformly among the predecessors of A

and B by the map QZS((Zf ), respectively.
o If f(q) < ¢™, compute (a,b) = (A(g) mod f(q), B(g) mod f(q)).
Game 3: In this game, we change the generation of B. Instead of sampling (A, B)
as above, we sample (A, B) <> U((Z,4[x]/ f)?).
Game 4: In this game, we change the generation of (a,b) once more. Instead
of sampling (A, B) <> U((Z4[z]/f)?) and computing predecessors (a,b), we
directly sample a,b <> U(Zg(q))-

Let &; denote the success probability of A in Game i. By definition, we
have ¢ = Advnggg’ﬁ (A). For any random variables (a,b,t,e,€’,a’,’), the fol-
lowing inequality holds by using the data processing inequality and the multi-

plicativity of the Rényi divergence:

R((a,b,at + Ke,bt + Ke')||(a',b',a't + Ke, V't + Ke')) < R((a,b)||(a’,V")). (1)
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In the context of Game 0 versus Game 1, note that the statistical distance
between Dz, » and Dz, .00 ym 18 2-20m) The same holds for Dy, 0" and
DZf(q)_’U,yg/\/m. Further, the probability that e = 0 is also 27", Therefore, we
have |gg — &1] < 2770,

In the context of Game 1 versus Game 2, we can instantiate (1) with (a,b)
as in Game 1 and (a’,b’) as in Game 2. By Lemmas 10 and 11 and thanks to
our choice of parameters, this divergence is < O(1). Then, by the probability
preservation property, we have: e > 2(c?).

For Game 2 versus Game 3, we use the hardness of dPLWE. Indeed, one can
build an algorithm B against dPLWE that would exploit a behavioural difference
of A between Game 2 and Game 3. We have:

AdVITTYE (B) > |e5 — ea| — 2790,

In the context of Game 3 versus Game 4, we instantiate (1) with (a,b) as in
Game 3 and (a/,V') as in Game 4. In Game 3, the probability of a = k for a
given k € Zys(q) is < 3/¢™, and the same holds for b. Therefore:

3/q™)* f@)*
R((a,b)||(d’, b §fq2~(7:81o .
((a,0)]l(a’, b)) < f(q) 1 F@)? e
Since f(q) < 2¢™, the divergence is < 1296. By using the probability preservation
probability, we have that g4 > §2(£3). Finally, we handle Game 4 using hardness
of sI-PLWE. We build an slI-PLWE algorithm C as follows. Upon receiving two
sl-PLWE samples (a,a-t+¢€') and (b,b-t+€"), it sets

pk := (K -a,K -b),
ca=K-(a-t+e)=(K-a) t+K-¢€,
co=K-(b-t+e)=(K-b)-t+K-¢€".

It then calls the OW-CPA adversary A on the challenge pk, (c1, ¢2) and waits for
its answer (¢,e,e’). Then C outputs t. As K is coprime to f(q), multiplication
by K modulo f(q) is a bijection, and the view of A is as in Game 4. As a result,
we have that Advjc';;!;\f\f (C) > e3. The result follows by collecting terms. O
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