®

Check for
updates

The Direction of Updatable Encryption
Does Not Matter Much

Yao Jiang™

Norwegian University of Science and Technology, NTNU, Trondheim, Norway
yao.jiang@ntnu.no

Abstract. Updatable encryption schemes allow for key rotation on
ciphertexts. A client outsourcing storage of encrypted data to a cloud
server can change its encryption key. The cloud server can update the
stored ciphertexts to the new key using only a token provided by the
client.

This paper solves two open problems in updatable encryption, that of
uni-directional vs. bi-directional updates, and post-quantum security.

The main result in this paper is to analyze the security notions based
on uni- and bi-directional updates. Surprisingly, we prove that uni- and
bi-directional variants of each security notion are equivalent.

The second result in this paper is to provide a new and efficient
updatable encryption scheme based on the Decisional Learning with
Error assumption. This gives us post-quantum security. Our scheme is
bi-directional, but because of our main result, this is sufficient.

Keywords: Updatable encryption - Cloud storage - Key rotation -
Lattice-based cryptography - Post-quantum cryptography

1 Introduction

Consider the following scenario: a client wishes to outsource data to a cloud
storage provider with a cryptoperiod (client key lifetime). The cryptoperiod is
decided by the client or the cloud storage provider or both. If the key lifetime is
expired, the old key is no longer available for either encryption or decryption, a
new key must be used in the new cryptoperiod. However, the client might still
want to keep the data in the cloud storage in the new cryptoperiod and needs
to update the data. The above requirement implies a need to update ciphertexts
from the old key to the new key. During this process, it is also reasonable to
expect that no information of plaintexts are leaked while updating. Another
benefit to consider in such a scenario is that it can be used to protect the data
and reduce the risk of key compromise over time.

Key rotation is the process of generating a new key and altering ciphertexts
from the old key to the new key without changing the underlying massage.

Key rotation can be done by downloading the old ciphertext, decrypting with
the old key, re-encrypting with a new key and reuploading the new ciphertext.
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However, this is expensive. Updatable encryption (UE) [5,6,8,11,14,15] provides
a better solution for key rotation. A client generates an update token and sends
it to the cloud server, the cloud server can use this update token to update the
ciphertexts from the old key to the new key. In recent years there has been con-
siderable interest in understanding UE, including defining the security notions
for UE and constructing UE schemes (we make a detailed comparison of related
work in Sect.1.1).

Consider the following two variants of UE schemes: ciphertezrt-dependent
schemes and ciphertext-independent schemes. If the generation of update token
depends on the ciphertext to be updated then the UE scheme is ciphertext-
dependent. In ciphertext-dependent schemes, the updating process of a cipher-
text requires a specific token which forces the client to download the old cipher-
text before this token can be generated. Therefore, ciphertext-dependent schemes
are less practical. If the token is independent of the old ciphertext then the UE
scheme is ciphertext-independent. Hence, a single token can be used to update
all ciphertexts a client owns. As ciphertext-independent schemes are consider-
ably more efficient than ciphertext-dependent schemes, in terms of bandwidth,
most recent works [7,8,14,15] focus on ciphertext-independent schemes. In this
paper, we will focus on such schemes.

Consider the following four variants of updates for ciphertext-independent
UE schemes: wuni-directional ciphertext updates, bi-directional ciphertext
updates, uni-directional key updates and bi-directional key updates. If the
update token can only move ciphertexts from the old key to the new key then
ciphertext updates in such UE schemes are uni-directional. If the update token
can additionally downgrade ciphertexts from the new key to the old key then
ciphertext updates in such UE schemes are bi-directional. On the other hand,
the update token can potentially be used to derive keys from other keys. In
the uni-directional key update setting, the update token can only infer the new
key from the old key. While in the bi-directional key update setting, the update
token can both upgrade and downgrade keys. Prior works [7,8,14,15] focus on
UE schemes with bi-directional updates, and no security notion was introduced
in uni-directional update setting. We close this gap. Intuitively, UE schemes with
uni-directional updates are desirable, such schemes leak less ciphertext/key infor-
mation to an adversary compared to schemes with bi-directional updates. In this
paper, we analyze the relationship between security notions with uni- and bi-
directional updates. We show that the (confidentiality and integrity) security of
UE schemes are not influenced by uni- or bi-directional updates.

No-directional key updates is another key update setting to consider, where
the update token cannot be used to derive keys. A UE scheme with optimal
leakage, discussed in [15], is a scheme where no token inference (no token can be
inferred via keys), keys cannot be updated via a token, and ciphertext updates
are only uni-directional. We do not consider no token inference, instead in this
work an update token can be computed via two consecutive epoch keys. We
show that the no-directional key update variant of a security notion is strictly
stronger than the uni- and bi-directional update variant of the same security
notion.
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While the study of security notions appears promising, existing ciphertext-
independent UE schemes are either vulnerable to quantum computers or only
achieve weak security. The schemes of Lehmann and Tackmann [15], Kloof
et al. [14] and Boyd et al. [8] base their security on the DDH problem, and
thus are only secure in the classical setting. Boneh et al. [6] constructed key
homomorphic PRFs, based on the learning with errors (LWE) problem, and it
can be used to construct UE schemes. However, all of these schemes of Boneh
et al. [6] cannot achieve IND-UPD security (introduced in [15]).

In this work, we construct a post-quantum secure UE scheme and the security
of our construction is based on hard lattice problems. In particular, our scheme
provides the randIND-UE-CPA security (introduced in [8], stronger than IND-UPD
and IND-ENC security).

Efficiency. All of the previous known ciphertext-independent UE schemes with
security proofs (RISE, E&M, NYUE (NYUAE), SHINE) have computation cost
that are comparable to PKE schemes that rely on the DDH problem, while our
scheme has a computation cost that is comparable to PKE schemes that rely on
lattice problems.

1.1 Related Work

Security Notions. Boneh et al. [6] introduced a security definition for UE, how-
ever, this notion is less adaptive than the later works [8,14,15] which allows the
adversary to adaptively corrupt epoch keys and update tokens at any point in
the game.

In the ciphertext-dependent setting, Everspaugh et al. [11] provided two
security notions, a weak form of ciphertext integrity and re-encryption indistin-
guishability, that strengthen the security notion in [6]. Recently, Boneh et al. [5]
introduced new definitions for updatable encryption in the ciphertext-dependent
setting to further strengthen the confidentiality property and the integrity defi-
nition in [11]. Boneh et al. [5] stated that for authenticated updatable encryption
schemes it is necessary to expect that ciphertexts will not reveal how many times
they have been updated, which was a desired property independently presented
in [8].

Lehmann and Tackmann [15] introduced two notions to achieve CPA security
for ciphertext-independent UE schemes. Their IND-ENC notion requires that
ciphertexts output by the encryption algorithm are indistinguishable from each
other. Their IND-UPD notion ensures ciphertexts output by the update algorithm
are indistinguishable from each other.

Kloof et al. [14] attempted to provide stronger security notions for ciphertext-
independent UE than LT18, specifically, CCA security and integrity protection.

Boyd et al. [8] provided a new notion IND-UE which states that a ciphertext
output by the encryption algorithm is indistinguishable from a ciphertext output
by the update algorithm. They showed that the new notion is strictly stronger
than any combinations of prior notions, both under CPA and CCA. They also
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tweaked the CTXT and CCA notions in [14] and showed the following generic
composition result: CPA + CTXT = CCA.

Constructing Ciphertext-Independent Updatable Encryption Schemes. The UE
scheme BLMR in [6] is an application of key homomorphic PRFs, however, the
encrypted nonce in the ciphertext can be decrypted by an update token which
makes it impossible for BLMR to achieve IND-UPD security.

In the classical setting, RISE in [15] is built from (public-key) ElGamal
encryption, which only uses the public key in the update token. The security
of RISE is based on the DDH assumption. Kloof et al. [14] provided two generic
constructions, based on encrypt-and-MAC (E&M) and the Naor-Yung paradigm
(NYUE and NYUAE). The security of E&M is based on the DDH assumption,
and the security of NYUE and NYUAE are based on the SXDH assumption.
Boyd et al. [8] constructed three permutation-based UE schemes, SHINE, which
achieves strong security notions based on DDH.

Post-Quantum Secure Schemes. In the past decade, much work has been
done on constructing lattice-based post-quantum secure PKE schemes, specif-
ically the NIST Post-Quantum Standardization Project, round 2, submissions:
CRYSTALS-KYBER [3], FrodoKEM [1], LAC [16], NewHope [2], NTRU [4,9],
Round5 [18], SABER [10] and Three Bears [12]. A natural question is if we can
turn a PKE scheme into a UE scheme, where the security of the UE follows
from the PKE. We provide a specific UE scheme that is built form an LWE-
based PKE scheme, and prove the security. The LWE-based scheme we use is
in some sense very similar to RISE (which is based on ElGamal), however, as
with most lattice-based constructions, there are significant technical problems
in turning it into a UE scheme (see Sect. 5.2). Our LWE-based UE construction
suggests that there is a limit to how generic any efficient construction can be, a
generic construction that abstracts both our construction and RISE remains to
be done.

1.2 Owur Contributions

Our first contribution is defining six variants of security notions (a combination
of three versions of key updates and two versions of ciphertext updates) for
updatable encryption and analyzing the relations among these six variants of
the same notion.

Our main result is that we demonstrate that our security notions with uni-
and bi-directional updates are equivalent. When we analyze the security, we can
treat UE schemes with uni-directional updates as with bi-directional updates,
the security will not be influenced by the update direction. This means that
UE schemes with uni-directional updates will not provide more security than
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UE schemes with bi-directional updates. This is a surprising result.® This result
implies that the search for uni-directional updatable encryption scheme seems
less important.

Furthermore, we show that security notions with no-directional key updates
are strictly stronger than uni- and bi- directional update variants of the corre-
sponding notions. Finding UE schemes with no-directional key updates would be
good, but it is much more challenge than finding UE schemes with uni-directional
key updates (which is already believed to be difficult). We leave this as an open
problem.

Our second major contribution is constructing an efficient post-quantum
secure UE scheme. We analyze how to construct LWE-based updatable encryp-
tion schemes and provide one construction. Our construction follows the re-
randomization idea of RISE, using public key in the update token to update
ciphertexts. We build a suitable post-quantum secure PKE scheme to construct
our UE scheme so that the encryption and update algorithms can use a public
key as input instead of the secret key. We also show the difficulties of turning a
PKE scheme into a UE scheme.

We show that our LWE-based UE scheme is randIND-UE-CPA secure under
the DLWE assumption. In the randomized update setting, we show the difference
between previous work (RISE, NYUE,NYUAE) and our scheme, and state that
the method used in proving the security of LWE-based updatable encryption
scheme is different from the previous approach.

1.3 Open Problems

Ideally we want UE schemes with no-directional key updates, no such UE
schemes have been constructed so far. Whether such UE schemes exist and how
to construct such UE schemes are still open problems.

Furthermore, not that many efficient UE schemes with strong security exist
so far. It remains an open challenge to construct UE schemes with chosen cipher-
text? post-quantum security.

1 Tt is possible to construct a scenario where this result will not be true. Let’s assume
there exists a UE scheme with a leakage function that helps the adversary win
the security game. This leakage function could, for example, give the adversary
information about plaintexts when it knows enough keys. In this scenario, a UE
scheme with uni-directional updates has better security than a UE scheme with
bi-directional updates. Because the scheme with uni-directional updates has less
key leakage and the leakage function provides less data to the adversary. However,
this and similar constructions cannot capture the security we wish to have for UE
schemes. In terms of the security expectation of key rotation, the keys used in the
past should not reveal any data.

For constructions that do follow the security model and update mechanism for
UE schemes, we have this surprising result.

2 It is ideal to achieve detIND-UE-CCA security for UE schemes with deterministic
updates and to achieve INT-PTXT and randIND-UE-CCA security for UE schemes
with randomized updates.
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2 Preliminaries

In this section we describe the notation used in this paper and present the nec-
essary background material of updatable encryption. In the full version [13], we
provide the real or random variant of indistinguishability under chosen-plaintext
attack (IND$-CPA) for encryption schemes and the background of hard lattice
problems.

2.1 Notations

Let A be the security parameter throughout the paper. Let negl denote as a
negligible function. Let U(S) denote the uniform distribution over set S.

2.2 Updatable Encryption

Updatable encryption (UE) scheme is parameterized by a tuple of algorithms
{UE.KG, UE.TG, UE.Enc, UE.Dec,UE.Upd} that operate in epochs, the epoch
starts at 0. The key generation algorithm UE.KG outputs an epoch key k.. The
token generation algorithm UE.TG takes as input two epoch keys k. and key;
and outputs an update token Ae 1, the update token can be used to move cipher-
texts from epoch e to e + 1. The encryption algorithm UE.Enc takes as input
an epoch key k. and a message m and outputs a ciphertext c.. The decryption
algorithm UE.Dec takes as input an epoch key k. and a ciphertext c. and outputs
a message m’. The update algorithm UE.Upd takes as input an update token
Aet1 and a ciphertext ce from epoch e and outputs an updated ciphertext cey1.

We stress that an update token can be computed via two consecutive epoch
keys by token generation algorithm in this paper.

2.3 Existing Security Notions for Updatable Encryption

Kloo8 et al. [14] and Boyd et al. [8] defined the confidentiality and the integrity
notions for updatable encryption schemes using experiments that are running
between an adversary and a challenger. In each experiment, the adversary may
send a number of oracle queries. The main differences between an experiment
running the confidentiality game and one running the integrity game are the
challenge and win condition. In the confidentiality game, the adversary tries
to distinguish a fresh encryption from an updated ciphertext. In the integrity
game, the adversary attempts to provide a valid forgery. At the end of an exper-
iment the challenger evaluates whether or not the adversary wins, if a trivial win
condition was triggered the adversary will always lose.

We follow the notation of security notions from Boyd et al. [8]. An overview of
the oracles the adversary has access to in each security game is given in Fig. 1.
A generic description of all confidentiality experiments and integrity experi-
ments described in this paper is detailed in Fig.2 and Fig. 3, resp.. Our oracle
algorithms, see Fig. 4, are stated differently than in [8] and [14], however, con-
ceptually they are the same. The oracles we use in our security games are as
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Notions O.Enc O.Dec O.Next @.Upd O.Corr O.Chall ©.UpdC O.Try
detIND-UE-CPA X X
randIND-UE-CPA
detIND-UE-CCA
randIND-UE-CCA
INT-CTXT
INT-PTXT

NN NN
X X NN X

SN NENENENEN
NN NN
NN NENEN
S IENENENEN
S IENENENEN
NN X X X

Fig. 1. Oracles given to the adversary in different security games for updatable encryp-
tion schemes. X indicates the adversary does not have access to the corresponding
oracle, v' indicates the adversary has access to the corresponding oracle.

follows, encrypt O.Enc, decrypt O.Dec, move to the next epoch O.Next, update
ciphertext O.Upd, corrupt key or token O.Corr, ask for the challenge cipher-
text O0.Chall, get an updated version of the challenge ciphertext O.UpdC, or test
if a ciphertext is a valid forgery O.Try. The detailed discussion of trivial win
conditions are discussed in Sect. 2.6.

For the confidentiality game we have the following additional definitions that
we will frequently use. While the security game is running, the adversary may
query O.Enc or O.Upd oracles or corrupt tokens to know some (updated) versions
of ciphertexts, we call them non-challenge ciphertexts. In addition, the adversary
may query @.Chall or ©.UpdC oracles or corrupt tokens to infer some (updated)
versions of the challenge ciphertext, we call them challenge-equal ciphertexts.

Definition 1. Let UE = {UE.KG,UE.TG,UE.Enc, UE.Dec,UE.Upd} be an
updatable encryption scheme. Then the notion advantage, for notion €
{detIND-UE-CPA, randIND-UE-CPA, detIND-UE-CCA, randIND-UE-CCA}, of an
adversary A against UE is defined as

AdVIET, (1Y) = [PrBxplEer’ = 1) - PriExpie=r’ = 1|

notion-b

where the experiment EXpig. 4~ is gwen in Fig. 2 and Fig. 4.

Definition 2. Let UE={UE.KG, UE.TG, UE.Enc, UE.Dec, UE.Upd} be an updat-
able encryption scheme. Then the notion advantage, for notion € {INT-CTXT,
INT-PTXT}, of an adversary A against UE is defined as

AV, (1%) = Pr{Expl = 1],

notion

where the experiment EXpg 4 s gwen in Fig. 3 and Fig. 4.

2.4 Notations of the Leakage Sets

In this section, we describe the definition of leakage sets given by [15] and [14],
these sets will later be used to check whether the leaked information will allow
the adversary trivially win the security game. We analyze some properties of
leakage sets and trivial win conditions in Sect. 3.1.
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xxIND-UE-atk-b
EprE’ A :

do Setup; phase < 0
b/ <_Aoracles(1)\)
if <(IC* NC* # 0) or (xx=det and

(€T or O.Upd(c) is queried))) then
twf «— 1
if twf = 1 then
b £ (0,1}
return b’

Fig.2. Generic description of the confi-
dentiality experiment Expﬁxé'jl[jiUE'atk'b for
updatable encryption scheme UE and
adversary A, for xx € {det, rand} and atk €
{CPA,CCA}. The flag phase tracks whether
or not A has queried the O.Chall oracle,
€ denotes the epoch in which the O.Chall
oracle happens, and twf tracks if the trivial
win conditions are triggered. Figure 1 shows
the oracles the adversary have access to in
a specific security game. How to compute
the leakage sets K*,7*,C* are discussed in

INT-atk
Expyg, X

do Setup; win «— 0
Ao’r‘acles(lk)
if twf = 1 then
win «— 0
return win

Fig. 3. Generic description
of the integrity experiment
Exp'L',“ET 'aj\k for updatable encryp-
tion scheme UE and adversary A,
for atk € {CTXT,PTXT}. The
flag win tracks whether or not the
adversary provided a valid forgery
and twf tracks if the trivial win
conditions are triggered. Figure 1
shows the oracles the adversary
have access to in a specific security
game.

Sect. 2.5.

Epoch Leakage Sets. We use the following sets that track epochs in which the
adversary corrupted a key or a token, or learned a version of challenge-ciphertext.

— K: Set of epochs in which the adversary corrupted the epoch key (from
O.Corr).

— T: Set of epochs in which the adversary corrupted the update token (from
O.Corr).

— C: Set of epochs in which the adversary learned a challenge-equal ciphertext
(from O.Chall or ©.UpdC).

We use K*,7* and C* as the extended sets of ', 7 and C in which the
adversary has learned or inferred information via its known tokens. We show
how to compute K£*,7* and C* in Sect. 2.5.

Information Leakage Sets. We use the following sets to track ciphertexts and
their updates that can be known to the adversary.

— L: Set of non-challenge ciphertexts (c, c,e;m), where query identifier ¢ is a
counter incremented with each new O.Enc query. The adversary learned these
ciphertexts from O.Enc or O.Upd.

~ L: Set of challenge-equal ciphertexts (Ce,e). The adversary learned these
ciphertexts from O.Chall or O.UpdC.



The Direction of Updatable Encryption Does Not Matter Much

Setup(1*)
ko <& UE.KG(1%)
Ap —Lje,c,twf <0
L,LCK,T—0

O.Enc(m) :
c—c+1
¢ < UE.Enc(ke, m)
L—LU{(c,c,e;m)}
return c

O.Dec(c) :
m’ or L « UE.Dec(ke,c)
if ((xx =det and (c,e) € £L*) or

(xx=rand and (m’ e) € Q*)) then
twf «— 1
return m’ or L

O.Next() :
e—e+1
ke < UE.KG(1")
Ae —UE.TG(ke-1, ke)
if phase = 1 then
Ce < UE.Upd(A., Ce-1)

O.Upd(ce-1) :
if (j,Ce—1,6 — 1;m) ¢ L then
return |
ce — UE.Upd(A, ce—1)
L — LU{(j,ce,e;m)}

return ce

O.Corr(inp, &) :

if é > e then
return |

if inp = key then
K—Ku{é}
return kg

if inp = token then
T —TuU{e}

return A

O.Chall(m,c) :

if phase = 1 then
return |

phase «— 1;€ — e

if (,¢c,é —1;m;) ¢ £ then
return |

if b =0 then
Cs — UE.EnC(ké,ﬁ’l)

else
¢: — UE.Upd(As, c)

C—CcuU{e}

L— LU{(c8)}

return Cz

0.UpdC :
if phase # 1 then
return |
C—CU{e}
L—LU {(Ce,e)}
return Ce

O.Try(e) :
m’ or | « UE.Dec(ke, ¢)

537

if ((atk = CTXT and (,e) € £*) or
(atk = PTXT and (m’,e) € Q") or

e€ IC*)
twf «— 1
if m’ # | then

win «— 1

then

Fig. 4. Oracles in security games for updatable encryption. How to compute the leakage
sets K, 7*,C*,L", 9", L*, Q" are discussed in Sect. 2.5 and Sect. 2.6.

In the deterministic update setting, we use L* and L* as the extended (cipher-
text) sets of £ and L in which the adversary has learned or inferred ciphertexts
via its known tokens. In particular, we only use partial information of £*: the
ciphertext and the epoch. Hence, we only track the set L* = {(c,e)}.
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In the randomized update setting, we use Q* and Q* as the extended (plain-
text) sets of £ and L, that contain messages that the adversary can provide a
ciphertext of - i.e. a forgery. Similarly, only partial information is needed: the
plaintext and the epoch. Hence, we track sets Q* and Q* as follows.

— Q*: Set of plaintexts (m,e). The adversary learned or was able to create a
ciphertext in epoch e with the underlying message m.

— Q: Set of challenge plaintexts {(im,e), (my,e)}, where (m, ¢) is the input of
challenge query @.Chall and m; is the underlying message of ¢. The adversary
learned or was able to create a challenge-equal ciphertext in epoch e with the
underlying message m or mj.

Remark 1. Based on the definition of these sets, we observe that

a. (Ce,e) €L <= e€C, .
b. (Ce,€) € L* <= e € (* < (m,e),(m1,e) € Q.

We will use this remark to discuss how to compute L£*, £~*, Q* and Q* in
Sect. 2.6.

2.5 Epoch Leakage Sets of Keys, Tokens and Ciphertexts

We follow the bookkeeping techniques and base our notations of the work of
Lehmann and Tackmann [15], where we further analyze the epoch leakage sets.
Specifically, we add a no-directional key update setting. Suppose a security game
ends at epoch [, then, for any sets K,7,C C {0,...,1}, the following algorithms
show how to compute the extended sets K*,7* and C* in different update set-
tings.

Key Leakage. The adversary learned all keys in epochs in K. In the no-directional
key update setting, the adversary does not have more information about keys
except for this set. In the uni-directional key update setting, if the adversary
knows a key ke and an update token Ay then it can infer the next key key1. In
the bi-directional key update setting, the adversary can additionally downgrade
a key by a known token. In the kk-directional key update setting, for kk €
{no, uni, bi}, we denote the set K}, as the extended set of corrupted key epochs.
We compute these sets as follows.

No-directional key updates: K, = K.

Uni-directional key updates:

K — {e €{0,...,1}|CorrK(e) = true}

true «— CorrK(e) <= (e € K) v (CorrK(e-1) ANe € T). (1)
Bi-directional key updates:
i — {e € {0, ...,1}|CorrK(e) = true}

true «— CorrK(e) «<—
(e e K)V (CorrK(e-1) Ne € T) V (CorrK(e+1) Ae+1 € T). (2)
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Token Leakage. A token is known to the adversary is either a corrupted token or a
token inferred from two consecutive epoch keys, so the extended set of corrupted
token epochs is computed by information in set 7" and set K}, . The set K}, is
computed as above depending on the key updates is no- or uni- or bi-directional.
Hence, we denote 7,} as the extended set of corrupted token epochs.

T —{ec{0,.,l}(ecT)V(ee K Nel e K} (3)

Challenge-Equal Ciphertext Leakage. The adversary learned all challenge-equal
ciphertexts in epochs in C. Additionally, the adversary can infer challenge-
equal ciphertexts via tokens. In the uni-directional ciphertext update setting,
the adversary can upgrade ciphertexts. In the bi-directional ciphertext update
setting, the adversary can additionally downgrade ciphertexts.

We compute the extended set of challenge-equal epochs using the information
contained in C and 7,j. The set 7,} is computed as above depending on the key
updates is no- or uni- or bi-directional. In the cc-directional ciphertext update
setting, for cc € {uni, bi}, denote the set Ck.cc as the extended set of challenge-
equal epochs. We compute these sets as follows.

Uni-directional ciphertext updates:

Cik,uni < 1€ €10, ..., 1}|ChallEqg(e) = true}
true < ChallEq(e) <= (e € C) v (ChallEq(e-1) Ae € T,). (4)
Bi-directional ciphertext updates:
Ckpi < 1€ € {0, ...,}|ChallEq(e) = true}
true < ChallEq(e) «—
(e € C) v (ChallEq(e-1) Ae € T,y) V (ChallEq(e+1) Ae+1 € 7,3).  (5)

2.6 Trivial Win Conditions

The main benefit of using ciphertext-independent updatable encryption scheme
is that it offers an efficient way for key rotation, where a single token can be used
to update all ciphertexts. However, this property provides the adversary more
power, the tokens can be used to gain more information, and gives the adversary
more chances to win the security games. We again follow the trivial win analysis
in [8,14,15] and exclude these trivial win conditions in the security games for
UE. An overview of the trivial win conditions the challenger will check in each
security game is given in Fig. 5.

Checking Trivial Win Conditions at the End of a Game

Trivial Wins via Keys and Cipherterts. The following is used for analyzing all
confidentiality games. If there exists an epoch e € £*NC* in which the adversary
knows the epoch key k. and a valid update of the challenge ciphertext C, then
the adversary can use this epoch key to decrypt the challenge-equal ciphertext
and know the underlying plaintext to win the confidentiality game. The trivial
win condition “,C* N C* # ()" is checked in the end of a confidentiality game.
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Notions & o) = N @ S o~
detIND-UE-CPA Vv v X X X X X
randIND-UE-CPA v X X X X X X
detIND-UE-CCA v v v X X X X
randIND-UE-CCA v X X v X X X
INT-CTXT X X X X v v X
INT-PTXT X X X X v X v

Fig. 5. Trivial win conditions considered in different security games for updatable
encryption schemes. X indicates the security notion does not consider the corresponding
trivial win condition, v* indicates the security notion considers the corresponding trivial
win condition.

Trivial Wins via Direct Updates. The following is used for analyzing all confi-
dentiality games with deterministic updates. If the adversary knows the update
token Az in the challenge epoch € or the adversary queried an update oracle on
the challenge input ciphertext @.Upd(c) in epoch &, then it knows the updated
ciphertext of ¢ in epoch € and it can compare the updated ciphertext with the
challenge ciphertext to win the confidentiality game. The trivial win condition
“eeT* or O.Upd(¢) is queried” is checked in the end of a confidentiality game.

Checking Trivial Win Conditions While Running a Game. The fol-
lowing overview of trivial win conditions are checked by an oracle. The sets
L* Q% K*, L* and Q* are defined in Sect. 2.4.

- “(c,e) € E*i’ are checked by O.Dec oracles in the detIND-UE-CCA game,

— “(m’,e) € Q*” are checked by O.Dec oracles in the randIND-UE-CCA game,

— “e € K*” are checked by O.Try oracles in the INT-CTXT game or the
INT-PTXT game,

— “(c,e) € L*" are checked by O.Try oracles in the INT-CTXT game

— “(m’,e) € @*” are checked by O.Try oracles in the INT-PTXT game.

General Idea. At the moment when the adversary queries a decryption query
O.Dec or a try query O.Try, the challenger computes the knowledge the adversary
currently has, which is used to check if the adversary can trivially win a security

game. More precisely, the challenger uses information in the sets £, L, C,K,T to
compute the leakage sets £*, Q* *, L* and Q*. Note that the sets £, L,C,KC, T
contains information the adversary learns at such a moment.

Trivial Wins via Decryptions in the Deterministic Update Setting. The following
is used for analyzing the detIND-UE-CCA security notion. In the deterministic
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for i € {0,...,e} do for i € {0, ...,e} do
if ¢ (S Cl:k,cc then if ¢ S Cl:k,cc then
‘CEk,cc — ‘Cik,cc U {(é’bv Z)} Q:k,cc — Q:k,cc U {(ﬁ’l, Z)} U {(mh 7’)}
Fig. 6. Algorithm for comput- Fig. 7. Algorithm for computing the set Qﬁk’cc,
ing the set Ly, ., where kk € where kk € {no, uni, bi} and cc € {uni,bi}.

{no, uni, bi} and cc € {uni, bi}.

update setting, if the adversary knows a challenge-equal ciphertext (Ce,,€p) € L
and tokens from epoch ey + 1 to epoch e, then the adversary can compute the
updated challenge-equal ciphertext ¢, and send it to the decryption oracle to
get the underlying message. Eventually, the adversary compares the received
message with the challenge plaintexts to trivially win the security game.

We use the set £* to check this trivial win condition, recall that £* includes
all challenge-equal ciphertexts the adversary has learned or inferred. Suppose the
adversary queries a decryption oracle O.Dec(c) in epoch e, if (c,e) € £* then the
response of the decryption oracle leads to a trivial win to the adversary, hence,
the challenger will set the trivial win flag to be 1.

By Remark 1, we have (G, e) € L* <= e € C*, using this method we can
easily compute the set £*. In Fig. 6 we show how the set £* is computed, where
the set C* is computed by the algorithms discussed in Sect. 2.5.

Trivial Wins via Decryptions in the Randomized Update Setting. The following
is used for analyzing the randIND-UE-CCA security notion. In the randomized
update setting, if the adversary knows a challenge-equal ciphertext (Ce,,€p) € L
and tokens from epoch ey + 1 to epoch e, then the adversary can create arbitrary
number of ciphertexts by updating €., from epoch ey to epoch e. Let c. denote
a ciphertext generated in such a way. Notice that the ciphertext c. has the same
underlying message as the challenge-equal ciphertext ¢.,. The adversary can
send the computed ciphertext ce to the decryption oracle to get the underlying
message and trivially win the security game.

‘We use the set Q* to check this trivial win condition, recall that Q* includes
information about challenge plaintexts that the adversary has learned or can
create challenge-equal ciphertexts of. Suppose the adversary queries a decryption
oracle O.Dec(c) in epoch e, if UE.Dec(ke,c¢) = m’ and (m’,e) € Q* then the
response of the decryption oracle leads to a trivial win to the adversary, hence,
the challenger will set the trivial win flag to be 1.

By Remark 1, we have (m’,e) € Q* <= e € C*, using this method we
can easily compute the set o*. Suppose the challenge input is (m,¢) and the
underlying message of € is my. In Fig. 7 we show how the set Q* is computed.

Remark 2. Our definition of this trivial win restriction is more generous than
that of [14], they disallow the decryption of any ciphertext that decrypts to
either of the two challenge plaintexts. We allow the decryption of a ciphertext
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for i € {0,...,e} do
for (-,¢c,i;-) € L do
‘Cltk,cc - ‘C:k,cc U {(C7 Z)}
if i € 7, then
for (ci—1,i— 1) € Ly do
C; — UE.Upd(Ai,Cz;l)
‘c:k,cc - ‘Cl):k,cc U {(Ci, Z)}
if cc = bi then
for (ci,i) € Ly do
ci—1 < UE.Upd™*(A;,c;)
‘C’Ek,cc — E;k,cc U {(Ci—l, P — 1)}

Fig. 8. Algorithm for computing the
set Ly, where kk € {no,uni,bi} and
cc € {uni, bi}.

for i € {0, ...,e} do
for (-,-,4;m) € £ do
Q:k,cc — Q:k,cc U {(m7 7‘)}
if i € 7, then
for (m,i—1) € Q¥ . do
Q;k,cc ~ Q;k,cc U {(m7 7‘)}
if cc = bi then
for (m,i) € Qi . do
Q;k,cc — Q;k,cc U {(mv i — 1)}

Fig. 9. Algorithm for computing the
set Qg cc, Where kk € {no, uni, bi} and
cc € {uni, bi}.

that decrypts to a challenge plaintext as long as the adversary cannot learn
(from O.Chall or O.UpdC) or infer (from tokens) a valid ciphertext of challenge
plaintext in that epoch.

Trivial Forgeries by Keys. The following is used for analyzing all integrity games.
If the adversary knows an epoch key k., then the adversary can create arbitrary
number of valid forgeries of arbitrary messages under this epoch key k.

We use the set K* to check this trivial win condition, recall that * includes
all epochs the adversary learned or inferred an epoch key. Suppose the adversary
queries a try oracle O.Try(c) in epoch e, if e € K* then the challenger will set
the trivial win flag to be 1. We use algorithms discussed in Sect. 2.5 to compute
the set *.

Trivial Ciphertext Forgeries by Tokens. The following is used for analyzing the
INT-CTXT security notion. From [14] we know that only UE schemes with deter-
ministic updates can possibly achieve INT-CTXT security. In the deterministic
update setting, if the adversary knows a ciphertext (c,c,eq;m) € £ and tokens
from epoch ey + 1 to epoch e, then the adversary can create a valid updated
ciphertext by updating ¢ from epoch ey to epoch e.

We use the set L£* to check this trivial win condition, recall that £* includes
all ciphertexts that can be known or inferred to the adversary. Suppose the
adversary queries a try oracle O.Try(c) in epoch e, if (c,e) € L* then the chal-
lenger will set the trivial win flag to be 1. In Fig. 8 we show how the set L£* is
computed.

Trivial Plaintext Forgeries by Tokens. The following is used for analyzing the
INT-PTXT security notion. In the randomized update setting, if the adversary
knows a ciphertext (c,c,ep;m) € £ and tokens from epoch ey + 1 to epoch e,
then the adversary can create arbitrary number of valid forgeries of message m
by updating c from epoch ej to epoch e.
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We use the set Q* to check this trivial win condition, recall that @* includes
information about plaintexts that the adversary has learned or can create cipher-
texts of. Suppose the adversary queries a try oracle O.Try(c) in epoch e, if
UE.Dec(ke,c) = m’ and (m’,e) € O then the challenger will set the trivial win
flag to be 1. In Fig. 9 we show how the set Q* is computed.

3 Six Variants of Security Notions

In this section we first define six variants of security notions for updatable encryp-
tion schemes. In the end of this section, we compare the relationship among all
these variants of each security notion.

For kk € {no, uni, bi} and cc € {uni, bi}, we define (kk, cc)- variants of security
notions, where kk refers to UE schemes with kk-directional key updates and cc
to cc-directional ciphertext updates.

Definition 3 (The (kk,cc)- variant of confidentiality notions). Let
UE = {UE.KG, UE.TG,UE.Enc, UE.Dec,UE.Upd} be an wupdatable encryp-
tion scheme. Then the (kk,cc)-notion advantage, for kk € {no,uni,bi}, cc €
{uni,;bi} and notion € {detIND-UE-CPA, randIND-UE-CPA, detIND-UE-CCA,
randIND-UE-CCA}, of an adversary A against UE is defined as

Advl(Jké’,cj—notion(l)\) _ PI’[EXpl(JkE c;l) -notion- 1 ] o Pr[EXpE,ké c;) -notion-0 1] ’

where the experiment :E)xpl(JkEk cj motion-b e the same as the experiment ExXp()g
(see Fig. 2 and Fig. 4) except for all leakage sets are both in the kk- dzrectzonal
key update setting and cc-directional ciphertext update setting.

notlon b

Remark 3. Recall that we compute all leakage sets with kk-directional key
updates and cc-directional ciphertext updates in Sect. 2.5 and Sect. 2.6.

Remark 4. The security notion RCCA, which we denote as randIND-UE-CCA, is
from [14]. In our definition of this notion is stronger - the adversary has fewer
trivial win restrictions - we discuss this difference in Remark 2.

Definition 4 (The (kk,cc)- variant of integrity notions). Let UE =
{UE.KG, UE.TG, UE.Enc, UE.Dec, UE.Upd} be an updatable encryption scheme.
Then the (kk,cc)-notion advantage, for kk € {no,uni,bi}, cc € {uni,bi} and
notion € {INT-CTXT,INT-PTXT}, of an adversary A against UE is defined as

Adv fjké( C;z notlon( ) PI‘[EXp(kk ,cc)-notion _ 1]’
where the experiment Exp&k;’cj_mtion is the same as the experiment EXpB"Etf°f4
(see Fig. 3 and Fig. 4) except for all leakage sets are both in the kk-directional
key update setting and cc-directional ciphertext update setting.
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3.1 Properties of Leakage Sets and Trivial Win Conditions

In this section, we prove some essential properties of key leakage, which will be
used to analyze the trivial win conditions. We will use these trivial win properties
to prove the relations among six variants of the same security notion in Sect. 3.2.

Properties of Key Updates. Here we look at some properties of sets IC, 7, IC*
and 7* in terms of uni- and bi-directional key updates.

Firewall and Insulated Region. We first describe the definition of firewall and
insulated region, which will be widely used in this paper. Firewall technique
(see [8,14,15]) is used for doing cryptographic seperation. We follow the firewall
definition in [8] and use firewall set FW (defined in [8]) to track each insulated
region and its firewalls.

Definition 5. An insulated region with firewalls fwl and fwr is a consecutive
sequence of epochs (fwl, ... fwr) for which:

— {fwl, ... fwr} N K = 0;
- fwl,fwr+1¢ T;
- {fwl+1,...,fwr} C 7.

Remark 5. Based on Definition 5, we notice that all firewalls or all insulated
regions (in other words, set FW) are uniquely determined by K and 7. In
particular, we denote the union of all insulated regions as set IR, i.e. IR =

Ut fwryerwifwl, ..., fwr}.

Then we look at the structure of the set ZR. Lemmal states that ZR is
the complementary set of K};. Furthermore, Lemma3 shows that the comple-
mentary set of ZR is the union of two types of epoch sets (see Definition 6 and
Definition 7).

Lemma 1. For any sets K,T C {0, ...,l}, we have K}, ={0,...,1} \ITR.

Proof. Note that Ag and A;y; do not exist, however, 0 and [ can possibly be
firewalls. For convenience, we just assume Ay and A;;; exist and the adversary
is not allowed to corrupt these two tokens. Thus the set of epochs in which
the adversary never corrupted the update token is: {0,...,0 + 1} \ 7 = {g :=
0, é17 ...7ét, ét+1 =14 1}, where t > 0.

In the bi-directional key update setting, if the adversary has corrupted a key
in an epoch e, where e € {§;,_1,...,& — 1}, then the adversary can infer all keys
from epoch &,_; to epoch &, —1, that is {&;_1, ...,&; — 1} C K};, because all tokens
from epoch €;_; + 1 to epoch &; — 1 are corrupted. Otherwise, when no key in
the sequence of epochs {&_1,...,& — 1} is corrupted, then {&;_1,...,&; — 1} is
an insulated region . Therefore, for any i, {€;_1,...,& — 1} is either an insulated
region or a subset of K.
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EpOCh ‘estart estart+1... €end—1 €end EPOCh ‘estart estart+1... €end
K X X X v Ko v v v
T v T v

Fig.10. Type 1 set of epochs (left), type 2 set of epochs (right). x indicates the
keys/tokens are not revealed to the adversary, v indicates the keys/tokens are revealed
to the adversary.

We define two types of epoch sets in Definition 6 and Definition 7, which will
later be used to analyze the structure of ZR. An overview of the corruption
model of these two epoch sets are shown in Fig. 10.

Definition 6. A set of typel epochs is a consecutive sequence of epochs (esiart,
..+ €end) for which:

- {estarta <.+ y€end — 1} NK= Q);'
— €end € IC;
- {estart + 17 v 7eend} g T.

Definition 7. A set of type2 epochs is a consecutive sequence of epochs (estart,
.« .y €end) for which:

- {estar‘ty o aeend} c K:zni;
~{estart +1,.. . €end} € Toni-

The following Lemma explains that if a key is revealed in the bi-directional
key update setting but not in the uni-directional key update setting then the
revealed key epoch can stretch to a type 1 epoch set. We use this property to
prove Lemma 3.

Lemma 2. Ife € K\ KC;, then there exists an epoch (say e,) after e such

uni’

thate, € K, {e, ...,e, =1} NK =0 and {e+1,....,e,} C7T.

Proof. As the assumption and Egs. (1, 2), we have e € K} is inferred from the
next epoch key key; via token Aeyi. That ise+1 € K ande+1 € 7. If
e+1¢K:;, thene+2 € K and e + 2 € 7. Iteratively, we know that there
exists an epoch after e, say e,, such that {e,...,e, — 1} NK*, =0, e, € K&
and e+1,....,e, € 7. Hence, {e,...,e, —1}NK C{e,...,e, —1}NK},, =0. In
particular, we know that e, € K since e, — 1 & K7 ..

Lemma 3. For any sets KC, T C {0, ...,1}, we have {0, ..., [}\ITR = (Ugype 1{€start,
ces€end }) U (Utype 2{€starts -, €end }), where the two types of epoch sets are defined
in Definition 6 and Definition 7.

Proof. Suppose e € {0,...,{} \ IR, by Lemma 1, we have e € IC};. If e € KC¥ ., we
can apply Lemma 2 and have a set of type 1 epochs, assume {e, ..., e, }. For all
e € IC5\ K., we can find a set of type 1 epochs. Hence, the rest epochs are in

the type 2 epoch sets.
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Remark 6. As a conclusion of Lemma 1 and Lemma 3, we have the sequence of
all epochs are a union of three types of epoch sets, that are insulated regions,
type 1 epochs and type 2 epochs. {0,...,1} = (U fwr)crwi{fwl, ..., fwr}) U
(Utype l{estarh (XX} eend}) U (Utype Z{estart» ceey eend})~

Trivial Win Equivalences in the Uni- and Bi-Directional Update Set-
ting. We now prove seven equivalences of the trivial win conditions. As a
result, we have that in any security game if the trivial win conditions in the
uni-directional update setting are triggered then the same trivial win conditions
in the bi-directional update setting would be triggered as well. We will use these
trivial win equivalences to prove the relation between uni- and bi-directional
variants of security notions in Theorem 2.

The following two lemmas show that UE schemes with uni-directional
updates has less leakage than UE schemes with bi-directional updates.

Lemma 4. For any sets K, T,C and any kk € {uni, bi}, we have C}y ,i € Ci pis
zk,uni c ﬁﬁk,bw Q:k,uni - th,bif ﬁﬁk,uni - ‘C;k,bif and Qﬁk,uni - th,bi'

Proof. For any fixed kk-directional key updates, uni-directional ciphertext
updates has less leakage than bi-directional ciphertext updates. More precisely,
for any KC, 7, C and a fixed kk, we compute Ky, Tk, Ci o and Cpy 1 using Eqs. (1,
2,3,4,5). Then we have Cikuni € G pi- Furthermore, we use algorithms discussed
in Sect. 2.6 to compute ciphertext/message leakage sets L£*,Q*, £*, Q*. Similarly

N* * * * *
we get ‘Ckk,uni c ‘Ckk,bi’ Qkk,uni c Qkk,bi? ‘Ckk,um c ‘Ckk bi» and Qkk uni € Qkk bi-

Lemma 5. For any sets K,T,C and any cc € {uni, bl} we have ICum C K5,

IZLT“ = bl’ C:nl cc C Cbl,cc7 ‘C:nl cc C EbI,CC’ Q:nl,cc = le,cc’ unl cc = ‘Cbl cc and
*

Qunl,cc = le,cc

Proof. The proof is similar to the proof of Lemmad4. For any fixed cc-
directional ciphertext updates, uni-directional key updates has less leakage than
bi-directional key updates. More precisely, for any IC,7,C and a fixed cc, we

compute K, K, Zonis iy Coni o and Cf; o using Egs. (1, 2, 3, 4, 5). Then we
have IC., € K¢, 1 € 107, and therefore Cinice € Cpi - Furthermore, we use

algorlthms discussed in Sect. 2.6 to compute c1phertext/message leakage sets
£* Q* L*, Q*. Similarly we get L*
and Qunl,cc = le,cc'

*
uni,cc = bl,cc’ Qunl ,cc = le ,cc? unl,cc = bl,cc

Equivalence for Trivial Win Condition “ K*NC* #£ 07 .

Lemma 6. For any sets K,T,C C {0,...,1}, we have K, N Chi i # 0 =
bl bi 7& (Z)

Proof. For any KC,7,C, we compute K
4,5).

unl’CLTnl uni’ gi and Cl;ki,bi U.Sil’lg Eqs' (17 2a
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Note that KJ; C Kf and Cly i € Cpipis 80 Ky N CL

uni,uni = uni,uni g ’Cbl n Cbl ,bi*
suffices to prove

’Czi N Cl;ki,bi 7& @ = ]sz N C:nl uni 7& @

Suppose Ki;NCy; i # (). We know that firewalls provide cryptographic separa-
tion, which make sure insulated regions are isolated from other insulated regions
and the complementary set of all insulated regions. If the adversary never asks
for any challenge-equal ciphertext in an epoch in the set {0,...,l} \ ZR, then
the adversary cannot infer any challenge-equal ciphertext in this set even in
the bi-directional update setting. That is, Cy; ,; N ({0, ..., 1} \ ZR) = (). However,

{0,.., 1} \ IR "2 1 x| then K7 N Ciipi = 0, which contradicts with the
assumption. Therefore, there exists an epoch e' € {0,...,1} \ IR such that the
adversary has asked for a challenge-equal ciphertext in this epoch, that is ¢’ € C.

By Lemma 3, we know that e’ is located in an epoch set which is either
type 1 or type 2. Suppose € € {estart; ---s €end }, We know that the epoch key ke_,
is known to the adversary even in the uni-directional key update setting, i.e.
€end € K- Furthermore, all tokens Aey1, ..., A, are known to the adversary
even in the uni-directional key update setting. Hence, the adversary can update
the challenge-equal ciphertext €. from epoch € to epoch eenq to know €,.
Which means eeng € K75\ NC we have K* .NC*. . ().

uni Unl’ uni un| uni

As a corollary of Lemma4 to 6, we have the following equivalence. We only
provide Corollary 1 with a fully detailed proof, since we will use similar proof
techniques for Corollary 2 to 5.

Corollary 1. For any sets K,7T,C C {0, ...,1l}, we have K* . NC .

uni Unl uni
Ko

uni un| bi #@ — IC mcgi,uni#w — K |mcb|,b|7é®

£ —

Proof. By Lemma4, we have Cum uni Cum pi- By Lemma5, we have Cum bi ©

Ciipi- Hence, KN Coy i © Kon N C c K D Cbl pi- By Lemma6, we have

uni uni,uni = uni unl bi
ICLIHI n Cunl uni 7é (Z) — IC m Cbl bi 7£ — ]CLIF‘II un| bi 7& Q)

Lemma 5 Lemma 4

Similarly, we have KC* .NC* . C b 1 Chiuni S K5 NGy and

uni un| uni

therefore K NCr. i 0 <= KN Coipi 7 (Z) — K5NChiumi # 0.

uni Unl uni

Remark 7. If the trivial win condition “K* N C* # ()7 is never triggered in the
uni- or bi-directional update setting, then by Corollary 1 we have IC; NChipi = = 0.

By Lemma 1, we have {0, ..., [}\ Ky, = ZR. Therefore, C; i € Cpi i © {O SR\
Ké =1IR. The relatlonshlp among the sets Cj; i Cpi. bI,IR ICum,ICbI is shown

in Fig. 11.

Fig.11. The relationship among the sets Cj unis Coibis ZR, Koniy Kby if the trivial win
condition “Kg N Ciy o« # 07 is never triggered for any kk, cc € {uni, bi}.
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Equivalence for Trivial Win Condition “ é€T* or O.Upd(c) is queried”. The
event “O.Upd(c) is queried” is independent of the key and ciphertext updates,
so this trivial win condition is either triggered or not triggered in all variants
of a security notion. The following Lemma shows that if the challenge token is
known to the adversary in the bi-directional key update setting, then it is also
known to the adversary in the uni-directional key update setting.

Lemma 7. For any K, T,C. Suppose K}y, N Cjy .. = 0, where kk,cc € {uni, bi},
then €Ty — &€T) — &€T ’
Proof. We know that the challenge epoch € € C, so € ¢ K}, for any kk-key
updates, where kk € {uni, bi}. Since the adversary does not know the key ks,
which is needed to infer the update token As, so token Az cannot be inferred
by the adversary. Therefore, € € 7,; if and only if € € 7. Hence e € T <= éc
Ty > scTy — STy,

From now on until the end of this section, we assume the adversary queries
a decryption oracle O.Dec(c) or a try oracle O.Try(c) in epoch e. We consider
trivial win conditions which are checked in these oracles.

Equivalence for Trivial Win Condition “ (c,e) € L*7 .

Lemma 8. For any sets K, 7,C C {0,...,e}. Suppose KN Coipi = (0, then
(c,e) € L = (c,e) € Ly

uni,uni

Proof. By Remark 7 we have C; i € Cp; i € ZR. By Remark 1 we have (€., e) €
L* <= e € C*. Therefore, if (c,e) € ﬁjni’uni we have e € Cj; i € Cp; i and
(c,e) € L i

If (c,e) € Zzhbh then e € Cy; ; € TR. Suppose {fwl, ..., e} is the last insulated
region. If the adversary never asks for any challenge-equal ciphertext in this
region, then {fwl, ..., e} NChipi = (0, which contradicts with e € Chipi N {fwl, ..., e}.
Hence, {fwl,....,e} NC # 0, and we can assume ¢ € {fwl, ...,e} N C. By the
definition of insulated region we have {fwl+1,...,e} C 7, and the adversary can
update the challenge-equal ciphertext €e from epoch e’ to epoch e to know ce,
ie.ecC; Therefore, (c,e) € L* as well.

uni,uni* uni,uni

As a corollary of Lemma 4, Lemma 5 and Lemma 8, we have the following
result. The proof is similar to the proof of Corollary 1.

Corollary 2. For any sets K,7,C C {0,...,e}. Suppose K N Cf i = 0, then
(c,e) € LF = (c,e) € Liyip = (c,0) €LY <= (c,e) € L

uni,uni uni,bi bi,uni

Equivalence for Trivial Win Condition “ (m’,e) € o7 .

Lemma 9. For any sets K,7,C C {0,...,e}. Suppose Ky N Cp; i = (0, then
(m'je) € Q) i = (m',e) € QF .
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Proof. The proof is similar to the proof of Lemma 8. We use the property that
(m'je) € QF < ec C*.

As a corollary of Lemma 4, Lemma 5 and Lemma 9, we have the following
result. The proof is similar to the proof of Corollary 1.

Corollary 3. For any sets K,7,C C {0,...,e}. Suppose K N C; i = 0, then
(m',e)€ Q) i & (m',e)€ Q] < (m',e)€Qf; < (m',e)€Qy .

Equivalence for Trivial Win Condition“ e € K*” .

Lemma 10. For any sets I, T,C C {0, ...,e}, we have e € K, <= e € K.

uni
Proof. The adversary never knows any information in the future, that is, the
adversary does not know a key in an epoch & > e. If the adversary knows the
current epoch key ke, then it is either a corrupted key or a key inferred from
prior epoch key, thus e € K, < e € K.

uni

Equivalence for Trivial Win Condition“ (c,e) € L*” .

Lemma 11. For any sets K,T,C C {0, ...,e}. Suppose e ¢ K}, then (c,e) €
* < (c,e) € L -

uni,uni

Proof. By assumption and Lemma 10 the current epoch e ¢ K, for any kk €
{uni, bi}. We know that, by Remark 6, e is located in an insulated region, assume
it is in {fwl, ..., e}. Thus tokens Agyi41, ..., Ae are known to the adversary in any
update setting, that is, {fwl+1,...,e} C 7 C 7*. C 7.r. If the adversary never
asks for any ciphertext in this region, then there is no ciphertext in epoch e
located in the set Ly, . for any (kk, cc). For all ciphertexts the adversary learns
in an epoch ¢ with ¢ € {fwl,...,e}, the adversary can update them to epoch e
using tokens. Hence, we have (c,e) € L} i <= (c,e) € Ly .

As a corollary of Lemma 4, Lemma 5 and Lemma 11, we have the following
result. The proof is similar to the proof of Corollary 1.

Corollary 4. For any sets KC,7T,C C {0, ...,e}. Suppose e & Kf;, then (c,e) €
miuni == (c,8) € Li i = (c,e) € L, < (c,e) € Ly,

Equivalence for Trivial Win Condition® (m’,e) € Q*” .

Lemma 12. For any sets K,7,C C {0, ...,e}. Suppose e & Kf, then (m’,e) €
Qiniuni = (m',e) € Q.

Proof. The proof is similar to the proof of Lemma 11. As e ¢ K}, for any
kk € {uni,bi}, we know that e is located in an insulated region. Assume it is
in {fwl,...,e}, then the adversary has corrupted the tokens Agyit1, ..., Ae. If the
adversary never asks for any ciphertext with the underlying message m’ in this
region, then (m’,e) ¢ Qpk o for any (kk, cc). Otherwise, suppose (-, ¢;, i; m') e L
with ¢ € {fwl, ..., e}, then the adversary can update c;, via tokens A;;q, ..., A,
to a ciphertext in epoch e with the underlying message m’ and we have (m’';e) €
Qik,cc for any (kk, cc).
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As a corollary of Lemma 4, Lemma 5 and Lemma 12, we have the following
result. The proof is similar to the proof of Corollary 1.

Corollary 5. For any sets I, T,C C {0,...,e}. Suppose e & Kf;, then (m',e) €
Qlniuni = (m'e) € QF <= (m',e) € Qp i — (m',e) € O .

3.2 Relations Among Security Notions

In Fig.12, Fig. 13 and Fig. 14, we show the relationship among six variants of
the same security notion for UE schemes.

Figure 12 demonstrates that the uni- and bi-directional update variants of the
same security notion are equivalent, which means that the security notions (con-
fidentiality and integrity) in the uni-directional update setting are not strictly
stronger than the corresponding security notions in the bi-directional update
setting. Hence, the security of a UE scheme is not influenced if the update set-
ting is uni- or bi-directional. In terms of confidentiality and integrity, when we
analyze the security of a UE scheme we can analyze the security based on the
UE scheme with bi-directional updates.

The six variants of confidentiality notions have the relationship shown in
Fig. 13, where we present that the (no, uni)- variant of any confidentiality notion
is strictly stronger than the other five variants of the corresponding confidential-
ity notion.

The six variants of integrity notions have the relationship shown in Fig. 14.
No-directional key update variants of the same integrity notion is strictly
stronger than the uni- or bi-directional key update variants. However, the
two variants of no-directional key update notions are equivalent, that is, for
the integrity notions uni- or bi-directional ciphertext update setting (with no-
directional key updates) does not matter much.

It is ideal to construct an efficient UE scheme with no-directional key updates
and uni-directional ciphertext updates. However, whether such a scheme exists
is an open problem.

Theorem 1 (Informal Theorem). The relations among the siz variants of the
same security notion are as in Fig. 12, Fig. 13 and Fig. 14. The precise results
are stated and proven in the full version [13] and due to space constraints we
only show Theorem 2.

(bi, bi)-notion Lhm. 2 (bi, uni)-notion Thm. 2 (uni, bi)—notion?hé?(uni, uni)-notion

Fig. 12. Relations among the uni- and bi-directional update variants of the same secu-
rity notion, where notion € {INT-CTXT, INT-PTXT, detIND-UE-CPA, randIND-UE-CPA,
detIND-UE-CCA, randIND-UE-CCA}.
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* *
—_— —_—

(no, uni)-notion \ (no, bi)-notion (kk, cc)-notion

*

Fig. 13. Relations among the six variants of the same confidentiality notion, where
kk,cc € {uni,bi} and notion € {detIND-UE-CPA, randIND-UE-CPA, detIND-UE-CCA,
randIND-UE-CCA}. Results that are given only in the full version [13] are marked with
*.

* *

(no, uni)-notion > (no, bi)-notion \ > (kk, cc)-notion

*

Fig. 14. Relations among the six variants of the same integrity notion, where kk, cc €
{uni, bi} and notion € {INT-CTXT, INT-PTXT}. Results that are given only in the full
version [13] are marked with .

Remark 8 (Informal intuition of these relations). Consider the following confi-
dentiality game, where we have an adversary against some variant of the con-
fidentiality game for a UE scheme. The adversary corrupts a key k; and a
token A, and asks for a challenge ciphertext in epoch 2. For both uni- and
bi-directional key update settings, the adversary can move the key k; to epoch
2 and decrypt the challenge ciphertext to trivially win the confidentiality game.
If the UE scheme has no-directional key updates and bi-directional ciphertext
updates, the adversary can move the challenge ciphertext back to epoch 1 and
decrypt it to trivially win the confidentiality game. However, if the UE scheme
has no-directional key updates and uni-directional ciphertext updates, the adver-
sary cannot trivially win the confidentiality game in this action.

Similarly, we consider the following integrity game, where we have an adver-
sary against some variant of the integrity game for a UE scheme. The adversary
corrupts a key ki and a token As, and queries a try oracle in epoch 2. For both
uni- and bi-directional key update settings, the adversary can move the key ki
to epoch 2 and provide forgeries in epoch 2 to trivially win the integrity game.
However, if the UE scheme has no-directional key updates the adversary does
not know ko, and cannot trivially win the integrity game.

The following Theorem shows that for any kk, cc, kk’, cc’ € {uni, bi}, (kk’, cc’)-
notion implies (kk,cc)-notion. Consequently, all four uni- and bi-directional
update variants of the same notion are equivalent.

Theorem 2. Let UE = {UE.KG, UE.TG, UE.Enc, UE.Dec, UE.Upd} be an updat-
able encryption scheme and notion € {INT-CTXT,INT-PTXT, detIND-UE-CPA,
randIND-UE-CPA, detIND-UE-CCA, randIND-UE-CCA}. For any kk, cc, kk', cc’ €
{uni, bi} and any (kk, cc)-notion adversary A against UE, there exists a (kk',cc’)-
notion adversary Bs against UE such that

Advﬁké:c;z—notion(l)\) _ Advbké’/,;c;)—notion(l)\)'
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Proof. We construct a reduction B running the (kk’,cc’)-notion experiment
which will simulate the responses of queries made by the (kk, cc)-notion adver-
sary A. The reduction will send all queries received from A to its (kk’, cc’)-notion
challenger, and forwarding the responses to 4. Eventually, the reduction receives
a guess from A and forwards it to its own challenger. In the end, the
(kk’, cc’)-notion challenger evaluates whether or not the reduction wins, if a triv-
ial win condition was triggered the reduction is considered as losing the game.
This final win evaluation will be passed to the adversary A.

By the analysis of trivial win equivalences in Sect.3.1 (Corollary 1 to 5,
Lemma 7 and Lemma 10), we have that if A does not trigger the trivial win
conditions in the (kk,cc)-notion game, then the reduction will not trigger the
trivial win conditions in the (kk’,cc’)-notion game either. Similarly, if A does
trigger the trivial win conditions in the (kk, cc)-notion game, then the reduction
will also trigger the trivial win conditions in the (kk’,cc’)-notion game. Hence,
the reduction perfectly simulates the (kk, cc)-notion game to adversary A. And

we have Adv&ké/’cgc;)_mtio"(l/\) = Adv&ké’cz'nOtion(lA).

Remark 9. For any
notion € {detIND-UE-CPA, randIND-UE-CPA, detIND-UE-CCA,
randIND-UE-CCA, INT-CTXT,INT-PTXT}, all four uni- and Dbi-directional
update variants of the same notion are equivalent. We will use the (bi, bi)-notion
variant to prove notion security for a specific UE schemes. For simplicity, we will
denote the notion (bi, bi)-notion as notion.

4 LWE-based PKE Scheme

In this section, we look at an LWE-based PKE scheme LWEPKE, which is detailed
in Fig. 15. We prove that LWEPKE is IND$-CPA-secure, if the underlying LWE
problem is hard. We will later use this PKE scheme to construct an updatable
encryption scheme in Sect. 5.

4.1 PKE Construction

In the setup phase, the scheme LWEPKE randomly chooses a matrix A & /i
The key generation algorithm samples a secret s from the uniform distribution
U(Zy) and computes p = A -s+ e, where the error e is chosen from the discrete
Gaussian distribution D7",. The matrix A and the vector p form the public key.
Encryption takes a bit string m € {0,1}'*? as input, and outputs a ciphertext
(AT-R,p"-R+¢€' + Zm mod q). Decryption is performed by computing d =
co — sT - C;. For each entry d; of d, the decryption algorithm outputs 0 if d; is
close to 0 mod ¢, and outputs 1 if d; is close to 4 mod gq.

Parameter Setting. The parameter setting of the scheme LWEPKE is as follows:

— n = )\ is the security parameter,
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LWEPKE.Setup(1?) : LWEPKE.Dec(s, c) :
$ mxn parse ¢ = (Cq,c2)
A<—Zq deco_s7-Ch
parse d = (du, ..., d¢)
for i € {1,2,...,t} do

LWEPKE.KG(1?) :

s —U(Zy) if d; € (%,2) then
e— Dy, ’ 8778

Ajs+e mod ¢ m; 1
P else if d; € (—2,%) then
return (s, p) m! — 0

else
LWEPKE,tEnc(p,m) : return |

Ps‘_Dgxt m’ «— (m],...,m})
e — Dy return m’
Ci—AT-R

c2—p"-R+e +Im mod g
return (Cq,c2)

Fig. 15. The algorithms of the LWE-based LWEPKE scheme. The randomness distribu-
tion D, is defined over Z"'. Dz o, Dz, 5 are discrete Gaussian distributions. The message
m lies in {0, 1}**".

— ¢=¢q(n) > 2 be a prime,

— m = poly(n) and t = poly(n) be two integers,

— D, be a distribution over Zj" with min-entropy & such that n < (k —
2log(1/€e) — O(1))/log(q) for negligible € > 0, the infinite norm of the vector
outputted by this distribution is at most B = poly(n) with overwhelming
probability,

— o, 3 > 0 be two numbers such that § <  and aB/ = negl(n).

— Dz and Dz g be two discrete Gaussian distributions.

Remark 10. We specify that all operations in this paper are done in field Zg,
and stop writing mod ¢ for the rest of this paper.

4.2 Correctness and Security

Correctness. We claim that LWEPKE.Dec decrypts correctly with overwhelming
probability. The decryption algorithm computes d = co —s7-C; =eT-R+e’ +
4m, and outputs m if eT - R 4 €’ has distance at most ¢ from 0 mod ¢. The

detailed analysis of the correctness is provided in the full version [13].

Security. We now show that LWEPKE is IND$-CPA-secure under the assumption
that the DLWE,, 4 o problem is hard.

Theorem 3. Let LWEPKE be the public key encryption described in Fig. 15,
using the parameter setting described in Sect.4.1. Then for any adversary
IND$-CPA A against LWEPKE, there exists an adversary B against DLWE,, 4 o
such that

AdvWERREN 4(17) < te + AdVEYYE(B) + negl(n).

n,q,&
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Proof sketch. We sketch the main idea of the proof and provide the full details
in the full version [13]. We claim that the real challenge ciphertext (Cy,cz) is
statistically close to the ciphertext generated as (Ci,sT - C; + €’). Then first
entry C; is statistically close to a random element because of the leftover hash
lemma, and therefore the whole ciphertext (Cq,sT - C; 4 €’) is computationally
indistinguishable from a random ciphertext based on the hardness of the learning
with error.

5 LWE-based Updatable Encryption Scheme

We construct an LWE-based updatable encryption scheme LWEUE and prove
that it is randIND-UE-CPA secure if the underlying LWE problem is hard.

5.1 UE Construction

We now introduce our updatable encryption scheme LWEUE, which is param-
eterized by an LWE-based PKE scheme LWEPKE (see Fig.15). LWEUE uses
algorithms from LWEPKE to do key generation, encryption and decryption. To
generate a new key from an old key in the next algorithm, our UE scheme uses
the homomorphic property of the LWE pairs. In particular, suppose the old key
is (Se, Pe), LWEUE.KG samples a new pair of LWE pairs (A3, AP ;) and sets
(se+ A%, 1, Pe+AP, ) as the new epoch key, where (A, |, pe+AP, ) is the update
token. To update ciphertexts, LWEUE uses the re-randomization idea that was
similar to the idea from RISE in the work by Lehmann and Tackmann [15]. As
the ciphertext can be re-randomized by the update token, the update algorithm
uses the update token to update ciphertext from an old one to a new one. More
precisely, the scheme LWEUE is described in Fig. 16.

Parameter Setting We use the parameter setting of the scheme LWEPKE,
described in Sect.4.1. Additionally, we require 8 < #, where [ = poly(n) is
an upper bound on the last epoch.

5.2 Construction Challenges in LWE-based UE Schemes

In this section, we discuss leakage from tokens due to bad UE construction and
show how to solve this leakage problems.

Secret Key Distribution. We first state that a binary secret does not work in the
UE scheme, as an update token might reveal the secret information. Suppose
an entry of the update token AF, (= Set1 — Se) is -1 (1, resp.), then we can
conclude the corresponding entry of the previous secret s is 1 (0, resp.) and the
corresponding entry of the new secret sei1 is 0 (1, resp.).

We choose that secret keys and update tokens are sampled from the uniform
distribution over Zg, which ensures that any corrupted token will not reveal any

information about the relevant secret keys.
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Setup(1?) : LWEUE.Enc(ke, m) :
A — LWEPKE.Setup(1*) parse ke = (s, Pe)
ce — LWEPKE.Enc(pe, m)
LWEUE.KG(1*) : return c.
“ife=0then
(S0, Po) «— LWEPKE.KG(1*) LWEUE.Dec(k, ce) :
else parse Ke = (Se, Pe)
parse Ke 1 = (Se_1,Pe_1) m’ «— LWEPKE.Dec(s., c.)

(A2, AP) «— LWEPKE.KG(1) return m’

Se <= Se—1 + A:

Pe < Pe—1 + AY LWEUE'Upd(Ae+17Ce) :

ke ~ (Sev pe) parse Ae"’l = (A:+l»pe+1)
parse ce = (Cl,c?)

return ke
(C',¢2) & LWEPKE.Enc(pes1,0)
LWEUE.TG(ke, kes1) : CL, < C!+C!
parse ke = (Se, Pe) cip1 €2+ (A,)T-Cl + ¢
parse Ket1 = (Se+1, Pet1) Cet1 — (Ciy1,¢241)
ASL]  Set1 — Se return cei

Ay — (A2+1ape+1)
return Acyq

Fig. 16. The algorithms of LWE-based updatable encryption scheme LWEUE, which is
parameterized by an LWE-based PKE scheme LWEPKE.

Epoch Key Generation. Intuitively, it is natural to consider generating the epoch
keys by sampling a secret s; «— U(ZZ) and setting the public key to be p; =
A -s;+e;, where e; < D7',. Then the update token is set as A; = (i —Si—1,Pi)-

In a confidentiality game for such UE schemes, suppose the adversary knows
two consecutive tokens A; 1 and A;. Using these tokens the adversary can com-
pute p; — pi-1 — A - A% = e; — e;_1, and knows e; — e;_;. Which means if
the adversary knows a set of consecutive tokens A;, Ajy1, ..., Aiy; then it will
also know {e;11 —e;,e;12 — €, ..., €itj — e;}, the values in this set are sampled
from a discrete Gaussian distribution centered at e;. Through evaluating these
errors the adversary can possibly find the error value e; and therefore knows
the secret value s;. Furthermore, the adversary is allowed to ask for a challenge-
equal ciphertext in epoch ¢, which will not trigger the trivial win condition, and
can therefore break this confidentiality game. The above attack shows that this
epoch key generation approach is not safe, it might leak the secret epoch key
information.

We choose to generate a fresh pair (Ag,;,AP,;) to compute the new
epoch key and the update token, which makes sure the update token Ac1q =
(Ag, 1, Pes1) is independent from the previous epoch key. Additionally, this pair
is computationally indistinguishable from a uniformly random pair as long as
the underlying LWE problem is hard.
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5.3 Correctness

Errors in updated ciphertexts increase when they are updated. Since the total
number of epochs is bounded with a comparatively small integer [, the UE
scheme supports a limited number of ciphertext updates. As a result, errors in
updated ciphertexts will not grow too big and the decryption will be correct with
overwhelming probability for some parameter setting. The correctness analysis
is discussed in the full version [13].

5.4 Challenges of the Security Proof in LWE-based UE Schemes

In this section we highlight the difficulties when proving that LWEUE is a secure
UE scheme, specifically, our UE scheme has a randomized update algorithm.
Lehmann and Tackmann [15] and Kloof et al. [14] both described a method,
similar to each other, to prove that updatable encryption schemes with random-
ized update algorithms are secure. Their technique can be seen when they prove
that RISE and NYUE (NYUAE) are secure, resp. However, this method can not
be directly used to prove that LWEUE is secure. The method introduced requires
that UE schemes have perfect re-encryption, which means the distribution of
updated ciphertexts has the same distribution as fresh encryptions. In their
proof, they replace updated ciphertexts by fresh encryptions of the underlying
messages. However, in the LWEUE scheme, we cannot simply replace updated
ciphertexts by a fresh encryption because the randomness terms and the error
terms grow while updating and an updated ciphertext does not have the same
distribution as a fresh encryption.

5.5 Security

If LWEPKE is IND$-CPA-secure then the output of the encryption algorithm is
computationally indistinguishable from a pair of uniformly random elements.
Hence, the fresh encryption in the LWEUE scheme is computationally indistin-
guishable from a pair of uniformly random elements as well. Furthermore, the
update algorithm LWEUE.Upd runs the encryption algorithm of LWEPKE to re-
randomize the old ciphertext to a new ciphertext, therefore, the updated cipher-
text is also computationally indistinguishable from a pair of uniformly random
elements. So, a fresh encryption is computationally indistinguishable from an
updated ciphertext and LWEUE is randIND-UE-CPA secure (see Definition 1).
This provides the underlying intuition for the security proof.
The full proof of Theorem 4 is given in the full version [13].

Theorem 4 (LWEUE is randIND-UE-CPA). Let LWEUE be the updatable
encryption scheme described in Fig. 16, using parameter setting described in
Sect. 5.1. For any randIND-UE-CPA adversary A against LWEUE, there exists
an adversary By against DLWE,, 4 o such that

AdviRE U A (Y < 21+ 1)3 - (te + 3AAVELYE(By) + negl(n)).

n,q,x



The Direction of Updatable Encryption Does Not Matter Much 557

Remark 11. Kloo et al. [14] introduced a generic construction of transform-
ing CPA-secure UE schemes to UE schemes with PTXT and RCCA security.
The main idea is to use the extended Naor-Yung (NY) CCA-transform [17]
(for public-key schemes). The NY approach is to encrypt a message under two
(public) keys of a CPA-secure encryption scheme. The extended NY approach
additionally includes a proof that shows the owner knows a valid signature that
contains the NY ciphertext pair and the underlying message. A potential future
work would be to incorporate LWEUE to their construction to create a UE scheme
that achieves PTXT and RCCA security.
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and Kristian Gjgsteen for fruitful discussions, and the anonymous reviewers for a num-
ber of valuable suggestions.

References

1. Alkim, E., et al: FrodoKEM: learning with errors key encapsulation.
https://frodokem.org/files/FrodoKEM-specification-20190330.pdf. Submission to
the NIST Post-Quantum Standardization project, round 2

2. Alkim, E., Ducas, L., Péppelmann, T., Schwabe, P.: Post-quantum Key exchange -
a new hope. In: USENIX Security Symposium, pp. 327-343. USENIX Association
(2016)

3. Avanzi, R., et al.: CRYSTALS-Kyber (version 2.0). https://pqg-crystals.org/kyber/
data/kyber-specification-round2.pdf. Submission to the NIST Post-Quantum
Standardization project, round 2

4. Bernstein, D.J., Chuengsatiansup, C., Lange, T., van Vredendaal, C.: NTRU prime:
reducing attack surface at low cost. In: Adams, C., Camenisch, J. (eds.) SAC 2017.
LNCS, vol. 10719, pp. 235-260. Springer, Cham (2018). https://doi.org/10.1007/
978-3-319-72565-9_12

5. Boneh, D., Eskandarian, S., Kim, S., Shih, M.: Improving speed and security in
updatable encryption schemes. IACR Cryptol. ePrint Arch. 2020, 222 (2020).
https://eprint.iacr.org/2020,/222

6. Boneh, D., Lewi, K., Montgomery, H., Raghunathan, A.: Key homomorphic PRFs
and their applications. In: Canetti, R., Garay, J.A. (eds.) CRYPTO 2013. LNCS,
vol. 8042, pp. 410-428. Springer, Heidelberg (2013). https://doi.org/10.1007/978-
3-642-40041-4_23

7. Boneh, D., Lewi, K., Montgomery, H-W., Raghunathan, A.: Key homomorphic
PRFs and their applications. IACR Cryptol. ePrint Arch. 2015, 220 (2015). http://
eprint.iacr.org/2015/220

8. Boyd, C., Davies, G.T., Gjgsteen, K., Jiang, Y.: Fast and secure updatable encryp-
tion. In: Micciancio, D., Ristenpart, T. (eds.) CRYPTO 2020. LNCS, vol. 12170, pp.
464-493. Springer, Cham (2020). https://doi.org/10.1007/978-3-030-56784-2_16

9. Chen, C., et al.: NTRU. https://ntru.org/f/ntru-20190330.pdf. Submission to the
NIST Post-Quantum Standardization project, round 2

10. D’Anvers, J.-P., Karmakar, A., Sinha Roy, S., Vercauteren, F.: Saber: module-LWR,
based key exchange, CPA-secure encryption and CCA-secure KEM. In: Joux, A.,
Nitaj, A., Rachidi, T. (eds.) AFRICACRYPT 2018. LNCS, vol. 10831, pp. 282-305.
Springer, Cham (2018). https://doi.org/10.1007/978-3-319-89339-6_16


https://frodokem.org/files/FrodoKEM-specification-20190330.pdf
https://pq-crystals.org/kyber/data/kyber-specification-round2.pdf
https://pq-crystals.org/kyber/data/kyber-specification-round2.pdf
https://doi.org/10.1007/978-3-319-72565-9_12
https://doi.org/10.1007/978-3-319-72565-9_12
https://eprint.iacr.org/2020/222
https://doi.org/10.1007/978-3-642-40041-4_23
https://doi.org/10.1007/978-3-642-40041-4_23
http://eprint.iacr.org/2015/220
http://eprint.iacr.org/2015/220
https://doi.org/10.1007/978-3-030-56784-2_16
https://ntru.org/f/ntru-20190330.pdf
https://doi.org/10.1007/978-3-319-89339-6_16

558

11.

12.

13.

14.

15.

16.

17.

18.

Y. Jiang

Everspaugh, A., Paterson, K., Ristenpart, T., Scott, S.: Key rotation for authenti-
cated encryption. In: Katz, J., Shacham, H. (eds.) CRYPTO 2017. LNCS, vol.
10403, pp. 98-129. Springer, Cham (2017). https://doi.org/10.1007/978-3-319-
63697-9_4

Hamburg, M.: Three Bears. https://sourceforge.net/projects/threebears/. Submis-
sion to the NIST Post-Quantum Standardization project, round 2

Jiang, Y.: The direction of updatable encryption does not matter much. Cryptology
ePrint Archive, Report 2020/622 (2020). https://eprint.iacr.org/2020/622

KlooB, M., Lehmann, A., Rupp, A.: (R)CCA secure updatable encryption with
integrity protection. In: Ishai, Y., Rijmen, V. (eds.) EUROCRYPT 2019. LNCS,
vol. 11476, pp. 68-99. Springer, Cham (2019). https://doi.org/10.1007/978-3-030-
17653-2_3

Lehmann, A., Tackmann, B.: Updatable encryption with post-compromise security.
In: Nielsen, J.B., Rijmen, V. (eds.) EUROCRYPT 2018. LNCS, vol. 10822, pp.
685-716. Springer, Cham (2018). https://doi.org/10.1007/978-3-319-78372-7_22
Lu, X., et al.: LAC Lattice-based Cryptosystems. Submission to the NIST Post-
Quantum Standardization project, round 2 (2018)

Naor, M., Yung, M.: Public-key cryptosystems provably secure against chosen
ciphertext attacks. In: Ortiz, H. (ed.) Proceedings of the 22nd Annual ACM Sym-
posium on Theory of Computing, 13-17 May 1990, Baltimore, Maryland, USA,
pp. 427-437. ACM (1990). https://doi.org/10.1145/100216.100273

Oscar, G.M., et al.: Round5. https://round5.org. Submission to the NIST Post-
Quantum Standardization project, round 2


https://doi.org/10.1007/978-3-319-63697-9_4
https://doi.org/10.1007/978-3-319-63697-9_4
https://sourceforge.net/projects/threebears/
https://eprint.iacr.org/2020/622
https://doi.org/10.1007/978-3-030-17653-2_3
https://doi.org/10.1007/978-3-030-17653-2_3
https://doi.org/10.1007/978-3-319-78372-7_22
https://doi.org/10.1145/100216.100273
https://round5.org

	The Direction of Updatable Encryption Does Not Matter Much
	1 Introduction
	1.1 Related Work
	1.2 Our Contributions
	1.3 Open Problems

	2 Preliminaries
	2.1 Notations
	2.2 Updatable Encryption
	2.3 Existing Security Notions for Updatable Encryption
	2.4 Notations of the Leakage Sets
	2.5 Epoch Leakage Sets of Keys, Tokens and Ciphertexts
	2.6 Trivial Win Conditions

	3 Six Variants of Security Notions
	3.1 Properties of Leakage Sets and Trivial Win Conditions
	3.2 Relations Among Security Notions

	4 LWE-based PKE Scheme
	4.1 PKE Construction
	4.2 Correctness and Security

	5 LWE-based Updatable Encryption Scheme
	5.1 UE Construction
	5.2 Construction Challenges in LWE-based UE Schemes
	5.3 Correctness
	5.4 Challenges of the Security Proof in LWE-based UE Schemes
	5.5 Security

	References




