q

Check for
updates

Expected-Time Cryptography:
Generic Techniques and Applications
to Concrete Soundness

Joseph Jaeger®) and Stefano Tessaro

Paul G. Allen School of Computer Science & Engineering,
University of Washington, Seattle, USA
{jsjaeger,tessaro}@cs.washington.edu

Abstract. This paper studies concrete security with respect to expected-
time adversaries. Our first contribution is a set of generic tools to obtain
tight bounds on the advantage of an adversary with expected-time guar-
antees. We apply these tools to derive bounds in the random-oracle and
generic-group models, which we show to be tight.

As our second contribution, we use these results to derive concrete
bounds on the soundness of public-coin proofs and arguments of knowl-
edge. Under the lens of concrete security, we revisit a paradigm by Boo-
tle et al. (EUROCRYPT ’16) that proposes a general Forking Lemma
for multi-round protocols which implements a rewinding strategy with
expected-time guarantees. We give a tighter analysis, as well as a modular
statement. We adopt this to obtain the first quantitative bounds on the
soundness of Bulletproofs (Biinz et al., S&P 2018), which we instantiate
with our expected-time generic-group analysis to surface inherent depen-
dence between the concrete security and the statement to be proved.
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1 Introduction

Cryptography usually adopts a worst-case angle on complexity. For example,
in the context of concrete security, a typical theorem shows that an adversary
running for at most ¢ steps succeeds with advantage at most €. In this paper, we
instead study the concrete security of cryptographic schemes and assumptions
as a function of the expected running time of the adversary.

Expected-time complexity is a natural measure in its own right — e.g., it
is very common in cryptanalysis, as it is often much easier to analyze. But
it is also a useful technical tool — indeed, simulators and extractors are often
expected time, sometimes inherently so [1]. To use these technical tools, we need
assumptions to hold with respect to expected time.

The problem has been studied closely by Katz and Lindell [14], who also
suggest expected-time adversaries as a natural model, which however also comes
with several technical challenges. Either way, the resulting common wisdom is
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that assumptions which are true with respect to (non-uniform) worst-case poly-
nomial time are true for expected polynomial-time, and often more fine-grained
statements are possible via Markov’s inequality (see below). However, for con-
crete security, such generic argument fail to give tight bounds.

SUMMARY OF CONTRIBUTIONS. This paper makes progress on two fronts.

First, as our main technical contribution, we introduce general tools to give
tight concrete security bounds in information-theoretic settings (e.g., in the
random-oracle or generic-group models) for expected-time adversaries. Our tools
can easily translate many existing proofs from the worst-case to the expected-
time regime. We derive for example tight bounds for finding collisions in a ran-
dom oracle, for the PRF security of random oracles, and for computing discrete
logarithms in the generic-group model. We also obtain bounds for the security
of key-alternating ciphers against expected-time adversaries.

Second, we study a “Forking Lemma” to prove soundness of multi-round
public-coin proofs and arguments (of knowledge) satisfying a generalized notion
of special soundness, enabling witness extraction from a suitable tree of accepting
interactions. In particular, we follow a blueprint by Bootle et al. [6], which has
also been adopted by follow-up works [7,8,24]. In contrast to prior works, we
provide a concrete analysis of the resulting expected-time witness extraction
strategy, and also give a modular treatment of the techniques which may be of
independent interest.

We showcase these tools by deriving concrete bounds for the soundness of
Bulletproofs [7] in terms of the expected-time hardness of solving the discrete
logarithm problem. Instantiating the bound with our generic-group model analy-
sis will in particular illustrate the dependence of soundness on group parameters
and on the complexity of the statement to be proved. We are unaware of any
such result having been proved, despite the practical appeal of these protocols.

The remainder of this introduction provides a detailed overview of our results.

1.1 Information-Theoretic Bounds for Expected-Time Adversaries

Our first contribution is a framework to prove tight bounds with respect to
expected-time adversaries. We focus on information-theoretic analyses, such as
those in the random oracle [3] and the generic group [18,22] models.

Our focus on tight bounds is what makes the problem hard. Indeed, one
can usually obtain a non-tight bound using Markov’s inequality. For example,
the probability (7', N) of a T-time adversary finding a collision in a random
oracle with N outputs satisfies e(T, N) < T?/2N, and this bound is tight. If we
instead aim to upper bound the probability e(u7, N) of finding a collision for
an adversary that runs in expected time ur = E[T], Markov’s inequality yields,
for every T* > pur,

e(ur, N) < Pr[T > T*] + <24/ = (1)
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*\2
where the right-most inequality is the result of setting T such that £& = (:gj\,) .
Here, we prove the better upper bound
12
e(ur, N) <\ 5ar (2)

2N’

as a corollary of the techniques we introduce below. This bound is tight: To see
this, take an adversary which initially flips a biased coin, which is heads with
probability pr/v/N. If the coin is tails, it aborts, failing to find a collision. If
the coin is heads, it makes v/N queries to find a collision with high probability.
Then, this adversary succeeds with probability 2(ur/vVN) = 2(y/p%/N), and
its expected run time is prp.

Both (1) and (2) show that pr > £2(v/N) must hold to find a collision with
probability one. However, exact probability bounds are important in the regime
pr = o(v/N). For example, say we are asked to find a collision in at least one out
of u independent random oracles, and the expected number of queries to each is
wr. Then, a hybrid argument bounds the probability by u-e(ur, N), making the
difference between a square-root and a cube-root bound on &(ur, N) important.

A GENERIC APPROACH FOR BAD-FLAG ANALYSES. We aim for a general app-
roach to transform information-theoretic bounds for worst-case query complexity
into bounds with respect to expected query complexity. If an existing analysis
(with respect to worst-case complexity) follows a certain pattern, then we easily
obtain an expected query complexity bound.

More concretely, many security proofs follow the “equivalent-until-bad” for-
mat (as formalized by Bellare and Rogaway [4], but equivalent formulations can
be derived from the works of Maurer [17] and Shoup [23]). The goal here is to
upper bound the advantage of an adversary A distinguishing two games Gg and
Gy, which behave identically until some bad flag bad is set. Then, the distinguish-
ing advantage is upper bounded by the probability of setting bad to true — an
event we denote as BAD™. Typically, Gg is the “real world” and G; is the “ideal
world”. Now, let ()1 be the number of queries by an adversary A in Gy, which is
a random variable. Then, we say that this game pair satisfies §-boundedness if

Pr [BAD? | @1 = ] < 4(0)

for all ¢ > 1 and adversaries A. This condition is not without loss of generality,
but it can be ensured in all examples we verified.

Our first main theorem (Theorem 1) shows that if 6(¢) = A - ¢?/N, then
the probability of setting BAD* (in either of the two games), and hence the
advantage of distinguishing Go and Gy, is upper bounded as

AEIO.1dN M4

Pr [BADA} <5 <[Q°]) ,
N

where (quite) crucially Qg is the number of queries of A in Gg. This asymmetry

matters in applications - we typically measure complexity in the real world, but



Expected-Time Cryptography 417

d-boundedness only holds in the ideal world.

PRroOOF IDEA. The key step behind the proof of Theorem 1 is the introduction of
an early-terminating adversary BB, which behaves as A in attempting to set bad,

but aborts early after U = {\d/ Nu/AJ = O({/N/A) queries, where u = 27%.
One can then show that (we can think of the following probabilities in Gg)

Pr {BADA} < Pr [BADB} +PrQo > Ul |
because Pr [BADA AQo < U} < Pr [BADB]. Markov’s inequality then yields

E [Qo]

PF[QO > U] < U

— o {/aei@il’/v) .

which is of the right order.

Therefore, the core of the proof is to show Pr [BADB} =0 (\d/ AE [Qo]d /N> .

This will require using §-boundedness first, but a careful reader may observe that
this will only upper bound the probability with respect to E [@1], and not E [Qo].
The bulk of the proof is then to switch between the two.

ExaMPLES. We apply the above framework to a few examples, to show its appli-
cability. We show bounds on the hardness of discrete logarithms in the generic-
group model [18,22], and on the collision-resistance and PRF security of random
oracles. In particular, our framework also works for notions which are not indis-
tinguishability based, such as collision-resistance of a random oracle, by intro-
ducing a suitable world G; where it is hard to win the game.

THE H-COEFFICIENT METHOD. Equivalent-until-bad analyses are not always the
simplest way to prove security (despite the fact that in principle every analysis
can be cast in this format, as shown in [19]). We also give a variant of the above
approach tailored at proving security in a simpler version of the H-coefficient
method [9,20] which considers what is referred to as pointwise-proximity in [12].
This amounts to using the standard H-coefficient method without bad tran-
scripts. (To the best of our knowledge, this simpler version of the method is
due to Bernstein [5].) This allows us to obtain expect-time versions of security
bounds for the PRF/PRP switching lemma and for key-alternating ciphers, the
latter building on top of work by Hoang and Tessaro [12].We defer details on
this to the full version of this paper [13].

1.2 Forking Lemmas and Concrete Soundness

One motivation for studying expected-time adversaries is as a tool to prove
bounds for worst-case complexity, rather than as a goal on itself. We expose here
one such application in the context of proving soundness bounds for public-coin
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proofs/arguments (of knowledge). In particular, soundness/proof-of-knowledge
proofs for several protocols (like [6-8,24]) rely on generalizations of the Fork-
ing Lemma (originally proposed by Pointcheval and Stern [21] for three-round
protocols) which adopt expected-time witness extraction strategies. These have
only been analyzed in an asymptotic sense, and our goal is to give a concrete-
security treatment. We propose here a modular treatment of these techniques,
and instantiate our framework to provide concrete bounds on the soundness of
Bulletproofs [7], a succinct proof system which has enjoyed wide popularity.

FORKING LEMMAS. Pointcheval and Stern’s original “Forking Lemma” [21] deals
with X-protocols that satisfy special soundness - these are three-round protocols,
where a transcript takes the form (a, ¢, d), with ¢ being the verifier’s single ran-
dom challenge. Here, given common input x, the prover P proves knowledge to
V of a witness w for a relation R. The proof of knowledge property is proved by
giving an extractor B which produces a witness for x given (black-box) access to
a prover P* — if P* succeeds with probability €, then B succeeds with probability
(roughly) 2. Concretely, B simulates an execution of P* with a random chal-
lenge ¢, which results in a transcript (a, ¢, d), and then rewinds P* to just before
obtaining ¢, and feeds a different challenge ¢’ to obtain a transcript (a,c’,d’). If
both transcripts are accepting, and ¢ # ¢/, a witness can be extracted via special
soundness. Bellare and Neven [2] give alternative Forking Lemmas where B’s
success probability approaches ¢, at the cost of a larger running time.

EXPECTED-TIME EXTRACTION. It is natural to expect that the success probabil-
ity of B above degrades exponentially in the number of required accepting tran-
scripts. Crucially, however, one can make the Forking Lemma tight with respect
to probability if we relax B to have bounded ezpected running time. Now, 3 runs
P* once with a random challenge ¢ and, if it generates a valid transcript (a, ¢, d),
we rewind P* to before receiving the challenge ¢, and keep re-running it from there
with fresh challenges until we obtain a second valid transcript (a, ¢/, d") for ¢ # ¢.
The expected running time is only twice that of P*.

A GENERAL FORKING LEMMA. An extension of this idea underlies the anal-
ysis of recent succinct public-coin multi-round interactive arguments of knowl-
edge [6-8,24], following a workflow introduced first by Bootle et al. (BCCGP) [6]
which extracts a witness from a tree of multi-round executions obtained by clever
rewinding of P*. In particular, since the number of generated accepted inter-
actions is large (i.e., exponential in the number of rounds), the usage of an
expected-time strategy is essential to extract with good enough probability.
These works in fact prove the stronger property of witness-extended emula-
tion [11,16]. This means that with black-box access to a prover P*, an expected-
time emulator E (1) generates a transcript with the same distribution as in an
interaction between P* and the verifier V, and (2) if this transcript is accepting,
then a valid witness is produced along with it. In the case of arguments, it is
possible that (2) fails, but this would imply breaking an underlying assumption.
The BCCGP framework was refined in follow-up works [7,8,24], but these
remain largely asymptotic. We give here a clean and modular treatment of the
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BCCGP blueprint, which makes it amenable to a concrete security treatment.
This will in particular require using our tools from the first part of the paper to
analyze the probability that we generate a well-formed tree of transcripts from
which a witness can be generated. We believe this to be of independent interest.
In the full version of this paper [13], we compare this expected-time forking
lemma to one with strict running-time guarantees and confirm that the expected-
time approach achieves a clear benefit in terms of tightness of the reduction.

APPLICATION TO BULLETPROOFS. Finally, we apply the above framework to
obtain a bound on the concrete soundness for public-coin interactive argument
systems, and focus on Bulletproofs [7]!. We obtain a bound in terms of the
expected-time hardness of the discrete logarithm problem, and we combine this
with our generic-group analysis to get a bound on the soundness in the generic-
group model?. Of independent interest, the result relies on a tight reduction of
finding non-trivial discrete log relations to the plain discrete log problem — which
we give in Lemma 3.

Our bound is in particular on the probability Advf:°§'f£(P*) of a cheating
prover P* convincing a verifier V (from proof system PS) on input x generated
by a (randomized) instance generator G, and we show that

. - - LM31 M
AVELTE(P*) < AdVES o (B) + O (qp ozl )> ,

VIGI

where gp~ measures the number of group operations by P*, M is the number of
multiplication gates for a circuit representing the relation R, L is a parameter
of that circuit (which we assume is small for this discussion, but may be as
large as 2M), Advpg (B) is the probability of B extracting a witness w for an x
sampled by G, where B is an extractor whose (expected) running time amounts
to roughly M3 that of P*.

This bound is interesting because it highlights the dependence of the sound-
ness probability on the group size |G| and on M. It in fact shows that for typical
instantiations, where |G| ~ 22°¢ the guaranteed security level is fairly low for
modest-sized circuits (say with M = 220). It is a good question whether this
bound can be made tighter, in particular with respect to its dependence on M.

We also note that for specific instance generators GG our tools may be helpful

wit

to estimate Advps ¢ (B).

! Our focus is somewhat arbitrary, and motivated by the popularity of this proof
system.

2 This bound is helped by the fact that our casting of the generic-group model allows
multi-exponentiations (go, ..., gn,a0,...,an — [/, 9;*) as a unit operation. This
does not change the derived bound in the generic-group model, while decreasing the
number of generic-group queries made by the Bulletproofs verifier.



420 J. Jaeger and S. Tessaro

2 Preliminaries

Let N={0,1,2,...} and Ny = N\ {0}. For N € N, let [N] = {1,2,...,N}. For
j > k we adopt the conventions that Hf:j n; =1 and (mj,mjq1,...,mg) = ().
Equivalence mod p is denoted =,.

We let Perm(S) denote the set of all permutations on set S and Fes(S,.S”)
denote the set of all functions from S to S’. Sampling x uniformly from the
set S is denoted x «—s S. The notation S = S’ LU S” means that S = S'U S”
and $'NS"” =0, i.e., S’ and S” partition S. We let {0,1}* denote the set of
finite-length bitstrings and {0,1}°° denote the set of infinite-length bitstrings.

We let y < AO(21,22,...;¢) denote the execution of A on input x1,zs,. ..
and coins ¢ € {0,1}>° with access to oracle(s) O, producing output y. When
c is chosen uniformly we write y «s A°(x1,22,...). For a stateful algorithm A
with state s we use y «— Ao(wl,xg, .-+ 1 s;¢) as shorthand for the expression
(y,s) « A°(x1,29,...,5;c). When some of an algorithm’s output is not going
to be used we will write - in place of giving it a variable name.

We use pseudocode games, inspired by the code-based game framework of
Bellare and Rogaway [4]. See Fig. 1 for some example games. If H is a game,
then Pr[H] denotes the probability that it outputs true. We use A, V, <, and —
for the logical operators “and”, “or”, “iff”, and “not”.

RUNNING-TIME CONVENTIONS. The most commonly used notion for the running
time of an algorithm is worst-case. For this, one first fixes a computational model
with an associated notion of computational steps. Then an algorithm A has
worst-case running time ¢ if for all choice of x1,x2,... and c it performs at
most ¢ computation steps in the execution A©° (a:l, To,...; c)7 no matter how O
responds to any oracle queries A makes.

In this paper we are interested in proving bounds that instead depend on
the expected number of computation steps that A4 performs. There may be ran-
domness in how the inputs z1,x2,... to A and the responses to O queries are
chosen (in addition to the random selection of c).

There is more variation in how expected running time may be defined. We
will provide our bounds in terms of the expected running time of adversaries
interacting with the “real” world that they expect to interact with. Such a notion
of expected runtime is brittle because the expected runtime of the adversary
may vary greatly when executing in some other world; however, this notion
is the strongest for the purposes of our results because it will guarantee the
same bounds for notions of expected running time which restrict the allowed
adversaries more. See [10,15] for interesting discussion of various ways to define
expected polynomial time.

For many of the results of this paper, rather than directly measuring the
runtime of the adversary we will look at the (worst-case or expected) number
of oracle queries that it makes. The number of oracle queries can, of course, be
upper bounded by the number of computational steps.
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Game H{(A) Game HET(A) Adversary C(g, h)
g —sG* m)<_$(g" Fori=0,...,n
h«—sG (ao, ..., an) <s A(g) Ti S Lp; Yi <3 Lp
a s A(g, h) If Vi, a; =p 0 then gi < g - hYi
Return (g% = h) Return false (ao, ..., an) <5 A((go, - - -, gn))
Return (]I, g¢* = 1g) |If 2J; aiyi =p 0 then return 0
Else return — . a;zi/ Y, aiyi

Fig. 1. Left: Game defining discrete log security of group G. Middle: Game defining
discrete log relation security of group G. Right: Reduction adversary for Lemma 3.

USEFUL LEMMAS. We will make use of Markov’s inequality and the Schwartz-
Zippel Lemma, which we reproduce here.

Lemma 1 (Markov’s Inequality). Let X be a non-negative random variable
and ¢ > 0 be a non-negative constant, then

PriX > ¢] < Pr[X > ¢] < E[X]/c.

Lemma 2 (Schwartz-Zippel Lemma). Let F be a finite field and let p €
Flx1,za,...2,] be a non-zero polynomial with degree d > 0. Then

Prlp(r1,...,m) = 0] < d/|F|
where the probability is over the choice of r1,...,r, according to r; «sTF.

D1SCRETE LOGARITHM ASSUMPTIONS. Let G be a cyclic group of prime order p
with identity 1g and G* = G\{1g} be its set of generators. Let (go, ..., gn) € G™
and (ag,...,an) € Z,. If H?:o g7 = 1g and a least one of the a; are non-zero,
this is said to be a non-trivial discrete log relation. It is believed to be hard to
find non-trivial discrete log relations in cryptographic groups (when the g; are
chosen at random). We refer to computing []}"_, g7 as a multi-exponentiation
of size n + 1.

Discrete log relation security is defined by the game in the middle of Fig. 1.
In it, the adversary A is given a vector g = (go, ..., gn) and attempts to find a
non-trivial discrete log relation. We define Advgi ' (A) = Pr[HE ' (A)]. Normal
discrete log security is defined by the game in the left panel of Fig. 1. In it, the
adversary attempts to find the discrete log of h € G with respect to a generator
g € G*. We define Advll(A) = Pr[HZ (A)].

It is well known that discrete log relation security is asymptotically equivalent
to discrete log security. The following lemma makes careful use of self-reducibility
techniques to give a concrete bound showing that discrete log relation security
is tightly implied by discrete log security.

Lemma 3. Let G be a group of prime order p and n > 1 be an integer. For any
B, define C as shown in Fig. 1. Then

Advl e (B) < Advl(C) + 1/p.
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Game GgG’G/)(.A) ORAC(z)

co «${0,1}* t—t+1

c1 «s{0,1}* If —bad then

ca s {0,1}% bad; < G'(z : s';co,c1)
t<—0 If bad; then bad « true
bad « false If bad then d < b

s <—e¢ Else d — 1

s —¢ y— G(d,z: s;c1,¢q)
Run A%*(c4) Return y

Fig. 2. Identical-until-bad games defined from game specification (G, G’).

The runtime of C is that of B plus the time to perform n—+1 multi-exponentiations
of size 2 and some computations in the field Z,,.

The proof of this theorem is deferred to the full version of the paper [13].

3 Bad Flag Analysis for Expected-Time Adversaries

In this section we show how to (somewhat) generically extend the standard
techniques for analysis of “bad” flags from worst-case adversaries to expected-
time adversaries. Such analysis is a fundamental tool for cryptographic proofs
and has been formalized in various works [4,17,23]. Our results are tailored
for the setting where the analysis of the bad flag is information theoretic (e.g.,
applications in ideal models), rather than reliant on computational assumptions.

We start by introducing our notation and model for identical-until-bad games
in Sect. 3.1. Then in Sect. 3.2 we give the main theorem of this section which
shows how to obtain bounds on the probability that an expected time adver-
sary causes a bad flag to be set. Finally, in Sect. 3.3 we walk through some
basic applications (collision-resistance and PRF security in the random oracle
model and discrete log security in the generic group model) to show the analysis
required for expected time adversaries follows from simple modifications of the
techniques used for worst-case adversaries.

3.1 Notation and Experiments for Identical-Until-Bad Games

IDENTICAL-UNTIL-BAD GAMES. Consider Fig. 2 which defines a pair of games
GéG’G/) and GgG’G/) from a game specification (G, G"). Here G and G’ are stateful
randomized algorithms. At the beginning of the game, coins ¢y, ¢1, and c4 are
sampled uniformly at random®. The first two of these are used by G and G’

3 In the measure-theoretic probability sense with each individual bit of the coins being
sampled uniformly and independently.
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while the last is used by A*. The counter ¢ is initialized to 0, the flag bad is set
to false, and states s and s’ are initialized for use by G and G'.

During the execution of the game, the adversary A repeatedly makes queries
to the oracle ORAC. The variable ¢ counts how many queries .4 makes. As long
as bad is still false (so —bad is true), for each query made by A the algorithm
G’ will be given this query to determine if bad should be set to true. When
b =1, the behavior of ORAC does not depend on whether bad is set because the
output of the oracle is always determined by running G(1,z : s;c¢1,¢1). When
b = 0, the output of the oracle is defined in the same way up until the point
that bad is set to true. Once that occurs, the output is instead determined by
running G(0,z : s;¢1,¢p). Because these two games are identical except in the
behavior of the code d < b which is only executed once bad = true, they are
“identical-until-bad” .

In this section, the goal of the adversary is to cause bad to be set to true.
Bounding the probability that A succeeds in this can be used to analyze secu-
rity notions in two different ways. For indistinguishability-based security notions
(e.g., PRG or PRF security), the two games G, would correspond to the two
worlds the adversary is attempting to distinguish between. For other security
notions (e.g., collision resistance or discrete log security), we think of one of the
Gy as corresponding to the game the adversary is trying to win and the other
as corresponding to a related “ideal” world in which the adversary’s success
probably can easily be bounded. In either case, the fundamental lemma of game
playing [4] can be used to bound the advantage of the adversary using a bound
on the probability that bad is set.

A COMBINED EXPERIMENT. For our coming analysis it will be useful to relate
executions of GE)G’G’)(A) and GEG’G/)(A) to each other. For this we can think of
a single combined experiment in which we sample cg, ¢, and ¢4 once and then
run both games separately using these coins.

For b € {0,1}, we let Q;)“ be a random variable denoting how many oracle
queries A makes in the execution of GZSG’G )(.A) during this experiment. We let

BAD?[b] denote the event that G’ sets bad, to true in the execution of G,(,G’G,) (A).
Note that BAD7[0] will occur if and only if BAD;*[1] occurs, because the behavior
of both games are identical up until the first time that bad is set and G’ is never
again executed once bad is true. Hence we can simplify notation by defining
BAD? to be identical to the event BAD7[0], while keeping in mind that we can
equivalently think of this event as occurring in the execution of either game.
We additionally define the event that bad is ever set BAD* = Vg, BADf‘, the
event that bad is set by one of the first j queries the adversary makes BADéj =

321 BAD;‘, and the event that bad is set after the j-th query the adversary

makes BADZ; = /2., . Clearly, Pr[BAD"| = Pr[BADZ,] + Pr[BADZ,]. Again
we can equivalently think of these events as occurring in either game. When the

4 We emphasize that these algorithms are not allowed any randomness beyond the use
of these coins.
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adversary is clear from context we may choose to omit it from the superscript
in our notation.

The fact that both games behave identically until bad is set true allows us
to make several nice observations. If BAD does not hold, then Qo = @1 must
hold. If BAD; holds for some ¢, then both Qg and @1 must be at least . One
implication of this is that if Q1 = ¢ holds for some ¢, then BAD is equivalent to
BAD,. Additionally, we can see that Pr[BAD ] < Pr[Q, > ¢] must hold.

Defining our events and random variables in this single experiment will later
allow to consider the expectation E[Qd|Q; = q] for some d, ¢ € N. In words, that
is the expected value of Qg raised to the d-th power conditioned on cg,c1,cz
having been chosen so that Q; = ¢ held. Since Qg and Q)7 can only differ if BAD
occurs we will be able to use Pr[BAD|Q; = ¢] to bound how far E[QZ|Q; = ]
can be from E[Q{|Q: = q] = ¢°.

0-BOUNDEDNESS. Existing analysis of identical-until-bad games is done by
assuming a worst-case bound g4 on the number of oracle queries that A4 makes
(in either game). Given such a bound, one shows that Pr[BAD?] < 6(q4) for
some function §. We will say that a game specification (G,G’) is §-bounded if
for all A and ¢ € N we have that

Pr[BADA|Q: = ¢] < 0(q).

As observed earlier, if Q1 = ¢ holds then bad; cannot be set for any ¢ > ¢. Hence
Pr[BAD*|Q; = ¢] = Pr[BADZ,|Q: = q].

We will, in particular, be interested in that case that d(q) = A - ¢?/N for
some A,d, N > 1°. We think of A and d as “small” and of N as “large”. The
main result of this section bounds the probability that an adversary sets bad by
o ({l/é (E[Qd)) for either b if (G, G’) is 6-bounded for such a 4.

While §-boundedness may seem to be a strange condition, we show in Sect. 3.3
that the existing techniques for proving results of the form Pr[BAD*] < 6(q4)
for A making at most g4 queries can often be easily extended to show the
d-boundedness of a game (G,G’"). The examples we consider are the collision-
resistance and PRF security of a random oracle and the security of discrete log
in the generic group model. In particular, these examples all possess a com-
mon form. First, we note that the output of G(1,...) is independent of cg.
Consequently, the view of A when b = 1 is independent of ¢y and hence @y
is independent of ¢y. To analyze Pr[BAD|Q; = ¢] we can then think of ¢’ and
¢ being fixed (fixing the transcript of interaction between A and its oracle in
G?) and argue that for any such length ¢ interaction the probability of BAD is
bounded by §(g) over a random choice of c¢g.

We note that this general form seems to typically be implicit in the existing
analysis of bad flags for the statistical problems one comes across in ideal model
analysis, but would not extend readily to examples where the probability of the

® We could simply let ¢ = A/N and instead say 6(q) = eq?, but for our examples we
found it more evocative to write these terms separately.
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bad flag being set is reduced to the probability of an adversary breaking some
computational assumption.

3.2 Expected-Time Bound from d-boundedness

We can now state our result lifting d-boundedness to a bound on the probability
that an adversary sets bad given only its expected number of oracle queries.

Theorem 1. Let §(q) = A-q?/N for A,d,N > 1. Let (G,G") be a 5-bounded
game specification. If N > A - 6%, then for any A,

Pr[BAD"] < 5(/@ =5{/0 (E[Qg)-

IfN > A-2% then for any A,

Pr[BAD"] < 3(/@ =31/ (E[Q7Y).

We provide bounds based on the expected runtime in either of the two games
since they are not necessarily the same. Typically, one of the two games will
correspond to a “real” world and it will be natural to desire a bound in terms of
the expected runtime in that game. The proof for Q) is slightly more complex
and is given in this section. The proof for (); is simpler and deferred to the full
version of this paper [13]. In the full version we show via a simple attack that
the d-th root in these bounds is necessary.

Proof (of Theorem 1). Let u = 27% and U = {\d/Nu/AJ. Note that §(U) < w.

Now let B be an adversary that runs exactly like A, except that it counts the
number of oracle queries made by A and halts execution if A attempts to make
a U 4 1-th query. We start our proof by bounding the probability of BAD* by

the probability of BAD® and an O (,d/(s (E[QOA])) term by applying Markov’s
inequality. In particular we perform the calculations

Pr[BAD*] = Pr[BADZ,] + Pr[BADZ,] (3)
= Pr[BADE ] + Pr[BADZ,] (4)
< Pr[BAD®] + Pr [@g! > U] (5)
< Pr[BAD®] + E[Q4Y)/U (6)
< Pr[BADP] + 3E[Q4] ¢/A/N. (7)

Step 4 follows because for all queries up to the U-th, adversary B behaves identi-
cally to A (and thus BAD;* = BAD? for i < U). Step 5 follows because BADZ;
cannot occur (because B never makes more than U queries) and BAD;‘U can
only occur if Q! is at greater than U. Step 6 follows from Markov’s inequality.
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Step 7 follows from the following calculation which uses the assumption that
N > A.6% and that v = 279,

U = | YNWTA| > YNarE -1 = YNTE (v~ YATT)
> YNTA (V2 - {faa o ) = YNTA G2 1),

In the rest of the proof we need to establish that Pr[BAD®] < 2E[Q#'] {/A/N.
We show this with E[Q5], which is clearly upper bounded by E[Qg']. We will do
this by first bounding Pr[BAD®] in terms of E[(QF)?], then bounding E[(QF)]
in terms of E[(Q5)?], and then concluding by bounding this in terms of E[QF].
For the first of these steps we expand Pr[BADB ] by conditioning on all possible
values of Q¥ and applying our assumption that (G, G’) is &-bounded to get

Pr[BAD®] = ZPr [BADB|QF = ¢|Pr Z (A-q?/N)PrQE = ¢
q= 1 q:l

= A/qudPr P =ql = AE[(QD)/N

qg=1

So next we will bound E[(Q¥)9] in terms of E[(QF)9]. To start, we will give
a lower bound for E[(QF)?|QF = ¢] (when ¢ < U) by using our assumption that
(G, @) is 6-bounded. Let Ry be a random variable which equals Q5 if BAD?
does not occur and equals 0 otherwise. Clearly Ry < Q5 always. Recall that
if BAD® does not occur, then Q8 = Q¥ (and hence Ry = Q¥) must hold. We
obtain

E[(@6)1QF = d] > E[RFIQT = q]
= ¢'Pr[=-BAD"|QT = ¢] + 0’Pr[BAD®|QT = q]
= ¢%(1 — Pr[BAD®|Q® = q))
> q%(1-6(q)) = ¢?(1 —u).

The last step used that §(¢q) < 6(U) < u because ¢ < U.
Now we proceed by expanding E[(Q¥)¢] by conditioning on the possible value
of Q¥ and using the above bound to switch E[(Q5)?|QF = ¢] in for ¢?. This gives,

U
E(Q)Y) =3 ¢ PriQF = g
Q; qd
= B\d|HB _ 5
- ;E[(Qo) QT =4l - E[(QOB)d|Q? — 4 -PriQ% = q
U
<D E(Q)QF =q] - _ 2 poB g

q*(1 —u)

1

1—u) " E[(QF)]

—~~ Q
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Our calculations so far give us that Pr[BAD®] < (1—u) 'E[(Q5)4]-A/N. We
need to show that this is bounded by 2E[Q5]{/A/N. First note that Q5 < U
always holds by the definition of B, so

(1—w)'E[(QF)"] - A/N < (1 —u)'E[QF] - U™ - A/N.

Now since U = L\d/Nu/AJ, we have U4 < (Nu/A)@=1/4 which gives

(1—w)'E[QF]- U - A/N < (1 —w)~ (u! "V )EQF]/A/N.
Finally, recall that we set © = 2% and so
2—d-(d—1)/d 21—d 21—1

1— —1 (d—l)/d: _ <
(1 =)™ (u )= {97 T1 aST o

= 2.

Bounding E[Q5] < E[Q#] and combining with our original bound on Pr[BAD%]
completes the proof. O

3.3 Example Applications of Bad Flag Analysis

In this section we walk through some basic examples to show how a bound of
Prlbad|Q; = ¢q] < A-¢?/N can be proven using essentially the same techniques
as typical bad flag analysis for worst-case runtime, allowing Theorem 1 to be
applied. All of our examples follow the basic structure discussed earlier in this
section. We write the analysis in terms of two games which are identical-until-
bad and parameterized by a bit b. In the b = 1 game, the output of its oracles
will depend on some coins we identify as ¢1, while in the b = 0 case the output
will depend on both ¢; and independent coins we identify as ¢g. Then we think
of fixing coins ¢; and the coins used by the adversary, which together fix Q1 (the
number of queries A4 would make in the b = 1 case), and argue a bound on the
probability that bad is set over a random choice of c¢g.

We write the necessary games in convenient pseudocode and leave the map-
ping to a game specification (G, G’) to apply Theorem 1 implicit. We will abuse
notation and use the name of our pseudocode game to refer to the corresponding
game specification.

COLLISION-RESISTANCE OF A RANDOM ORACLE. Our first example is the colli-
sion resistance of a random oracle. Here an adversary is given access to a random
function h : {0,1}* — [N]. It wins if it can find = # y for which h(z) = h(y),
i.e., a collision in the random oracle. One way to express this is by the game
HG shown in Fig. 3. The random oracle is represented by the oracle RO and the
oracle FIN allows the adversary to submit supposed collisions.

In it, we have written RO in a somewhat atypical way to allow comparison to
H{" with which it is identical-until-bad. The coins used by these games determine
a permutation 7 sampled at the beginning of the game and a value X chosen
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Game Hj'(A) Ro(z)
t<—0 If T'[x] # L then return T'[x]
m s Perm([N]) t—t+1
For i > N do 7[i] « i T[x] < 7[t]
win « false X «s[N]
Run A" If X € {n[i] : ¢ < ¢} then
Return win bad « true
FIN(z, ) If b = 0 then
If x # y and Ro(z) = Ro(y) then Tlz] < X
win < true te—t—1
Return win Return T'[z]

Fig. 3. Game capturing collision-resistance of a random oracle (when b = 0).

Game HP(A) Ro(k, )
T[-,-] «sFes([N] x D, R) If £k = K then
F[-] < Fes(D,R) bad < true
K «s[N] If b = 0 then return F[z]
b —s AROmRO Return T'[k, «]
Return b’ =1 ROR(z)
Return F[z]

Fig. 4. Games capturing PRF security of a random oracle.

at random from [N] during each RO query®. We think of the former as ¢; and
the latter as cg. Ignoring repeat queries, when in H}" the output of RO is simply
w[1],7[2],... in order. Thus clearly, Pr[H] (A)] = 0 since there are no collisions
in Ro. In HY the variable X modifies the output of RO to provide colliding
outputs with the correct distribution.

These games are identical-until-bad, so the fundamental lemma of game play-
ing [4] gives us,

Pr[HG (A)] < Pr[HG (A) sets bad] + Pr[H{" (A)] = Pr[Hy (A) sets bad].

Now think of the adversary’s coins and the choice of 7 as fixed. This fixes a
value of @; and a length @ transcript of A’s queries in H{ (A). If A made all
of its queries to FIN, then RO will have been executed 2Q); times. On the i-th
query to RO, there is at most an (¢ — 1) /N probability that the choice of X will
cause bad to be set. By a simple union bound we can get,

Pr[BAD|Q: = q] < q(2¢ — 1)/N.

6 We define 7[i] = i for i > N just so the game HY is well-defined if .A makes more
than N queries.
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Setting 0(q) = 2¢?/N we have that H” is §-bounded, so Theorem 1 gives

priv ()] < 5/ 2 E2E

PSEUDORANDOMNESS OF A RANDOM ORACLE. Now consider using a random
oracle with domain [N] x D and range R as a pseudorandom function. The
games for this are shown in Fig. 4. The real world is captured by b = 0 (because
to output of the random oracle RO is made to be consistent with output of the
real-or-random oracle ROR) and the ideal world by b = 1.

The coins of the game are random tables T" and F' as well as a random key
K. We think of the key as ¢y and the tables as ¢;. Because we have written the
games so that the consistency check occurs in RO, we can clearly see the output
of the oracles in H?" are independent of ¢y = K.

These games are identical-until-bad so from the fundamental lemma of game
playing we have,

PrlHE™ (A)] — Pr[HE(A)] < Pr[HE™(A) sets bad].

Now we think of ¢; and the coins of A as fixed. Over a random choice of K, each
RO query has a 1/N change of setting bad. By a simple union bound we get,

Pr[BAD|Q1 = ¢q] < ¢/N.
Defining 6(¢) = ¢/N we have that H” is 6-bounded, so Theorem 1 gives
PrHE" (A)] — Pr[HE"(A)] < 5- E[Q7')/N.

DISCRETE LOGARITHM SECURITY IN THE GENERIC GROUP MODEL. Next we
consider discrete logarithm security in the generic group model for a prime order
group G with generator g. One way to express this is by the game HS' shown in
Fig. 5. In this expression, the adversary is given labels for the group elements
it handles based on the time that this group element was generated by the
adversary. The more general framing of the generic group model where g* € G
is labeled by o(z) for a randomly chosen o : Zg| — {0, 1} for some [ > [log |G|]
can easily be reduced to this version of the game.

At the beginning of the game polynomials po(-) = 0, p1(-) = 1, and p2(-) = X
are defined. These are polynomials of the symbolic variable X, defined over
Zg|- Then a random z is sampled and the goal of the adversary is to find
this . Throughout the game, a polynomial p; represents the group element
gP(®) Hence py represents the identity element of the group, p; represents the
generator g, and po represents g”. We think of the subscript of a polynomial as
the adversary’s label for the corresponding group element. The variable t tracks
the highest label the adversary has used so far.

We let P? denote the set of the first i polynomials that have been generated
and P& be the set of their outputs when evaluated on z. The oracle INIT tells
the adversary if = happened to be 0 or 1 by returning the appropriate value
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Game H{'(A) OP(j, )
po(-) < 05 p1(+) < 1 Require j[i] <t fori=1,...,[j]
p2() « X Require o € Z}g‘
t<—2;:rl<—$bZ\@\ te—t+1
/ , : .
a’ s AT pe(-) < 2P afi] - pia ()
Return z = 2’ 0t
INIT() If pi(-) € P*~! then
7—2 Z<—min{k1<t:pt(-) =pk(~)1}
If pa(z) € P} then If pi(z) € Py~ and pi() ¢ P'" then
bad « true bad « true
Ifb =0 then / < x If b = 0 then £ «— min{k < t: p:(z) = pu(x)}
Return ¢ Return ¢

Fig. 5. Game capturing discrete logarithm security of a generic group (when b :'0).
For i € N and z € Zg|, we use the notation P* = {po,...,pi} C Zig[X] and P, =
{p(z) :p € P} C L.

of . The oracle OP allows the adversary to perform multi-exponentiations. It
specifies a vector j of labels for group elements and a vector a of coefficients.
The variable t is incremented and its new value serves as the label for the group
element [, 9?[5] where g;; is the group element with label j[i], i.e., g%/ () The
returned value £ is set equal to the prior label of a group element which equals
this new group element (if £ = ¢, then no prior labels represented the same group
element).

The only coins of this game are the choice of x which we think of as ¢g. In H‘ln,
the adversary is never told when two labels it handles non-trivially represent the
same group element so the view of A is independent of ¢y, as desired”. Because
the view of A is independent of = when b = 1 we have that Pr[H{'(A4)] = 1/|G].

From the fundamental lemma of game playing,

Pr[HS'(A)] < Pr[HCOH(A) sets bad] + Pr[H?'(.A)] = Pr[H§ (A) sets bad] + 1/|G]|

Now thinking of the coins of A as fixed, this fixes a value of (J; and a length
()1 transcript of queries that would occur in H‘i"(A). This in turn fixes the set of
polynomials P?1+2. The flag bad will be set iff any of polynomials in the set

{p() =r()lp #7 e PU*?)

have the value 0 when evaluated on x. Note these polynomials are non-zero and
have degree at most 1. Thus, applying the Schwartz-Zippel lemma and a union
bound we get,

Pr[BAD|Q; = q] < <q ;_ 3) (1/|G|) < 6¢*/|G|.

" Two labels trivially represent the same group element if they correspond to identical
polynomials.
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Note the bound trivially holds when ¢ = 0, since Pr[bad|@Q; = ¢] = 0, so we have
assumed ¢ > 1 for the second bound. Defining d(¢) = 6¢2/|G| we have that H"
is 0-bounded, so Theorem 1 gives

di ,[6- E[Qp)? | 1

4 Concrete Security for a Forking Lemma

In this section we apply our techniques to obtaining concrete bounds on the
soundness of proof systems. Of particular interest to us will be proof systems
that can be proven to achieve a security notion known as witness-extended emu-
lation via a very general “Forking Lemma” introduced by Bootle, Cerulli, Chai-
dos, Groth, and Petit (BCCGP) [6]. Some examples include Bulletproofs [7],
Hyrax [24], and Supersonic [8]. Our expected-time techniques arise naturally for
these proof systems because witness-extended emulation requires the existence
of an expected-time emulator E for a proof system which is given oracle access
to a cheating prover and produces transcripts with the same distribution as the
cheating prover, but additionally provides a witness w for the statement being
proven whenever it outputs an accepting transcript.

In this section we use a new way of expressing witness-extended emulation
as a special case of a more general notion we call predicate-extended emulation.
The more general notion will serve as a clean, modular way to provide a concrete
security version of the BCCGP forking lemma. This modularity allows us to hone
in on the steps where our expected time analysis can be applied to give concrete
bounds and avoid some technical issues with the original BCCGP formulation
of the lemma.

In the BCCGP blueprint, the task of witness-extended emulation is divided
into a generic tree-extended emulator which for any public coin proof system
produces transcripts with the same distribution as a cheating prover together
with a set of accepting transcripts satisfying a certain tree structure and an
extractor for the particular proof system under consideration which can extract
a witness from such a tree of transcripts. The original forking lemma of BCCGP
technically only applied for extractors that always output a witness given a
valid tree with no collisions. However, typical applications of the lemma require
that the extractor be allowed to fail when the cheating prover has (implicitly)
broken some presumed hard computational problem. Several works subsequent
to BCCGP noticed this gap in the formalism [7,8,24] and stated slight variants
of the BCCGP forking lemma. However, these variants are still unsatisfactory.
The variant lemmas in [7,24] technically only allows extractors which fail in
extracting a witness with at most negligible probability for every tree (rather
than negligible probably with respect to some efficiently samplable distribution
over trees, as is needed). The more recent variant lemma in [8] is stated in such
a way that the rewinding analysis at the core of the BCCGP lemma is omitted
from the variant lemma and (technically) must be shown separately anytime it
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l IT ‘ II(7, u, aux) returns true iff ‘ Name
Tyit (u,aux) € Ryx Valid Witness
" [Ty m™ =1g Discrete Log Relation
v | aux is a valid n-tree for u Valid Tree
T ollaux has no challenge collisions| Collision-Free Tree

Fig. 6. Predicates we use. Other predicates I1ying and Il;s, are only discussed informally.

is to be applied to a proof system. None of these issues represent issues with the
security of the protocols analyzed in these works. The intended meaning of each
of their proofs is clear from context and sound, these issues are just technical
bugs with the formalism of the proofs. However, to accurately capture concrete
security it will be important that we have a precise and accurate formalism of
this. Our notion of predicate-extended emulation helps to enable this.

In Sect. 4.1, we provide the syntax of proof systems as well as defining
our security goals of predicate-extended emulation (a generalization of witness-
extended emulation) and generator soundness (a generalization of the standard
notion of soundness). Then in Sect. 4.2, we provide a sequence of simple lemmas
and show how they can be combined to give our concrete security version on the
forking lemma. Finally in Sect. 4.3, we discuss how our forking lemma can easily
be applied to provide concrete bounds on the soundness of various existing proof
systems. As a concrete example we give the first concrete security bound on the
soundness of the Bulletproof zero-knowledge proof system for arithmetic circuits
by Biinz et al. [7].

4.1 Syntax and Security of Proof Systems

PROOF SYSTEM. A proof system PS is a tuple PS = (S,R, P, V, i) specifying a
setup algorithm S, a relation R, a prover P, verifier V, and u € N. The setup
algorithm outputs public parameters m. We say w is a witness for the statement
w if (u,w) € Ry. The prover (with input (u,w)) and the verifier (with input u)
interact via 2p + 1 moves as shown in Fig. 7.

Here tr is the transcript

of the interaction and d pe Pr(w, w), Vi (w)
op<— Loy —1,m_1«— L

{0, 1} is the decision of V (with (mo, o) «s Py (u, w,m_1,0p)
d = 1 representing accep- Fori=1,...,udo
tance and d = 0 represent- (m2i—1,0v) < Va(u, mai—2,0v)
ing rejection). Perfect com- (mai, op) «s Pr(u,w, mai—1,0p)
pleteness requires that for all tr «— (m—1,mo,m1,...,May)
m and (u,w) € Ry, Pr[d =1 d — Vr(may,u,0v)
() = (Pl ), Vi ()] = Return (tr,d)

1. If PS is public-coin, then

mg;—1 output by V each round  Fig. 7. Interaction between (honest) prover P and
is set equal to its random verifier V with public parameters 7. Here t¢r is the
coins. In this case, we let transcript and d € {0,1} is the decision.
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Vi (u,tr) € {0,1} denote V’s decision after an interaction that produced tran-
script tr8. Throughout this section we will implicitly assume that any proof
systems under discussion is public-coin. We sometimes refer to the verifier’s out-
puts as challenges.

PREDICATE-EXTENDED EMULATION. The proof systems we consider were all
analyzed with the notion of witness-extended emulation [11,16]. This requires
that for any efficient cheating prover P* there exists an efficient emulator E
which (given oracle access to P* interacting with V and the ability to rewind
them) produces transcripts with the same distribution as P* and almost always
provides a witness for the statement when the transcript it produces is accepting.
We will capture witness-extended emulation as a special case of what we refer to
as predicate-extended emulation. We cast the definition as two separate security
properties. The first (emulation security) requires that E produces transcripts
with the same distribution as P*. The second (predicate extension) is parame-
terized by a predicate II and requires that whenever E produces an accepting
transcript, its auxiliary output must satisfy II. As we will see, this treatment will
allow a clean, modular treatment of how BCCGP and follow-up work [6-8,24]
analyze witness-extended emulation.

We start by considering game H*™ defined in Fig. 8. It is parameterized by a
public-coin proof system PS, emulator E, and bit b. The adversary consists of a
cheating prover P* and an attacker A. This game measures A’s ability to distin-
guish between a transcript generated by (PX(u, s),V,(u)) and one generated by
E. The emulator E is given access to oracles NEXT and REW. The former has P*
and V perform a round of interaction and returns the messages exchanged. The
latter rewinds the interaction to the prior round. We define the advantage func-
tion Advpg'e(P*,A) = Pr[Hp3'e 1 (P*, A)] — Pr[HE3'E o(P*, A)]. For the examples
we consider there will be an E which (in expectation) performs a small number
of oracle queries and does a small amount of local computation such that for
any P* and A we have Advpg ¢ (P*,.A) = 0.

Note that creating a perfect emulator is trivial in isolation; E can just make
1+ 1 calls to NEXT to obtain a ¢r with the exactly correct distribution. Where it
gets interesting is that we will consider a second, auxiliary output of E and insist
that it satisfies some predicate II whenever tr is an accepting transcript. The
adversary wins whenever tr is accepting, but the predicate is not satisfied. This
is captured by the game HP®* shown in Fig. 8. We define Advpprsejjéfﬁ(P*, A) =
Pr[HEge)défﬁ(P*,A)]. Again this notion is trivial in isolation; E can just output
rejecting transcripts. Hence, both security notions need to be considered together
with respect to the same E.

The standard notion of witness-extended emulating is captured by the pred-
icate Iy which checks if aux is a witness for w, that is, Iy (7, u,aux) =
((u, aux) € R;). Later we will define some other predicates. All the predicates we
will make use of are summarized in Fig. 6. A proof system with a good witness-

8 We include m_1 = L in ¢tr as a notational convenience.
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Game Hp2E ,(P*, A)
i<—0;(S,-,,V,u) < PS
T«s$S

(u,5,04) <s A(T)

(trlv ) % <Pi (’LL, S)? VW(U)>
(tT‘o, ) —s ENEXT,RE\V(,R_’ 'LL)
b s A(try, o)

Return b’ = 1

Game HErSefjé,x;I(P*,A)
i< 0;(S,-,-,V,u) < PS
T«s$S

(uv S, ) 8 A(ﬂ)

(tr, aux) «s ENTREY (7 q)

NEXT()
Require t < p
If ¢ = 0 then
oy — Loy — Lim g — L
Else
(77%21:_—17 Uffrl) 3 V‘n‘(u7 m2i—2, U\i/)
(mgi, O’é+1) 8 Pi(u, S, M2i—1, O’é)
m < (mai—1,m2;)
t—1+1
Return m
REW()
Require ¢ > 0
te—1—1
Return e

Return (Vx(u,tr) A —II(7, u, aux))

Fig. 8. Games defining predicate-extended emulation security of proof system PS.

extended emulator under some computational assumption may be said to be an
argument of knowledge.
HARD PREDICATES. One class of predicates to consider are those which embed
some computational problem about the public parameter 7 that is assumed
to be hard to solve. We will say that II is witness-independent if its output
does not depend on its second input u. For example, if S outputs of length n
vector of elements from a group G (we will denote this setup algorithm by SZ)
we can consider the predicate Hf’l’" which checks if aux specifies a non-trivial
discrete log relation. This predicate is useful for the analysis of a variety of proof
systems [6,7,24]. Other useful examples include: (i) if S output parameters for
a commitment scheme with Ilp,q that checks if aux specifies a commitment and
two different opening for it [6,8,24] and (ii) if S outputs a group of unknown
order together with an element of that group and Il,s, checks if aux specifies a
non-trivial root of that element [8].

Whether a witness-independent predicate II is hard to satisfy given the out-
put of S is captured by the game HP®! shown on the left side of Fig. 9. We
define Advgﬁ-f (A) = Pr[Hgﬁ-f(.A)]. Note, for example, that if S% and 5" is used,

pred (.A) —

then this game is identical to discrete log relation security, i.e., Adv S G
Gl

/—\dv%'?,rf'(A) for any adversary A.

GENERATOR SOUNDNESS. Consider the games shown on the right side of Fig. 9.
Both are parameterized by a statement generator G which (given the parameters
) outputs a statement v and some auxiliary information s about the statement.
The first game H®"" measure how well a (potentially cheating) prover P* can
use s to convince V that u is true. The second game H™" measures how well
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Game HZ5(A) Game HE"8 (P*) Game HES o (B)
T<sS (S,-,-,V,) < PS (S,-,-,V,) < PS
aux «s A(m) ) T s S

Return II(7, g, aux) | (u, s) «<s G(7) (u, s) «<s G(m)
(,d) «s(P¥(u,s),Vr(u)y w« B(m,u,s)
Return d =1 Return (u,w) € Ry

Fig. 9. Left. Game defining hardness of satisfying predicate II. Right. Games defining
soundness of proof system PS with respect to instance generator G and difficulty of
finding witness for statements produced by G.

an adversary B can produce a witness for u given s. We define Adv,sg°5""g(P*) =
PrHELS(P)] and AdviL o (B) = PrIHEL ¢ (B)]

Note that the standard notion of soundness (that proving false statements is
difficult) is captured by considering G' which always outputs false statements. In
this case, Advps ¢(A) = 0 for all A. In other contexts, it may be assumed that
it is computationally difficult to find a witness for G’s statement.

4.2 Concrete Security Forking Lemma

Now we will work towards proving our concrete security version of the BCCGP
forking lemma. This lemma provides a general framework for how to provide a
good witness-extended emulator for a proof system. First, BCCGP showed how
to construct a tree-extended emulator T which has perfect emulation security
and (with high probability) outputs a set of transcripts satisfying a tree-like
structure (defined later) whenever it outputs an accepting transcript. Then one
constructs, for the particular proof system under consideration, an “extractor”
X which given such a tree of transcripts can always produce a witness for the
statement or break some other computational problem assumed to be difficult.
Combining T and X appropriately gives a good witness-extended emulator.

Before proceeding to our forking lemma we will provide the necessary defini-
tions of a tree-extended emulator and extractor, then state some simple lemmas
that help build toward our forking lemma.

TRANSCRIPT TREE. Fix a proof system PS = (S,R,P,V, 1) and let the vector
n = (ni,...,n,) € N, be given. Let 7 be an output of S and u be a statement.
For h =0,..., uwe will inductively define an (n,—p41, ..., n,)-tree of transcripts
for (PS, 7, u). We will often leave some of (PS, 7, u) implicit when they are clear
from context.

First when h = 0, a ()-tree is specified by a tuple (mg,—1,m2u,¥) where
may—1, Moy, € {0,1}* and £ is an empty list. Now an (n,_(,11), . - -, 1, )-tree is
specified by a tuple (ma(u—p)—1, Ma(u—n), £) where mo(,_py—1, Ma(u—n) € {0,1}*
and £ is a length n,_ (1) list of (n,_p,...,n,)-trees for (PS, m, u,tr).

When discussing such trees we say their height is h. When h < p we will
sometimes refer to it as a partial tree. We use the traditional terminology of
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nodes, children, parent, root, and leaf. We say the root node is at height h, its
children are at height h — 1, and so on. The leaf nodes are thus each at height
0. If a node is at height h, then we say it is at depth u — h.

Every path from the root to a leaf in a height h tree gives a sequence
(Magu—h)—1,M2(u—h)» - - - » M2yu—1,M2y) Where (Mo(,—s—1,Ma(u—i)) are the pair
from the node at height i. Now if we fix a transcript prefix ¢ = (m_1,mo, ...,
Ma(u—h—1)—1; M2(u—h—1)), then we can think of ¢ and the tree as inducing
[Tt n; different transcripts tr = (mo, ..., mao,u—1,Mm2,), one for each path. We
will say that the tree is valid for ¢ if V. (u,tr) = 1 for each transcript ¢r induced
by the tree. Note that tr' is an empty list when h = p so we can omit reference
to tr’ and simply refer to the tree as valid.

Suppose V’s coins are drawn from S x Z,, for some set S and p € N. We will
refer to the second component of its coins are the integer component. Let node
be a parent node at height 4 > 0. If any two of its children have mgy(,—;41)—1 with
identical integer components, then we say that node has a challenge collision. A
tree has a challenge collision if any of its nodes have a challenge collision.

A tree-extractor emulator should return trees which are valid and have no

challenge collision. We capture this with the predicates II7,, and II7. _, defined

by:

— II7, (7, u, aux) returns true iff aux is a valid n-tree.

— II7 . (7, u, aux) returns true iff aux is an n-tree that does not have a challenge
collision.

TREE-EXTENDED EMULATOR. Let a proof system PS = (S,R,P,V,u) and let
(n1,...,n,) € N&, be given. Then consider the tree-extended emulator T given
in Fig. 10 which comes from BCCGP. The sub-algorithms T; are given a partial
transcript tr. They call NEXT to obtain the next messages of a longer partial
transcript and attempt to create a partial tree with is valid for it. This is done
by repeatedly calling T,;1 to construct each branch of the tree. Should the first
such call fail, then T; will abort. Otherwise, it will continue calling T, as many
times as necessary to have m;y; branches. The base case of this process is T,
which does not need children branches and instead just checks if its transcript
is accepting, returning | to its calling procedure if not. The following result
shows that T emulates any cheating prover perfectly and almost always outputs
a valid tree whenever it outputs an accepting transcript. The technical core of
the lemma is in the bound on the expected efficiency of T.

Lemma 4. Let PS = (S,R,P,V, 1) be a public coin proof system. Suppose Vs
challenges are uniformly drawn from S x Z, for set S and p € N. Let n =
(n1,...,n,) € N&y be given. Let N =[]/, n;. Let P* be a cheating prover and
A be an adversary. Define T as shown in Fig. 10. Then the following all hold:
1. AdvpsT(P*,A) =0

2. AdvBST T (P, A) = 0

3. AdvBST T (P, A) < 5uN/v/2p

4. The expected number of times T executes Vi (u,-) is N.
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Algorithm TNF‘XT’RF‘W(W, u) T?”""REW(W,U, tr) //J0<i<p
(tr, tree) «s TR (1 4, () (mai—1,m2;) < NEXT()
Return (tr, tree) tr.add(mai—1, ma;)

(tr', tree’) «s TiN:)f[V’RW (m,u, tr)

NEXT,REW

T, (m,u,tr) If tree’ # L then

(mau—1,mz,) <« NEXT() £« (tree’)

tr.add(mzufl,mw) ‘While |£| < niy+1 do

If V(u, tr) = 1 then (-, tree’) s TNXRWY (0 oy, )
() If tree’ # L then ¢.add(tree’)
tree « (mau—1, M2y, £) tree <« (mai—1,m2i,£)

Else tree < L Call REW()

Call REW() Return (tr', tree)

Return (tr, tree)

Fig.10. The BCCGP tree-extended emulator.

5. The expected number of queries that T makes to NEXT is less than uN + 1°.
Ezactly one of these queries is made while i = 1 in NEXT.

For comparison, in the full version of this paper [13] we analyze a natural
tree-extended emulator with a small bounded worst-case runtime. Its ability to
produce valid trees is significantly reduced by its need to work within a small
worst-case runtime, motivating the need for T to only be efficient in expected
runtime.

Proof (of Lemma 4). All of the claims except the third follow from BCCGP’s
analysis of T. The advantage Advgrse#fﬂn ((P*,A) can be upper-bounded by the
probability that the integer Componentnogf V’s output is repeated across any of
T’s queries to NEXT. BCCGP bounded this probability by applying Markov’s
inequality to obtain an upper bound on T’s running time and then applying the
birthday bound to get an O(uN/ &/p) bound. We can instead apply our switching
lemma analysis from the full version of this paper [13] (or the techniques from
our analysis of the collision resistance of a random oracle in Sect. 3.3) to obtain
the stated bound because V will sample N challenges in expectation. a

EXTRACTORS. Let X be an algorithm and II;,Il; be predicates. We say that
X is a (IIy, IIp)-extractor if II; (m, u, aux) = Ila(m, u, X(7, u,aux)). Let T be an
emulator. Then we define ET[T,X] to be the emulator that on input (7, u) with
oracle access to NEXT and REW will first compute (tr, aux) «—s TNEXTREW (7 )
and then returns (¢r, X(r, u, aux)). The following straightforward lemma relates
the security of T and ET.

Lemma 5. Let PS be a proof system, T be an emulator, I1; and Ily be predicates,
P* be a cheating prover, and A be an adversary. Let X be a (Iy,1ls)-extractor.
Then the following hold:

9 More precisely, the expected number of queries that T makes to NEXT is the number
of nodes in a (n1,...,ny)-tree. This is 371 J[j_, ns, where ngl nj = 1.
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Adversary Be(r)
i< 0

(u,s,-) —s A(m)

(" aux) s ENEX'[‘,RH\V(

Return aux

)

NEXT,REW
//Defined as in Fig. 8

Fig. 11. Reduction adversary for Theorem 2.

- AdVEnST:JET[T,X](P*vA) =A VE“;:JT(P*aA)
redext * redext *
- AdVFF)’S,ET[T,X],Hg(P JA) < AdVFF)’S,T,Hl(P JA)

FORKING LEMMA. Finally, we can state and prove our concrete security version of
the BCCGP forking lemma. It captures the fact that any protocol with a (I, A
I o1 Iwie V IT*)-extractor has a good witness-extended emulator (assuming IT*
is computationally difficult to satisfy)!C.

Theorem 2 (Forking Lemma). Let PS = (S,R,P,V, ) be a public coin proof
system. Suppose V’s challenges are uniformly drawn from S x Z,, for set S and
p € N. Let n = (ny,...,n,) € N& be given. Let N =[]\ n;. Let P* be a
cheating prover and A be an adversary. Define T as shown in Fig. 10. Let IT* be
a witness-independent predicate. Let X be a (IITy, ATIT, , Hwie V II¥)-extractor.

nocol?

Let E = E'[T,X]. Let Be be as defined in Fig. 11. Then the following all hold:
1. Advpse(P*,A) =0

2. AdvBEET  (P*, A) < AdVPEY,. (Be) + 51N/v/2p

3. The expected number of times T executes Vr(u,-) (inside of E) is N.

4. The expected number of queries that E makes to NEXT is less than uN + 1.
Ezactly one of these queries is made while i = 1 in NEXT.

The expected runtime of Be is approximately T4 + Qg - Tp~ + Te where T}, is
the worst-case runtime of x € {A,P*,E} and Qg < uN + 1 is the expected

number of queries that E makes to NEXT in HErSe:jE,Xrt[* (P*, A).

&

It will be useful to have the following simple lemma for comparing AdyPee*

with different choices of predicate that are related by logical operators. It can
be derived from basic probability calculations.

Lemma 6. Let PS be a proof system, E be an emulator, I1; and Iy be predicates,
P* be a cheating prover, and A be an adversary. Then,

predext * predext *
Advpg g 11, v, (P* A)+ Advpg ey am, (P75 A)

redex * redex *
AdVEs,E,ﬂl (P, A)+ AdVES,E,ﬂ2 (P*, A).

19 The existence a (TI% ATT% ., i VIT*)-extractor is a natural generalization of special
soundness.
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and
dext dext dext
ADVEZSS, (P, A) < AQVESER, 1, (P A) + ADEESE (P, A).

Proof (of Theorem 2). Applying Lemmas 4 and 5, and observing how E is con-
structed give us the first, third, and fourth claim. For the other claims we
need to consider the adversary Bg. Note that it runs E just it would be run
in H‘,;'Sefjéfﬁ*(P*,A), so the distribution over (7, aux) is identical in Hgfﬁ’(BE) as
in that game. Furthermore, recall that II* is witness-independent, so it ignores
its second input. It follows that,

Adv';rgffjfn* (P*, A) = Pr[V(u, tr) A =(=IT* (7, u, aux)) in HPre4e]
< Pr[IT* (7, u, aux) in Hp'edeXt]
= Pr[IT*(, &, aux) in HP®] = Advgf-f(BE).
The claimed runtime of B is clear from its pseudocode (noting that the view of
E is distributed identically to its view in HP"®4®* g0 its expected number of NEXT

queries is unchanged).
For the second claim, we perform the calculations

AdVBEET (P*,A) S AAVBEET . (P™, A) + AdvBEE 1. (P, A)
= AdePrgﬁE,xﬁya,/\H:oco‘(P*, A) + Advgg,dn* (B)
= Advps e, (P, A) + AdVESTET  (P*,A) + AdvpST. (B)
< 5uN//2p + AdvRET. (B).

This sequence of calculation uses (in order) Lemma 6, Lemma 5 and the bound
we just derived, Lemma 6 (again), and Lemma 4.

4.3 Concrete Bounds on Soundness

Now we discuss how the forking lemma we just derived can be used to pro-
vide concrete bounds on soundness. First we make the generic observation that
witness-extended emulation implies soundness. Then we discuss how we can use
these results together with our expected-time generic group model bound on
discrete log security to give concrete bounds on the soundness of various proof
systems based on discrete log security, in particular giving the first concrete
bound on the soundness of the Bulletproofs proof system for arithmetic circuits.

WITNESS-EXTENDED EMULATION IMPLIES SOUNDNESS. The following theorem
observes that finding a witness for u cannot be much more difficult that con-
vincing a verifier u if an efficient witness-extended extractor exists.

Theorem 3. Let PS = (S,R,P,V, i) be a proof system, G be a statement gen-
erator, E be an emulator, and P* be a cheating prover. Define A and B as shown
i Fig. 12. Then,

AdVESTE (P7) < AdVES 6 (B) + AdvESE (P, A) + AdvESET (P, A).
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Adversary A() Adversary B(mw,u, s)

(u, s) s G(m) 10

Return (u, s, (m,u)) |(-, w) «s ENXTREV (7 q))
A(tr, o) Return w

(my,u) —oa NEXT,REW

b «— Vi (u,tr) //Defined as in Fig. 8
Return &'

Fig. 12. Adversaries used in Theorem 3.

The runtime of that A is roughly that of G plus that of V. The runtime of B is
roughly that of E when given oracle access to P* and V interacting.

Proof (Sketch). The use of V in A ensures that the probability E outputs an
accepting transcript must be roughly the same as the probability that P* con-
vinces V to accept. The difference between these probabilities is bounded by
Advpse(P*, A). Then the II,; security of E ensures that the probability it out-
puts a valid witness cannot be much less than the probability it outputs an
accepting transcript. The difference between these probabilities is bounded by
Advgse:iéfﬁwit(P*, A). Adversary B just runs E to obtain a witness, so Advps ¢(B)
is the probability that E would output a valid witness.

DISCRETE LOG PROOF SYSTEMS. A number of the proof systems in [6,7,24]
were shown to have a (IT%, ATI”_, T V II5 ™ )-extractor X. For any such proof
system PS, Theorem 3 and Theorem 2 bound the soundness of PS by the discrete
log relation security of G against an expected-time adversary Bg: | x). Moreover,
we can then apply Lemma 3 to tightly bound this adversary’s advantage by the
advantage of an expected-time adversary against normal discrete log security.
We know how to bound the advantage of such an adversary in the generic group
model from Sect. 3.3.

So to obtain a bound on the soundness of these proof systems in the generic
group model we can just apply these results to the proof system. To obtain our
final concrete security bound in the generic group model we need only to read
the existing analysis of the proof system and extract the following parameters,

— p: the size of the set V draws the integer component of its challenges from
— |G|: the size of the group used

— N = [/, n;: the size of the tree that X requires

— n = 1: the number of group elements in the discrete log relation instance
— qv: the number of multi-exponentiations V performs'!

— gx: the number of multi-exponentiations that X performs

We say such a proof system PS = (S,R,P,V, ) and extractor X have param-
eters (p, |G|, N,n,qv,qx). We obtain the following theorem for such a system,
bounding its soundness in the generic group model.

11 Note that the size of these multi-exponentiations does not matter.
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Theorem 4. Let PS = (S,R,P,V,u) be a proof system and X be an extractor
that has parameters (p, |G|, N, n, qv, gx). Let G be a statement generator perform-
g at most qa multi-exponentiations and P* be a cheating prover that performs
at most qp~ multi-exponentiations each time it is run. Define B as shown in
Fig. 12. Then in the generic group model we have,

2
6-Q2, 2 5uN
IGI |Gl v2p

where Qc = qa + (N + D)gp~ + gx + Ngv + n+ 1. The runtime of B is roughly
that of ET[T,X] when given oracle access to P* and V interacting.

AV (P*) < AdViS G (B) +5

Proof. The result follows by applying Theorem 3, Theorem 2, Lemma 3, and the
generic group model bound from Sect. 3.3 as discussed above. a

CONCRETE SECURITY OF BULLETPROOFS. Finally, we can use the above to
obtain a concrete security bound on the soundness of the Bulletproofs proof
system for arithmetic circuits of Biinz et al. [7]'2. To do so we only need to
figure out the parameters discussed above. Suppose the proof system is being
used for an arithmetic circuit with M multiplication gates. Using techniques of
BCCGP [6] this is represented by a size M Hadamard product and L < 2M linear
constraints. Then per Biinz et al. the proof system has the following parameters:

- p=(G|l-1)/2"
|G| is the size of group G in which discrete logs are assumed to be hard
-~ N=T7(L+1)M3

- n=2M +2
— qv = 3M +logy(M) + 4
—qgx=0

Having proven our discrete log bound in a generic group model allowing multi-
exponentiations is helpful here; it makes our bound not depend on the size of
V’s multi-exponentiations.

Corollary 1. Let PS be the Bulletproofs proof system for arithmetic circuits
define in Sect. 5.2 of [7] using a group of size |G|. Let M denote the number of
multiplication gates in the circuit and L < 2M the number of linear constraints.
Let G be a statement generator performing at most qo multi-exponentiations
and P* be a cheating prover that performs at most qp+ multi-exponentiations

12 Tn particular, throughout this section we refer to the logarithmic-sized arithmetic
circuit protocol described in Section 5.2 of their paper.

13 As described in [7], the challenges are drawn from Zjg,. For some rounds of the
protocol z,y € Zjg would be considered colliding if  =|g| +y. We capture this by
thinking of coins drawn from {+, —} X Z,. Then (+, x) represents = + 1 € Zg; and
(=, ) represents —r — 1 mod |G| = |G| —z — 1 € Zg|. Hence the collision condition
corresponds to equality in the Z, component.
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each time it is run. Define B as shown in Fig. 12. Assume |G| > 2, L > 1, and
M > 16. Then in the generic group model,

13¢c + 258gp+ - LM3 logy (M) + 644 - LM*
VIGI '

The runtime of B is roughly that of ET[T,Xp] when given oracle access to P*
and V interacting, where Xg is the Bulletproofs extractor.

AdVESE (P*) < Advps (B) +

We expect gp~ to be the largest of the parameters, so the bound is dominated
by the O (qp* - LM3logy(M)/+/ \G|> term.

Proof. The bound was obtained by plugging our parameters (and p = 3 +
log,(M)) into Theorem 4, then simplifying the expression using that |G| > 2,
L > 1, and M > 16. The (straightforward) details of this are provided in the
full version of this paper [13]. O
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