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Abstract Biobanks are essential infrastructures in current health and biomedical
research. Advanced scientific research increasingly relies on processing and corre-
lating large amounts of genetic, clinical and behavioural data. These data are par-
ticularly sensitive in nature and the risk of privacy invasion and misuse is high. The
EU General Data Protection Regulation (GDPR) developed and increased harmoni-
sation, resulting in a framework in which the specific duties and obligations of enti-
ties processing personal data—controllers and processors—were defined. Biobanks,
in the exercise of their functions, assume the role of controllers and/or processors
and as such need to comply with a number of complex rules. This chapter analyses
these rules in the light of Article 89 GDPR, which creates safeguards and deroga-
tions relating to ‘processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes’. It identifies key compliance
challenges faced by biobanks as data controllers and processors, such as determin-
ing whether the GDPR is applicable and its intersection with other regulations; when
a biobank should be considered controller and processor; and what are the main
duties of biobanks as data controllers and processors and options for compliance.

1 Introduction

Biobanks, broadly understood, play a central role in contemporaneous medical and
biomedical research. For its part, scientific biomedical research is essential in mod-
ern developed societies and serves the realisation of important fundamental rights,
namely the right to life and health care.! Cutting-edge health research increasingly

'Article 2 ‘Right to Life’; Article 35 ‘Right to health care’, Charter of Fundamental Rights of the
European Union OJ C 326, 26.10.2012, p. 391-407.
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relies on large amounts of genetic, clinical and behavioural data. These data are
particularly sensitive and enjoy increased legal protection,” thus creating complex
intersections between fundamental values. Data protection law has a long history in
Europe, and unlike other jurisdictions such as the USA it is based on the principle
that personal data processing is prohibited unless explicitly allowed under a specific
legal basis.® The latest data protection development in the EU is the GDPR,* which
replaced the previous framework set forth by the Data Protection Directive.’

The present chapter focuses specifically on the duties of biobanks as data con-
trollers and data processors under the GDPR. The GDPR has created an increas-
ingly harmonised framework as to the duties and obligations of entities which
retrieve, store and analyse personal data, i.e. data controllers and data processors.
Biobanks, in their typical operating functions, assume the roles of controllers and
processors of personal data. From the perspective of biobank compliance with the
duties and obligations imposed by EU data protection law, relevant key changes
include: (1) higher penalties for contravention; (2) new requirements for appoint-
ment of a data protection officer (DPO) when an entity processes significant amounts
of sensitive data; (3) recognition of genetic data as sensitive personal data; (4) strong
promotion of a privacy by design approach; (5) new direct obligations imposed on
data processors; (6) broader territorial scope, now expanding to non-EU entities
which process EU citizens’ data; (7) time limitation on the storage of data; (8) spe-
cific permission for broad consent for scientific research; (9) exemption from some
individual data subject rights concerning data ‘for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes’.®

Whether or not biobanks assume the roles of data controllers and/or data proces-
sors for GDPR compliance purposes will largely depend on their actual functions,
manner of operating and whether the specific tasks can be considered data
processing of personal data. In order to contextualise the debate on the duties of
biobanks as data controllers and processors, it should be briefly mentioned that data
protection rules intersect with the general regulatory frameworks applicable to
biobanking activities in the EU and EU Member States. Among the European bio-
medical community, biobanking terminology tends to vary.” There is therefore

>The right to privacy is a fundamental right linked to the notions of human dignity, equality and
autonomy. See for example Article 7 ‘Respect for private and family life; Article 8 ‘protection of
personal Data’; Article 21 ‘Non-discrimination’ EU Charter of Fundamental rights.

3Dove (2019).

*Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC, OJ L 119, 4.5.2016, p. 1-88.

SDirective 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data, OJ L 281, 23.11.1995 P. 31 — 50.

¢ Article 9(2)(j) GDPR; Morrison et al. (2017), pp. 693-703.

"Fransson et al. (2015), pp. 22-28; Watson (2014), pp. 163-164; Hewitt and Watson (2013),
pp- 309-315; Shaw et al. (2014), pp. 223-227.
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neither a common understanding of what a biobank is nor agreement on a taxonomy of
different types of biobanks. Legislation across EU Member States reflects the difficul-
ties in establishing precise legal definitions of biobanks and biobanking activities.® At
the national level, regulative approaches to biobanks reflect the pluralism of ethical,
research and legal traditions and have their roots in significant socio-political, cultural
and religious normative diversity.” Only a minority of EU Member States have specific
legislation on biobanks.!® The majority either do not have any domestic legislation!! or
rely on non-specific existing laws, often accompanied by soft law instruments, such as
ethical guidelines, to regulate biobanks.'> Lack of EU harmonisation and diversity of
solutions, and in some cases vague and dispersed legislation, are all considered prob-
lematic for the development of biobanking activities.'?

Overall, biobanks are quite diverse in terms of features such as the number, type
and nature of samples, population covered, type of associated information, purpose
and activities developed (e.g. sample hosting, processing and curation). These spe-
cific features influence the intersections between legal regulation of biobanking
activities (mainly national) and the EU data protection framework and have practi-
cal implications for compliance with the obligations imposed by the GDPR on con-
trollers and processors of personal data. There is a lack of specific, harmonised EU
legislation on biobanks and biobanking activities. Existing EU regulation applicable
to biobanks and biobank research is dispersed through a number of areas of law,
including data protection, clinical trials'* and tissue regulation.'> An exhaustive
analysis is outside the scope of this chapter. However, it can be noted for example
the complex interplay between clinical trials regulation and the GDPR.'®

8Beier and Lenk (2015), pp. 69-81; Bricefio Moraia et al. (2014), pp. 187-212.

“Penasa et al. (2018), pp. 241-255.

"Belgium, Estonia, Finland, Hungary, Latvia, Lithuania, Portugal, Spain, Sweden and UK.
" Bulgaria, Croatia, Czech Republic, Malta, Romania, Slovakia.

12 Austria, Cyprus, Denmark, France, Germany, Greece, Italy, Luxembourg, the Netherlands,
Poland, Republic of Ireland and Slovenia. See Beier and Lenk (2015). See also: Nicola (2015),
pp- 800-815; Sandor et al. (2009).

131n this sense, see a for example Penasa et al. (2018), with further references to national commen-
tators defending the introduction of specific codified legislation in their respective jurisdictions.

"“Directive 2001/20/EC of the European Parliament and of the Council of 4 April 2001 on the
approximation of the laws, regulations and administrative provisions of the Member States relating
to the implementation of good clinical practice in the conduct of clinical trials on medicinal prod-
ucts for human use, OJ L 121, 1.5.2001, p. 34, soon to be replaced by entry into effect of Regulation
536/2014 of the European Parliament and of the Council of 16 April 2014 on clinical trials on
medicinal products for human use, and repealing Directive 2001/20/EC, OJ L 158 27.05.2004,
p. 1-76 [hereinafter Clinical Trials Regulation].

'SDirective 2004/23/EC of the European Parliament and of the Council of 31 March 2004 on set-
ting standards of quality and safety for the donation, procurement, testing, processing, preserva-
tion, storage and distribution of human tissues and cells, OJ L 102, 7.4.2004, p. 48-58.

16See European Data Protection Board, Opinion 3/2019 concerning the Questions and Answers on
the interplay between the Clinical Trials Regulation (CTR) and the General Data Protection regula-
tion (GDPR) (art. 70.1.b)), Adopted on 23 January 2019.
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This chapter examines the obligations imposed by the GDPR on biobanks in
their role as controllers or processors of human personal data. After this introduc-
tion which sets out the contextual background of the application of data protection
norms to biobanking activities, Sect. 2 addresses the material and geographic scope
of applicability of the GDPR concerning biobanking activities. Section 3 then
examines the concepts of controller and processor, their relationships and how these
apply in a biobanking context. Section 4 analyses the duties of biobanks as data
controllers and processors by reference to general data processing principles and the
related duties imposed on biobanks, including obligations to respect data protection
rights of data subjects. Adopting the perspective of biobanks as controllers and pro-
cessors of data, it addresses possible compliance routes, with particular emphasis on
rules concerning data processing of health and genetic data and exemptions pro-
vided for data processing ‘for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes’.!” Section 5 will conclude this
chapter with a general summary of the main points addressed.

2 GDPR and Biobanking Activities

2.1 Substantive Scope of the GDPR

Data protection obligations of biobanks depend largely on their geographical estab-
lishment, location of data subjects, functioning, tasks performed and whether these
allow their classification as controllers and/or processors of personal data under the
EU jurisdiction. In other words, in order to determine whether in a specific situation
a biobank has to comply with the GDPR rules, it is necessary to establish whether it
falls both under the substantive and the geographic scope of application of the
Regulation.

In substantive terms, the GDPR applies to data processing activities and these are
defined broadly and generally, which means that in practice they will include most
biobanking activities and related research. Any activity involving personal data, per-
formed either by automated or manual means, is in principle subject to the
GDPR. This includes, for example, ‘collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmis-
sion, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction’.'®

Data protection rules only apply to personal data, which means information
relating to an identified or identifiable living, natural person. The concept of identi-
fiable natural person is broadly defined and identification does not need to be imme-
diate and direct. Data will still be personal if an individual can be identified by

17 Article 9(2)(j) and Article 89(1) GDPR.
18 Article 4 (2) GDPR.
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reference to an identifier, for example, name, number, IP or physical address, or
specific physical, physiological, genetic, mental, economic, cultural or social
descriptors.' The concept of personal data only applies to living persons, and there-
fore prima facie it will not apply to samples obtained from deceased individuals.
However, personal data of living relatives can be inferred from historical samples,
thus arguably when inferences are established concerning, for example, the health
of a living relative, such might constitute personal data processing under the GDPR.

2.2 Geographical Scope of the GDPR

Biobanks often collect, receive, keep or analyse transnational samples or data,
which raises the question of the geographic scope of applicability of data protection
rules. Generally, there are two factors that are relevant to determine the territorial
scope of application: the establishment criterion, and the targeting criterion.?” These
will be further examined below.

Concerning the establishment criterion, the European Data Protection Board
(EDPB) recommends consideration of three aspects: (a) establishment in the EU; (b)
processing of personal data carried out ‘in the context of the activities of” an establish-
ment; and (c) application of the GDPR to the establishment of a controller or a proces-
sor in the EU regardless of whether the processing takes place in the EU or not.?! The
GDPR has a broad scope of applicability as it does so regardless of where the data
processing activities are conducted and to any processing of personal data done by a
controller or a processor with an establishment in the EU.?? Recital 22 clarifies that
‘establishment implies the effective and real exercise of activity through stable
arrangements’.?® Factual elements and not legal formalities are the determining factor
to assess whether a data controller or processor has an establishment in the EU. In
some circumstances, the GDPR rules also apply even if the controller or processor is
not established in the EU as long as the data subject is located in the EU. In a biobank
context, whether the data processing is considered carried out in the context of the
activities of an establishment does not depend necessarily on whether the processing
in question is carried out ‘by’ the biobank itself.** Assessment will have to be made on
a case by case basis. For example, in cases of data and sample sharing, the activities
of a biobank in a Member State and the data processing activities of a third party (data
controller or processor) outside the EU may be inextricably linked, and thereby may

9 Article 4 (1) GDPR.

EDPB Guidelines 3/2018 on the territorial scope of the GDPR (Article 3) Adopted on 16
November 2018.

2'EDPB Guidelines 3/2018, p. 4-7.
22 Article 3 (1) GDPR.

Z3Recital 22 GDPR.

2 Article 3(1)
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trigger the applicability of EU data protection law even if the biobank by itself does
not have an active role in the data processing.” Finally, the place of processing is not
relevant in determining whether or not the data processing, carried out in the context
of the activities of an EU biobank, falls within the scope of the GDPR. For example,
when samples and information are collected outside the EU and later the data are
processed by a biobank operating in an EU Member State or when a clinical trial is
conducted outside the EU by a branch or subsidiary not legally distinct from an EU
entity which determines the purpose and means of the data processing carried out on
its behalf.

In regards to the targeting criterion, Article 3 contains international private law
rules that extend the jurisdiction of the GDPR to data controllers and processors not
established in the EU and regardless of where the data processing activities take
place. The connecting factor here is the location of the data subject and the purpose
of the data processing activities. The GDPR applies to data subjects located in the
EU?% independently of their legal status concerning nationality or residence.”® The
second cumulative jurisdiction connecting factor concerns the type of data process-
ing activities. Article 3(2) GDPR defines these as:

(a) the offering of goods or services, irrespective of whether a payment of the data subject

is required, to such data subjects in the Union; or

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.

Biobanking activities may involve offering goods or services, such as where tissues
and living materials are preserved as a service, for example, preservation of stem cells
present in the umbilical cord or preservation of gametes and embryos for future use in
an IVF context. The EDPB considers that it is necessary to have an actual ‘connection
between the processing activity and the offering of good or service, but both direct and
indirect connections are relevant and to be taken into account’.?

The second type of activity that triggers the application of the GDPR to control-
lers or processors not established in the EU is the monitoring of data subject

ZEDPB Guidelines 3/2018. See: Judgment of the Court (Third Chamber) 1 October 2015, Case
C-230/14, Weltimmo s. 1. 0. v Nemzeti Adatvédelmi és Informdciészabadsdg Hat6sdg, Digital
Reports: ECLI:EU:C:2015:639 para. 25, and Judgment of the Court (Grand Chamber), 13 May
2014, Google Spain SL and Google Inc. v Agencia Espariola de Proteccion de Datos (AEPD) and
Mario Costeja Gonzdlez, Case C-131/12, Digital reports: ECLI identifier: ECLI:EU:C:2014:317,
para. 5.3.

26 Adapted from EDPB Guidelines 3/2018, p. 8.

¥ Article 3 (2) GDPR, see also Article 8 EU Charter where the right to data protection is not limited
to ‘citizens but intended for ‘everyone’.

28 Recitals 2, 14 and 24 GDPR.

“EDPB Guidelines 3/2018, p. 21. see also Recital 23 GDPR and CJEU case law based on
Regulation 44/2001 on jurisdiction and the recognition and enforcement of judgments in civil and
commercial matters, for example, Joined Cases C-585/08 and C-144/09: Judgment of the Court
(Grand Chamber) of 7 December 2010 (references for a preliminary ruling from the Oberster
Gerichtshof (Austria))—Peter Pammer v Reederei Karl Schliiter GmbH & Co KG (C-585/08) and
Hotel Alpenhof GesmbH v Oliver Heller (C-144/09), OJ C 55, 19.2.2011, p. 4-5.
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behaviour as far as their behaviour takes place within the Union.*® These are two
cumulative criteria. The nature of the processing activity that can be considered as
behavioural monitoring is further specified in Recital 24, which focuses exclusively
on the monitoring of a behaviour through the tracking of a person on the internet.
However, the EDPB considers that tracking through other types of network or tech-
nology involving personal data processing should also be taken into account, for
example, through wearable and other smart devices. In a biobanking research con-
text, monitoring may occur in longitudinal studies involving multiple samples and
health information retrieved over time or where data subject information is regularly
updated. However, it is not clear whether this represents behaviour monitoring since
the spirit of the GDPR elucidated in Recital 24 GDPR clearly points to commercial
monitoring of consumers. Regardless of this, since health and genetic data enjoys
additional protection, there is good reason to understand that health monitoring can
also be included and will thus trigger the application of the GDPR.

3 Notion of Controller and Processor in Biobanking

3.1 Definition of Controller and Processor

In the GDPR, the duties of data controllers and processors have been framed as posi-
tive obligations which emanate from the individual rights of data subjects,*! for exam-
ple, the rights to information, access, rectification, erasure and blocking, and to object
to the processing of personal data. From a compliance perspective, this means that the
first and foremost important task is to ensure a full understanding of the role each
intervenient in biobanking research assumes for data protection purposes.

The legal concepts of controller and processor are established in Article 4 (7) and
(8) GDPR as follows:

‘controller’ means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined by Union
or Member State law, the controller or the specific criteria for its nomination may be pro-
vided for by Union or Member State law;

‘processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller;

These definitions have been transplanted without modification from the Data
Protection Directive®> and have their origin in a similar text in the Council of

30 Article 3(2)(b) and Recital 24 GDPR.
31 See Chapter, Staunton C (2019) Individual rights in Biobank research under the GDPR.

32 Directive 95/46/EC. The concept of ‘controller’ was adopted with a few modifications from the
Council of Europe’s Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, Strasbourg, 28/01/1981 (CoE ETS 108).
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Europe’s Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data** concluded in 1981. Although the wording appears
relatively straightforward, in practice it may not be so simple to assert who is the
entity responsible for determining the purposes and means of data processing and
identify the (various) entities processing data on behalf of a controller. This is due
to contemporaneous organisational differentiation and complexity in both the pub-
lic sector and private industrial fabric. The scope of these concepts was clarified by
Opinion 1/2010 of the Article 29 Data Protection Working Party (WP29).3* This soft
law instrument analysed each operative concept of the definitions or its three main
building blocks: (1) the personal aspect; (2) the possibility of pluralistic control; and
(3) the essential elements to distinguish the controller from other actors—
‘determination’ of ‘purpose’ and ‘means’.* Controller and processor are indepen-
dent functional EU concepts to be concretely determined by reference to the factual
reality. This means that the type of activities of a biobank will have a bearing on
whether and what entities are considered controllers and processors.

A controller is defined by its function and ability to decide on the purposes of
processing and the means used. This role is based on a notion of control which can
stem from any form of legal entitlement, including both explicit and implicit legal
competence or from factual influence. The controller is also defined by its ability to
determine the substantive content of the data processing. This ability must not be
absolute: there is room for discretion and delegation. Whoever makes a de facto
determination of the ‘purpose’ of processing is a controller while concrete meth-
odologic issues concerning the choice of ‘means’ of processing can be delegated. In
short, in a biobanking context the controller is whichever entity decides on issues
pertaining to those substantial questions which are essential to the core of lawful-
ness of processing, for example, decisions on the legal basis for processing (e.g.
consent or an exception), length of time a biological sample and related data are to
be stored and who has access to the personal data processed.

The concept of processor is dependent on the organisational decisions and struc-
ture of the controller. The GDPR establishes two basic conditions for qualifying as
processor: being a separate legal entity and processing data on behalf of a controller.
Since, the controller decides either to process data within the organisation or to
delegate all or part of the processing activities to an external entity, generally, pro-
cessing data ‘on behalf” means serving someone else’s interest and is linked to the
general concepts of ‘delegation’ and ‘representation’. A processor implements

3 CoE ETS No.108. This convention, was the only international legally binding instrument on the
protection of private life and personal data open to any country in the world, and has been revised
by the Protocol amending the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (CoE ETS No. 223), 128th Session of the Committee of Ministers,
Elsinore, 17-18 May 2018.

3*Opinion 1/2010 issued by reference to the data protection directive, remains valid since these
definitions transited unchanged to the GDPR.

3 Opinion 1/2010.
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instructions and decisions of the controller at least with regard to the purpose of the
processing and the essential elements of the means.

3.2 Joint-Controllers and Joint-Processors

Data processing responsibilities may be borne by any natural or legal person and if
shared will give rise to the notion of joint-controllers and joint-processors. In bio-
banking practice, situations involving putative joint-controllers and joint-processors
present challenges, in particular when different entities submit samples and data to
a biobank and/or when such data are shared, used and re-used by a diverse number
of research institutions. The jurisprudence of the CJEU supports a broad concept of
controller. In Wirtschaftsakademie®® the Court of Justice of the EU (CJEU) ruled on
joint-controllers, reaffirming the broad concept of controller previously established
in Google Spain.’” The court based its ruling on the criteria of whether a processor
contributes, in the specific context, to determining, jointly with the main controller,
the purpose and means of processing the personal data.®® Applying this reason-
ing to a biobanking research context, both biobanks, researchers and entities con-
ducting, sponsoring or financially supporting research, may be considered data
controllers either by themselves or jointly. Their role differentiation and attribution
will depend on the contractual relationships and de facto organisation of the research
activities. Any entity which processes data on behalf of the controller will be con-
sidered a data processor. These activities comprise ‘collection, recording, organisa-
tion, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment
or combination, restriction, erasure or destruction’.?®

3.3 Relationship Between Controllers and Processors

Controllers are responsible to ensure that those entities that process the data comply
with data protection rules. Contractual relationships established between biobanks
and research institutions or commercial companies should set up an allocation of
tasks, rights and obligations between the parties, including provisions concerning

36 Judgment of the Court (Grand Chamber) of 5 June 2018, Unabhiingiges Landeszentrum fiir
Datenschutz  Schleswig-Holstein v Wirtschaftsakademie Schleswig-Holstein GmbH, Case
C-210/16, OJ C 260, 18.7.2016, ECLI:EUC:2018:388.

¥ Judgment of the Court (Grand Chamber), 13 May 2014, Google Spain SL and Google Inc. v
Agencia Espanola de Proteccion de Datos (AEPD) and Mario Costeja Gonzilez, Case C-131/12,
Digital reports: ECLI identifier: ECLI:EU:C:2014:317.

#C-210/16 Wirtschaftsakademie.

¥ Article 4(2) GDPR.
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the purpose of processing, type of personal data and categories of data subject
involved. Among other specific subjects, data processing contracts should address
the issue of transfers of data to countries outside the EU or to international organ-
isations.* Contracts should also include clauses on subcontracting of data process-
ing activities as processors are precluded from subcontracting without the
controller’s prior written agreement.*!

Territorial scope is also relevant here as often biobanking activities are conducted
in collaboration with international research institutions and repositories. Firstly, the
EDPB takes the view that the existence of a relationship between a controller and a
processor does not necessarily trigger the application of the GDPR to both if one is
not established in the Union. This means that ‘when it comes to the identification of
the different obligations triggered by the applicability of the GDPR, the processing
by each entity must be considered separately’.*> Secondly, when an EU biobank
acting as a controller uses a processor located outside the EU, it will be necessary
for the controller to ensure by contract or other legal act* that the processor will
conduct its activities in accordance with the GDPR. This will include imposing on
the processors by contract clauses all the relevant obligations placed by the GDPR
on processors, and thus extending by contractual means the GDPR scope of applica-
tion to processors outside the EU. Thirdly, the opposite situation—a biobank pro-
cessing data on behalf of an institution/controller outside of the EU—is also a
recurrent one. In such cases, while the provisions of the GDPR do not apply to the
data controller, the biobank, as a processor established in the EU, will still continue
to be required to comply with the GDPR obligations imposed on data processors
provided that such activities are carried out in the context of its activities.*

4 Duties of Biobanks as Controllers and Processors

4.1 Accountability

Biobanks are responsible and accountable for compliance with data protection rules
in their various activities as data controllers, for example, in receiving, holding or
distributing biological samples or materials and associated data.*> This means that
biobanks in their capacity as data controllers are responsible for implementing the
appropriate technical and organisational measures both to ensure compliance and to
be able to demonstrate compliance with GDPR principles and rules.

“ Article 26(3) GDPR.

4 Article 26(2) GDPR.
“EDPB 3/2018, p. 9.

# Article 28(3) GDPR.
“EDPB 3/2018, pp. 10-11.
% Article 5(2) GDPR.
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As seen above, the accountability obligations of biobanks also include exercising
a supervisor function and ensuring that researchers and entities in the position of
personal data processors follow data protection rules.*® If several entities are in the
position of data controller, they become joint-controllers. For reasons of legal cer-
tainty, joint-controllers have the additional responsibility to determine in a transpar-
ent manner the allocation of the shared responsibilities for compliance.

Data protection rules establish the rights of data subjects and impose correspond-
ing duties on controllers and processors. These comprise both the general duty to
assure compliance with general principles of data protection stemming from the
principle of accountability and specific duties pertaining to the factual relationship
and conduct towards data subjects in the course of data processing activities. General
data protection principles include: (1) lawfulness, fairness and transparency; (2)
purpose limitation; (3) data minimisation; (4) accuracy; (5) storage limitation; and
(6) integrity and confidentiality.*’

The principle of ‘accountability’ inverts the burden of proof, imposing on bio-
banks acting in the capacity of data controllers the responsibility for demonstrating
that all data processing activities are conducted lawfully, fairly and in a transparent
manner in relation to the data subject.*® ‘Lawfulness’ of data processing activities is
the fundamental basis for compliance with all other duties of controllers and proces-
sors under EU data protection law. If data are processed unlawfully, compliance
with other duties and obligations will not preclude eventual sanctions. This means
that, in the absence of legitimate grounds for data processing, all ensuing biobank-
ing activities will be tainted by the unlawfullness of data processing. Because the
right to data protection and privacy are fundamental rights protected by the EU
Charter, the legal consequences of unlawful data processing may even expand
beyond data protection sanctions. For example, it may hinder the ethical acceptance
of the research for patentability purposes.*’ Once lawfulness of processing has been
established, biobanks and biobank researchers will have to ensure effective compli-
ance with the other principles of data protection mentioned above and the associated
duties imposed on data controllers and processors. ‘Purpose limitation” means that
personal data can only be processed for specified, explicit and legitimate purposes.
Further processing outside the initial purpose/conditions is generally not allowed.
An exception is made for ‘processing for public interest, scientific or historical
research or statistical purposes’.® ‘Data minimisation’ means that processing activ-
ities are required to be adequate and relevant to the purposes, and the privacy intru-
sion is limited to the minimum necessary to achieve such purposes.’! The principle
of accuracy imposes the duty to take reasonable steps to ensure that inaccurate or

“ Article 28(1) GDPR.

47 Article 5 GDPR.

8 Article 5(2) GDPR.

“Nordberg and Minssen (2016), pp. 138-177; Hellstadius and Schovsbo (2018).
% Article 5(1)(b) GDPR.

St Article 5(1)(c) GDPR.
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out of date information is rectified or erased.’ ‘Storage limitation’ refers to the duty
to anonymise or erase data once it is no longer necessary for achieving the original
purposes. This principle is also an object of limitation if the personal data are pro-
cessed solely ‘for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes’ provided that the processing is subject to
appropriate technical and organisational measures to safeguard the rights and free-
doms of data subjects.”® Finally, ‘integrity and confidentiality’ of personal data
against unauthorised or unlawful processing, as well as accidental loss, destruction
or damage, is to be ensured by the use of appropriate technical or organisational
measures.>

4.2 Lawfulness of Data Processing
4.2.1 Categories of Personal Data and Lawfulness in Biobanking

It is critical to consider data types and their relevance for determining the concrete
duties and compliance obligations of data controllers and processors. Unlike data
subjects, not all personal data are born equal. Some types of informational content
are liable to cause greater intrusion in the data subject’s personal private sphere and/
or have a higher risk of being misused for discriminatory practices or outcomes. The
rapid development and availability of DNA sequencing, big data techniques and
artificial intelligence (AI) has in recent years changed biomedical research and bio-
banks. Biological samples are now accompanied by personal data that can be aggre-
gated and correlated through data mining techniques in a variety of ways. Such
personal data may originate from health and medical records but also from research
and clinical trials and other sources. It may include genetic and genomic data and
other epistemological biomedical information but also environmental, lifestyle or
social data.

As mentioned, processing personal data is only allowed under specific grounds
and stricter rules apply concerning processing of special categories of personal data,
including health data and genetic data. It is therefore important, as a matter of
compliance, that biobanks distinguish between non-personal and personal data but
also between general personal data and special categories of personal data.

The concept of health data is defined in the GDPR as ‘personal data related to the
physical or mental health of a natural person, including the provision of health care
services, which reveal information about his or her health status’>® and this includes
‘all data pertaining to the health status of a data subject which reveal information

52 Article 5(1)(d) GDPR.
53 Article 5(1)(e) GDPR.
s Article 5(1)(f) GDPR.
> Article 9 GDPR.

* Article 4(15) GDPR.
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relating to the past, current or future physical or mental health status of the data
subject’.’” Health data include both information derived from health records and
‘information derived from the testing or examination of a body part or bodily sub-
stance, including from genetic data and biological samples’.*

Genetic data means ‘personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiol-
ogy or the health of that natural person and which result, in particular from an analy-
sis of a biological sample from the natural person in question’,” in particular,
‘chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA) analysis,
or from the analysis of another element enabling equivalent information to be
obtained’.®® The GDPR imposes obligations on data controllers and processors with
a focus on regulating data processing from the perspective of lawfulness of such
processing. However, it does not regulate what types of derivative information can
be obtained (correlations and inferences) nor what types of uses of data are permis-
sible. Particularly problematic data uses, such as predictions and correlations based
on big data analytics and Al, are still only timidly regulated.®® The type of research
activities developed by each biobank will have a bearing on determining the most
suitable legal basis to rely upon for compliance with the principles of lawfulness,
fairness and transparency. In any case, this decision must be made beforehand since
controllers have the duty to inform individual sample donors/owners of the legal
grounds allowing the data processing before collecting or in any way processing
data.®? Because new data processing technologies such as big data analytics allow
category jumping inferences, it will often be the case that all data will become per-
sonal data, if not immediately then at least in the future. Moreover, the use of bio-
logical samples will equate to actual or potential genetic data and health data, and
thus a cautionary approach would lead to generally considering that most data pro-
cessed by biobanks and biobanking research are likely to pertain to one of the spe-
cial categories of personal data.

4.2.2 Modalities for Lawful Data Processing in Biobanking
General Remarks
Ensuring the lawfulness of data processing is the most essential duty of controllers

and processors. In ensuring lawfulness, choosing an appropriate legal basis for pro-
cessing the data is of utmost importance and has to be performed prior to the

SRecital 35 GDPR.
*Recital 35 GDPR.

» Article 4(13) GDPR.
®Recital 35 GDPR.

oI Article 22 GDPR.

2 Article 7 GDPR.
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collection of data. The GDPR contains several legal basis for data processing. These
can be conceptualized as two main models for lawfulness of data processing in
biobanks and bio-banking research: (a) consent-based model, and (b) necessity-
based model. Depending on the ground for lawfulness, different obligations will be
imposed on biobanks in the capacity of either data controllers or data processors. In
order to simplify the compliance analysis, in this section it will be assumed that
most human data processed by biobanks or in biobanking research are special cat-
egories of personal data (e.g. health data and genetic data), and thus attention will
focus on the lawfulness grounds established in Article 9 GDPR.

Necessity-Based Model

Generally, the processing of special categories of personal data, such as genetic and
health data, is prohibited. However, biobanks can choose to rely on the exceptions
and exemptions provided in Article 9(2) GDPR and so implement either a consent
or necessity-based model or a mixture. Among the various exceptions conferring
lawfulness of processing, of particular interest for biobanks is data processing justi-
fied by the necessity ‘for archiving purposes in the public interest, scientific or his-
torical research purposes’® and processing justified by the necessity ‘for reasons of
public interest in the area of public health’.®* This data processing model can be
suitable where obtaining consent is not possible or excessively burdensome (for
example, when data is re-purposed and contact information is missing or outdated),
or when consent is insufficient, redrawn or denied. The definition of ‘scientific
research purposes’ is broadly constructed and includes ‘technological development
and demonstration, fundamental research, applied research and privately funded
research’.

In biobanking research, re-use and repurposing of data has become a necessity
where new digital technologies offer increased possibilities to cross-reference large
quantities and types of data from multiple sources (big data analytics), including
health and medical records. However, data have to be collected ‘for specified,
explicit and legitimate purposes and not further processed in a manner that is incom-
patible with those purposes’.® This means that the lawfulness of data processing has
to be established prior to the data collection and is connected to the purpose for
which the data were collected. The result of this is that a necessity-based model may
offer advantages to biobanks and in certain circumstances be the preferred option to
establish lawfulness since repurposing of data for archiving or research purposes is
generally presumed compatible with the original purpose as long as the controller

 Article 9(2)(j) GDPR.

 Article 9(2)(i).

®Recital 159 GDPR. The recital mentions specifically ‘studies conducted in the public interest in
the area of public health’.

®Article 5(1)(b) GDPR.
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demonstrates respect for individual rights and freedoms of the data subject and
implements appropriate safeguards, such as pseudonymisation (unless this is impos-
sible or impairs the archiving or research purposes).®’

Under Article 9(2)(j), processing of health and genetic data without consent is
possible for scientific research purposes provided that processing is: (a) necessary
for scientific research purposes; (b) proportionate to the aims pursued; (c) and
respects the essence of the right to data protection.®® These requirements will be
relatively simple to fulfil in the case of biobanking activities directly connected with
a specific research project aimed at studying a serious medical condition. However,
concerning biobanking activities not directly linked to a specific research project or
where such a link is less immediate or evident, data controllers will need to care-
fully justify that the use of the data is necessary and proportionate. In any case, the
essence of the data protection right must be respected. This means that all process-
ing activities must respect the general principles of data protection: lawfulness, fair-
ness and transparency; purpose limitation; data minimisation; accuracy; storage
limitation; integrity and confidentiality; and accountability.

Article 9(2)(i) GDPR allows Member States to establish the lawfulness of data
processing for public interest reasons in the area of public health. Provided that a
legal basis exists and specific measures to safeguard the rights and freedoms of data
subjects and the confidentiality of health records are enacted, samples collected in
the course of medical treatment might be stored in biobanks and made available for
research, alongside patient records. However, a non-consenting data subject is
unlikely to collaborate and provide additional samples or necessary specific infor-
mation, thus affecting the ability to monitor an individual’s health over time or study
the health impact of specific lifestyle or social and environmental factors. Because
patient records, even if standardised and comprehensive, are often of limited inter-
est to researchers, the consent-based model will remain vital in any research project
where collaboration of the data subject is imposed by methodological
considerations.

Processing of data under a necessity framework also implies special obligations
to safeguard the rights and interest of data subjects, in particular, the use of technical
measures to ensure respect for the principle of data minimisation, including the
default use of either pseudonymisation or complete anonymisation if the research
proposed can be achieved in that manner.® All rights of data subjects and respective
duties imposed on controllers and processors are to be observed, including specific
national limitations on the processing of health and genetic data,” unless a deroga-
tion from data protection rights is established either by EU or national law.”
Concerning genetic, biometric and health data, Member States are given additional

“Data sharing and repurposing data is a very important issue for biobanking. See below Sect. 4.4.
 Article 9(2)(j) GDPR.

® Article 89(1) GDPR.

0 Article 9(4) GDPR.

" Article 89(2) GDPR.
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room for manoeuvre and are allowed to introduce more stringent requirements and
impose further obligations on data controllers and processors which may amount to
further limitations on the processing of these special categories of data.

Article 89 GDPR gives Member States additional leeway to enact specifications
and derogations from the rights of data subjects when lawfulness is based on a
necessity framework.” Exemptions to the duties of controllers and processors may
be provided in national law concerning the information requirements’ and rights to
rectification,” to erasure,” to restriction of processing,’® to data portability’” and to
object when processing personal data ‘for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes’.”® These deroga-
tions from the rights of data subjects have a subsidiary nature and are only admis-
sible as far as the data subject rights render impossible or seriously impair the
achievement of the ‘scientific or historical research purposes or statistical purpos-
es’.” Derogations also have to be specified and accompanied by appropriate safe-
guards as to the general principles of data protection. In particular, all exemptions
must follow data minimisation, proportionality and necessity principles.*

Biobanks may be able to use these exemptions in national law. However, the
question of applicable jurisdiction has to be carefully considered, in particular the
possibility that a data set might include individual data which are subject to different
national exemptions and complementary rules concerning, for example, the use of
genetic data.®! If the legal basis for lawfulness is necessity for research under Article
89(2) GDPR, exemptions to the duties of controllers and processors may be pro-
vided in national or EU law concerning: (1) the right of any person to obtain from
the controller confirmation as to whether or not their personal data are being pro-
cessed, and the right to information concerning such processing;®? (2) the right to
rectification;®® (3) the right to restrict processing;* and (4) the right to object to
processing.3 Where biobanks serve as repositories and data processing is justified
for archiving purposes in the public interest under Article 89(3) GDPR, exemptions

2See Chapter Duguet A-M, Herveg J ‘Safeguards and derogations relating to processing for sci-
entific research: Article 89 analysis for biobank research’.

B Article 15 GDPR.

7 Article 16 GDPR.

7 Article 17 GDPR.

7 Article 18 GDPR.

7 Article 20 GDPR.

7 Article 21 GDPR.
 Article 89(1) GDPR.
$0Recital 156 GDPR.

81 For an overview of existing national legislation see: Penasa et al. (2018); p. 252; Bricefio Moraia
et al. (2014).

82 Article 15 GDPR.
8 Article 16 GDPR.
8 Article 18 GDPR.
8 Article 21 GDPR.
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established in EU or national law may also extend to the controller’s obligation to
notify any restriction or erasure of personal data to each third party to whom the
data has been disclosed®® and the data subject’s right to data portability.%

The right of data subjects to request erasure of their personal data cannot be sub-
ject to national derogations under Article 89 GDPR. However, Article 17 GDPR
does exempt data processing activities for archiving purposes ‘in the public interest,
scientific or historical research purposes or statistical purposes’ in accordance with
Article 89(1) GDPR® provided that erasing the data is likely to render impossible
or seriously impair the achievement of these objectives.® If the data are essential but
can be fully anonymised, then such an option should prevail. Controllers are under
an obligation to justify the refusal to erase and to disclose information about the
specific use of the data in a specific project.

Consent-Based Model

When a necessity-based lawfulness basis cannot be established, biobanks will need
to resort to a consent-based model in order to avoid data protection liability. It is
also a solid strategy through which to build trust and ensure recruitment of research
participants while fostering the willingness of participants to provide accurate data,
be monitored over time and provide multiple samples and data entries and allow
multi-purpose processing.

The literature shows that prior to the GDPR Member States had different frame-
works for consent.” Taking into account the GDPR flexibilities, the situation is
likely to be maintained, at least insofar as additional specific requirements and regu-
latory oversight are concerned. Under the GDPR, the type of consent necessary for
data processing is defined as necessarily being freely given, purpose specific,
informed and unambiguous.” In order to be legally binding, consent does not need
to be given in the form of a signed written document but should be given by a clear
affirmative act. Documented oral statements and electronic means are allowed but
controllers should avoid ‘silence, pre-ticked boxes or inactivity’ since only affirma-
tive consent is legally binding.”?

Compliance with the principle of fairness and transparency imposes that pre-
formulated consent forms must be written in a manner that is intelligible and easily
accessible to the data subject using clear and plain language.” The use of legal or

% Article 19 GDPR.

87 Article 20 GDPR.

8 Article 17(3)(d).

8 Article 17(3)(d).

“Kaye et al. (2016), pp. 195-200.
! Article 4 11) GDPR.

22Recital 32 GDPR.

%3 Recital 42 GDPR.
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technical terms should be avoided and, if applicable, translated into the native lan-
guage of the data subjects. The standard for consent is ‘free and informed consent’.
Documents or information provided orally should contain clear mention of the iden-
tity of the controllers and the purpose of the data processing. Consent will not be
valid if the data subject has no genuine or free choice or if refusal or withdrawal of
consent is detrimental to the data subject.”* This would be the case for multipurpose
consent without the possibility to separately consent to different processing pur-
poses or if broad consent is demanded for access to treatment or a service and the
data processing exceeds what is necessary for fulfilling such goals (e.g. deposit and
conservation of biological materials for future use: blood, stem cells, ova, sperm,
embryos, etc.).”

Often in biobanking activities samples and information originate from outside
the EU. In some cases, local cultural and legal traditions may result in different
frameworks, rules and procedures for consent.” EU data protection rules are based
on the EU Charter right to data protection®” and have an extensive territorial applica-
tion. Thus, if the controller or processor is established in the EU, reliance on local
law or customary social norms is not possible and individual data subject informed
specific consent or another legal ground for data processing remains necessary
under the GDPR.

Consent should also be specific and cover every purpose and all processing activ-
ities carried out for each purpose.” The legislators acknowledged that in the case of
data used for scientific research it is often difficult to identify beforehand all possi-
ble data processing purposes and so this opened the door to broad consent. In this
sense, Recital 33 clarifies that broad consent—defined by reference to certain areas
of scientific research—can be accepted if procedures comply with ‘recognised ethi-
cal standards for scientific research’, for example, through an ethical board review.”
WP29 pointed out that Recital 33 does not necessarily mean that specific consent is
not necessary but rather that as an exception and if research purposes cannot be
specified at the time of data processing (sample collecting), it is possible to obtain
valid consent and only describe the purpose in a more general manner. However, it
also alerts us to the fact that ‘when special categories of data are processed on the
basis of explicit consent, applying the flexible approach of Recital 33 will be subject
to a stricter interpretation and requires a high degree of scrutiny’.!®

%*Recital 42 and 43 GDPR.

%In such cases, specific national legislation may contain more strict rules.
%For an overview see for example: De Vries et al. (2017).

7 Article 8 EU Charter.

“%Recital 32 GDPR.

% See Marelli and Testa (2019), pp. 496-498.

1% Article 29 Working Party, Guidelines on Consent under Regulation 2016/679, last Revised and
Adopted on 10 April 2018.
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The notion of dynamic consent' is indirectly accepted. On the one side, data
subjects have several rights that can be exercised over a period of time: right to
rectification of inaccurate personal data and to add supplementary information to
incomplete data;'® right to erasure;'® right to restriction of processing;'™ right to
data portability;' and right to not be subject to a decision based solely on auto-
mated processing.' On the other side, the re-purposing of data will require inform-
ing the data subject and renewed consent. Dynamic consent models offer biobanks
the possibility to allow data subjects to exercise their rights to object to specific
types of data processing, specific purposes, projects or users while simultaneously
maintaining consent to a broad range of processing activities. These also simplify
procedures for consent for further processing purposes and improve fairness and
transparency of data processing. However, it should be noted that overall repurpos-
ing of data in biobanking remains a complex matter subject to specific national
regulations'”” and where determining if the new use is compatible with the consent
provided may not be easy to ascertain.!%

Biobanks as data controllers have a duty to implement technical measures to
assure that data subjects can, on request, receive the personal data provided in a
structured, commonly used and machine-readable format and transmit those data to
another controller.!® It is debatable whether data portability duties apply only to
raw data or also to established correlations, probabilities or predictions, for example,
a diagnosis. As long as a person is identifiable then the information is considered
personal data and thus subject to the GDPR.!'? Inferred data and derived data, such
as the outcome of an assessment regarding the health of a user, are, according to
WP29, excluded from the right to data portability.!!! Furthermore, this information

10 Kaye et al. (2015), pp. 141-146.

12 Article 16 GDPR.

183 Article 17 GDPR.

104 Article 18 GDPR.

195 Article 20 GDPR.

1% Article 22 GDPR.

107See: Tassé (2016), pp. 207-216; Kondylakis et al. (2017), pp. 282-292.

108 See the landmark Italian case concerning the acquisition by United Kingdom-based commercial
company Tiziana Life Sciences Plc of Shardna an Italian genomic biobank (Tribunal of Cagliari,
Sentenza n. 1569, 6 June 2017) described in Marelli & Testa n.101; see also recent Clinical
Research Development Ireland (CRDI) ‘Submission to the Data Protection Commission on the
topic of the General Data Protection Regulation in relation to Biobanking’(3 May 2018), signed by
28 Representatives of Irish Research Institutions. Available: https://www.crdi.ie/wp-content/
uploads/2018/06/CRDI_Submission_GDPR-and-Biobanking.pdf.

19 Article 20 GDPR.

0Article 4 (1) GDPR defines an identifiable person as ‘one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number, loca-
tion data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person’.

1 Article 29 data protection working party, Guidelines on the Right to data Portability, adopted on
13 December 2016.
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may constitute a trade secret or be copyright protected and proportionality argu-
ments may arise, while specific contractual or patient rights statutory provisions
may provide further obligations.

In the context of big data analytics, where data are obtained from a plurality of
sources, the controller always has general information duties that may be difficult to
comply with, including providing individual information concerning categories of
data, origin, legal basis and purpose of processing and use in automated decision-
making.!"? These duties are waived if providing information to data subjects proves
impossible or involves a disproportionate effort, and where the processing is for
scientific research purposes and compliance with such duties would render impos-
sible or seriously impair the research.!!® Either way, repurposing of data must always
have a legal basis; either it has to be covered by original consent or an exception.

Consent can be withdrawn and the data subject can request that further process-
ing is restricted or that the data is erased. The right to erasure, known as the right to
be forgotten, is often considered a potential challenge. However, research activities
are protected if the data are necessary for research and their erasure would ‘render
impossible or seriously impair the achievement of the objectives of that processing’.!*
This is not a complete exemption; an erasure request must still be complied with if
under the specific circumstances that individual’s personal information is not essen-
tial and can be erased without compromising the entire study. In any case, if the data
are not erased due to being essential, it might have to be erased from other research
projects and cannot continue to be processed in the future unless another ground for
processing exists.

Finally, consent to participation in scientific research activities in clinical trials is
subject to specific legislation—the Clinical Trials Regulation (CTR).!"'> GDPR prin-
ciples and other rules remain applicable to data processing in the context of clinical
trials.!'® Consent for data processing in the context of biobanking samples and data
originated or procured for clinical trials will also follow the GDPR rules and should
not be confused with informed consent for participation in clinical trials and/or
medical treatment.!” Informed consent for these activities is regulated by specific
frameworks and follows a different legal reasoning.''® As explained by the EDPB in
Opinion 3/2019, the provisions on informed consent in the Clinical Trials

12 Article 14(1) GDPR.

'3 Article 14(5) GDPR.

14 Article 17(3)(d) GDPR.

115 Articles 28-35, Regulation (EU) No 536/2014 of the European Parliament and of the Council of
16 April 2014 on clinical trials on medicinal products for human use, and repealing Directive
2001/20/EC, OJ L 158, 27.5.2014, p. 1-76.

116 See the recent, European Data protection board, Opinion 3/2019 concerning the Questions and
Answers on the interplay between the Clinical Trials Regulation (CTR) and the General Data
Protection regulation (GDPR) (art. 70.1.b)) Adopted on 23 January 2019.

7Tdem, para 15.

8Minssen and Rajam (2019); Chico (2018), p. 116.
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Regulation!!® respond primarily to core ethical requirements of research involving
humans subjects and derive from the Helsinki Declaration. The obligation to obtain
informed consent of participants in a clinical trial is primarily required to ensure
respect for the right to human dignity and the right to integrity of individuals under
Articles 1 and 3 of the Charter of Fundamental Rights of the EU and is not an instru-
ment for data protection compliance.'*

This means that informed consent obtained for clinical trials may not be suffi-
cient for data processing purposes. In particular, a ‘clear situation of imbalance of
powers between the participant and the sponsor/investigator will imply that the con-
sent is not ‘freely given’ in the meaning of the GDPR’'?! (e.g. when a participant is
not in good health, belongs to an economically or socially disadvantaged group or
is in any situation of institutional or hierarchical dependence). Therefore, consent
will not be the appropriate legal basis in most cases and other legal bases than con-
sent must be relied upon.!?> Biobanks storing samples or data obtained or used in
clinical trials have to conduct a separate assessment on the legal basis of data pro-
cessing to rely upon and eventually obtain consent for initial or further biobanking
activities, unless the so-called presumption of compatibility provided under Article
5(1)(b) GDPR can be relied upon under the specific circumstances.'?

4.3 Fairness and Transparency of Data Processing

Although biobanks operating under the framework for lawfulness established under
Article 89 ‘Interest for scientific research-based model” are exempted from a num-
ber of specific obligations, the principle of transparency imposes an obligation to
inform data subjects at the time data are obtained of the following: (1) identity and
the contact details of the controller and, where applicable, of the controller’s repre-
sentative; (2) contact details of the DPO; (3) purposes and legal basis of the process-
ing; (4) recipients or categories of recipients of the personal data; and (5) whether
the controller intends to transfer personal data to a third country or international
organisation, and the existence or absence of an adequacy decision by the
Commission, or reference to the appropriate or suitable safeguards and the means
by which to obtain a copy of them or where they have been made available.'**

In addition to this information, biobanks acting as data controllers also have a
duty to provide to the data subject at the time personal data are obtained additional
information to ensure fair and transparent processing, namely, (1) length of time

9CTR Chapter V, Article 28 e sq.
20EDPB Opinion 3/2019, para 16.
2'EDPB Opinion 3/2019, para 20.
121dem.

2ZEDPB Opinion 3/2019, para 29-32.
2 Article 13(1) GDPR.
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data will be stored (either a fixed date or criteria used to determine it); (2) details
about the right to lodge a complaint with a supervisory authority; and (3) the exis-
tence of automated decision-making, including profiling and meaningful informa-
tion about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject.'?

Although the rule is that data subjects have the right to object to automated
decision-making and profiling, automated decisions and profiling (e.g. diagnostic,
epidemiologic studies, categorisations of genetic risk, etc.) based on special catego-
ries of data, such as health and genetic data, are not prohibited. In fact, these can be
acceptable if based on explicit consent for specified purposes or if based on the
necessity of the processing for reasons of substantial public interest.!?

If the ground for data processing is consent, biobanks as data controllers are also
required to provide information on the existence of the right to request access to and
rectification or erasure of personal data or restriction of processing concerning the
data subject or to object to processing as well as the right to data portability.
Biobanks will also be obliged to inform data subjects that they have the right to
withdraw consent at any time, and that this will not affect retroactively the lawful-
ness of previous processing. These obligations will not subsist if data is processed
based on other grounds.!?’

4.4 Purpose Limitation of Data Processing

Data sharing is increasingly necessary for scientific research, and there is a growing
international trend towards open science,'?® with major funding agencies and scien-
tific journals imposing data sharing policies.'?® Such policies may implicitly result
in imposing the need to share or make public available research data outside the
EU. In their turn, EU initiatives also place considerable emphasis on open research
data and open access to scholarly publication and communication and reuse of sci-
entific information.!*

125 Article 13(2) GDPR

126 Article 13(2)(f), Article 22(4) and Article 9(2 (a) and (g) GDPR.
127 Article 13(2) GDPR.

128 Groves and Godlee (2012), p. e4383.

12 Taichman et al. (2017), pp. 63-65; National Institutes of Health (NIH) (2003); Wellcome Trust
(2017); European Commission DG for research and Innovation (2017).

130 Commission Recommendation of 17 July 2012 on access to and preservation of scientific infor-
mation (2012/417/EU); see also Declaration of the Budapest Open Access Initiative https://www.
budapestopenaccessinitiative.org/read; Berlin Declaration on Open Access to Knowledge in the
Sciences and Humanities https://openaccess.mpg.de/67605/berlin_declaration_engl.pdf; The
ECHO Charter https://echo.mpiwg-berlin.mpg.de/policy/oa_basics/charter, and the Bethesda
Statement on Open Access Publishing http://legacy.earlham.edu/~peters/fos/bethesda.htm.
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Biobanking research by its nature involves the possibility to re-use and repurpose
collected samples and information in several research projects. New digital tech-
nologies offer increased possibilities to cross-reference large quantities and types of
data from multiple sources. The interpretation of the principle of purpose limitation
has become a central issue in biobanking as both data sharing and data repurposing
raise considerable data protection and ethical issues;'*' a balance needs to be
achieved with the protection of the rights of data subjects.

The principle of purpose limitation ensures that as a rule all data must be ‘col-
lected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes’,'* and it can be particularly con-
troversial to apply in the context of biobanking sharing and re-use of research data.
Subsequent uses may rely either on consent or another ground for lawfulness; both
these grounds have to be established at the time a biological sample, tissue or infor-
mation is collected and further processing has to be compatible with the purpose for
which the personal data are initially collected.'*® If the lawfulness of data processing
is based on necessity for archiving purposes in the public interest, scientific or his-
torical research, the re-purpose of data for archiving or research is generally pre-
sumed compatible with the original purpose as long as the controller demonstrates
respect for the individual rights and freedoms of the data subject and implements
appropriate safeguards, such as pseudonymisation (unless this is impossible or
impairs the archiving or research purposes).'** However, the presumption appears to
only apply if it is the same type of research or research project, for example, the
EDPB does not think that it necessarily applies to clinical trials data reuse.'®
Moreover, if the data processing is based on another lawfulness ground, then com-
patibility can never be presumed and it is either necessary to establish that the spe-
cific research conducted is compatible with the original purpose or predict and
establish at the time of data collection several possible specific, explicit and legiti-
mate data purposes.

When biobanks intend to further process the personal data for a purpose other
than that for which the personal data were collected, information must be provided
to the data subjects prior to that further processing concerning such further process-
ing and its purpose, as well as any other relevant information.'*¢ Moreover, often
biobanks will store and process data that was not obtained directly from data sub-
jects but instead was originally collected from a third party, for example, biological
samples obtained in a clinical setting or use of health records. In such cases, and in

31 For an overview on open questions see: Global Forum on Bioethics in Research (2018).
132 Article 5(1)(b) GDPR.

13 Article 6(4) GDPR. See with adaptations Article 29 Data Protection Working Party Opinion
03/2013 on purpose limitation Adopted on 2 April 2013.

134 Article 5(1)(b) and Article 89(1) GDPR; Recitals 157 to 160.
135See EDPB Opinion 3/2019 para 28, recognizing that further guidance in this respect is necessary.
136 Article 13(3) GDPR.



84 A. Nordberg

the absence of more specific national or EU legislation,'¥” information duties subsist
in accordance with Article 14 GDPR. There are, however, some exceptions: compli-
ance with information duties is not required if the data subject already has the infor-
mation. Regarding processing based in public interest and research purposes, there
is no duty to provide information if this has been proven to be impossible or would
involve a disproportionate effort, or if it is likely to render impossible or seriously
impair the objectives of the biobanking activity. The biobank neverthelesss must
take appropriate measures to protect the data subjects’ rights and freedoms and
legitimate interests, including making the information publicly available.!'3

4.5 Data Protection by Design

As controllers, biobanks are also responsible to implement measures leading to
‘data protection by design and default’. Data protection by design implements the
principle of data minimisation and is imposed under a standard of reasonability tak-
ing into consideration a number of factors, such as the state of the art, the cost of
implementation and the nature, scope, context and purposes of processing as well as
the risks of varying likelihood and severity for rights and freedoms of natural per-
sons posed by the processing.!* Appropriate technical measures include
pseudonymisation'*® but also measures for ensuring that personal data are only used
if necessary for a specific purpose. This means that all data processed must be rel-
evant for a specific research question. The data minimisation obligation also applies
to ensure that the amount of personal data collected, the extent of their processing,
the period of their storage and who is granted access is linked and necessary for the
purpose of data processing.'*! Generally, biobanks acting as data controllers are
always responsible for implementing appropriate technical and organisational mea-
sures to ensure compliance with data protection rules. Compliance may be demon-
strated inter alia by specific data protection policies, adherence to approved codes
of conduct'*? or through use of approved certification mechanisms.'*?

137 Article 14(5)(c) and (d) GDPR ‘obtaining or disclosure is expressly laid down by Union or
Member State law to which the controller is subject and which provides appropriate measures to
protect the data subject’s legitimate interests; or where the personal data must remain confidential
subject to an obligation of professional secrecy regulated by Union or Member State law, including
a statutory obligation of secrecy.’

138 Article 14(5)(a) and (b) GDPR.

1% Article 25(1) GDPR.

140Tdem. Cf. notion of pseudo-anonymisation in Article 4(5) GDPR with different understandings
in other normative sources see: Phillips et al. (2017), pp. 483-496.

141 Article 25(2) GDPR. On compliance strategies See: Holub et al. (2018), pp. 97-105.

142 Article 24 and 40 GDPR.

143 Articles 24 and 42 GDPR.
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4.6 Data Stewardship

Biobanks are also entrusted with data stewardship duties. These are formulated as
the principles of data accuracy, storage limitation, integrity and confidentiality. Data
controllers have the obligation to keep records of all processing activities. This obli-
gation is related to the principle of transparency and has the purpose of guaranteeing
compliance with data subjects’ rights and preventing controllers from alleging
insufficient knowledge based on deficient records as a defence.'* Biobanks acting
as controllers are also responsible for guaranteeing the security of data processing
activities,'*® cooperating with data protection authorities (DPA);'*¢ and notifying the
DPA of any data breaches within 72 h'¥” and each data subject provided that there is
a high risk to their rights and freedoms. Data controllers should conduct data protec-
tion impact assessments (DPIAs),"*® implement measures to mitigate the risks dis-
covered and consult with data protection authorities where such DPIAs determine a
high risk that cannot be mitigated.'* Biobanks process special categories of per-
sonal data and therefore DPIAs are mandatory.'*® Controllers and processors may
also be responsible for jointly designating a DPO."! This duty will apply to biobanks
and biobank researchers insofar as their core activity entails processing large
amounts of special categories of personal data.'>?

5 Conclusion

The recent reform of data protection rules in the EU is in several ways a positive
step in the direction of balancing individual rights and ensuring that scientific
research and innovation in a data-driven economy are not hindered. A number of
exemptions and exceptions are provided for research activities, with Article 89
GDPR making it possible for Member States to adopt further exceptions and exemp-
tions. While this has a positive side, it also favours forum shopping, creates difficul-
ties in pan-European studies and risks reducing harmonisation and transforming the
GDPR almost into a de facto directive as far as the scientific research context is
concerned.

4 Article 30 GDPR.

145 Article 32 GDPR.

146 Article 31 GDPR.

147 Article 33 GDPR.

148 Article 35 GDPR.

149 Article 36 GDPR.

150 Article 35 (3) (b) GDPR.
151 Article 37 GDPR.

192 Article 37(1)(c) GDPR.
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Its broad scope of geographic application expands the application of GDPR to
many data processing situations that have a connection with the EU even when the
data are not processed in the EU, i.e. either through the data controller or data pro-
cessor being considered established in the EU or when the data pertain to data sub-
jects in the EU. Local data protection rules might no longer be considered sufficient
and, given the level of international collaboration in the field of biobanking, the
GDPR rules might become a de facto international data protection standard.

The main restriction imposed on data controllers and processors is the duty to
ensure the lawfulness of such activities. The GDPR contains two main legal bases
for data processing of interest to biobanks: consent-based model and necessity-
based model. It will remain critical to carefully consider which to apply to each data
set because combining data sets based on different lawfulness grounds may gener-
ate increased compliance complexity.

Finally, the GDPR maintains a regulatory approach based on types of data (per-
sonal and special) and general lawfulness grounds for processing. It does not pro-
vide specific rules for particular activities of data processing and types of data uses.
Legal persons data are left subject to national laws as the GDPR rules only applies
to natural persons data and there is no differentiation between types of more or less
intrusive uses. It does not clearly differentiate between raw data and inferred data
and derived data. Neither does it consider the privacy impact of cumulative or net-
work effects of data aggregation and cross-reference.

Compliance with the GDPR presents challenges for biobank and biobank
researchers using advanced digital technologies. The use of big data analytics has
brought tremendous benefits to scientific research, particularly in the field of genet-
ics. Developments in this area include cost-effective sequencing of entire genomes
and the possibility to share and combine multiple sources of complementary data.
The very nature of research using big data analytics in general and genetic data in
particular suggests that compliance may be onerous and difficult to implement in
research protocols and institutional procedures. As we move deeper into a digital-
ised and data-driven society, particularly problematic data uses will require further
clarification and improved approaches to data protection. Growing use of Al and big
data analytics in biobanking activities means that special attention to compliance
procedures will be necessary and that in the long term further legal developments
and interpretative guidance should be expected.
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