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Abstract This chapter describes the regulatory and organisational infrastructure of
biobank research in Sweden, and how the introduction of the GDPR affects the pos-
sibilities to use biobank material in future research. The Swedish legislator has cho-
sen a rather minimalistic approach in relation to the research exception in Article 89
GDPR and has only enacted limited general exceptions to the data protection rules.
This may be partly explained by the comprehensive right to public access to official
documents which gives researchers vast access to information held in registries,
albeit conditioned on abiding by secrecy and confidentiality rules. The Swedish
legislation implementing the GDPR includes a general exception from the data pro-
tection rules in relation to the right to access to official documents, which research-
ers also benefit from. However, confidentiality rules for different categories of
information differ between sectors, which hinders an effective use of the registries
in research. The regulatory regime for using biobank and registry data in Sweden
thus involves both data protection and secrecy rules, which makes the legal land-
scape permissible but complex. The operationalisation of the research exception in
Article 89 GDPR is analysed against this background. Special attention is given to
the possibility to link personal information derived from biobanks with personal
information from other data sources, including large national population based sta-
tistical registries as well as information from national clinical registers.
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1 Introduction

The history of collecting human biological samples in pathology clinics of Swedish
hospitals goes far back, and there are today examples of tissue samples in paraffin
blocks dating back to the end of the 1800s. However, the large collections at the
university hospitals consist mainly of samples dating from the 1940s onwards.
Biobanks in Sweden are under the supervision of the Health and Social Care
Inspectorate (IVO), which holds an official register of the biobanks.!

The biobanks provide an invaluable asset for medical research and are also
extensively used for that purpose, albeit hitherto not to their full potential. This is
partly due to the lack of a national biobank information system through which infor-
mation about stored samples can be retrieved for research purposes. This chapter
describes the proposed development of such a system. It also covers the general
regulatory framework of biobanking, the regulation of personal data in research,
and the impact that the General Data Protection Regulation (GDPR) may have on
biobank research.

2 Biobank Infrastructure and Regulatory Environment

2.1 Biobanks in Sweden

In 2018, there were around 450 biobanks registered in the official registry for bio-
banks that held samples taken in a health care setting. In the 250 biobanks kept by
the 21 county councils/regions which are responsible for healthcare and the 7 uni-
versities with medical faculties, there are over 150 million samples stored and 3 to
4 million samples are added annually. The largest biobanks are located in the county
councils/regions, where an estimated 90% of all biobank samples in Sweden are
stored. There are also biobanks at private companies such as pharmaceutical com-
panies, private hospitals and caregivers, and at some public authorities, for example,
the Public Health Agency and the National Food Agency.? The largest biobanks
within healthcare are in the areas of pathology and cytology, carrying around 90%
of samples, followed by microbiology, the PKU-biobank and biobanks generated in
research, altogether around 7%. The PKU-biobank holds samples collected from
the screening of all newborn babies in Sweden since 1975 (the screening started in
1965). The biobank is named after the first disease that was screened for. Today, 25
rare diseases are screened for,? and inclusion of a further disease is under way.

'Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker], p. 87.
2www.biobanksverige.se.

*Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker], p. 383 and https://
www.socialstyrelsen.se/stod-i-arbetet/sallsynta-halsotillstand/nyfoddhetsscreening/.


http://www.biobanksverige.se
https://www.socialstyrelsen.se/stod-i-arbetet/sallsynta-halsotillstand/nyfoddhetsscreening/
https://www.socialstyrelsen.se/stod-i-arbetet/sallsynta-halsotillstand/nyfoddhetsscreening/
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Information about patients and their samples is maintained in the county council/
region laboratory information systems (LIS). There are several such systems in dif-
ferent fields of medicine and run by various software providers. The LIS informa-
tion is part of a patient’s medical record. Some information from LIS is transferred
to the Swedish Biobank Register (SBR), which aids in the tracking of patient sam-
ples across county councils/regions. The SBR is currently under construction.*
Information on collections of samples mainly collected for research is handled in
the parallel laboratory information management system (LIMS).> Besides SBR, a
nationwide search register to aid researchers to find biobank samples and data is
being proposed, as described in the following sections. Such a system would make
it possible for authorities holding the register to find samples and link the informa-
tion to other patient health data using the national personal identification number
(PIN) at the request of researchers. Thereafter, an application to the biobanks for
access to the samples of interest could be made.

A PIN is provided to each resident of Sweden by the Tax Authority® at birth or at
a later point after immigration and is used to identify individuals in all sectors of
society. National registers and databases using the PIN include not only medical
records, statistical health data and vital statistics over long time periods but also
demographic and socioeconomic data.

2.2 Regulatory Framework

This section describes the regulatory framework that exists for biobanking in gen-
eral. Regulation of the use of biobanks in research is covered in subsequent sections.

The Swedish Biobank Act was enacted in 2002.” The Act covers tissue samples
collected in healthcare and kept in Swedish biobanks, except samples that are not
preserved for an extended time period.® The initiative to regulate biobanks came
after a debate on the HUGO-project, which was an international project that con-
ducted human genome organization to map the human genome.’

In the Biobank Act, consent based on sufficient information is of central impor-
tance for sample processing. Samples may only be collected and stored in a bio-
bank after the sample provider or, if the donor is a minor, his or her custodian, has
been informed about that intention and the purposes for which the biobank may be

*Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker], p. 88.

3Cramer (2016).

©18 § Census Act [Folkbokforingslag (1991:481)].

7 Act on Biobanks in Medical Care (Lag (2002:297) om biobanker i hilso- och sjukvarden m.m.).
83§ Act on Biobanks in Medical Care.

?Governmental Bill [prop.] 2001/02: 44 Biobanks in Medical Care [Biobanker inom hélso- och
sjukvarden].
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used. Only after this can his or her consent be obtained.'° The Biobank Act requires
that this is recorded in the sample provider’s medical records.!! Specific rules are
in place for collecting and storing samples from embryos, foetuses and deceased
persons.!?

The narrow scope of the Biobank Act has been seen as a problem, specifically
because biobanks created outside healthcare are not covered. Further, the Act sets
out rather complex consent rules, which are discussed further in Sect. 3.2. In addi-
tion, the provisions on the release of tissue samples and the transfer of biobanks
have led to administrative burdens for the biobank organizations, which in turn led
the government in 2008 to commission a committee to draft a new Act. The report
was presented in 2010 but no legislation was enacted based on it.!* Another commit-
tee, commissioned in 2016, presented its report in 2018.'* As of Summer 2020, no
legislation has been proposed, but it can be assumed that the government will do this
in the near future. Meanwhile, the 2002 Act has been updated to be in conformity
with the GDPR and the EU Clinical Trials Regulation.'

With respect to the handling of information derived from the biobanks, there
have been two issues to deal with: firstly, the possibility to search for and find sam-
ples of a certain type or pertaining to an identified person, and secondly, the han-
dling of test results based on the samples. Proposals to handle these issues by
creating a national register were put forward by a government inquiry in 2014,'¢ in
which a national register with information on sample characteristics as well as test
results was suggested, and then another inquiry in 2018,'” in which a national regis-
ter was suggested, this time with information on sample characteristics such as PIN,
type of sample, the time of sampling and contact information. All this information
would be passed on to the responsible biobank, although test results on individual
persons would be left out. Government action on these proposals is also expected in
the near future.

10Chapter 3, Section 1 and 2 Biobank Act.

Chap. 3, 7 § Biobank Act.

12Chap. 3, 3-4 §§ Biobank Act.

13 Governmental Inquiry (SOU) 2010:81 A New Biobank Act [En ny biobankslag].
'*Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker].

SRegulation (EU) No 536/2014 of the European Parliament and of the Council of 16 April 2014
on clinical trials on medicinal products for human use.

®Governmental Inquiry (SOU) 2014:45, Unique Knowledge through Register Based Research
[Unik kunskap genom registerforskning].

7Governmental Inquiries (SOU) 2018:4, Future Biobanks [Framtidens biobanker] and (SOU)
2018:36 Right to research [Riitt att forska].
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3 Personal Data and Research

3.1 Implementing GDPR in Swedish Law:
Introductory Remarks

Directly or indirectly identifiable samples and data must be handled in accordance
with the rules pertaining to personal data in the GDPR and other international and
national legislation. Sweden has enacted a Data Protection Act which lays down
general, complementary rules to the GDPR. Both pieces of legislation are relevant
for handling personal data deriving from biological samples as well as any other
type of personal data.'8 In addition, there are special rules in the Biobank Act on
how samples from a biobank may be accessed for research purposes.' In the han-
dling of biobank samples for research purposes, the legislations concerning the pro-
cessing of biological samples and the processing of personal data must both be
taken into account.

Before going into these issues, the Swedish tradition of transparency and the
principle of public access to official documents will be introduced briefly. This prin-
ciple plays an important role in research by providing broad access to publicly-held
health data, such as the many registries on health and living conditions held by
Swedish authorities.?® Openness and transparency have been part of the national
constitutional identity of Sweden for centuries; the first Freedom of the Press Act
that contained this principle was enacted in 1766.! According to the current
Freedom of the Press Act, ‘everyone shall be entitled to have free access to official
documents’; this is a right that can only be restricted on certain legal grounds and
under a specific Act—the Public Access to Information and Secrecy Act.?? All types
of document are covered under this right to access, including electronic ones.

Article 86 GDPR allows Member States some regulatory space to ensure that
personal data in official documents is disclosed in accordance with Member State
law, in order to ‘reconcile public access to official documents with the right to the
protection of personal data’.?* Sweden has included such provisions in the Data
Protection Act, stating that the GDPR and the Swedish Data Protection Act is not to
be applied to the extent that it would be contrary to the Freedom of the Press Act or

Data Protection Act [Lag (2018:218) med kompletterande bestimmelser till EU:s
dataskyddsforordning].

19Chap. 4 Biobank Act.

20See further Sect. 4.1.

2 His Majesty’s Gracious Ordinance Regarding the Freedom of Writing and of the Press, 1766 and
Hirschfeldt (2017), p. 22.

22 Chapter 2, 1-2 §8§ Freedom of the Press Act (1949:105) [Tryckfrihetsférordning] and The Public
Access to Information and Secrecy Act (2009:400) [Offentlighets- och sekretesslag.

2 See also Recital 154.
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the Freedom of Expression Act.?* Due to the strict regulatory regime set out in the
Freedom of the Press Act, the right to access to documents can only be restricted by
the Public Access to Information and Secrecy Act. Otherwise the document is pub-
lic. This Act includes a legal basis for keeping personal data secret on condition that
there is a risk that the data, after the document has been released, will be processed
in conflict with the GDPR, the Data Protection Act or the Ethical Review Act.?
Further, documents including information on health, sexual issues, etc., or statistical
information, are covered by secrecy, based on different conditions for each category
of information.?® Researchers may be granted access also to confidential informa-
tion subject to appropriate conditions, for example, that the information remains
confidential and that all documents are returned or destroyed after the research proj-
ect is finalized.”

The Freedom of the Press Act also excludes the possibility to claim some other
rights of the individual included in the GDPR. For example, an official document
can only be culled in certain specific conditions, notwithstanding the rights to recti-
fication or to be forgotten in regards to personal data recorded in an official docu-
ment.?® Further, the Freedom of the Press Act only recognises a right to appeal the
denial of access to an official document.?® A data subject cannot appeal the denial of
the right of rectification in such a document or appeal the release of personal data
from an official document based on the Freedom of the Press Act.

3.2 Consent and Processing of Samples from Biobanks

As described in Sect. 2.2, consent is of central importance for processing of biobank
samples when the sample is included in a biobank as well as for the further use of
the sample. How the information is to be provided, however, is not regulated in
Swedish law, and the preparatory works state that this may vary depending on the
purpose.®® In Article 4(11) the GDPR has included a clear definition of consent for
the purpose of personal data processing. In addition, the GDPR provides guidance

2 Chapter 1, 7 § Data Protection Act. The previous Personal Data Act, 1998, had an equivalent
wording in 7-8 §§. However, according to Chap. 1, 13 § the Freedom of the Press Act, the process-
ing of sensitive personal data within the sphere of application of the Act may be regulated by
ordinary law. As of summer 2019, no such legislation has been enacted.

2 Chap. 21, 7 § Public Access to Information and Secrecy Act.
2 For example, Chap. 21, 24 and 25 Public Access to Information and Secrecy Act.
?Chap. 10, 14 § Public Access to Information and Secrecy Act.

284 Chap., 4 § Public Access to Information and Secrecy Act and 10—17 §§ Archives Act (1990:752)
[arkivlag]. See further the Swedish Administrative Court verdict in HFD 2015 ref. 71 and Reichel
(2018), p. 298.

22 Chap, 19 § Freedom of the Press Act.

% Governmental Bill (prop.) 2001/02: 44 Biobanks in Medical Care [Biobanker inom hélso- och
sjukvarden], p. 38.
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on which information should be provided where personal data are collected directly
from the data subject at the time of data collection or from another source at a later
point in time.*! These rules apply to any data derived from biological samples.

Research on human biological samples taken from a living person, and which
may be linked to that person, must obtain ethical approval before it can be conduct-
ed.” Such a review is conducted by the Swedish Ethical Review Authority. The
requirement also applies to research conducted on samples that are collected outside
healthcare, and thus outside the scope of application of the Biobank Act. For sam-
ples taken within healthcare, rules on consent are made complicated by multiple
consent rules since the collection and storage of samples for treatment and other
medical purposes are also regulated in the Patient Act.*®

Further, according to the Biobank Act, samples may not be used for purposes
other than those covered by prior information and consent without the donor being
informed and consenting to the new purpose, unless permission has been granted by
the Swedish Ethical Review Authority.*

3.3 Consent and Processing of Personal Data in Research

As seen above, consent is of primary importance in the Biobank Act. Somewhat in
contrast to the heavy reliance on consent in that Act, according to the GDPR consent
is only one of several available legal grounds for processing personal data in
research.®® The Swedish legislator has not enacted a general rule regulating research
in the context of the GDPR, but the issue was discussed in the preparatory works (an
important source of law in the Swedish legal tradition) to the Data Protection Act.
The government has stressed that the legal basis for processing personal data in a
public context is normally public interest under Article 6(1)(e).*® The public interest
is spelled out in legal documents governing public authorities and other organiza-
tions, as required in GDPR Article 6(2). In general, this requirement is recognized
as the principle of legality whereby governments must operate. If processing of
personal data is necessary to fulfil the general commission or a specific task of the
government organization, then public interest becomes the relevant legal basis for
the processing. Legal documents may include laws, ordinances, government

' Articles 13 and 14 GDPR.

324 § p. 3 and 6 § Ethical Review Act (2003: 460 [Lag (2003:460) om etikprovning av. forskning
som avser méanniskor Act].

3 Chap. 4 Patient Act (2014:821) [Patientlag].

*Chapter 3, Section 5 Biobank Act.

a. 6.1a of the General Data Protection Regulation (EU) 2016/679 (GDPR).

3 Government Bill 2017/18:105 New Data Protection Law [Ny dataskyddslag], p. 49.
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decisions and instructions to public agencies as well as some decisions made by
public agencies, such as permissions granted by the Swedish Ethical Review
Authority.?’

A general commission to perform academic research was established in the
Higher Education Act.*® The ordinance applies to higher education institutions for
which the Government is the accountable authority, which includes the majority of
Swedish research universities. This means that the legal ground for research under
this Act is public interest and not consent. In many cases also research conducted by
private entities qualifies if the research is regulated by any of the legal documents
types listed above or based on a government or government agency decision. In
some cases private entities conduct research that does not fall under the Act, for
example, some of the research by pharmaceutical companies. When that occurs, the
processing of personal data may be allowed by consent or under Article 6(1)(f), i.e.
legitimate interest, which entails a case-by-case weighing between the controller’s
legitimate interest of processing and the registered subject’s right to privacy protec-
tion. In general, the Swedish interpretation of the GDPR puts a strong emphasis on
public interest as the default legal ground for processing personal data in research
and other publicly-motivated activities.

This also applies to the processing of special categories of personal data (sensi-
tive personal data) as regulated in Article 9.(2)(g). The Ethical Review Act requires
that research in Sweden on categories of personal data listed in Article 9.1 GDPR as
well as criminal convictions and offenses must be approved by the Swedish Ethical
Review Authority.* Accordingly, the Act provides the legally based safeguard
required for research performed in Sweden.* The ethical approval of a research
project sometimes requires consent as a safeguard, but the legal basis of processing
is normally public interest, as discussed above. The traditional requirement for con-
sent in the area of medical studies may therefore be waived under special circum-
stances, including practical considerations when processing historical data collected
across long time periods or very large volumes of data from national registries.

The collection and preservation of samples in biobanks, as well as their general
availability for medical treatment and research purposes, is based on mandatory
consent according to the Biobank Act as described above. In line with this, for
research on biological material from a living person, the Ethical Review Act also
prescribes mandatory consent.*!

As mentioned above, the GDPR offers a definition of consent in Article 4(11),
which is further elaborated in Recital 42. When consent is used, that definition
should be followed. It is almost identical to earlier definitions based on the Swedish

Tbid., pp. 56-59.
382 § Higher Education Act (1992:1434) [Hogskolelag].
¥3 and 6 §§ Ethical Review Act.

“Note that ethical permits cannot be received, and hence not used as safeguards, for research
conducted outside of Sweden. In that case, some other safeguard must be in place.

4117 § Ethical Review Act.
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Personal Data Act which implements the EU Data Protection Directive.*> But pro-
cessing of genetic data has now been added to what is considered to be special cat-
egories of data (Article 9(1) GDPR, in Sweden referred to as ‘sensitive personal
data’#). Hence, consent must be freely given, specific, informed, unambiguous and,
in the case of sensitive personal data, explicit. It should be based on a statement or
a clear affirmative action. The person providing consent must be given sufficient
information before making the decision.

The possible scope of consent given for research has been widely discussed.*
Article 4(11) GDPR states that consent must be specific and explicit. Swedish medi-
cal and social research is frequently based on large data collections preserved over
long time periods. Modern epidemiological theories highlight the necessity of very
long follow-up periods to investigate the effects of sometimes inherited individual
properties and long term exposures to risks starting far back in time. This is relevant,
not least for medical research using biological samples. The need to be more open
to a broad description of the final purpose of the research is acknowledged in Recital
33 of the GDPR. At the current point in time, the practical importance of Recital 33
for how consent can be obtained for research has not been definitively resolved in
Swedish law.

A couple of additional remarks regarding the requirement of explicit consent for
sensitive data are needed. According to the current Swedish interpretation, this addi-
tional requirement does not exclude consent given orally or by a clear affirmative
action, such as knowingly participating in a clinical study.®

Further elaboration is needed with respect to the possibility to collect samples
and derive data from them for widely defined research purposes. An exception to the
rules in Article 5.1(b) GDPR on specific purposes is found in the Biobank Law,
which allows for the long-term preservation of biobank samples in repositories
together with data on the sample providers. The samples and data may only be used
for the purposes for which they have been collected and received consent, unless it
is for a research purpose which has been approved by the Swedish Ethical Review
Authority or is located within an approved clinical trial.*®

“Personal Data Act (1998:204 [Personuppgiftslag)].
#Government Bill 2017/18:105 New Data Protection Law [Ny dataskyddslag], p. 75.

# A summary of the national discussion can be found in the Governmental Inquiry (SOU) 2017:50
Processing of Personal Data for Research Purposes [Personuppgiftsbehandling for forskningsin-
damail], pp. 168-171.

Governmental Inquiry (SOU) 2017:50 Processing of Personal Data for Research Purposes
[Personuppgiftsbehandling for forskningsédndamal], pp. 175-176.

4 Chap. 3, 5 § Biobank Act.
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4 Individual Rights and Safeguards

4.1 General Legislation on Derogations from GDPR Rights
in Swedish Law

As mentioned above, in addition to the rights described in Chapter 3 of the GDPR,
individuals are protected by the Public Access to Information and Secrecy Act*” for
any information held by a public authority. This law is based on the constitutional
Freedom of Press Act*® and provides strong protection against unwarranted disclo-
sure of personal information from official records.

In addition, Sweden has enacted a Data Protection Act which lays down general
complementary rules to the GDPR. Initially, a specific Act for research data was
planned® but in a rather late stage of the legislative process rules concerning pro-
cessing personal data for research were included in the Data Protection Act instead.
With this approach, the possibility to make research exemptions and derogations
has been implemented in a minimalistic manner, relying on the rules in the GDPR
to be applied directly or with already-existing Swedish rules that correspond to the
allowable derogations. The government has been delegated the power to enact fur-
ther regulations to implement exemptions under Article 89.2 GDPR, though no such
rules have been enacted as of Summer 2020. The view taken has been that existing
national legislation sufficient covers the needs, while being in accordance with the
GDPR. Some small and predominantly formal changes have been made in a number
of laws and ordinances pertaining to specific registries in the social and medical
sector which are frequently used by researchers. As an example, the existing national
legislation provides a possibility for a donor to withdraw consent for use of the
sample at any time. If the withdrawal applies to all types of use, the sample must be
destroyed or anonymized immediately.*

4.2 Technical and Organizational Safeguards

According to Article 89.1 GDPR, safeguards must be included to protect personal
data in research. In the case of sensitive personal data, such safeguards have to be
based on legislation. Procedures for informed consent in biobanking and in research,
and requirements for ethical approval, were discussed above (Sects. 3.2-3.3). In the
proposed law on processing personal data in research it was initially planned to
explicitly state that the existing procedure for ethical review was a legal requirement

“"The Public Access to Information and Secrecy Act (2009:400)] [Offentlighets- och sekretesslag].
“Freedom of the Press Act (1949:105) [Tryckfrihetsférordning].

“Governmental Inquiry (SOU) 2017:50 Processing personal data for research purposes
[Personuppgiftsbehandling for forskningséindamal].

0 Chapter 3, 6 § Biobank Act.
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for sensitive data in order to strengthen pseudonymization as a preferred safeguard
and to make the possibility to opt out from a research project a non-disputable right.
In the end, however, the corresponding rules in the GDPR were seen as providing
sufficient levels of protection with respect to the right to object to processing and the
option to use pseudonymization as a safeguard. In addition, the Swedish Ethical
Review Act was considered to already meet the requirement of being a legally
grounded safeguard for sensitive personal data. The Swedish Data Protection Act
includes a general safeguard rule for purpose limitations in research according to
which researchers may only use personal data collected for research purposes to
take action vis-a-vis the data subject, if there are particular reasons for the vital
interests of the data subject.>! Further, the so-called ‘Life Gene Act’, enacted as a
response to regulatory difficulties to collect information for a major long term
research infrastructure project named Life Gene, states that a data controller must
limit the electronic access to personal data to what each person needs to be able to
fulfil his or her work tasks in relation to the register.’ Direct access to personal data
in the register is forbidden.”

4.3 Further Adaptions on Rules for Informed Consent
in Biobank Research

As mentioned above, all research on human biological samples, sensitive personal
data and personal data on criminal offenses must obtain ethical approval before
being conducted.>* Further, the Biobank Act requires specifically informed consent
for collecting and storing samples.> With the proposed Biobank Act, it is suggested
that the rules for information, consent and withdrawal in healthcare and research
should be applied to biobanks. Accordingly, the Data Protection Act, the Patient
Data Act *® and the Ethical Review Act for research on identifiable biological sam-
ples should be applicable also for samples stored in biobanks.>” No rules for consent
were therefore proposed to be included in the new Biobank Act. According to the
proposal, the Patient Act would give the patient a right to be informed and a right to
either withdraw the sample or limit the allowable use of the sample.>®

3I'Chap. 4, 1 § Data Protection Act.

3210 § Act on Certain Registries for Research on what Inheritance and the Environment Mean for
Human Health [Lag (2013:794) om vissa register for forskning om vad arv och milj6 betyder for
minniskors hilsa (‘Life Gene Act’)].

311 § ‘Life Gene Act’.

346 § Ethical Review Act.

33 Chap. 1 § Biobank Act.

*Patient Data Act (2008:355). [Patientdatalag].

S’Governmental Inquiry (SOU) 2018:4 Biobanks of the Future [Framtidens biobanker], p. 274.
#1bid., p 284 and Patient Act (2014:821) [Patientlag].
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The obligation to inform and the right to object to processing in the Patient Data
Act does not meet the general GDPR requirement of valid consent. It is not based
on a statement or a clear affirmative action but instead requires action by the data
subject if he or she wishes to be excluded. But the rule does correspond to the right
to object to or restrict processing stated in Articles 18 and 21 GDPR. The Patient
Data Act strengthens this right by removing the limitation of the right to object
included in Article 21(6) GDPR so that it applies to all patient data, except to those
that fall under the communicable diseases legislation on public health hazards.”

4.4 Proposals for Further Legislation

Two further legislative Acts have been proposed but not yet enacted, namely, as
mentioned above, a new Biobank Act,%’ and further, an Act that provides long-term
regulation of research databases.’' Both would be important for regulating the pro-
cessing of personal data for healthcare and other population-based registries in
research, as well as for the creation of a national biobank register where samples can
be traced for utilization in research and combined with other clinical data.

5 Law in Context: Individual Rights and Public Interest

5.1 Minimalistic Regulatory Approach, But Hardly
a Restrictive View on Research

As seen above, the Swedish legislator has taken a minimalistic approach when it
comes to implementing exemptions for handling personal data for research pur-
poses. No general exemptions have been introduced. Instead, the Swedish legislator
has chosen to rely on the GDPR directly and on general Swedish law already in
place. This could be interpreted as an indication that Swedish law is restrictive in
relation to the use of personal data in research, but this is not a correct conclusion.
First, the preparatory works for implementing rules on processing of research
data clearly state that the exemptions in the GDPR are to be applied in Sweden.®
As described above, according to the government much of the previously-existing
Swedish legislation provides such exemptions. The motive for not including any
further exemptions is thus that they are already in place and are GDPR-compatible.

% Chap. 2 and 3, Communicable Diseases Act [Smittskyddslag (2014:168)].
% Governmental Inquiry (SOU) 2018:4 Biobanks of the Future [Framtidens biobanker].
' Governmental inquiry (SOU) 2018:50 Right to Research [Riitt att forskal].

©Governmental Bill (prop.) 2017/18:298 Processing personal data for research purposes
[Behandling av. personuppgifter for forskningséindamal], pp. 116, 120, 124 and 128.
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Further, it may be argued that the wide access to personal data via Swedish public
registries in itself calls for a high level of protection for the data subjects concerned.

Second, as mentioned above, academic research is widely seen as a public inter-
est laid down in the law, which makes it the basic legal ground for research that
uses personal data in the field of public health as well as in other areas. This extends
to much research carried out also by private research entities® which otherwise
would have to rely on consent or legitimate interest.®> Hence, public interest opens
up the possibility to use large databases with personal data collected over long time
periods in health-related research.

Third, Sweden has a long tradition of keeping registries with information on
identified persons and deceased individuals for the entire or large parts of the popu-
lation. Statistics Sweden, a government agency producing official statistics, keeps at
least 40 registers that are interesting for research. The National Board of Health and
Welfare keeps some 15 registers on health, healthcare and social services, such as
the national cancer register, the national patient register, the causes of death register,
etc. The county councils collaborate around a system of clinical care registers (so-
called healthcare quality registers). Currently, there are over 100 clinical registers in
different fields that have attained certification as national registers and are partly
intended for research use. All of these resources can be used together with biobank
data in research.%

As mentioned above, since 1947 all Swedish residents have been assigned a PIN,
a personal identification number, that applies to all sectors of society and is used by
private as well as government organizations as a common mean of identification. The
PIN consists of a date of birth and an additional four digits. This provides a fertile
ground for register-based research, which can include personal data from biobanks if
there is a system whereby biobank data can be found and combined with other regis-
ter-based data. This would make it possible to combine data from all the registers on
the individual level and make retrospective cohort studies of a number of important
health problems. Such a searchable national register of biobanks holdings is being
proposed as part of the new biobank legislation but has not yet been implemented.

5.2 Further Legislative Reform: Research Databases

There are currently three legislative Acts in force providing possibilities for
researchers to build research databases based on personal data from public registries
for research purposes which can be used for several purposes within a broadly

% Governmental Bill (prop.) 2017/18:298 Processing personal data for research purposes
[Behandling av. personuppgifter for forskningséindamal], p. 34. In the case of research the appro-
priate regulation is found in 2§ Higher Education Act (1992.1434).

®Governmental Bill (prop.) 2017/18:298 Processing personal data for research purposes
[Behandling av. personuppgifter for forskningsandamal], pp. 35-36.

5 Article 6(1)(f) GDPR.

https://www.registerforskning.se/en/.
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specified field of research.®”” A recent governmental inquiry proposed a new Act on
research databases which may replace these Acts. The inquiry pointed out that
Sweden has a world-leading position in terms of statistics about living conditions
and health, and that the proposed Act could provide a stronger regulatory frame-
work to promote an effective use of existing registers and databases in research
adapted to modern database and data protection technology. This would make it
possible to build new infrastructure for research within broadly defined subject mat-
ter areas consisting of both new data and data collected from the public registers. It
is proposed that the instrument of ethical review be expanded so that universities
can be granted permissions to build national research databases which are accessi-
ble exclusively for research and not available for other purposes. The inquiry rec-
ommends as an additional safeguard to use remote access to such national research
databases when possible instead of distributing a great number of copies of personal
data files across the research community. Similar proposals have been discussed in
neighbouring countries but have not, to the knowledge of the authors, been pro-
posed as legislation.

As mentioned above, a national biobank register intended for tracing samples
collected in Swedish biobanks is also being proposed, which would be accessible
for researchers.®® Efforts have been made to develop comprehensive patient-oriented
medical records which would also be accessible for researchers.”

6 Future Possibilities for Biobanks in Research

6.1 Consent and Public Interest

The future role of consent is a matter of uncertainty in the context of biobank
research where the handling of samples legally based on consent has to go hand in
hand with the processing of personal data in research based on public interest. A
similar problem exists in how the pharmaceutical and medical technical industry
can obtain permission to collect and keep data for partly proprietary research pur-
poses, given that the basis for processing and preserving data in this area is also
based on consent at the time of data collection. The consent given in both these
contexts is a general purpose consent, which is at odds with the GDPR principles.
The interpretation of Recital 133 on the scope of consent for research processing

7 Act on Certain Registers for Research on what Inheritance and the Environment Mean for Human
Health [Lag (2013:794) om vissa register for forskning om vad arv och miljo betyder fér ménnis-
kors hélsa], Act on Forensic Psychiatry Research Register [Lag (1999:353) om rittspsykiatriskt
forskningsregister], and Act on Processing of Personal Data at the Institute for Evaluation of
Labour Market and Education Policy [Lag (2012:741) om behandling av. personuppgifter vid
Institutet for arbetsmarknads- och utbildningspolitisk utvérdering].

% Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker], p. 229.
% Governmental Inquiry (SOU) 2018:4, Future Biobanks [Framtidens biobanker], p. 307.
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will be of importance here, as well as the reliance on public interest as the basis for
the processing of large data holdings preserved over long time periods where
renewed consent becomes impossible in practice.

6.2 Public Disclosure, Secrecy and International Collaboration

Beyond the GDPR and the proposed national laws on biobanks and research data-
bases, the Freedom of the Press Act and the Public Access and Secrecy Act establish
important rules governing the access to official documents, including personal data
held by the authorities. The secrecy rules of statistical authorities and healthcare
providers differ. This has created legal obstacles for the possibility to use a national
biobank register to search for samples and combine them with clinical information
from healthcare or clinical registers, which has not yet been resolved. The Public
Access and Secrecy Act seems to limit the possibility to make the wide searches in
population registries that are necessary to find matching cases in morbidity/mortal-
ity registries and biobanks in order to build relevant research databases for cohort
studies of the biological and social determinants of health.

In addition, the Public Access and Secrecy Act may make it more difficult to
achieve the cross-country free flow and exchange of data within the EU that is a goal
of the GDPR.” The exchange of personal data for research purposes with third
countries is still curtailed by this Act as well, since it requires a guarantee that
Swedish law on freedom of information and secrecy will be upheld in the country
receiving the personal data. The enactment of the GDPR did not change this fact as
it respects existing national legislation in this area.”

The matter is further complicated by the difficulty to create international agree-
ments that will extend GDPR data protection rules to territories outside the EU. For
instance, this applies to research collaboration with the USA. It has not been granted
an ‘adequacy decision’ demonstrating that appropriate data protections are in place,
which would enable transfers to proceed without additional justification or safe-
guards.” The US-EU Privacy Shield does not serve that purpose for public agencies
since it is focused on commercial transfer.” US authorities are not able to agree to
all of the contractual provisions set forth by European counterparts due to statutory
conflicts with US legislation.” Whether the derogations listed for important reasons
of public interest in 49(1)(d) GDPR would apply to some specific transfers of
research data without the receiving country’s adherence to the GDPR has not yet
been sufficiently explored.

70Recital 5 and Article 1(3) GDPR.
7I'Recital 154 and Article 86 GDPR.
7 Article 45 GDPR.

3EU-US Privacy Shield Framework Principles issued by the U.S. Dept of Commerce and approved
by the EU Commission on February 2, 2016.

7 Personal communication with Robert Eiss, legal expert National Institutes of Health (NIH), USA.
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7 Concluding Remarks

In conclusion, the Swedish regulatory framework for allowing the use of health data
for research is, on the one hand, rather permissive, giving researchers wide access
to registries, but, on the other hand, a bit ambiguous. No specific legal basis for
processing personal data in research has been introduced in law, but the government
has indicated that this is not needed given the legal context that already exists in
which public interest is the default.

In general, the research exemptions in the GDPR have not been implemented in
a clear and unequivocal manner in Swedish law, thus leaving researchers with an
imprecise and ambiguous framework. Lastly, several governmental inquiries have
been undertaken over the years, and these have made proposals for clearer and, to
some extent, less burdensome regulations for biobanking and register-based
research. As of Summer 2020, these have not been enacted. To what extent the
GDPR has affected the policy choices of the Swedish legislator is therefore
uncertain.
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