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CHAPTER 6

Personal Data Protection in Russia

Alexander Gurkov

6.1 INTRODUCTION

Data protection is a recent area of law in Russia. The Russian State Duma
enacted data protection laws only in 2006. Before that, the Russian
Constitution’s (1993) articles 23 and 24 laid the foundations for data protec-
tion. Starting in 2014, the Russian legislator introduced major amendments to
data protection regulations, allowing for more control by governmental agen-
cies over data flow.

The ideas of the Russian legislator are not unique in the global arena and
were in some form implemented in other jurisdictions. This chapter uses EU
conceptions of personal data protection as a point of reference. In 2018, the
EU 2016 General Data Protection Regulation (GDPR) took effect and influ-
enced the development of the data protection sphere around the globe. As one
of the most comprehensive data protection legislations implemented in the
world, the GDPR is a good point of comparison.

After the introduction (Sect. 6.1), the chapter provides an overview of the
legal framework of data protection in Russia (Sect. 6.2). This lays the founda-
tion for the next sections, which explain three important changes in Russian
data protection legislation. These changes provided governmental agencies in
Russia with more control over transferring information: introduction of a data
localization requirement (Sect. 6.3), the Yarovaya law (Sect. 6.4), and regula-
tions aimed at creating a sovereign internet (Sect. 6.5). The chapter ends with
a section analyzing the influence of a political case on the understanding of
personal data by the Federal Service for Supervision of Communications,
Information Technology and Mass Media (Roskomnadzor) and showing the
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vague nature of legislative definitions that gives public authorities vast free-
doms in the application of regulations (Sect. 6.6).

Many Russian data protection legislative initiatives fall outside of world
trends. Yet, some initiatives align Russian legislation with global trends, with
the caveat that changes can be implemented when the government needs them
to win a political case. This chapter shows the growing role and authority of
Roskomnadzor, which will soon receive the potential to control the entirety of
internet traffic in Russia and the ability to isolate the Russian internet. Some
requirements of Russian data protection legislation are unprecedented in the
world and are very costly for companies. Overall, the Russian legislator and
various enforcement agencies act not with the aim of protecting individual
rights in the sphere of personal data protection but with the aim of providing
Russian authorities with more power to monitor and control the flow of data
in Russia. This can be a legitimate aim given the fast development of personal
data threats, but such an aim should be stated clearly and openly.

6.2 GROUND RULES

6.2.1 Legal Framework

Articles 23 and 24 of the Russian Constitution (1993) already show that the
main subjects to which data protection legislation is directed are data subjects
and data operators. These same ideas were reflected in the legislation.

Article 23 provides that “Everyone is entitled to privacy of personal life,
personal and family secrets, protection of one’s honor and good name.” Privacy
is the right to control information about oneself. The right to privacy is a uni-
versal human right and is recognized as such by the Universal Declaration of
Human Rights and the European Convention of Human Rights. It is the foun-
dation for the right to data protection. The right to data protection originates
from privacy but is not a universal human right. It is aimed toward operators of
personal data to ensure its fair processing. Correspondingly, article 24 of the
Russian Constitution addresses operators of personal data. It requires that the
“collection, storage, usage, and distribution of information on private life are
not permitted without the approval of a person.” Before the enactment of spe-
cialized legislation, in December 2005 Russia ratified the 1981 Convention for
the Protection of Individuals with regard to Automatic Processing of Personal
Data (Council of Europe Convention). The Council of Europe Convention is
a foundation on which several countries have built their data protection
legislation.

In July 2007, the State Duma passed two laws dedicated to data protection:
Federal Law No. 149-FZ “Ob informacii, informacionnyh tehnologiah i o zasite
informacis” (On information, information technologies and data protection,
Data Protection Act) and Federal Law No. 152-FZ “O personal’nyh dannyh”
(Personal Data Law). The provisions of these acts were conventional and simi-
lar to those of the 1995 European Data Protection directive (Garrie and
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Byhovsky 2017, 239). The Personal Data Law is the principal law regulating
this sphere in Russia. It sets the purpose of personal data protection—securing
the rights and freedoms of a person and a citizen in processing one’s data
(article 2).

Up until 2014, Russian data protection regulations did not stand out from
the Council of Europe Convention. Following the terrorist acts in the city of
Volgograd in 2013, the State Duma passed an anti-terrorist packet of legisla-
tion. A part of that package was the Federal Law of July 21, 2014, No. 242-FZ
(Localization law), which introduced the localization requirement (more on
that in Sect. 6.3). Apart from the Russian legislator, several authorities are
competent to create data protection regulations. The Russian President, the
Russian government, and Federal Services take active roles in this sphere (for
more, see Chap. 3).

0.2.2  Enforcing Authovities

Among public authorities, Roskomnadzor plays the most active role. Dmitry
Medvedev established Roskomnadzor in 2008 (Decree of the President No.
1715). Roskomnadzor reports to the Ministry of Digital Development,
Communications and Mass Media (Ministry of Communications). It has many
important competencies such as monitoring mass media and keeping the reg-
istries of data operators and prohibited websites (Resolution of the Government
on Roskomnadzor). When it comes to specific powers of Roskomnadzor, the
vector of activity of this Federal Service derogates from the direction in which
personal data protection is aimed—securing individual rights and freedoms.
Following article 23 of the Data Protection Act, Roskomnadzor can investigate
and initiate control and supervision of data operators, without regard to viola-
tion of personal rights of individuals. It acts without regard to whether those
individuals whose data is processed have any claims to data operators. As a
result, the activity of Roskomnadzor is directed toward the protection of data
as such and not toward the protection of individual rights affected by data
processing (Tereshhenko 2018, 146).

Apart from Roskomnadzor, a few other authorities exercise their power in
enforcing data protection policy in Russia. The Office of the Prosecutor is
responsible for prosecuting criminal actions related to infringement of data
protection. The Federal Service on Technical and Export Control is responsi-
ble for supervising the safety of personal data within the informational infra-
structure of Russia.

6.2.3  Main Categories of Data Protection Legislation

The main categories that define data protection legislation in Russia are data,
personal data, data operators, data processing, and transfer of personal data.
Article 2(1) of the Data Protection Act defines information as any data irre-
spective of its form of representation. Following article 3(1) of the Personal
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Data Law, personal data is any information directly or indirectly related to a
certain or identifiable individual (data subject). The law will not protect data
that does not relate to an identifiable individual (anonymized data). Following
this definition, it could be hard to differentiate between technical data and
personal data, as almost any transaction made on the internet will constitute
personal data (Bauer et al. 2015, 2).

When it comes to establishing the criteria of what counts as an identifiable
individual, Roskomnadzor’s practices may create some ambiguity. For exam-
ple, in 2017 the Pension Fund of Russia leaked information containing full
names and surnames of its clients, their taxpayer numbers, and information
about their pension savings. As per the response of the Pension Fund, these do
not constitute a data breach, as such data does not allow to identify a person
(Tereshhenko 2018, 152). Roskomnadzor did not respond to this breach with
any action. As much as the Pension Fund wanted to keep the breach harmless,
information that contains names, surnames, and identity numbers is without a
doubt personal data. Senior officials of Roskomnadzor stated in a 2015 com-
mentary to the Personal Data Law that an individual taxpayer number allows
to clearly identify a natural person (Gafurova et al. 2015, 16).

The Personal Data Law differentiates between categories of personal data.
According to article 10 of the law, a special regulation applies to data relating
to racial and national identity, political views, religious or philosophical beliefs,
health conditions, and intimate life. The processing of such data can only be
done in cases prescribed by the law, for example, if a data subject gives written
consent to processing the data.

Following article 3(2) of the Personal Data Law, an operator is an authority,
a company, or an individual that organizes and (or) performs processing of
personal data. An operator also defines the purpose of personal data processing
and composition of personal data to be processed, as well as actions toward
personal data. Data protection legislation applies to all operators of data and
third parties authorized by the operators. A general rule is that data operators
need to notify Roskomnadzor of their intent to process data before engaging
in data processing (article 22). There are certain cases where such notification
is not necessary, for example, where data processing is done under labor legisla-
tion, if the data only includes a surname, name, and paternal name of the data
subject, or if the data subject revealed the data in open access.

When collecting personal data, operators need to inform subjects about cer-
tain required aspects of data processing. For example, following article 18.1 (1)
(2), operators need to publish a data processing policy. The law takes a reason-
able approach by imposing this obligation on operators that are legal entities.
In practice, this means that natural persons, as well as individual entrepreneurs,
do not need to publish their processing policy.

Data operators need to set up security measures. According to article 18.1
of the law, data operators are free to choose measures that they need to take to
comply with the law. The recommended measures under the law are
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appointing a data protection officer, implementing certain organizational and
technical measures aimed at securing the data, and performing internal control
and audit.

What is interesting is that the list of such measures does not include an obli-
gation to notify of a data breach, to either Roskomnadzor or data subjects.
There was an attempt to amend the legislation and introduce the obligation to
notify Roskomnadzor, Ministry of Internal Affairs, and even relevant data sub-
jects of data breaches, but the draft law has not been passed by the State Duma
since 2017 (Draft law No. 416052-6).

Data processing is any action or combination of actions associated with per-
sonal data (with or without the means of automation), including collection,
recording, systematization, storing, extracting, and transferring. Processing
should be adequate, relevant, and not excessive to the purpose for which the
data is processed. Following article 5(7) of the Personal Data Law, one of the
principles of data processing is that once the goal for which the information
was processed is reached, the operator needs to anonymize or destroy the data
unless there was any agreement to the contrary. At the moment, there are no
detailed rules on how data should be destroyed. However, corresponding
amendments authorizing Roskomnadzor to establish such detailed rules are
being considered by the State Duma (Draft law “On termination of per-
sonal data”).

The consent of data subjects is an essential part of processing personal data.
Following article 9 of the Data Protection Law, an individual should give one’s
written consent for data processing. The consent should be specific, informed,
and deliberate. It can be acquired in any form that can confirm that it was
given, including filling online forms. The data subject can later change one’s
mind and revoke consent for data processing. Data operators bear the burden
of providing proof that a data subject provided her consent.

Following article 9(4)(4) of the law, in certain cases, including when pro-
cessing data related to political views, religious beliefs, health conditions, and
intimate life, consent should be given in writing. The written form of consent
should include the purpose of data processing. The law does not specifically
require that the data processor ask a data subject to provide separate consent
for each purpose of data processing. Data processors often construe this provi-
sion in such a way as to list different purposes of data processing in one form.
Yet, since construing the law in the other direction is possible, there is a mate-
rial risk that Roskomnadzor will require written consent from a data subject for
every purpose of data processing. This was the case in a dispute between a
limited liability company (LLC) Skartel and Roskomnadzor (LLC Skartel ».
Roskomnadzor Administration of the Central Federal Circuit). The commercial
court of the city of Moscow and then the appellate court confirmed the posi-
tion of Roskomnadzor. The clients of Skartel signed terms and conditions that
listed certain purposes of data processing. After doing that, some of the clients
made additional agreements online. Such agreements included more purposes
of data processing. The courts agreed with Roskomnadzor that consent for
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such additional purposes of data processing, following verbatim reading of the
law, should have also been given in paper-based writing form. To address this
situation, the Ministry of Communications drafted amendments to the law on
data protection that, among other measures, would allow receiving single con-
sent of a person for multiple purposes of data processing (Draft law “On single
consent form™). This is one of the examples where the aim of amendments is
to ease the burden for data operators, as opposed to creating numerous new
regulations introducing limitations and obligations in the sphere of data pro-
tection, as will be shown in further sections of this chapter.

Personal data can be processed without the data subject’s consent in certain
cases (article 6). For example, consent is not needed when data processing is
necessary for a professional journalistic activity or when it is necessary for the
enforcement of a court or a public authority decision.

0.2.4  Transfer Outside of Russin

Data operators can transfer personal data outside of Russia. Before making
such transfer, the operator has to make sure that the rights of the personal data
subject will receive adequate protection in the receiving country of the transfer.
Article 12(1) of the Personal Data Law provides that all signatories to the
Council of Europe Convention provide adequate protection to personal data.
Apart from this, Roskomnadzor keeps a regularly updated list of countries that
provide such protection (Order of Roskomnadzor on the list of countries with
adequate personal data protection).

6.2.5  Territorial Scope of Application

The internet spreads across national borders. Russian citizens can access web-
sites of operators located all around the world (except for those blocked by
Roskomnadzor). This does not mean that all of those operators need to com-
ply with Russian localization requirements. The Data Protection Law does not
specifically establish the territorial scope of its application. At the same time,
when defining operators of personal data, the law does not limit operators to
only companies registered in Russia. In view of Roskomnadzor, the Personal
Data Law is binding upon foreign companies that process personal data in
Russia (Roskomnadzor 2019a). The territorial scope is defined by data pro-
cessing that (1) either takes place or is aimed at Russia or (2) concerns the data
of Russian citizens. What is important is not where a company,/person is based
but the territory at which the actions of such a company or a person are
directed. Companies incorporated outside of Russia may nevertheless be sub-
ject to Russian data protection regulations. In a similar fashion, article 3 of the
GDPR establishes that its data protection requirements are binding not only
for companies established in EU member states but also for companies located
anywhere in the world if they process the data of EU citizens. The importance
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of the territorial aspect of Russian data protection regulations is amplified with
the adoption of the localization requirement for data operators.

6.3  LOCALIZATION REQUIREMENT

The personal data localization requirement was a part of the 2014 anti-terrorist
legislation package (Localization Law). Before the enactment of these amend-
ments, there were no limitations on localization—processing and storing infor-
mation of Russian citizens could be done on servers located anywhere in the
world (Garrie and Byhovsky 2017, 242). The purpose of the localization
requirements, according to the head of Roskomnadzor, is to “provide an extra
protection for Russian citizens both from misuse of their personal data by for-
eign companies and from surveillance of foreign governments” (Savelyev 2016,
138; Zharov 2014).

From an economic standpoint, the introduction of the localization require-
ment is a self-imposed sanction that seriously weakens Russia’s ability to attract
investments (Bauer et al. 2015, 3). The localization rules affect many compa-
nies, including giants like Apple, Microsoft, Google, Facebook, and Twitter as
well as big companies such as eBay, PayPal, Booking.com, and Reddit
(Zhuravlev and Brazhnik 2014, 26). When enacted, these regulations disincen-
tivized some companies from entering the Russian market. Such was the case
with Spotify, which canceled its plans to launch services in Russia in 2015 due
to the localization requirement (Garrie and Byhovsky 2017, 244).

The law imposes obligations for data operators and provides new compe-
tences to Roskomnadzor. When collecting and processing online data regard-
ing Russian citizens, an operator must use databases (servers) that are located
in Russia. Roskomnadzor received expanded competences while the entities
that it supervises lost some guarantees. Following article 3 of the Localization
Law, Roskomnadzor in its control and supervision over personal data protec-
tion no longer follows the guarantees provided to legal entities and sole entre-
preneurs by the Federal Law “O zabsite prav driditeskih lic i individual’nyh
predprinimatele;” (On the protection of businesses). In practice, this means
more freedom to Roskomnadzor and less control over its actions from other
public authorities. For example, the Public Prosecution Office controls public
authorities by approving their plans for inspections of businesses. Following
Section II of the Roskomnadzor Inspection Rules, Roskomnadzor now plans
its inspections without coordination with the Prosecution Office and has more
freedom in making changes to inspection plans.

Roskomnadzor has defined priority spheres of interest where it most dili-
gently monitors compliance with localization requirements. These spheres
include, but are not limited to, recruiting agencies, credit companies, hotel
businesses, and insurance companies (Roskomnadzor 2017). In these niches,
by the very nature of business (recruiting agencies) or due to legislative require-
ments (insurance and credit companies), companies have to collect customers’
personal data.
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6.3.1  Subjects of the Obligation

Following article 18(5) of the Personal Data Law, when collecting personal
data of Russian citizens, data operators should provide for recording, system-
atization, accumulation, and storage of data by using databases (servers) located
in Russia. It is important to note that the localization requirement is limited to
only some of the actions that constitute data processing—collecting the per-
sonal data of Russian citizens. Correspondingly, other actions of data proces-
sors, including usage, anonymization, erasure, and destruction, are not subject
to this requirement.

Roskomnadzor has issued a clarification on when a data operator needs to
comply with regulations. Such instances include using a domain name that is
connected to Russia, like ru, p¢, or su; having a Russian-language version of a
website; and/or performance in Russia of a contract made on a website. In
practice, this means that if an online store offers delivery to Russia, it needs to
use a Russian server to process the data of Russian citizens.

6.3.2  Registry of Infringers

Roskomnadzor keeps a constantly updated Registry of Infringers of the Rights
of Personal Data Subjects. In August 2016, it filed a claim to include the social
network LinkedIn in the Registry of Infringers for failures to comply with the
localization requirement and other data protection laws (Roskomnadzor ».
LinkedIn Corporation). After winning the case in the court of first instance and
the court of appeal, Roskomnadzor blocked LinkedIn. LinkedIn is not the
only major internet service that received the attention of Roskomnadzor.
According to the commentaries of Roskomnadzor representatives, Facebook
and Twitter also did not comply with the regulations. However, a differenti-
ated treatment was given to LinkedIn due to “repeated reports of data leaks
from LinkedIn” (Bondarev et al. 2016). Perhaps the Russian government
expected LinkedIn to comply given that LinkedIn located its servers in China
to avoid the ban (Mozur and Goel 2014). Twitter and Facebook failed to com-
ply with localization requirements in China and were banned there.

6.3.3  Amplification of Fines for Infringement

Article 13.11 of the Russian Code of Administrative Offences (CAO) estab-
lishes penalties for the infringement of Russian data protection regulations.
Currently, it does not contain penalties for failing to comply with the localiza-
tion requirement. Because of this, when Roskomnadzor was trying to pressure
Twitter and Facebook into localizing their databases, the federal service had to
fine the companies only for failing to provide information about the localiza-
tion of their databases—an infringement provided in article 19.7 of the
CAO. The maximum fine in this article is 5000 rubles (approximately 70
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euros). Correspondingly, Twitter and Facebook were fined 3000 and 5000
rubles, respectively.

To influence this situation, the State Duma is considering the Draft Federal
law “On amending the Code of Administrative Offences of Russia.” The draft
introduces special provisions for the violation of the data localization require-
ment and substantially increases fines—up to 18 million rubles (approximately
252,000 euros). Roskomnadzor will likely not attempt to block Twitter and
Facebook for several reasons. First, Twitter and Facebook already demon-
strated in the Chinese market that they are not willing to compromise under
the risk of a ban. Second, blocking them will cause a bigger international
response than that of LinkedIn. Third, Roskomnadzor does not have the tech-
nical means to properly implement a ban against such giants, as the futile
attempt to block Telegram messenger demonstrated (discussed in Sect. 6.4).

6.4 Yarovava Law

In 2016, the State Duma enacted two laws that are commonly referred to by
the name of one of their authors—Irina Yarovaya—Federal Law 374-FZ and
Federal Law 375-FZ (Yarovaya law). As per the Yarovaya law, organizers of
data distribution are bound to store transferred information and provide
Russian enforcement authorities with encryption keys (for more, see Chap. 5).

6.4.1  Storing Requirement

According to the newly introduced article 10.1 of the Data Protection Act,
from July 2018, organizers of data distribution on the internet should, first,
store text messages, voice communications, images, audio, video, and other
messages of users in Russia for six months and, second, store all these mes-
sages’ and users” metadata for one year. To top this off, in April 2018 the
government of Russia issued a Resolution binding telecommunications pro-
viders to store all internet traffic data for 30 days (Resolution on Internet
Traffic). As per the report of the Analytical Credit Rating Agency of October
2018, the aggregated cost for implementing these measures just for Russian
mobile networks will exceed 250 billion rubles (approximately 3.5 billion
euros) (Tishina 2018). The volume of stored data for 2019 is estimated at
60 exabytes (60 billion gigabytes), which is challenging to implement
(Kolomychenko 2016).

A more controversial part of these amendments is the duty of the organizer
of data distribution to provide state intelligence and surveillance authorities
with access to the above-listed information. Data organizers will have to pro-
vide Russian enforcement authorities access to sensitive information without a
court order. The aforementioned April 2018 Resolution of the Government,
in clause 4, officially includes technical means of data accumulation into com-
munications equipment of intelligence and surveillance operations. By this
inclusion, the Resolution provides unmonitored access for enforcement
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authorities to stored data of telecommunication providers. Communications
equipment of enforcement authorities is constantly connected to data accumu-
lation centers. Authorities do not need to ask for access to this information or
even notify service providers. The GDPR does not provide for any comparable
duty. Such obligation is clearly aimed at easing state control and not toward the
protection of individual rights for personal data.

Similar regulation for internet organizers of data distribution was issued on
October 29, 2018, by the Decree of the Ministry of Communications. Clause
111(4) of the Decree sets up a upfront requirement for data distribution orga-
nizers—technical means should provide search, processing, and transfer of
stored data to ESB (Federal’nad siuzba bezopasnosti, Federal Security Service).
Roskomnadzor keeps a Registry of Organizers of Data Distribution. As of
October 2019, the registry contains 182 entries. Among the companies that
are listed as organizers (and, correspondingly, bound to comply with the tech-
nological requirement of providing access to the Federal Security Service) are
services like social network VKontakte, public email services Mail.ru and Mail.
Yandex, cloud storage service Disk.Yandex, dating service Tinder, and classified
advertisements website Avito. Being on that list and refusing to provide access
to data can lead to blocking of the corresponding company’s website.

Even before enactment of the Data Protection Act and Personal Data Law,
regulations required Russian mobile operators to install devices providing
access to Russian enforcement authorities to messages transmitted over mobile
networks. These provisions were the subject of a dispute resolved by the
European Court of Human Rights (ECtHR) in the case of Roman Zakharoy v.
Russin. Roman Zakharov (applicant), the editor-in-chief of a publishing com-
pany, filed a claim against Russian mobile telecom companies for violating his
right to privacy of telephone communications. The mobile companies pro-
vided access for the FSB to install equipment intercepting all telephone com-
munications. After losing this case in Russian courts, on October 20, 20006,
Zakharov applied to the ECtHR.

In its judgment of December 4, 2015, the ECtHR noted that the legislation
in question requires mobile operators to install equipment allowing the FSB to
intercept communications of all users. The FSB does not need to notify users
or telecom companies of such intrusion. The ECtHR indicated that the inter-
ception of telephone conversations can be justified by the aims of protection of
national security, public safety, and prevention of crime. Such was the case in
Russia. At the same time, legislation should provide adequate safeguards
against abuses and guarantees that such a system will only be used when these
measures are necessary. In view of the ECtHR, Russian legislation allowed such
secret measures “in respect of a very wide range of offenses.” Telephone con-
versation interceptions can be applied not only in regard to suspects but also
toward persons that might possess information about an offense. The secrecy
of interceptions was subject to court control. As a general rule, any intercep-
tion needed a prior court order. Yet, some information, for example, about
undercover agents or about the organization and tactics of conducting
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operational-search measures, could not be submitted to a court. As a result,
courts were not able to assess how reasonable the measures were. Courts could
also order measures that were very wide in scope—like authorizing the inter-
ception of all conversations in the area where a crime was committed, without
limiting it to specific persons. Enforcement authorities are not bound to notify
telecom users that their conversations are intercepted. In light of the above-
mentioned argument, the ECtHR found that Russian legislation “did not pro-
vide adequate and effective guarantees against arbitrariness and the risk
of abuse.”

The very same day that the ECtHR made this ruling, the State Duma
approved the draft law amending the Federal Constitutional Law “On the
Constitutional Court of Russia.” The amendments allow the Constitutional
Court to consider whether enforcement of an ECtHR decision will be contrary
to the Russian Constitution and allow refusal of performing such a decision.

0.4.2  Encryption Keys

Having access to stored information does not necessarily allow enforcement
authorities to reach their goals. The majority of transferred data is encrypted.
To get access, for example, to the messages of the users, the enforcement
authorities will need to possess encryption keys. Following article 4.1 of the
Data Protection Act, when organizers of data distribution use encoding, they
have to provide the FSB with keys for decoding electronic messages. The most
notorious case based on the implementation of this rule was the conflict
between FSB and Telegram messenger. In July 2017 Roskomnadzor included
Telegram into the registry of organizers of data distribution. FSB requested
Telegram to provide it with encryption keys. Telegram refused and
Roskomnadzor applied to the Taganskij district court of Moscow to fine and
block Telegram (Roskomnadzor v. Telegram Messenger Limited Linbility
Partnership). The court ruled in favor of Roskomnadzor. The Supreme Court
of Russia upheld the decision. For technical reasons, Roskomnadzor was not
able to block Telegram. In its crusade against the messenger, Roskomnadzor
blocked over 50 virtual private network (VPN) services and anonymizers
(Tereshhenko 2018, 148). The services of Yandex, Viber, Google, and
VKontakte had interruptions or were blocked for some time in the implemen-
tation of these measures (Suharevskaja 2018). Yet, these measures turned futile.

The FSB requested Yandex, Russia’s largest technology company and fifth
largest search engine worldwide, to provide it with encryption keys
(Kolomychenko 2019). Yandex offers over 70 services in Russia that include
public email, cloud storage, and online map services. At first, Yandex made a
public refusal to provide FSB with the keys. Later, Yandex and the head of
Roskomnadzor reported that Yandex and the FSB were able to find a solution
to comply with the Yarovaya law but did not disclose the details of such solu-
tion (Kuznecova and Vyrodova 2019).
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6.5  SOVEREIGN RUNET

6.5.1  Russian Informational Security

Since 2016, the protection of personal data is no longer a priority direction of
Russian informational security doctrine. Personal data protection lost its place
to countering the threats of informational security from foreign countries and
actors. This conclusion can be made by analyzing the 2016 Presidential Decree
of Vladimir Putin, which set up a new Doctrine of informational security in
Russia (Doctrine). Following Clause 111 of the Doctrine, the President sees the
main threats to Russian informational security coming from hostile geopoliti-
cal, military-political, terrorist, extremist, and criminal aims of unnamed for-
eign countries and actors. The Doctrine is predominantly focused on
establishing protection and responses in the military sphere. The Doctrine
replaced the 2000 Doctrine of Informational Security, which was also intro-
duced by Putin. What is interesting is that the 2000 Doctrine set the protec-
tion of interests of a person as the first goal.

The 2016 Doctrine aims to protect the “critical informational infrastruc-
ture” of Russia. In 2019, in the implementation of the Doctrine, the State
Duma has introduced amendments to the Data Protection Act and the Federal
Law on Communications (Sovereign Runet law). The amendments introduce
a set of measures aimed at ensuring the stable operation of the Russian internet
(Runet). According to article 56.1(1) of the Law on Communications, the
obligation to ensure safe, steady, and integral functioning of the Runet falls on
the communications operators and owners of communications networks.
Roskomnadzor will be carrying out primary state policies in this area (for more
on Runet, see Chap. 16).

6.5.2 Runet Law

Internet providers need to install in their network the technical means (black
boxes) for countering threats to stability, security, and integrity of the internet
in Russia (article 46(5.1)). Roskomnadzor will provide the black boxes. The
same article directly relieves internet providers from the obligation to limit
access to prohibited websites. This is now the function of the black boxes.
Roskomnadzor receives centralized control over the entire Runet in cases of
discovering a threat to the functioning of the networks (article 65.1). The gov-
ernment of Russia is yet to define what types of threats qualify for empowering
Roskomnadzor with centralized control (article 65.1(5)). According to the
head of Roskomnadzor, even a mere ban of a website already constitutes such
a threat (Suharevskaja 2019). Thus, for now, it is not clear what should be the
scale of the threat to transfer centralized control to Roskomnadzor. The legis-
lator, by changing the heading of the encompassing chapter of the law, signals
that a non-exceptional threat could be sufficient. The name changed from
“Managing communication networks in cases of emergency and the state of
emergency” to “Managing communication networks in certain cases.” Thus,
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the state of emergency was downgraded to “certain cases.” Roskomnadzor will
have centralized control over Runet beyond emergency cases.

Once the black boxes are installed, the Russian government will be able to
control domestic traffic and, if needed, turn off incoming foreign traffic.

6.6 A NEW INTERPRETATION OF PERSONAL DATA

In December 2018, Roskomnadzor presented its new vision of personal data
by including cookies in the scope of the term. Cookies collect certain data
about the users to, for example, tailor advertisements to the user’s location and
browsing activity. The use of cookies on a website in terms of data protection
is a controversial issue at the moment. The Russian legislation does not define
the term “cookies.” The legal analysis of cookies stems from the definition of
personal data in Russian law. As discussed earlier, to be considered personal
data, user data needs to allow a natural person to be identified. Roskomnadzor
representatives themselves, in a 2015 commentary to the Personal Data Law,
stated that the data should not be considered personal data if it does not allow
identifying a natural person without the use of additional information (Gafurova
et al. 2015, 15). It took a political case for Roskomnadzor to change the
opinion.

The use of cookies was one of the subject matters in the dispute involving
the “Smart voting system” of Russian political activist Alexei Navalny
(Roskomnadzor v. Gandi SAS). Navalny’s goal was to prevent the domination
of United Russia party candidates in the regional and municipal elections of
2019. The system was built with the idea of uniting pro-opposition votes in
each voting district for a single candidate that has the highest chance of win-
ning the election against United Russia’s representative. Voters could register
on the website and on the day of elections would receive a text message with
the name of an opposition candidate that has the highest winning chance. The
website, https://2019.vote/, was registered to Gandi SAS. Roskomnadzor
claimed a violation of data protection legislation by the website and applied to
a court. Among the violations, Roskomnadzor stated that by using the services
of Google Analytics and Yandex Metrica the website collected and processed
personal data of its users.

Google Analytics and Yandex Metrica collect the data of users. Such data
can include the location of the user, the device used to access a website, browser,
and internet protocol (IP) address. This data itself, without the use of addi-
tional information, does not allow identifying a natural person. Nevertheless,
in the eyes of Roskomnadzor and the court, using cookies through the services
of Google Analytics and Yandex Metrica constituted data collection and pro-
cessing. Navalny appealed the decision but with no success. In this understand-
ing, Roskomnadzor goes against its commentaries on the scope of personal
data. At the same time, if compared to the way other countries apply data
protection legislation with regard to cookies, the measure is appropriate. For
example, the GDPR specifically states that cookies may allow identifying a nat-
ural person (Recital 30).
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6.7  CONCLUSION

The law gives a vague definition of personal data. It allows Roskomnadzor to
include in personal data new types of data without ever needing to amend leg-
islation. The inclusion of cookies into the scope of personal data is one such
example. This step, although following the understanding of personal data in
the GDPR, differs from Roskomnadzor’s former understanding of the term.
The duty of data distributors to store users’ data substantially eases monitoring
of data for Russian enforcement authorities. This duty is not an invention of
the Russian legislation. The 2006 EU Data Retention Directive introduced
similar measures. The major difference from Russia was that the EU Directive
required data operators to store the metadata (e.g., telephone numbers and IP
addresses), not the data itself. Russian legislation, apart from that, creates con-
venient conditions for the enforcement authorities to obtain access to data. In
2014, the Court of Justice of the European Union invalidated the Directive for
violating fundamental rights (Digital Rights Ireland v. Minister for
Communications).

Fines for breaches of data protection legislation will be increased to provide
Roskomnadzor with an additional instrument of pressure. Blocking websites
can be an effective measure, but blocking giants like Google will be noticeably
harmful to the Russian economy itself, as many Russian companies use Google
cloud services. Trying to ban Twitter and Facebook might prove futile since
Roskomnadzor was not able to block a much smaller messaging application,
Telegram. Once the black boxes are fully implemented, Roskomnadzor will
have much more capabilities in blocking services and websites with great preci-
sion. At the same time, the law “On the Sovereign Runet,” despite being
enacted, still needs substantial time before it can be properly implemented.

Among the expected novelties of Russian legislation is the introduction of
the Big Data concept. Big Data allows re-identifying a person from a data set
that seems to have no direct link, as well as extracting personal data that an
individual did not provide, through the analysis of vast amounts of information
(Gruschka et al. 2019, 5027). An example of such re-identification is the 2006
release by Netflix of a data set including a user ID and movie ratings connected
to such ID. By itself, this data does not allow identifying a person. When com-
bined with other information however, such as user movie ratings of the
Internet Movie Database, the data allowed identifying a Netflix customer
(Narayanan and Shmatikov 2008, 121-124). Currently, Big Data does not fall
within the scope of personal data in Russia. At the same time, the definition of
personal data in article 4 of the GDPR allows including Big Data in the scope
of personal data (Bonatti and Kirrane 2019, 7).

The Russian legislator is very active in the sphere of data protection. Almost
all novelties grant new powers to controlling authorities and increase the bur-
den of compliance even for companies located outside of Russia if their activity
is aimed at Russia. Roskomnadzor plays a central role in this sphere.
Roskomnadzor does not need to comply with the rules and limitations for
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conducting inspections that are obligatory for other public authorities. Instead,
the Federal Service follows a set of rules especially established for its activities.
In the nearest future, Roskomnadzor will strengthen its position by receiving
the power to exercise centralized control over Runet. Legislative grounds for
the state monitoring over the data flows grow alongside the technical capabili-
ties of Russian government to exercise such control.
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