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Abstract. Data privacy concerns play a significant role during collaboration
with customers in digital networks. An important element in collaboration
between business partners is the utilization of customer data in common offering
development, marketing, and service operations. The aim of this paper was to
focus on data privacy in the context of the customer journey and in different
service industries. Based on empirical survey data (n = 306), our findings
highlighted the importance of recognizing phases in the customer journey and
have drawn attention to information sensitivity in different service industries.
Findings showed that customers’ willingness to share data with different
industries varied. Moreover, consumers’ attitudes towards the use of their per-
sonal data varied at different phases of the customer journey. Our findings have
emphasized the importance of information sensitivity in different phases of the
customer journey, especially when designing a means for effective data uti-
lization in collaborative networks.
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1 Introduction

Creating a superior customer experience has become a dominant aim and stream of
value chains and ecosystems. One important element in developing new digital services
is the utilization of customer data in personalization, online service performance
monitoring, and sales and marketing operations improvement [1]. While companies
have created multichannel designs for customers and have become more data driven in
their daily activities, customers, as the most important actors of business ecosystems,
have become increasingly concerned about their privacy. Privacy concerns are
prevalent, especially in online environments [2, 3] where customers and service pro-
viders interact in collaborative networks.

Many companies have highlighted the importance of customer experience [4].
Customer experience has become an important part of marketing and service devel-
opment, and it is the basis of the emerging experience economy [see 4]. Successful
attempts to build connection with customers and to ensure customer satisfaction and
superior customer experience require the use of customer data. There are growing
concerns among consumers about revealing personal information, and many are
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dissatisfied with the way in which some organizations collect and use their information.
This may pose a major problem, hampering growth in some areas, such as e-commerce
[5]. In general, digital servicescapes and markets pose unique information privacy
threats due to two-way communications possibilities [see 5]. Moreover, new General
Data Protection Regulation (GDPR) regulations pinpointed data privacy issues when the
legislation was enforced within the EU in spring 2018. New regulations have underlined
the importance of customer experience in a service context The GDPR regulations has
two major aspects related to use of data, the need for permission for the customer data
utilization [6] and the more general need for companies to become more customer driven
when utilizing data [see 7]. There is an identified research gap concerning to customer
preference and choice related to organizational use of their information [3].

The aim of this paper was to focus on data privacy in the context of the customer
journey and in different service industries. In this study, data privacy refers to the claim
of individuals to determine when, how, and to what extent information about them is
communicated to others [see 3]. The research questions were as follows: (1) is there a
difference in privacy concerns throughout the phases of the customer journey, and
(2) how do different service industries differ in terms of privacy concerns? We also
discuss about related data analytics theme. This paper consists of four sections. After
this introduction, customer privacy concerns in the context of the customer journey
have been discussed. Then, the methodology and survey sample have been defined. In
the last two parts of the study, conclusions and implications have been discussed.

2 Data Privacy Throughout the Customer Journey

Digital service environments and digital tools have become widespread in the service
industry in recent years. Although these practices have allowed the target group to
participate in a branded e-marketplace, consumer advocates have expressed growing
concern about the invasion of privacy caused by e-marketers’ information collection
practices [8]. Customer interaction, which may be one of the most important elements in
service delivery [see 4], looks quite different in digital servicescapes than in traditional
personal interactions between services clerks and customers. Moreover, the develop-
ment of marketing and service practices using consumer data and analytics has advanced
rapidly in recent years, which has raised data privacy concerns among consumers.

2.1 Privacy Concerns

Previous research [9–11] has shown that privacy concerns affect online customer
behavior during the use of digital services. Customers may become concerned if they
feel that their privacy has been invaded or threatened in some way [2]. News items
about the vulnerability of digital services and stolen private data promote privacy
concerns among customers. The vulnerability of digital services also creates potential
business risks for companies [12]. Privacy concerns are also directly connected to
customers’ purchase behavior, as online stores require customers to provide personal
information while shopping online [2, 4]. Customers are mindful of privacy concerns
while shopping online. However, this may create a competitive advantage for
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companies who are good at creating online trust between customers and service pro-
viders [13]. Previous research has shown that customers felt fewer privacy concerns
when they interacted with trusted retailers [9, 10]. Additionally, good control over
customers’ shared personal information and visible data collection processes have been
shown to improve trust [14, 15].

Many factors, including information type, situational factors, the features of service
providers, and the individual characteristics of customers have been shown to affect
customer’s privacy concerns [10, 11]. However, there are differences between indi-
vidual customers [16], as each observes the potential risks of online shopping for
products and services differently [17]. Gender differences and the health of individuals
may also influence privacy concerns [11].

2.2 Customer Journey

A customer journey can be defined as ‘a description of customer experience where
different touchpoints characterize customers interaction with a brand, product, or ser-
vice of interest’ [18]. Følstad and Kvale [19] highlight the processual and experiential
aspects of services as seen from the customer’s viewpoint. It is described as the
repeated interactions between a service provider and the customer within a customer
journey. Customers interact with service providers via different digital touchpoints
throughout their customer journey [20]. In the omni-channel environment, customer
interactions often follow a non-linear structure. Additionally, the critical interaction is
with the brand, not with the channel [21]. This scenario is typical in digital platform
interactions in general and in the service industry. Customers may use multiple devices
in different phases of their customer journey. During the early stages of a customer
journey, when contacting a potential customer, search engines, Search Engine Mar-
keting (SEO), Search Engine Marketing (SEM), and display ads play a critical role. For
example, search engine results pages present a convenient way for consumers to gather
information about service brands [22]. Behavioral targeting connects consumers with
brands based on data relating to their past online behaviors. These data could comprise
web pages they have visited, the time they spent on each page, and the things they put
in their shopping baskets or purchased online [23]. All these actions, which are based
on the use of customer data, take place in conversions during a customer journey.

2.3 Service Industries

Service industries differ across many attributes. Early service industry categorization
and conceptualization focused on distinguishing the characteristics of service delivery
from the sale of physical products [see 24, 25]. Service industry classification has
focused on service delivery or encounter-based activities or solutions, including social
interaction and perceived risk [26] and service script-based classifications [27]. It has
also involved examining the level of emotional attachment or investment a customer has
in the customer experience process, for example, a customer is likely to have a lower
level of emotional attachment to purchasing fast food compared to having medical
treatment [28]. Cheng, Anderson, Zhu, and Choi [22] have enriched the existing liter-
ature on service categorization with their explanation of the complex online service

518 M. Mäki and A. Alamäki



environment. In this study, we have analyzed four different industries; Municipal health
stations, Private health stations, Insurance companies, Hobby clubs and Grocery stores.
The last two industries represent a low level of perceived risk and purchase effort where
consumers are thought to have little involvement, while both health station alternatives
represent high involvement service consumption situation. In this classification, we
followed Stell and Donoho [29] line of thinking. In general, customer involvement
varies from passive participation of customer, such as simple physical presence, to a
very high degree of user integration as a part of the service process [30].

In general, categorization and classification models and concepts help management
understand and learn about service operations in different industries [31]. While service
industry characteristics modify service encounters and operations in general, it is likely
that customers in different service sectors have different levels of concern related to
their data privacy when interacting with a company.

3 Methods

Data were collected from undergraduate students in Finland, who represented cus-
tomers of healthcare companies. Student samples are often used in academic research.
Yavas [32] states that students are appropriate surrogates in studies where e.g. attitude–
behavior relationships or orders of attitudes are researched. University students also
represent young digital customers in the omni-channel environments. There were 309
responses, of which 306 were valid and were used in this research. Descriptive statistics
revealed that the sample was female-dominant; 67% (n = 205) of respondents were
female, and 33% (n = 101) were male.

Participants were sent an email that included a web-link to the questionnaire. All
participants who answered the questionnaire were invited to participate in a lottery that
gave them the chance to win minor gifts. We used the questionnaire to measure privacy
concerns using four items adopted from Martin et al. [3]. Tradeoff value questionnaire
items were adopted from Martin et al. [3] and information sensitive items from [33]. In
the questionnaire, respondents were asked to rate value using a 5- point Likert scale
ranging from totally agree (5) to totally disagree (1). Results were analyzed using
Statistical Package for the Social Sciences (SPSS) version 25.0.

Fig. 1. The relationship of customer journey and industry segments to privacy concern.
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In Fig. 1, a conceptual model of the study has been shown. This study examines
how privacy concern vary throughout different phases of the customer journey and in
different service industries. The prior research [9–11] reveals that privacy concerns
affect online customer behaviors. Additionally, information type, situational factors, the
features of service providers have been shown to affect customer’s privacy concerns
[10, 11]. The individual characteristics of customers also affect to privacy concerns
indicating that there are differences between individuals [16]. Furthermore, differences
between the phases of customer journey and service industries may be related to
information sensitivity, as context and situation affect the behavior of customers. From
an interactional psychology perspective, situational factors influence customer behavior
and vice versa [34]. Thus, a customer may more easily give their consent to use his or
her personal data during different phases of the customer journey and in the context of
different service industries. This has significant implications for the digitalization
projects of companies and for collaborations with customers in different business
ecosystems.

4 Results

Data Privacy Throughout the Customer Journey
We analyzed respondents’ willingness to share information at different phases of the
customer journey. The journey process consisted of information search, alternative
evaluation, purchase, after sales contact, and the sharing of information, such as cus-
tomer experiences and reviews. The model was adopted from Solomon et al.’s [35]
customer journey process model (Table 1).

Table 1. Respondents’ willingness to share their data at different phases of the customer
journey.
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Findings indicated that respondents were more willing to share their data when they
were “in buying mode” and actually in the process of buying a product or service. On
the other hand, respondents had data privacy concerns at the beginning of their cus-
tomer journeys. These results challenged current marketing practices, such as re- tar-
geting, which is typically done in a digital environment. We further analyzed the
sample according to gender, and there were some indications that female respondents
were more willing to interact with the company during the after-purchase phase, but
differences were not statistically significant.

Data Privacy Within Different Service Industries
We asked respondents how willing they would be to disclose personal information in
five different service industry cases (Table 2).

Both private and municipal health stations were examples of services that respon-
dents access with high levels of emotional attachment and cognitive processing, while a
grocery store was a service environment in which the role of service encounters was
smaller.

Findings indicated that respondents were more willing to disclose their personal data
in service settings where they were more involved. Here, involvement referred to
consumers’ motivation to process product related information at a given point in time
[see 35]. The definition also consisted of a person’s perceptions of the relevance of an
object. We assumed that municipal and private health stations represented service
situations where more cognitive processing is likely to take place during a customer
journey; hence, the relevance of these settings was higher than in other examples.

Table 2. Respondents’ willingness to disclose personal information in different service
industries (n = 306)

“I do not feel comfortable with the type of information that (service x) requests from me” (totally agree
= 1, …, totally disagree = 5) 
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We tested our sample with a t-test to explore gender differences in data privacy
concerns in different industries. In all industries, female respondents were more willing
to share their private information with a company than male respondents. The t-test for
equality of means indicated that this difference was statistically significant in insurance
company services (p = 0.02) and private healthcare stations (p = 0.04).

5 Discussion

The first research question in this study concerned differences in privacy concerns
related to the phases of the customer journey. Findings revealed that respondents (72%)
were most willing to share personal data with service providers after their purchase. Of
the total sample, 59% were willing to share their personal data while completing their
purchase. Respondents were least willing to share their personal data during the
information search (34%) and evaluation (35%) phases. Respondents were more
willing to share personal data when they were already customers of service providers or
when they were purchasing products and services. In these cases, they would have built
a relationship with service providers. Respondents had privacy concerns at the
beginning of their customer journey, when they would not have developed a formal
relationship with service providers.

The second research question concerned differences in privacy concerns across
service industries. Results suggested that healthcare information was more sensitive
than information concerning purchases from grocery stores, hobby organizations, or
insurance companies. Information sensitivity varied across service sectors. Different
value chains and business networks deal with different types of information, which may
affect the same customer differently. Moreover, our findings indicated that female
customers were more willing to interact with companies than male customers.

There is little previous research on privacy concerns throughout the customer
journey and in different service industries. This study filled this research gap by
exploring personal data disclosure throughout the customer journey and in different
service industries. Respondents seemed to focus constantly on information sensitivity
and the value that they would receive if they provided personal information. We
concluded that at the heart of most privacy concerns is a trade-off between the costs and
benefits of the disclosure of personal information. This aligned with prior research
suggesting that customers evaluate the pros and cons of a behavior before acting (see,
for example, Lanier and Saini [36].

The current study has contributed to data privacy and service marketing practices in
different service industries. Our study supported the personalization-privacy paradox
[37], which suggests that personalization can both enhance and diminish customer
engagement with the firm. That is, targeted offerings generated by customer data
analysis may enhance the customer experience, but they may also raise privacy con-
cerns among customers. The critical issue here appears to be the phase of customer
journey. Our findings indicated that the best times for businesses to use customized
communication is close to when the consumer actually makes a purchase and right after
the purchase. This raises concerns over cookie remarketing activities that are typically
conducted according to potential customers’ browsing behavior. If personalized
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messages and actions trigger customers’ privacy concerns about how the firm is using
their personal information, then these may lead to decreased engagement [37 p. 98].
Privacy concerns among customers may increase skepticism toward and avoidance of
advertising and can prompt negative actions. All these reactions may reduce overall
marketing effectiveness [37 p. 99] and harm customer experience. In general, customer
experience may be good (enjoyable) or bad (unenjoyable), leading to positive or
negative customer response with regard to value, image, quality, patronage, loyalty,
satisfaction, recommendations, and purchase intentions [38, p. 655.].

Today’s companies operate in collaborative networks that utilize computer net-
works [39]. Collaborative networks are also becoming data-rich environments [39, 40]
and it raises issues such as the privacy concern of customers. Service ecosystems based
on collaborative networks include new platform ecosystems who compete in service
offering without ownership to a subject [see 41]. They collect and manage data to
operate their business ecosystem and several companies participate value creation in
different phases of value chains Thus, data sources that are needed to serve and build
customer relationships and operative processes are located in collaborative networks of
customers, partners, and service providers. From the customer’s viewpoint, privacy
issues are related to all phases of a customer journey, as each phase is often served and
operated by different service providers. For example, search history and marketing
relate to marketers, such as Google and advertisement agents, while purchase and
payment data are collected by platform owners and payment operators, and service
providers deal with usage and customer satisfaction data. Hence, throughout their
customer journey, customers interact with many service providers, providing or
withholding consent for each to collect their personal data. Data privacy is not a single
point event but is a key question in the operations of collaborative networks.

The findings provide new knowledge for marketers about the respondents’ infor-
mation sensitivity concerning different industry segments and privacy concern relating
to the phases of customer journey. Privacy concern in different phases of the customer
journey often reflects to the different roles of service providers in the value chain of
service ecosystems. Marketers should pay attention to these differences in planning
data collection and motivating customers to provide consent for the use of their private
data in managing omni-channel operations. From the perspective of collaborative
networks literature, the findings contribute to the processes of collaborative networks
[42], especially to the management and governance of omni-channel service
ecosystems.

6 Conclusions

This study showed that companies and business networks should consider privacy
concerns when planning and designing new digital services. Privacy concerns are
closely related to data analytics, which are crucial in digital service delivery. Findings
suggested that businesses should focus customer engagement actions close to the actual
buying phase and that information sensitivity across different service sectors varied.
During the early stages of the customer journey, companies should focus on offering
and brand development and possibly SEO activities, which may draw a customer’s
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attention without provoking data privacy concerns. Additionally, companies should
give special attention to the visibility of data usage at the beginning of a buying
journey.

The basic limitation of this study is its quite small target group consisting of student
sample. It limits the generalizability of the results, and this study increases only
understanding about the factors that affect the respondents’ online behavior. Finally,
this study suggested that respecting customers and their data privacy is an investment in
relationship building. The results of this study have suggested that researchers should
explore privacy concern empirically, especially in the context of value chains and
networks, as customers deal with several actors throughout their journey. Additionally,
the different types of information in different customer journeys merit further research.
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