
    
    
    
        
            
            
                
            

            
        
    


    
        Skip to main content
        
        

        
            
                Advertisement

                

            

        

        
    
        
            
                
                    
                        [image: SpringerLink]
                    
                
            
        


        
            
                
    
        Log in
    


            
        
    


    
        
            
                
                    
                        
                            
                        Menu
                    
                


                
                    
                        
                            Find a journal
                        
                    
                        
                            Publish with us
                        
                    
                        
                            Track your research
                        
                    
                


                
                    
                        
                            
                                
                                    
                                Search
                            
                        

                    
                    
                        
 
  
   
  Cart
 


                    
                

            

        
    




        

    

    
        
    
        
            
    
        
    
        
            	
                        Home





	
                        Book


    

    
        
            
                
                [image: Book cover]
            
            
        
    

    

    
        
            Blockchain Technology in Internet of Things
        

        
        	Book
	© 2019


        
        
                
                    
                

        

    



        
    


        
            
                

                
                    
                        Overview

                        
    
        
            	Authors:
	
                    	
                                Liehuang Zhu
                                0, 
                            
	
                                Keke Gai
                                 ORCID: https://orcid.org/0000-0001-6784-02211, 
                            
	
                                Meng Li
                                2
                            


                    
                


            
            	
                        
                            Liehuang Zhu
                        
                        
                            	
                                    
                                        
                                            School of Computer Science and Technology, Beijing Institute of Technology, Beijing, China

                                        
                                    

                                


                        
                        
                            
                                View author publications

                                
                                    You can also search for this author in
                                        
                                        PubMed
                                             
                                        Google Scholar
                                    
                                    

                                

                            

                        

                    
	
                        
                            Keke Gai
                        
                        
                            	
                                    
                                        
                                            School of Computer Science and Technology, Beijing Institute of Technology, Beijing, China

                                        
                                    

                                


                        
                        
                            
                                View author publications

                                
                                    You can also search for this author in
                                        
                                        PubMed
                                             
                                        Google Scholar
                                    
                                    

                                

                            

                        

                    
	
                        
                            Meng Li
                        
                        
                            	
                                    
                                        
                                            College of Computer Science and Information Engineering, Hefei University of Technology, Hefei, China

                                        
                                    

                                


                        
                        
                            
                                View author publications

                                
                                    You can also search for this author in
                                        
                                        PubMed
                                             
                                        Google Scholar
                                    
                                    

                                

                            

                        

                    


        
        

        
            
                	A comprehensive (first) reference book on the blockchain technologies in Internet of Things

	A state-of-the-art review of key blockchain technologies in Internet of Things and their potential development prospects

	Advanced technologies of blockchain and their practical adoptions in distinct IoT scenarios

	Future research directions based on the blockchain technologies and Internet of Things integration




                
            

        
    

                        
    

        
        
    


                        
                            
    
        	
                    
                        
                    18k Accesses

                
	
                        
                            
                        18 
                            Citations
                        

                    
	
                        
                            
                        1
                        
                            
                                Altmetric
                            
                        

                    


    



                        

                    

                

                
                    
                        
                            
                                
                                    
                                        
                                    
                                    
                                        This is a preview of subscription content, log in via an institution
                                    
                                    
                                        
                                     to check access.
                                

                            

                        
                    
                

                
                    Access this book

                    
                        
                            
                                
                                    
                                        
                                            Log in via an institution
                                            
                                                
                                            
                                        
                                    

                                
                            
                        
                    
                    
                        
 
  
   
    
     
      
        
        eBook  USD 129.00 
        Price excludes VAT (USA) 
       

      

     

        
      	Available as EPUB and PDF
	Read on any device
	Instant download
	Own it forever

Buy eBook 
       
       
     

    

    
     
      
        
        Softcover Book  USD 169.99 
        Price excludes VAT (USA) 
       

      

     

        
      	Compact, lightweight edition
	Dispatched in 3 to 5 business days
	Free shipping worldwide - see info

Buy Softcover Book 
       
       
     

    

    
     
      
        
        Hardcover Book  USD 169.99 
        Price excludes VAT (USA) 
       

      

     

        
      	Durable hardcover edition
	Dispatched in 3 to 5 business days
	Free shipping worldwide - see info

Buy Hardcover Book 
       
       
     

    

   

   
  

  
   Tax calculation will be finalised at checkout

  

  
    Licence this eBook for your library 
     
     
   

    Learn about institutional subscriptions 
     
     
   

  

 

 
 
 


                    

                    Other ways to access

                    
                        
                            Licence this eBook for your library
                                
                                    
                                
                                

                        
                        Institutional subscriptions
                            
                                
                            
                        

                    

                



                
    
        
                
    
        
            
                Search within this book
                
                    
                    
                        
                            
                        
                        Search
                    
                    
                    
                

            

        

    


                
                    Table of contents (9 chapters)

                    
                        
                            	
        
            
                    Front Matter

                
                Pages i-xxii
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    
	
                                            
                                                
                                                    Basic Concepts and Mechanisms of Blockchain in Internet of Things

                                                    	
        
            
                    Front Matter

                
                Pages 1-1
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    
	
        
            
                                
                                    Introduction
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 3-7
                

            


        

    
	
        
            
                                
                                    Blockchain and Internet of Things
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 9-28
                

            


        

    
	
        
            
                                
                                    Security and Privacy Issues in Internet of Things
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 29-40
                

            


        

    


                                                

                                            

                                        
	
                                            
                                                
                                                    Blockchain in Privacy-Preserving Cloud Data Storage Services

                                                    	
        
            
                    Front Matter

                
                Pages 41-41
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    
	
        
            
                                
                                    Blockchain-Enabled Cloud Data Preservation Services
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 43-52
                

            


        

    
	
        
            
                                
                                    Blockchain-Enabled Controllable Data Management
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 53-64
                

            


        

    


                                                

                                            

                                        
	
                                            
                                                
                                                    Privacy-Preserving Blockchain Technology in Internet of Things

                                                    	
        
            
                    Front Matter

                
                Pages 65-65
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    
	
        
            
                                
                                    Blockchain-Enabled Vehicle Electricity Transaction Services
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 67-73
                

            


        

    
	
        
            
                                
                                    Blockchain-Enabled Carpooling Services
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 75-91
                

            


        

    
	
        
            
                                
                                    Blockchain-Enabled Ride-Hailing Services
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 93-105
                

            


        

    


                                                

                                            

                                        
	
                                            
                                                
                                                    Future Research Directions and Discussions

                                                    	
        
            
                    Front Matter

                
                Pages 107-107
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    
	
        
            
                                
                                    Exploring Topics in Blockchain-Enabled Internet of Things
                                

                            
                        
                
                    	Liehuang Zhu, Keke Gai, Meng Li


                Pages 109-114
                

            


        

    


                                                

                                            

                                        
	
        
            
                    Back Matter

                
                Pages 115-143
                

            

                
        
            Download chapter PDF
                
                    
                
            
        

    
            

        

    


                            

                            
    
        
            
                Back to top
                
                    
                
            
        

    

                        
                    

                
    

                
                
    
        
            
                Keywords

                
                    	
                                
                                
                                    Internet of Things
                                
                                
                            
	
                                
                                
                                    Blockchain
                                
                                
                            
	
                                
                                
                                    Applications
                                
                                
                            
	
                                
                                
                                    Security
                                
                                
                            
	
                                
                                
                                    Privacy
                                
                                
                            
	
                                
                                
                                    Cloud Computing
                                
                                
                            
	
                                
                                
                                    Data Preservation Services
                                
                                
                            
	
                                
                                
                                    Cloud Data Management Services
                                
                                
                            
	
                                
                                
                                    Vehicle Electricity Transaction Services
                                
                                
                            
	
                                
                                
                                    Carpooling Services
                                
                                
                            
	
                                
                                
                                    Ride-Hailing Services
                                
                                
                            
	
                                
                                
                                    Fog Computing
                                
                                
                            


                

            
        

        
            
                
                    About this book

                    
                        This book focuses on picturing B-IoT techniques from a few perspectives, which are architecture, key technologies, security and privacy, service models and framework, practical use cases and more. Main contents of this book derive from most updated technical achievements or breakthroughs in the field. A number of representative IoT service offerings will be covered by this book, such as vehicular networks, document sharing system, and telehealth. Both theoretical and practical contents will be involved in this book in order to assist readers to have a comprehensive and deep understanding the mechanism of using blockchain for powering up IoT systems. 


The blockchain-enabled Internet of Things (B-IoT) is deemed to be a novel technical alternative that provides network-based services with additional functionalities, benefits, and implementations in terms of decentralization, immutability, and auditability. Towards the enhanced secure and privacy-preserving Internet of Things (IoT), this book introduces a few significant aspects of B-IoT, which includes fundamental knowledge of both blockchain and IoT, state-of-the-art reviews of B-IoT applications, crucial components in the B-IoT system and the model design, and future development potentials and trends.


IoT technologies and services, e.g. cloud data storage technologies and vehicular services, play important roles in wireless technology developments. On the other side, blockchain technologies are being adopted in a variety of academic societies and professional realms due to its promising characteristics. It is observable that the research and development on integrating these two technologies will provide critical thinking and solid references for contemporary and future network-relevant solutions. 


This book targets researchers and advanced level students in computer science, who are focused on cryptography, cloud computing and internet of things, as well as electrical engineering students and researchers focused on vehicular networks and more. Professionals working in these fields will also find this book to be a valuable resource.
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