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Abstract. This paper presents a view at glance of the project PICS (which
stands for Personal Information Controller Service) that is concerned by per-
sonal data protection. More specifically we present a software platform that
allows users to control the exchanges between Web-based Personal Information
Management Systems (the so-called PIMS that store users’ personal data) and
SaaS services (such as e-commerce applications) using a reinforced authenti-
cation. The ultimate goal of this platform is to empower users by allowing them
to have full control on personal data exchange. Moreover, the platform includes
specific components to help users to solve cognitive demanding tasks related to
the data protection such as how to properly interpret Terms of Service
(ToS) imposed by the SaaS, recall previous users interactions with the SaaS (ex.
personal data exchanged with the SaaS and the corresponding term of services),
and detect unauthorized use of personal data. The technical solution proposed by
PICS is a suitable implementation of the General Data Protection Regulation
(GDPR). We present the motivations, challenges and research questions that
lead to the technical solution proposed by PICS.
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1 Towards User-Centric Data Protection

It is a terribly thing to think that personal data is being collected without user’s consent
for that a simple answer to privacy problems would be to maximally inform the users
about how much data was being kept and sold about them. Personal data protection has
been a long concern in many countries like France but only more recently it has been
regulated by the means of the European General Data Protection Regulation (GDPR)
[3] forcing many companies to adjust their data handling processes, consent forms, and
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privacy policies to comply with the GDPR’s transparency requirements. The basic
premise for the GDPR is that users must be informed about the use made of their
personal data [1]. Notifying users about a system’s data practices is supposed to enable
users to make informed privacy decisions and yet, current notice and choice mecha-
nisms, such as public policies and Terms of Service (ToS), are often ineffective because
they are neither usable nor useful, and are therefore ignored by users [2]. Whilst the
GDPR tries to regulate the use of personal data, it also creates two cognitive demanding
tasks to the users: (i) how to analyze ToS, and (ii) how to remember huge amount of
personal data that the SaaS is authorized to store.

Nowadays, users store many personal data in Web applications (such as Dropbox,
Google drive, Linkedin, Facebook, etc.) that act as Personal Information Data Man-
agement Systems (PIMS) [4]. Connecting PIMS and SaaS offer two advantages: on one
hand it is a suitable solution for delivering personal data to the SaaS; on the other hand,
the PIMS can store ToS and recall users of whom possess his personal data. The
interoperability between PIMS and SaaS (such as e-commerce Web sites) is not a
technical problem per se but a security failure on one service might increase the risk of
data disclosure of other services [5].

It important to recall that according to the GDPR, data protection relies on a
promise of use of personal data for a specific purpose, defined by a ToS. However, if
users suspect that a SaaS violates the agreement, the number of complaints can quickly
increase given that the rest of the procedure has to be done by service providers who
might have juridical and IT divisions overbooked of request of clarification.

In order to solve these problems, we have created a consortium of researchers and
industrialists that came up with a software platform called PICS (Personal Information
Controller Service), which is eponym of the project. The rest of this paper present the
overall architecture of this platform and illustrate the prototype. The last section
summarizes the underlying research questions and the future work.

2 Overall Architecture of PICS

The overall architecture of the PICS platform is illustrated by Fig. 1. As we shall see,
PICS mediates all the user interaction with third-party services that might contain (or
require) personal data from the users, this includes both the SaaS and the PIMS. This
mediation is meant to promote data protection and prevent that a security failure of a
SaaS would affect the PIMS (and vice-versa). The security of PICS is enhanced by
strong authentication mechanisms featuring a combination of user login plus physical
authentication via a wearable device (such as an electronic bracelet). PICS is made of
three core modules, as follows:

• The personal data controller is the central piece that connects all the other com-
ponents. It includes a user interface allowing users to connect to third-party services
(PIMS or Saas) and mediate the transfer of personal data between them. It is
important to say that the PICS itself does not store any personal data. For that, users
should identify a data storage (such as Google drive, Dropbox, Linkedin, etc.) that
will act as a PIMS for recording all personal data, ToS and transactions made
between the PIMS and SaaS.
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• The ToS analyzer is a specialized tool that is able to process a ToS provided by a
SaaS and codify the terms of ToS according to a specialized Ontology that covers
all the dimensions of personal data protection referred by the GRDP [6]. The results
of ToS analyzer are accessible to the users via the personal data controller by the
means of a visual language as illustrated by Fig. 2.

• The data mining traces of use is a very specialized tool which is able to perform
advanced search over the Web to discover traces of uses of personal data. This tool
allow users to check where their personal data is available to SaaS. The results are
shown at the personal data controller.

Connexion to PICS

Analysis of  ToS

SaaS Web site

Fig. 2. A view at glance of PICS featuring the analysis of Terms of Service of SaaS. (Color
figure online)

Fig. 1. Overall architecture of PICS
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3 Tool Support

The PICS architecture was implemented featuring a Web plugin as illustrated by Fig. 2.
Once installed in the browser, the PICS menu appears in the tool bar allowing the user
to access to all features supported by the PICS core modules. When the users connect
to the PICS for the first time, he must register a login plus a physical wearable device
that will be asked to identify the user in the future. Every time the user connects to the
PICS it must provide the login plus the wearable device which communicate with PICS
via a FIDO interface [7]. Figure 2 illustrates a scenario where after visiting a SaaS Web
site, the user use the PICS menu to triggers the analysis of ToS. The results of such as
an analysis is shown as a floating window featuring a list of GRDP dimensions. The
icons, the keywords and color coding (green/red/gray/yellow) are meant to provide the
users with a quick synthesis of the ToS.

4 Research Questions and Future Work

The project PICS raise many research questions. First, how to formalize the dimensions
(such as duration of storage, location of the storage, data ownership…) recognized by
the GDPR? That led us to the development of an Ontology [6] for processing ToS. The
second question was how to secure the access to the data so that sensible personal data
is not easily stolen by cracking a password? For that, we have investigated the use of
wearable devices to reinforce the authentication. Another question is which architecture
would prevent accidental personal data disclosure? We have proposed two comple-
mentary solutions: first, an independent module that does not store any data but mediate
the data transfer between the PIMS and SaaS; second, a specialized data-mining tool
for discovery of the use of personal data over the Web. Currently we have a proof of
concept that demonstrates the feasibility of our ideas and an advanced prototype for
demonstrations. Our on-going work includes the testing of the prototype with end-users
to identify the potential adoption of the solution.
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