Chapter 6
Summary

In this book, we present an overview of existing Android malware and further sys-
tematically characterize their behavior from different perspectives. The character-
ization is made possible with our more than one-year effort in collecting 1260
Android malware samples in 49 different families, which covers the majority of
existing Android malware, ranging from its debut in August 2010 to the end of 2011.
By characterizing these malware samples from various aspects, our results show
that (1) 86.0 % of them repackage legitimate apps to include malicious payloads;
(2) 36.7 % contain platform-level exploits to escalate privilege; (3) 93.0 % commu-
nicate with remote servers and/or exhibit bot-like functionality. A further in-depth
evolution analysis of representative Android malware shows the rapid development
and increased sophistication, posing significant challenges for their detection. As
existing mobile security solutions still lag behind, these results call for the need to
better develop next-generation anti-mobile-malware solutions.
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