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Abstract The concept of a Service-Oriented Architecture (SOA) to
flexibly address business needs with the use of Information Technology
(IT) is increasingly being recognized as important for a company’s agil-
ity and responsiveness to change. A SOA approach can also help to
design more agile web portals, in order to enable companies to increase
their responsiveness and adaptability with regards to addressing a busi-
ness opportunity as a collaborative Virtual Organization (VO). Value
can be added to the operations of such a VO with the use of Intelligent
Agents to automate the processes of finding collaboration partners and
negotiating the creation of VOs based on user-defined business rules.
This paper discusses these concepts and their benefits for Virtual Or-
ganizations based on the work of a European Union (EU) co-funded In-
formation Society Technologies (IST) project examining these issues
for Small and Medium Enterprises (SMEs) in the European Enterprise
Resource Planning (ERP) industry.

1 Introduction

Small and Medium-size Enterprises (SMEs) participating in today’s global market are
often ill-prepared in competing with their larger counterparts, who have established
international activities with customers, suppliers and partners. The problems that
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SMEs in particular face have to do with limited partner networks in other countries,
their narrow focus on specific geographic areas, and the limited amount of skills and
resources to enable them to expand their activities and compete globally.

One way to overcome these limitations is to form a collaborative Virtual Organiza-
tion (VO) with other companies facing the same problems but having complementary
skills and resources. Such VOs are formed in response to more intensive competition,
more specialized markets, faster technological change and shorter product (or service)
life cycles (Aldrich 1999, Davidow and Malone 1992, Hagel and Armstrong 1997).
The advantages for SMEs in forming and participating in such VOs include reduced
operational and partner search costs, increased operational efficiency, increase of
competitiveness against large corporations, and better meeting end customer needs by
the sharing of knowledge and competencies among VO participants (Rautenstrauch
2002).

To support the formation and sustainability of online collaborations, a business
model supported by an online collaboration platform must be implemented. In this
paper we argue for the importance of using Service-Oriented Architecture (SOA)
principles for the building of such platforms, as well as using intelligent software
agents to automate some of the operations of the collaborative VOs. Our background
is the European Union (EU) co-funded project Panda (PANDA-Project 2006) , where
we examine the applicability of SOA and Intelligent Agents in the context of the crea-
tion and maintenance of e-collaborations in the European Enterprise Resource Plan-
ning (ERP) industry of SMEs.

In the sections that follow we first present background literature on the concepts of
SOA and Intelligent Agents, followed by the description of the Panda project where
these concepts are examined. We then present the SOA and Intelligent Agent-based
architecture in the Panda project, followed by the discussion of its benefits. The paper
is concluded with the current state of developments and future research in the Panda
project.

2 Service-Oriented Architectures and Intelligent Agents

2.1 Service-Oriented Architectures

Service-Oriented Architecture (SOA) is an architectural style in which software
applications are organized as a set of loosely coupled services (Harding 2007). The
SOA paradigm enables to link business and computational resources (mainly
organizations, applications and data) on demand. It is seen to be essential for
delivering business agility and IT flexibility. It also facilitates the alignment of
existing IT infrastructures to achieve (internal or external) enterprise connectivity, by
removing redundancies, generating unified collaboration tools, and streamlining IT
processes. The benefits from this approach are an increase in business agility to
respond to future changes by adapting and reorganizing the existing services, as well
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as creating new services to fit in the existing IT architecture, in order to address
changed business requirements. This applies to both internal operations, as well as
external ones (e.g. providing new services to customers or changing the way the
interactions with suppliers are carried out). A well-executed SOA implementation can
bridge the gap between enterprise architecture and business strategy, with companies
achieving a closer alignment of IT and the business, while in parallel implementing
the robust reuse of existing technology and application code with agility and cost
effectiveness (Laurent 2007).

Traditional systems were built as monoliths, making change complex, time-
consuming and costly. The tight interconnection of such systems meant that even
small changes could ripple across the applications and cause major rewriting (Tews
2007). The approach that SOA takes is that instead of tightly integrated application
code, applications are built using loosely-coupled modules called “services”, with
each service describing an interface that can be accessed regardless of programming
language, and without the need to access or understand the underlying code. Such
services can be provided within enterprise applications, as interfaces to legacy
systems, as new development, or from external providers in industry and government.
From a business point of view, the goals are quicker time to market with innovative
offerings, greater productivity, and reduced integration costs.

A SOA architecture is based on six assumptions (Brandl 2007): applications are
loosely coupled; interface transactions are stateless; interface follows the RPC
(remote procedure call) model; interface is message-based; messages use XML
(eXtensible Markup Language) data; and interfaces may support both synchronous
and asynchronous transactions. Viewed as an approach to building IT systems to
match flexible business requirements, SOA connects applications across a network
via a common communications protocol, allowing organizations to reuse old and
future software, often with the help of Web Services (Brodkin 2007). SOA
incorporates standards like SOAP (Simple Object Access Protocol) and XML, to
deliver standard messaging formats and increased reuse of information assets at lower
integration costs (Larrivee 2007).

2.2 Intelligent Agents

Service-Oriented Architectures do not provide any support for rational (semi-) auto-
mated selections when it comes to the creation of Virtual Organizations. Such rational
selection is crucial for establishing and operating viable business formations. This is-
sue can be addressed by enriching SOA with Intelligent Agents. Interests of individu-
al VO members are represented by Intelligent Agents, acting according to customi-
zable business rules. Although previous research on the role of Intelligent Agents in
Virtual Organization has been carried out (e.g. Andrade et al. 2005, Guidi-Polanco et
al. 2005, Oliveira and Rocha 2000, Petersen 2003, 2007, Svirskas et al. 2006), in this
paper we are mostly concerned with the framing of Intelligent Agents within an over-
all SOA architecture, and the expected benefits of such an approach.

Practically this means exposing results of agent operations via standard Web
Services interfaces, enabling easy integration of these results into ad-hoc mash-ups
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and portals. Maximilien and Singh (2005) distinguish between two primary classifica-
tions of consumer-to-provider interaction styles in services: simple interactions and
agent-mediated interactions. Simple interactions occur directly between a service
consumer and a service provider. Agent-mediated interactions use an intermediary
agent that facilitates some aspects of the interaction. In our work we are mostly con-
cerned with agent-mediated interaction styles as they allow providing richer solu-
tions.

One also needs to make sure that these two types of entities (agents and services)
coexist peacefully within a single architecture and interoperate properly. Maximilien
& Singh propose a framework that augments a typical Service-Oriented Architecture
with agents. Their principal idea is to install software agents between service con-
sumers and each service that they consume. These consumer service agents expose
the same interface as the service. However, they augment the service interface with
agent-specific methods. The consumer communicates its needs via the augmented
agent interface. Service method invocations are done via the service agent who, in
turn, monitors and forwards all calls to the selected service.

The concept of multiple agents can also be useful in general-purpose Web Service
composition. Maamar et al. (2005) present an agent-based and context-oriented ap-
proach that supports the composition of Web Services. To reduce the complexity fea-
turing the composition of Web Services two concepts are put forward in their work,
namely, software agent and context. During the composition process, software agents
engage in conversations with their peers to agree on the Web Services that participate
in this process. Conversations between agents take into account the execution context
of the Web Services. The security of the computing resources on which the Web
Services are executed constitutes another core component of the agent-based and con-
text-oriented approach presented by Maamar et al.

The benefits of combining SOA and Intelligent Agents are foreseen to be increased
adaptability and flexibility to organizational needs regarding VO processes. However,
there is still much research to be done on the (business and technical) aspects of the
combination of SOA and Intelligent Agents in the context of VOs. In addition, the
standards associated with SOA (e.g. Web Services standards) are still to become
mature and established. SOA may also not be particularly applicable in mission or
safety-critical applications (Bloomberg and Schmelzer 2006). However, the use of
these concepts in the Panda project, the associated architecture and the expected bene-
fits are presented in the following sections.

3 The Panda Project

Panda (PANDA-Project 2006). examines e-collaboration in the European ERP indus-
try of SMEs, facilitated with the formation and management of Virtual Organizations.
Currently, the European ERP market (which is a major part of ICT business applica-
tions market in Europe — worth approximately €15 billion) is dominated by large
multinational actors, most of them outside the EU, focusing on high-end market seg-
ments (ERP solutions for large multinational companies). However, as the high-end
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market has reached maturity, there is a shift of interest towards small and medium
market segments (ERP solutions for small companies and SMEs).

Recognizing this potential for ERP value chains of SMEs, Panda aims to provide a
powerful framework of e-business services, dedicated to addressing current ineffi-
ciencies in the operations of such value chains, as well as facilitating international e-
collaborations based on local actors and alliances. Panda proposes the development of
a new partnership based e-business model for SMEs such as ERP vendors, their na-
tional representatives, dealers and consultants. Panda also includes the development
of a set of integrated supporting technologies in the form of a platform (portal) that
will engage and involve local players in flexible multinational e-collaborations. These
collaborations concern the provision of services towards an end customer (e.g. ERP
implementations, upgrades, customizations, training, support, etc) which require the
expertise of more than one partner.

The pilot installation of the prototype platform takes advantage of Panda’s two lar-
ge international ‘informal’” ERP value chains, comprising 2 ERP vendors (SMEs), 200
ERP national representatives and dealers and 50 IT consultants, who are active in 7
European countries (Greece, Romania, Bulgaria, Germany, Hungary, Finland and
Sweden). The two value chains examined practically represent two different edges
that appear in the ERP industry: (a) rigid - hierarchical value chain supporting a fully
protected and licensed ERP product, (b) loose virtual community / value network of
collaborating actors supporting an open source ERP solution.

The main functional requirements that arose from the users’ perspective in Panda
were the need to identify online suitable collaboration partners for participation in
ERP projects, the efficient communication of the project’s requirements and status,
experience sharing from previous similar ERP projects, and standardization of con-
tracts for international collaborations. Apart from the functional requirements how-
ever, other non-functional requirements which emerged as important were the flexi-
bility of platform operations to match different value chain characteristics, while also
allowing interoperability between platform architecture and partners’ own systems. In
addition, a degree of automation of operations carried out in the Panda platform as
part of VO establishment was also deemed important. As such, the concepts of SOA
and Intelligent Agents needed to be considered in the design of the architecture of the
Panda platform. This architecture and its benefits are presented next.

4 E-Collaboration Architecture and Operations

4.1 System Architecture

Figure 1 illustrates Panda’s SOA architecture (implemented with .NET Web Serv-
ices) — the central point of user interaction is a portal (based on Microsoft Web Part’s
technology), accessed by human users and software agents. Interests of individual
members of the Panda ecosystem are represented by Intelligent Agents (using FIPA
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standards and written in Java), acting according to customizable business rules (im-
plemented using JBoss).

Q g

Directory

User A Service
©o o o o
. Portal
User B Controller Controller
A B
Agent Agent Agent
Service Wrapper Wrapper
User C A B C
Agent Lof-mommmmmcmmee e e - Agent
A | - ™
RS Agent - -
B Al
Primitive Primitive
Data Service Data Service
Primitive
Data Service
B
Portal Virtual DB Own Company
(Private) DB (Private)

Fig. 1. Panda’s SOA and agent-based architecture

The components that comprise the Panda platform are the following:

* Directory Service: A common repository containing login information, standard
values like ERP modules, languages, industry sectors etc. The directory service
can be accessed by a Web Service.

* Controller: User functionality in the portal that enables the creation and submis-
sion of requests to the Intelligent Agent.

* Agent Service: A Web Service that enables the submission of a Collaboration Re-
quest to the Agent and the acquisition of the list of the proposed VOs. This can al-
so be implemented by a Web Service wrapper around agent functionality.

* Agent: The company’s Intelligent Agent that undertakes the negotiations and the
formation of the VOs. Agents communicate with each other to exchange informa-
tion and engage in negotiations.



A Service Oriented and Agent-Based Architecture for the E-Collaboration of SMEs 131

* Primitive Data Services: Set of simple Web Services that enable Agents and Con-
troller to access the company’s private repository (company database).

* Private repository (Company database): The repository that contains private in-
formation of the company like Company Profile, Collaboration Requests, Con-
tracts etc. This can be a dedicated (virtual) storage within the portal, or can be at
the company’s legacy systems.

4.2 Agent Operations

The Panda agent system is composed of independent distributed instances of Partner
Agent interacting with each other and with a set of centralized platform services. The
main purpose of agents is to identify and negotiate with potential partners for collabo-
ration in a VO, and suggest a number of such potential VOs based on various criteria
such as price, deadlines of tasks, previous experiences and reputation of participants,
etc. As such, the scope of agent contribution in Panda can be formulated as agent-
based negotiation towards VO formation using dynamic (semi-)private knowledge.
The agents consequently represent individual (distributed) actors participating in VO
formation processes taking into account (i) individual private constrains and prefer-
ences (e.g. with regards to types of projects sought, availabilities of staff, pricing
rules, etc) that are hidden to other actors, and (ii) minimization of disclosure of such
private information.

Agents get active in the system once a Collaboration Request (CR) for the identifi-
cation of suitable partners for collaborating in an ERP project is submitted in the
system by a human user. Once a Collaboration Request (CR) has been created by a
company in Panda and sent to potential partners via the corresponding agent, the
companies that receive the request may begin negotiations by editing the request and
sending a proposal back to the company via their agents. Further negotiations after
the first response from the human users can be subsequently carried out automatically
by agents (e.g. in terms of prices or deadlines). At the end of the negotiations the
agent of the Collaboration Request issuer can create VO proposals that can be seen by
the human user and one of these proposals potentially selected. The user who made
the response proposal is then informed for his/her selection in a VO and the human
requester of the collaboration can start composing a contract with his/her partner(s).
Once the contract has been defined and agreed upon by all involved parties the pro-
ject is then started. Project management activities can be carried out with an appropri-
ate tool connected via Web Services to the Panda portal. At the end of the operations
of the VO its results can be archived, and VO partners can rate each other with re-
gards to their collaboration efficiency.

As has been mentioned, agents are involved in negotiations about CR details that
lead to VO formation. Each agent is dedicated to a single company — the member of
the value chain. The interaction amongst agents in Panda for the handling of Collabo-
ration Requests (with human advisement) and VO proposals is shown in Figure 2 be-
low.

In their negotiations, agents can be guided by user-defined business rules. Agents
need to decide which of these rules are applicable in each type of negotiation, and
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need to flexibly adapt and prioritize those rules as the negotiations progress, potential-
ly also guided by human input to correct decisions taken. Such rules can be set by
each user to guide his/her agent, and can be implemented using a rules engine. Indica-
tive user-defined business rules for the negotiation amongst agents can include for

example:

Fig. 2. Agent-based Collaboration
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* Only consider partners in the same region/country as me.
* I do not want to deal with partners in my blacklist.

* I do not want to participate in projects less than x Euros.

These rules are represented in a JBoss rules engine, and agents need to decide the
priority of each of these rules and resolve potential conflicts amongst the rules. As the
negotiation amongst the agents is mainly based on price (and to a lesser degree dead-
lines of tasks), the majority of the business rules define strategies for negotiating the
pricing arrangements amongst the partners.
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4.3 SOA and Agent Benefits in Panda

The importance of adopting a Service-Oriented Architecture to increase an
organization’s agility and flexibility is becoming clearer for many organizations
interested in gaining a competitive advantage by differentiating their services and
becoming better prepared to respond to changes in their market (Bloomberg and
Schmelzer 2006). Extending the SOA principles to a VO setting in the Panda project,
it is argued that the SOA advantages can also be obtained for a conglomeration of
companies coming together to synergistically exploit complementary skills and
competencies. Although there is not a shortage of platforms for firms to collaborate
online in particular industries or across industries, the advantages of adopting a SOA
approach for such platforms offered by the adaptability and easy reconfigurability to
match heterogeneous VOs’ business requirements, need to be taken into
consideration. The benefits of using a SOA approach in Panda in particular is the re-
usability, interoperability and adaptation of the various Panda components to different
value chains (e.g. with regards to how reputation or project management are handled),
as well as companies’ operational characteristics (e.g. with regards to how company
profiles and company private data are handled). Different enterprises connecting to
the Panda platform can exploit Web Service connectivity to pass their data (e.g. pro-
files, pricelists, etc) to and from the portal, as well as using data from the portal, im-
plementing a “data as a service” layer. Services provided by the Panda platform can
also be substituted by alternative ones, or new ones can be written, to ensure com-
patibility with different ERP value chain requirements, in addition for allowing for
the possibility for the Panda platform to be exploited outside the ERP industry, im-
plementing a “software as a service” layer. The SOA conceptual approach in Panda is
depicted in Figure 3 below.

In contrast to costly and timely hardwiring of point-to-point connections between
companies in order to promote interoperability and collaboration, a distributed SOA
approach adopted in Panda enables companies to more flexibly participate in a plat-
form that can consider the technical (infrastructure) and business (operational) capa-
bilities of enterprises to enable them to efficiently engage in collaborative activities
with other partners.



134 loannis Ignatiadis, Dimitrios Tektonidis, Adomas Svirskas, Jonathan Briggs, Stamatia-
Ann Katriou, Adamantios Koumpis

ﬂoﬁware as a Service (SaaS) SOA LayeN ﬂata as a Service (Daas) SOA Layeh

Composite Business Services (Processes) Data Manipulation Services

Project
Management

Partner

Update Partner

Update Project
Task
Definitions

Profile

Search

Reputation
Management

Contract
Management

Create
Collaboration

\ Requests

Fig. 3. SOA conceptual approach in Panda

Create

Contract /

In addition, in contrast to large ERP vendors (such as SAP, Oracle) having their
own business ecosystems centered around the provision, installation, maintenance and
support of their products, for SMEs in the ERP industry the participation in a flexible,
adaptable, and partially automated (with Intelligent Agents) e-collaboration platform
can increase their synergies, expand their activities and lower their costs of operation,
making them better suited to compete with their larger counterparts.

With regards to Intelligent Agents, as has been mentioned these play the role of the
partners' representatives for (semi-)automated negotiation that support the e-business
acceleration in the ERP value chain domain. One of the goals is to provide negotia-
tion-based matchmaking methods that take into account (i) limited information provi-
sion, (ii) multi criteria evaluation of proposals, (iii) private preferences and metrics
(in terms of different weights for criteria used to find potential collaborators) for each
participant. Using (static) public data, previous experience, or reputation mechanism,
the collaboration requester’s agent can carry out negotiations with a selected set of
potential partners that provide the highest probability to match the requester’s prefer-
ences. The peer-to-peer negotiation is used for gathering semi-private knowledge to
be able to evaluate the participants (proposals are based on participants’ private pref-
erences and availability and can't be evaluated without negotiation) and construct
VOs. The finalization of the matchmaking is done by the VO proposals evaluation
and there is a possible backtracking when the evaluation gives non-satisfactory re-
sults. This automation of partner finding and VO creation processes (supported by
human advisement) is expected to give significant time and cost savings for the rele-
vant SMEs in the ERP industry.
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5 Conclusions

The main concerns of Panda include: (1) taking prevailing best practices from SOA
and associated issues (e.g. what can be provided as a service and in which level of ab-
straction, as well as interoperability at the data and software levels), and finding best
ways to apply them to SMEs and their business needs regarding collaboration with
other partners, (2) examining the degree to which processes within a VO can be
automated with the use of Intelligent Agents.

It is expected that the combination of Intelligent Agents aiding in the automation
of processes (such as negotiation-based matchmaking for the formation of VOs), to-
gether with the adoption of a SOA approach promoting flexibility, interoperability
and adaptability to user needs, can contribute towards the building and maintenance
of a community of member organizations with similar or complementary skills and
competencies. At the time of writing of this paper a prototype system using SOA and
Intelligent Agent principles was completed, and given to a number of SMEs in the
European ERP industry for testing and practical evaluation of the expected benefits of
such an approach. In addition, the issues of building security and trust in online
environments (Dimitrakos et al. 2004, Ignatiadis et al. 2006, Msanjila and
Afsarmanesh 2007) in order to increase collaboration, as well as adopting efficient
and effective SOA governance (Bloomberg and Schmelzer 2006, Larrivee 2007,
Laurent 2007), will also be examined in future stages of the project, together with the
development of its business plan.

Although the Panda project is exemplified in the ERP industry, the concepts, busi-
ness and developed technological aspects could also be applied in other settings
where collaborative projects are implemented. This includes practically any business
sector where business-oriented software solutions (i.e. software products coupled with
value added services to form ‘extended’ solutions) are used. The applicability of Pan-
da in these areas is also a matter of future research, together with examining Web 2.0
principles to increase collaboration amongst partners.
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