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Abstract: In the electronic age, World Wide Web, IntraNet and Webware are
becoming key concepts in the way we read, write, and deliver
information services. In most cases some enterprises are taking
advantage of them by using Corporate Web-based Systems, to scatter
and to share structured documentation. Nevertheless, preserving the
link integrity of a document repository is one of crucial problems.
Precisely, whenever documents’ links are modified, the potential risk
to destroy the record of a linked text occurs. An unwanted problem is
the “Error: 404 file not found”. In this paper, we focus on this issue
and we try to remedy this shortcoming. We believe that by enhancing
the Web Server capabilities (e.g., monitor of events, processor of
events and trigger components), we can provide an active mechanism
for the link integrity management. This study compared with existed
approaches proposes a solution based on active functionalities.
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1. INTRODUCTION

The business contributions of Intranet applications have proved that
this technology is a golden approach to support Corporate Web-based
Systems as stated in [1,2]. Increasing their number, all kinds of
organizations are taking advantage of Intranet to propagate structured
documentation (e.g. technical, medical, academic, etc.). Intranet
technology is as well used to enhance organizations’ business
strategies [3]. The current Web and Intranet services are short of
referential integrity support. Observable examples are broken-links
and dangling-references, arguably one of the most unwanted problems
in distributed domains.

Another frequent problem is resource migration. The experience
has shown that the Web resources often “migrate” during the re-
organization of hardware resources. e.g., as a result of an increasing in
the volume of information published by a given site.

The question is how to preserve the link integrity, at any time,
document links can be altered some way, occurring the potential risk
to destroy the record of a linked text (broken links). A typical example
is the unwanted “Exror: 404 file not found”. In this paper, we focus on
the management and the automatic reparation of documents’
coherence across an Intranet framework. This study proposes a
solution based on active functionalities. It proposes the definition of
an Active Web-Server of Documents. Our approach is based both on
the Active Database (ECA rules paradigm) and Java Technology; the
rules are used as alert mechanisms. The rest of this paper is organized
as follows. The motivation of this study is argued in section 2.
Different approaches for managing link integrity are exposed in
section 3. Section 4 introduces our approach for turning a classical
Web Server to an Active Web-Server, which functionalities are
explained. A document model for managing links is considered
around of a case-study. The ECA rules definition and implementation
architecture are covered. Finally, a conclusion and future perspectives
are discussed.
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2. MOTIVATION

One of the causes of broken links is the volatility of the medium.
thousands of manipulations are done within very short time. Classic
manipulations include:

— Deleting pages: the action to delete pages containing links has a
true impact over the document database. The referenced
documents to the document deleted will not be longer valid.

— Splitting pages: means dividing a page into two or more pages.
Since it is very difficult to know which one of the split pages we
have to point to.

— Renaming a file: occurs when the contents of a page are
broadened or narrowed. File-name renaming is not equivalent to
moving a file because all the referencing links are still correct
(only for embedded links), however each of the anchor names of
these links may now be incorrect.

Knowing the factors of risk, the user claims a reactive work
environment including a notification mechanism like a *“pop-up
message” when an edition operation is done. Edition operations
include: changes in the link address, insertion, and deletion, of text
nodes. Finally, we could argue that: the existing solutions called "link
managers" lack the active capabilities.

The main motivation of this study is to provide a dynamic mechanism

based on active functionalities to warrant the link integrity. It

mechanism includes both the definition of an Active Server of

Documents, and the support of Active Database technology.

3. SOLUTIONS AND LIMITATIONS

In the literature, we have found several research projects addressing
referential link integrity problem. Two main categories of solutions
have been proposed [4,5]:

3.1 Preventive solutions

— Forbidding changes: is a preventive strategy, the modification of
documents is not authorized [6]. Links pointing to documents or
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part of documents should not fail. This approach does not provide
a protection in cases where the host information is changed.

— Versioning: is one of the main issues in hypermedia field adopted
by Vitali [7] and Nelson [8]. Therefore, versioning philosophy
does not participate in the application “by default”.

— Embedded links: embedded links avoid links errors in two ways:
the first way embeds the source end point of a link into a
document, so that a wrong reference cannot occur. The second way
is embedding of name tags, e.g. <A name="xxx"> tags supported
by HTML, to help with the referential integrity of destination end
points. Davis [9] proposes this approach.

— External Links: Generally, they are stored in external link
database, where each link is a record entry into a link table. The
idea of this approach has been exploited in hypermedia systems
[10,11,12]. A similar approach is described in [13] where the
authors consider a separation between the document content, links,
and their content. The weighty maintaining of external link bases is
a disadvantage, even a link resource changes, and external links
risk pointing to the wrong reference place.

— Link attributes: links must be to describe the target node and
provide some information concerning their location, nevertheless
some semantic characteristics are not expressed. SEPIA is
hypermedia system that provides semantic types [14]. Oinas-
Kukkonen in [15] proposes to integrate link attributes like
semantic link types and link keywords. Link attributes properties
associated to links provide knowledge about interrelationships
between pieces of information. Attributes also provide the user a
way to know or preview the target before activating the link, [16].
The main weakness of these approaches is the volatility of the
medium.

3.2 Corrective solutions

— Forward mechanism: is a method that informs readers at any
time when a linked resource has been corrupted or changed, and
some times will automatically point the reader to the new location.

— Universal Resource Names or URNS: are persistent identifiers
for information resources. An example is a formal proposal being
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developed by the Internet Engineering Task Force (IETF), where
the aliases are called URNs [17].

— Relative references: HieNet [18] is a link mechanism conceived
to generate new links based on previously created. This approach
is inspired in Salton’s Vector space model [19] and Bernstein work
[20].

— The paradigm of Agents: In the WWW domain an agent must
examine the hug of html documents contained over Internet in
order to locate the dangling links [21]. While, Leslie [22]
introduces a Distributed Link Service (DLS), the agent helps to
users for browsing and information discovery activities.

4. ACTIVE WEB SERVER DEFINITION

The interest of building an Active Server of Documents is to add an
active behavior in order to allow the treatment of specific events as the
documents operations (moving, renaming, content-modifying,
deleting, etc). The aim is, to reduce the occurrences of unexpected
changes and to repair some incoherencies. An active server must be
able to:
1. detect events related to operations on documents occurred on
clients;
2. verify conditions on global consistency querying document
base,
3. correct integrity violations, maintain coherence, propagate
updates and notify users using triggers.

4.1 Active Model for Documents Web Server

An active relational or object database management system consists of
adding trigger mechanisms [23,24,25]. Appeared in the seventies, the
notion of trigger has been generalized with the notion of active rule
based on the ECA formalism. The semantics of an ECA rule is as
follows: when an event E is produced, if the condition C is satisfied,
then the action A is executed. The rules allow database designers to
specify the active behavior of the database application that provides
the enforcement of database integrity. Concerning this study, the rules
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are considered as a means to translate the policies of document
applications. The components of a rule pattern are defined below.

4.1.1 Event

An event is an occurrence in the database or application's
environment. In this way, “the detection of changes within the
application's scope is performed using events.” e.g. when a document
is altered, the documents server reacts to this change, which is
materialized by with an event through the network. A type of event
describes the situations that can be recognized by the system.

1. Primitive. these belong to one of the following classical database
operations: insert, delete, update. For document database, the set of
operations is extended by the replace operation. These operations
are generally described as follows:

— Insertion: every time new resources (XML or HTML
documents) are inserted, new target anchors are created
containing a reference to the appropriate resource description.

— Update: updating documents or link documents can lead to a
global inconsistency’s document database on the server.

— Suppression: before the specified web based resources can
actually be deleted, their entries in the resource description
entity with the appropriate URLs have to be deleted.

For our purpose, primitive operations, which can be done on

documents leading to potential inconsistency’s document database:

— Move or rename: moving a page involves physically moving the
page in question, and keeping consistent in the web, links that refer
to this page. It is possible to automatically update links that point
to a moved page as long as the above restrictions or are honoured
when links can be automatically repaired.

— Modification: documents and links modifications can occur either
at the whole-document level or at internal level. Whole-document
changes include the moving or renaming of documents or host
machine, name or domain name changes. Internal changes include
moving, editing, adding text, etc.

— Deletion: documents and links deletions also occur at the whole-
document level or at the internal level. Whole-document deletions
include the usual deletion. Internal deletions in documents can
include the removal of fragments of text or other data.
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— Link Missing: attempt to find the missing resource, such as href,
ftp, http, telnet, etc. they are typically recognized by a "mark up"
code, i.e. "Tag" already embedded in the text.

2. Temporal. The corresponding event represents information
referencing the time. These references can be absolute (on January
15 of 2002), relative i.e. between an interval of time (+ 15 minutes,
between 00:00hrs and 00:20hrs) and periodical (once a day,
weekly, monthly, etc).

4.1.2 Condition.

A condition is a predicate or a query over a database (such as a
comparison between object attributes). The condition consists of
controlling the action execution. In the context of documentation
coherence, conditions may concern link verifications. When document
database are structured through XML, a condition may result from
Xpath query (condition on document database) or a SQL query
(condition on consistency).

Define rule Insertion_Link
On insert Document.Element
if (new.element = true)
then add Document.Element
where doc_status = valid

4.1.3 Action.

An action can produce one or more events. Corrective solution tries to
solve situations when we move or delete a document. We have three
ways of behaving responsibly:
1. we can leave some form of forward reference to the new
document,
2. we can inform anything that points at us about the change,
3. we can update some name server through which our
document is accessed.
To summarize the three components of a rule on the documents’
active server context, we present the rule semantic parts: events,
conditions and actions that can be predefined from Table 1 to Table
3.
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Table 1 shows the different predefined actions to perform whenever
the creation of links in documents and the insertion (storing) of a

document in the database event occurs.
Table 1. Predefined rules for operations of link creation and storing document.

Event Condition Action
Insert internal link  valid link source ensure the target point being valid i.e. a
document already exists. If it is valid, insert the
new link
not valid link source  tag the link as disable.

send a message to inform the user that link is
disabling until being valid

<A name> exist

search the tagged links stored in the history that
have been requested to refer this link before
<insertion>, finally add the link.

Insert external link valid link source

"manual verification", launcher the query to
other sites (msn, google, etc) and propose a link
by similarity or a precedent link

not valid link source

tag the link as disable

Insert document

find the instances on tagged links that have been
trying to point to this document.

enable the tagged links and do the insertion.

send a message to inform that link is now valid

Table 2 shows the different predefined actions to perform whenever a
user achieves editing operations. They mainly concern operations that
modify a document by updating links or fragments of document. The
fragment updating may impact as well on document structure as
content portion (image, text, video,) leading the possibility of breaking
a link of another document to the updated document.

Table 2. Predefined rules for operations of updating of links and document.

Event condition Action
Edit internal link  valid link source verify the target point is still valid. If it is valid
save information in the Log journal.
not valid link source  tag the link as disable and create a new fragment
version and send a message to the own user to
inform that it is disable until being valid.
<A name> exist verification of all referring links to this resource
being valid.
Edit external link  valid link source "manual verification" by query of the target

Rename document

_point is no longer valid after <edition>.

not valid link source

tag the link as disable and create a new fragment
version and send a message to owner to inform
is disabling until being valid.

create a new instance and ~alias in the database
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Change path-name Tag the root path-name and create an ~alias

Move document create a new instance and alias in the database

location

Modify content create a new fragment version of modified
fragment.

Table 3 shows the different predefined actions to perform whenever a
user achieves deleting operations. An operation of suppression can
have some critical consequences on global coherence of the document
database. The fragment suppression may impact all links pointing on
it. Policies must be defined and coded by rules.

Table 3. Predefined rules for operations of links' and documents' suppression.

Event condition Action
internal link valid link source tag the link as disable (put a flag).
suppression
not valid link source  create a version of the link
<A name> exist look in the whole document the possible links
pointing to this link.

create a version of the link.

send a message corresponding to the suppression

external link valid link source tag the link and create a version of the link.
suppression

Suppression of none find all references pointing to this document.
document

tag the links as disable (put a flag).

create a new document version.

In the framework of document manipulation, an operation performed
on a client of the network will raise an event, such as suppression of
internal link, for example. This event will trigger the following rule:
on suppression of the internal link if the source of the link is valid and
then tag the link as disable; this rule is activated at the Active
Documents Server level. The condition is verified with a query
through the document database. The action is achieved on the server
and consists on the update link database. The query can be expressed
with SQL as well as Xpath, XQuery [26], XQL [27].
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4.2 Data model for document and link
representation
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Figure 1. Document Model.

As first step, it is necessary to create a data model to support the links
manipulation, e.g. edition, suppression, move and rename operations.
In particular, links must represent a foundation of the data model as
well versioning. The basis of our model is that: A Document
{Document Class} is composed of versions {DocVersion Class}. This
class is composed as well of several Logics Element of Document
{DocLogicElement Class}. There are two types of “objects”
elementary objects (EO) and complex objects (CO). An elementary
object can be a {title, title section, paragraph, section, sub-section,
etc}, and a complex object is an EO composed by other elementary
objects. A logic element {DocLogicElement Class} has several
versions {ElemVersion Class} each element of this class contains
links {Links Class} either make reference. Finally a document
{Document Class} is composed of Alias stored into URLs.
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4.3 Example

In the industrial context, a Document Web-Based System related to
the technical documentation is a mean to connect the life cycle
product with the project planning areas: such as designing,
manufacturing, maintaining and assembling of a manufactured
product.

Intranet Environment

operating handling, modifications
spemﬁcan?ns information, technicall installation, instructions,
manua description, ... - storage ... maintenance ...

| { ! l
.1 o o o

"Design < > Manufaclure ¢ p Maintenance p Assembly
Department Department Department Department

t t Workflow t :

Primitives to transform document operations to predefined events
able to trigger ASD rules

creating, editing updating storing “ss querying

Middleware, DCOM, Corba, JDBC, ...

Databases for rules

DTD for used
documents

Databases for location Databases for content

and link managent (tex, video, images) management

Validation protocol based on ECA rules J

Figure 2. Interrelation of the major phases of product manufacturing

The set of relevant information for a particular task is produced during
the life cycle of the product, e.g. manual specifications for a design
department, modification instructions for maintenance department and
so on. All documents are interrelated by links over all process and any
changes can impact notably to other department activities. This
process is depicted in the Figure 2.

Let us consider an European manufacturing enterprise of Video
Cassette Recorders. This enterprise produces only for the (EC)
European Community basing its manufactured products on European
electric characteristics i.e. 220V & 50Hz.
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A new expansion project aims to buy recorders to the North American
area. Considering this requirement the electrical characteristics must
be modified as American electric characteristics are 110V and 60Hz.
That leads to change all document parts (fragments) containing data
about these characteristics. Generally, all documentation concerning
life cycle of manufactured products must be revisited (may be some
new links must be created). For example, a new annex is added to
complete the instruction manual. This annex contains the new product
specifications concerning the electric transformation involved by the
North American sector. Taking this change into consideration, the
new technical annex has also to be created by a new “reference link”.
The original annex makes reference to a new technical annex. When
the user modifies the original annex, the validation mechanism has to
be executed by the system automatically creating the new reference
link. A rule has been executed to create and validate the new link.

documentation categories related with the life cycle product manufacturing

; 'f:rmnufacluting market ing vOicH Operating Maintenance
‘| instructions information instructions ocumentatio
: Al
»
L @ ‘delivered to
client

Product Specification

Annexforthe
European

Manufacturing
instructions
of VCRs

Annex for the
American

|_reference link

Link creation and rule executed

Figure 3. document generation in product life cycle and rules execution.
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4.4 Implementation issues

Rather than to define a new Web Server Architecture, we would like
to enhance the capabilities of a Classic Web Server, by the integration
of an Active Module. The components of an Active Module are
represented in the Figure 4.

When the user performs
operations like update,
creation, suppression, elc.
The active server detects
comesponding events

Active Module components

Monitor of events
Active listener that captures events and receives messages
between the HTTP server and the transaction server

v

Event processor
The messages are treated in order to identify the type of
message and to which primitive corresponds this message.
The Event processor raiseses an event to trigger the
appropriate rule.

Trigger processor
Select the rule to execute. The rule is identified and
becomes achievable. The condition is evaluated and action
is performed.

Figure 4. Active Module Components.

Monitor of Events: it works as an active listener (daemon process)
capturing events and messages between the HITP server and the
transaction server. Monitor functions are basically: listening and
classifying events. An event can occurs when a user requests for a
transaction to Web Server. The requests can be simple (e.g.,
displaying a document, requesting a URL address, retrieving a local
file, etc.) or complex (e.g., executing a script, an applet, accessing data
via SQL, launching a trigger, etc.). Once the event is captured, it is
classified in order to be treated by the processor of events.

The Processor of Events: This module, which treats and identifies
the incoming events from the Monitor of Events, in order to processes
the allocated parameters of the rules associated with the events.
Normally an event e is generated when an operation is requested. An
event e specifies when a rule should be triggered, the Condition c is a
query that is evaluated when the Event e occurs, this is the namely

ECA formalism

(Event-Condition-Action).  Furthermore, the

operations can be associated with a rule. Once the rule is associated to
the event, a message is submitted to next module to be triggered
depending the event type. The task of this module finishes until the
parameters were transferred to the Trigger Processor.
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Trigger Processor: It is responsible of the execution of a task when a
condition is accomplished. The rule execution carries out when the
trigger mechanism launch an action. The commands like: edition,
update, insertion are considered as actions, e.g., to verify that all
references appointing to a document section are valid and vice-versa.
The rules, data, and the links are stored in separated databases. After
triggering the rule, the active module process is ended and passes to
the client.

Finally, the client is the front part in the client/server architecture. In
this scenario, the user is the interactive part between the server and its
components. He can request some manipulations as: querying,
updating, creating, deleting and other documents or fragments
modifications.

Until this point, we have only described the components of the Active
Module. Now, in the next section we will to describe the rest of the
architecture components.

4.5 Architecture

Concerning to the integration and Web-database access, a grand
number of methods exist, CGI scripts, actives pages, and database call
http. Additionally, Java Applets using JDBC, Java Sockets, Java
Servlets, Remote Method Invocation, and CORBA. This variety of
methods enhances the Web Server capabilities giving a dynamic
functionality: to create database connections, to execute queries and
transactions, etc.

A basic architecture configuration of a classic Web server is depicted

in the figure below.
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ﬁ’ http request . | JBDC - OBDC call
"L':?I. ~ http reply
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Client

(Web Browser) Connection and
submission of query

DB Server

Query result

Figure 5. The basic configuration for a classic Web Server.

Client or Web-browser this function as clients, asking Web Servers
for information by using HTTP protocol. Web Browser or clients are
increasingly being used to support internally developed Corporate
Web-based Systems and Applications. Some common tasks that can
support the Web Browsers includes:

a) Viewing documents created on heterogeneous platforms.

b) Creating and editing documents

c¢) Delivering documents
The HTTP Server (also called Web Server). Web Servers store,
maintain and deliver information to client via HTPP protocol. The
HTTP-server replays to user request through the client, sometimes
returning a html page, a plain text file, a result of search, etc.
HTTP protocol. HTTP is the most popular protocol used for access
and retrieval of web pages. The Web-browser, asks to the Web server
to retrieve some information via “get request” command. The
information exchanged by HTTP can be any type of data (text, video,
images, sound clip, etc). In the database connectivity domain,
different approaches have been presented. These approaches include
Java applets, Java sockets, Servlets Remote Method Invocation,
CORBA and mobile agents technology. Stavros presents a comparison
in this domain evaluating the performance and programmability
aspects [28].
We are not interested to define a new Web server architecture. Rather,
we would like to provide some elements for enhancing the web server
capabilities. i.e. by turning a Classical Web Server to an Active Web
Server. Under this framework we have adopted an architecture based
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on a hybrid model: an Active Database Manager System and an
Active Module.

Herein, two cases are presented, the first case refers to the typical
operations as: INSERT, UPDATE and REMOVAL or RELOCATE a
link), they are treated directly by the Database Manager System. The
second case corresponds to namely “document events”, these events
correspond to special manipulations not supported by a DBMS e.g.,
suppression, insertion, edition of internal-external links, and other
elements of a document; these events are supported by the set of ECA
rules already described in the section 4.1.3 as from tables 1 to 3. These
operations normally are supported by the set of ECA rules and
executed by triggers mechanism that interact with the active module
that will control the integrity of documents and links. The Active
Server Module “listens” the events of middleware and the collection
of databases. The data, the links and rules are stored in separated
databases.

The role of middleware is to accept client requests, execute them on
the database server, and return the results to the client. Middleware
can be used in the middle as the Infrastructure to allow applications to
exchange information between the communication mechanisms and
the platforms. Middleware technology allows the Integration at
different functional levels: System, Information, Application and
Network Integration. Finally, the general architecture is depicted in
Figure 6.

TR NN
= Web
‘.:_-_"I, : h”pIEDW Sever -6 - : Y”gge(
Client e Module
or “*-\ . L 9 5 . . ki
Web Browser Connectionand 1 Ed | Processor f
submission of query & of
» Mddleware i > i Events
Query result i
JBDC - OBDC call Content Rule Link !
—F database database database

epository

DB Server
natif

Figure 6. General architecture of Active Server of Documents.
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S. CONCLUSION AND DISCUSSION

In this paper, we have tackled an important aspect of Corporate Web-
based Systems: the link integrity aspect. We proposed here a robust
mechanism able to prevent and repair, in an automatic way, the link
integrity between documents. This mechanism is supported by hybrid
architecture that includes both features, an Active Module to enhance
the Web Server capabilities, (e.g., monitor of events, processor of
events and trigger components) and an Active Database Manager
System to define and manipulate triggers. We believe that this
combination supports the lacks of links managers and Web
applications and provides a fine level of granularity under a
collaborative framework.

To built a flexible and scalable system, is appreciate to consider the
rules maintenance and to allows the addition, suppression or rules
modification. The maintenance requires the development of
algorithms e.g., validation of the coherences’ rules. We consider in the
future to explorer this way of research.
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