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Abstract. A Boolean function [ satisfies PC(l) of order k if f(z) @
J(z ® a) is balanced for any « such that 1 < W(a) < [ even if any k
input bits are kept constant, where W(a) denotes the Hamming weight
of a. This paper shows the first design method of such functions which
provides deg(f) > 3. More than that, we show how to design “balanced”
such functions. High nonlinearity and large degree are also obtained.
Further, we present balanced SAC(k) functions which achieve the maxi-
mum degree. Finally, we extend our technique to vector output Boolean
functions.

1 Introduction

The security of block ciphers is often studied by viewing their S-boxes (or F
functions) as a set of Boolean functions. SAC [15] and PC(!) [11] are important
cryptographic criteria of such Boolean functions. Let W{a) denote the Hamming
weight of oo € {0,1}". For a Boolean function f(z) = f(z1,...,z,), define

Df s ..
H&—f(.t)@f(x@a) .

F(z) is said to satisfy

— SACif Df/Da is balanced for any « such that W{a) = 1.

— SAC(k) if any function obtained from f by keeping any k input bits constant
satisfies SAC.

- PC(l) if Df/Da is balanced for any a such that 1 < W(a) < 1.

— PC({) of order k if any function obtained from f by keeping any k input bits
constant satisfies PC(1).
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Well known bent functions satisfy both SAC and PC(l) for all ! < n, but not
necessarily SAC(k) nor PC(l) of order k for k& > 1.

On the other hand, balancedness, algebraic degree and nonlinearity are an-
other important cryptographic criteria.

— Let deg(f) denote the degree of the highest degree term in the algebraic nor-
mal form of f. Then deg(f) must be large. Actually, Jacobsen and Knudsen
showed an attack against block ciphers with small deg(f) recently [2].

— The nonlinearity of a Boolean function f, denoted by N(f), is defined as the
minimum distance of f from the set of affine functions.

N(f) min ({x[f(m)#aoeBalzlea---eBanzn}I .

N(f) must be large to avoid the linear attack [7].

— Preneel et al. showed a balanced SAC(n — 2) function for n =odd [11].
Lloyd [5] showed a condition such that SAC(n — 3) functions are balanced.
Balanced SAC functions with high nonlinearity were constructed by [14].
Recently, other balanced SAC functions were given by [16].

However,

(1) No general methods are known which design Boolean functions satisfying
PC(!) of order k except deg(f) = 2. (For deg(f) = 2, see [11,12].)

(2) Balanced SAC(k) functions are not known for 1 < k < n —4.

(3) Balanced functions satisfying PC(1) of order & are not known for any I > 2
and any k.

This paper shows a design method of PC(!) of order k functions. The pro-
posed method is the first design method which provides deg(f) > 3. We construct
f as

A
flz,. sy ¥ty sye) = [ml,..‘,ms]Q[yl,...,yt]T@g(:ﬁl,...,ms) , (1)

where ) is an s x ¢t binary matrix and g(z1,...,z,) is any function. Then f
satisfles PC({) of order k if Q satisfies the following conditions.

— W(Qv1) > k+1 for any t x 1 vector v, such that 1 < W(v;) <L

— W(7Q) > k +1 for any 1 X s vector ~y, such that 1 < W(yp) <.

Such a matrix @ is obtained by the product of two generator matrices of error
correcting codes. Further, it is shown that balanced f can be obtained by choos-
ing ¢ appropriately in (1). We can also obtain large degree and high nonlinearity
such that

— deg(f) = s/2 and N(f) > 2t+s~1 — 2t+s/2-1 for 5 —even.
— deg(f) = (s — 1)/2 and N(f) > 2t+s=1 — 2t+(s=1/2 for 5 =odd.
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The above N(f) is almost the maximum if ¢ is small. (The deg(f) and N(f) for
SAC(k) are obtained by substitutingt=k+1land s=n—k—1.)

Next, SAC(k) functions with the maximum deg(f) are obtained for k& <
n/2 — 1. This shows that an upper bound on deg(f) of SAC(k) functions given
by Preneel et al. [11] is tight. Further, balanced SAC(k) functions with the same
maximum degree are presented for n — k — 1 = odd. This means that the bound
of {11] is tight even for balanced SAC(k) functionsif k < n/2—-landn—-k—-1=
odd. It will be a further work to find a tight upper bound on deg( f) of balanced
SAC(k) functions for n — k — 1 = even.

Finally, we extend our technique to vector output Boolean functions. Vector
output PC(2) of order 2"~! — 1 functions and vector output SAC(k) functions
are obtained which also possess high nonlinearity and large degree.

2 Preliminaries

f(z1,...,z,) denotes a mapping from {0,1}" to {0,1}. For a binary string a,
W{a) denotes the Hamming weight of a. We use square brackets to denote
vectors like [as, . .., a,] and round brackets to denote functions like f(z1,...,Zx)-

2.1 Balance and Algebraic Degree
We say that f(x) is balanced if
(= | f(2) = 0)] = [{z | fl) =1} =2,
where x = [z1,...,Z,].
Definition 1. We call f(z) = c® a1z @ - - ® anz, an afline function.
Proposition 2. A non-constant affine function is balanced.

Proposition 3. [14] f(z1,...,z5) ® g(ys,...,y:) is balanced if f is balanced or
g is balanced.

The following form is called the algebraic normal form of f.

n
flzy,...,zn)=a ® @aixi ® @ Qi T;; - B a2 pnT1Z2... Tn -
i=1 1<i<j<n

deg(f) denotes the degree of the highest degree term in the algebraic normal
form of f.
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2.2 Bent Function and Nonlinearity

Bent functions are defined as follows.

Definition 4. [13] f(zy,...,z,) is a bent function if
[ (1) (ynrtbenen | < gnf2 2)

for any [wq,...,wy]| € {0,1}".

Define a distance between two Boolean functions f(z) and g(z) as

d(f,9) £ |{z | f(z) # 9(2)}] .

Definition 5. [10] The nonlinearity of a Boolean function f, denoted by N(f),
is defined as

N(f)& min d(f(z),00 D121 B D anzn) .

Qg,y---30n

N(f) is the distance of f from the set of affine functions and it should be
large to avoid the linear attack. It is known that each bent function has the
maximum N(f).

Proposition 6. [8,13] N(f) < 2»~! —2n/2-1,

Propaosition 7. [8, 13] The equality of Proposition 6 is satisfied if and only of f
is a bent function.

2.3 SAC and SAC(k)

f satisfies SAC if complementing any single input bit changes the output bit
with probability a half.

Definition 8. [1,15]

(1) f(z1,...,z,) satisfies SAC (the strict avalanche criterion) if f(z)® f(z B )
is balanced for any a € {0,1}" such that W(a) = 1.

(2) f(z) satisfies SAC(k) if any function obtained from f(z) by keeping any k
input bits constant satisfies SAC. We say that f is an SAC(k) function if
f(z) satisfies SAC(k).

Proposition 9. [1] There ezist no SAC(n — 1) functions.
Proposition 10. 11/

(1) If f(zq,...,x,) satisfies SAC(n — 2), then deg(f)=2.
(2) If f(z1,...,2,) satisfies SAC(k) for 0 < k <n —3, then

deg(f) <mn—-k-1. (3)
Preneel et al. showed a design method of SAC(k) functions for deg(f) = 2.

Proposition 11. [11] Suppose that deg(f) = 2 and n > 2. Then, f satisfies
SAC(k) if and only if every variable z; occurs in at least k + 1 second order
terms of the algebraic normal form, where 0 < k <mn — 2.



438

2.4 PC(l) and PC(l) of Order k

f satisfies PC(l) if complementing any [ or less input bits changes the output
bit with probability a half.

Definition 12. [11]

(1) f(z1,-..,z,) satisfies PC(l) if f(z)® f(xz®c) is balanced for any o € {0,1}"
such that 1 < W(a) <.

(2) f(x) satisfies PC(I) of order k if any function obtained from f(z) by keeping
any k input bits constant satisfies PC(l). We say that f is a PC(l) of order
k function if f(z) satisfies PC(I) of order k.

It is well known that f satisfies PC(n) if and only if f is a bent function [11].
Bent functions, however, do not necessarily satisfy PC(!) of order k.

PC(n) functions, therefore bent functions, exist only for n =even from (2).
Preneel et al. [12] showed the following functions which have deg(f) = 2.

Proposition 13. There ezists a PC(n — 1) of order 1 function for n =odd.
Proposition 14. [11] Let

A
SnlZ1, ..., Zn) = @ ;x5 .

1<i<j<n

Then s, satisfies PC(l) of order k if I+ k<n—1 orifl+ k=mn andl is even.
Further,

(1) s, is the only function which satisfies PC(1) of order n —2 (or SAC(n—2)).
(2) sn is the only function which satisfies PC(2) of order n — 2.
(3) s, is balanced if n =odd.

Proposition 15.

(1) There erists a balanced SAC(n — 2) function if n =odd.
(2) There exist no balanced SAC(n — 2) functions if n =even

Proof.

(1) From (1) and (3) of Proposition 14.

(2) From line 4 of p.171 of [11] and (1) of Proposition 14, a SAC(n — 2) function
is a bent function if n =even. Further, bent functions cannot be balanced
{13].

O

3 How to Design PC(l) of Order k& Functions

This section shows the first design method of PC(l) of order k functions which
provides deg(f) > 3. (For deg(f) = 2, see Sect. 2.4.) The proposed method is
also a design method of SAC(k) functions since SAC(k) is equivalent to PC(1)
of order k.
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3.1 Basic Theorem

Theorem 16. For positive integers | and k, suppose that there exists an s X t
binary matrix Q such as follows.

(1) s > max{l,k +1} and t > max{l, k + 1}.

(2) W(Qv,) > k+1 for any t x 1 vector vy such that 1 < W(y;) <.
(3) W(%Q)>k+1 for any 1 x s vector v, such that 1 < W(y2) < 1.
Now define
A .
f(zla-"7$3ay17"'$yt) = [xly"'yxs]Q[yl1'--’yt]7 EBg(:l;la"":l;s) ) (4)

where g(x,,...,xs) is any function and n = s + t. Then f satisfies PC(l) of
order k.

Proof. Keep any k input bits constant. Without loss of generality, we can assume
that
:El:bla"wmu:bu’ Y1 =C1y--- Yy = Cy,y

where u + v = k, © < 5 and v < t. Substitute these bits into f and let

7 A
f(a:u+1,...,xs,yv_,,l,...,yt) = f(bl,...,bu,qu,...,zs,cl,...,cv,yv+1,...,yt) .

We have to prove that f(z) @ f(z & a) is balanced for any a such that 1 <
W(a) < I. For simplicity, we show a proof for [ = 2. The proof for I > 3 is
similar.

For W(a) = 2, define

Df A g :
D_—-—:f(xu+la'~~,zs’yv+11~-'7yt)eaf("'vxu-f-i@l:-"vmu-%j6517"')
TutiTutj
Df A ;
D .:f(xu+17"-7xsayv+l7""yt)®f("'ayv+i®1)""yv+j®1a"')
yv+iyv+]
Df & R
D——_—:f(zu+1a"')x.s,yv+17"'1yt)®f(-"7xu+i@1)"-1y’u+j®17"')'
Ty+ilv+j

Let g; be the i-th column vector of Q and p; be the i-th row vector of Q. First,
we obtain

Df
= [b,.. b, Tutiy e T (G D i) - 5)
Dyt iYors L2 +1 (g (Iv+1) (

From condition (2) of this theorem, W(gy4: ® gu+;) > k+ 1. On the other hand,
u < k. Therefore, the right hand side of (5} is a non-constant affine function.
Hence, Df/Dyv+iyv+j is balanced from Proposition 2.

Next, for g, define

~ Jay
g($u+11--"$s) = 9(617'-~abu3$u+1;~--a15) -
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Dg Dg ; .
Further, define 9 and J similarly to f. Then we obtain
Dz, D$u+i$u+g
Df N
_—= i e, .-, ¢ y o _ .
D$u+i$u+]’ (pu+ 57 pu+])[ 1y y Cuy Yo+ ,yt] &b D$u+i$u+j

From condition (3) of this thearem, W (py+; ®©py+;) > k+ 1. On the other hand,
v < k. Therefore, (puti ® Put;)[C15---»CorYotir---,Ys] L is a non-constant affine
function. Hence, Df/Dxu+i$u+j is balanced from Proposition 3.

Finally, we have

_'—D_f_’ = pu+i[cl) ey Cyy Yoy s 7yt]T
Dzyiiyey;
Dj
®[b1= B bua Tyutls--- azs]qv+j @ D$u+i -
Here, pytilct, -, Cos Yoty - ,¥:)T is a non-constant affine function since v < k

and W (pu4:) > k + 1. Hence, Df/ Dz yu+; is balanced from Proposition 3.

Thus, we have proved that f(x) ® f(z @ o) is balanced for any « such that
W(a) = 2. Similarly, we can show that it is balanced for W(a) = 1. Conse-
quently, f satisfies PC(2) of order k. a
3.2 How to Find Q

This subsection shows that the matrix  of Theorem 16 can be obtained by
using generator matrices of error correcting codes.

Definition 17. A linear [N, h,d] code is a binary linear code of length N, di-

mension h and the minimum Hamming distance at least d.
Definition 18. The dual code C of a linear code C is defined as
Clé{uluvvz()forallvEC} .

The dual minimum Hamming distance of C is defined as the minimum Hamming
distance of C*+.

Theorem 19. Let G| be a generator matriz of a linear [t, h,d;] code Cy with the
dual minimum Hamming distance d{. Let Gy be a generator matriz of o linear
[s, h,d2] code Co with the dual minimum Hamming distance di,. Let

Q2a6Tq .
Then Q satisfies the conditions of Theorem 16 for

! = min(dy,d;) — 1
k= min(dl,dz) -1.
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Proof. We first show that Q satisfies condition (2) of Theorem 16. Let v; be
a t x 1 vector such that 1 < W(v;) < L. y; is not a codeword of C;- because
W(v) <1< dj. Then,

Gim #0

because G, is a parity check matrix of Cj. Therefore,
Qm =G5 (Gim)
is a nonzero codeword of Cy because G is a generator matrix of C3. Hence,
WQn)>d>k+1.
Similarly, Q satisfies condition (3) of Theorem 16. 0
By using Theorem 19, we can obtain the following results, for example.

Proposition 20. [6, p.30] Let C be a [2" —1,2" — 1 —r,3] Hamming code. Then
Cl isa (27 - 1,7,2"71] simplez code.

Corollary 21. Forr > 2, there exists

(1) a PC(27~! — 1) of order 2 function such that n = 2"t — 2 and
(2) a PC(2) of order 2'~! — 1 function such that n = 2"t! — 2.

Proposition 22. [6, p.81] Let C be a [27,2" — 1 —r,4] extended Hamming code.
Then C+ is a [27,7 + 1,2771] first order Reed—Muller code.

Corollary 23. Forr > 2, there exists

(1) @ PC(27~! — 1) of order 3 function such that n = 2”1 and
(2) a PC(3) of order 27! — 1 function such that n = 27+1.

4 Balance, Large Degree and High Nonlinearity

We can obtain “balanced” PC(!) of order k functions by choosing g appropriately
in Theorem 16. Large degree and high nonlinearity can also be obtained.

4.1 Balanced PC(l) of Order k
Definition 24. We say that g is balanced for a matrix @ if
[{z 1 9(z) =0,2Q =0} = [{z | g(z) = 1,2Q = 0}| . (8)

Theorem 25. In (4), f is balanced if g is balanced for Q.
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Proof. Substitute z; = by,...,z, = b, into (4), where b;,...,b, are constant
bits. Then we have

f(b17"‘7b57y17"'7yt)= [blv"';bS]Q[yli"'1yt]TEDg(bl’""bs) - (7)

If [by,...,bs]Q # O, the right hand side of (7) is a non-constant affine function.
Therefore, f(by,...,bs,41,...,¥:) is balanced from Proposition 2. For [by, ..., b;]
such that [by,...,b,]Q = 0, we have

f(bl""7bs7y17""yt) :g(bli"',bs) .

Then because g is balanced for @, we see that f(zy,...,,,91,...,5:) is balanced
for @ for any fixed (91,...,%:).
Consequently, f(zy,...,Zs,%1,...,¥:) is balanced. a

We can find such g in the following way.
Lemma 26. Suppose that g(z1,...,%,) is written as
9(1'1,---,1'3)2(111'1@"'@asl'g (8)

if [£1,...,20]Q = 0. Then g is balanced for Q if and only if [ay,... a7 is
linearly independent of the columns of Q.

Proof. First, it is easy to see that g of (8) is balanced for Q if and only if there
is an z such that

2@ =0but g(z)=1 . (9)

This condition is equivalent to say that the kernel (zero space) of QT is not
contained in the zero space of the linear mapping

g(z) = [ay,...,a)zT .

This holds if and only if [a,, . . ., a,] is linearly independent of the rows of QT. O

Corollary 27. Let zQ = [hi(z), ..., hi(z)]. Define

g(zy,...,x5) 2 Ty P Bazs ® hi(z)ha(z). . he(z)H(z) ,

where H(z) is any function. Then g is balanced for Q if and only if [a1,.--,as)T
is linearly independent of the columns of Q.

Another way of finding a balanced g for @ is to write its truth table.
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4.2 Large Degree and High Nonlinearity
In (4), we can obtain deg(f) = s by letting
g(xla"'yzs) =Ty .- Ts -

Further, PC(!) of order k functions which possess high nonlinearity and large
degree at the same time can be obtained as follows.

Theorem 28. There ezists a PC(l) of order k function f such that

— deg(f) = s/2 and N(f) > 20+t — 2t+5/2-1 for 5 —cven.
— deB(f) = (5 - 1)/2 and N(f) 2 21 — 9018 for's —odg

where s and t are defined in Theorem 16.

Proof. For s =even, there exists a bent function g(zy, ..., z,) such that deg(g) =
s/2. By choosing this g in (4), we obtain deg(f) = s/2. Next, we compute the dis-
tance between this f and an affine function A(zy,...,zs,v1,...,%:). Substitute
Y1 =¢1,...Y = ¢; into f and A, where ¢, ..., ¢ are constant bits. Let
A
fo(z1,...,z5) = f(z1,.. ., T5,01,...ct) = g(z1, ..., T5) D B(zq,--.,Z5)
N
Ao(.’L‘l,...,!ES) = A(I‘l,...,.’L’s,Cl,...Ct) )
where N
B(IEI,...,I'S) = [.'El,...,.’Es]Q[Cl,...Cg]T .
Then
d(f,A)= Y d(fo,40)= > d(g® B, A)
= > dg,4®B)> Y N(g=2(2""-22/>7")
€1,..-Ce Cy,..-Ct

from Proposition 7. The above inequality holds for any affine function A. There-
fore, N(f) > 2¢(25-1 — 2¢/2-1).

For s = odd, let g(z;,...,%5-1) be a bent function with degree (s —1)/2 and
let g{z1,...,25) = §{z1,...,25-1). (Bent functions exist only for s = even.) 0O

Compare Theorem 28 with Proposition 6. Then we see that the above N(f)
is almost the maximum if ¢t is small. (From condition (1) of Theorem 16, t >
max{l, k + 1}, though.)

5 Balanced SAC(k) with the Maximum Degree

Proposition 10 gives an upper bound on the degree of SAC(k) functions. In
Sect. 5.2, we will show that this bound is tight for £ < n/2—1. Further, Sect. 5.3
will show that this bound is tight even for balanced SAC(k) functions for k <
nf/2—1and n — k — 1=0dd.
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5.1 How to Design SAC(k) Functions
First, we can obtain SAC(k) functions as a special case of Theorem 16.

Corollary 29. Let

f(iEl,...,.’L'n) = (z, 69"'®mn—k—1)($n—k®"'@zn)eag(mla---azn—k—l) 3 (10)

where gy, ..., Ln_k-1) is any function. Then f satisfies SAC(k) if k < 5 — 1.
Proof. In Theorem 16, let
Q = the (n — k — 1) x (k+ 1) matrix whose elements are all one. (11)

Hn—k—-12> k+1, Q satisfies conditions (2) and (3) of Theorem 16 for/=1. 0O

5.2 SAC(k) with the Maximum Degree

Theorem 30. There ezists an SAC(k) function f(zy,...,T,) which meets the
equality of (3) for k < § — 1.

Proof. In Corollary 29, let g{zy,...,Zn—k~1) = &1...ZTn_g—1. Then we obtain
deg(f) = n — k — 1 and the equality of (3) is satisfied. (]

Remark. Proposition 11 shows that Proposition 10 is tight for kK = n — 2 and
n — 3.

5.3 Balanced SAC(k) with the Maximum Degree

Theorem 31. There erists a balanced SAC(k) function f(z1,...,Tn) which meets
the equality of (3) if k< % ~1 andk—n —1= odd.

Proof. In (10), let

9@, k1) =TI B DUk 1Tkt P T Bkl

where
a1y --y@nok-1] #10,...,0}, [1,...,1] . (12)

We show that this g is balanced for @, where @ is given by (11). Let z =
[£1,--.,Tn-k—1]. Note that z; ... z,_g_1 = 0if W(z) < n—k —1=(odd). Also,
W{(z) = even if £Q = 0. Therefore, 1 ... zp—k-1 = 0 if W(x) =even and hence
if z@ = 0. Hence,

9Ty, T k1) =ML D B By 1Tk

if 2@ = 0. Further, [a,,...,a,] satisfying (12) is linearly independent of the
columns of Q. Then g is balanced for @ from Lemma 26.
Consequently, f of (10) is balanced from Theorem 25. a
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Theorem 32. For k — n — 1 = even, there exists a balanced SAC(k) function
such that deg(f) =n —k ~ 2.

Proof. Let
gz, k1) =T B DAy k1 Tk DLy T k2 DTy Tnk—1
where
[al,‘..,an_k_l] :,é [0,...,0], [1,...,1]
We can show that g is balanced for @, where Q is given by (11). a

It will be a further work to find a tight upper bound on deg(f) of balanced
SAC(k) functions for n — k — 1 = even.

Remark.

(1) For balanced SAC(n — 2) functions, see Proposition 15.

(2) Lloyd [5] showed a condition such that SAC(n —~ 3) functions arc balanced.

(3) Balanced SAC functions with high nonlinearity were constructed by [14].
Recently, other balanced SAC functions were given by {16].

6 Extension to Vector Output Boolean Functions

In this section, we extend our technique to vector output Boolean functions.

6.1 General Results

Let F denote a mapping from {0,1}" to {0,1}™. We say that F' is uniformly
distributed if

Hz | F(z) =g} =2
for any 8 € {0,1}™.

Definition 33. We say that F(zi,...,2z,) = [f1,..., fm] is an (n,m)-SAC(k)
function if any nonzero linear combination of fy,..., f.. satisfies SAC(k).

Definition 34. We say that F(zi,...,2,) = [fi,--., fm] is an (n,m)-PC({) of
order k function if any nonzero linear combination of fi,..., f.. satisfies PC(l)
of order k.

From Theorem 16, we obtain the following corollary.

Corollary 35. Suppose that there exist s X t binary matrices Qy, ..., Qm such
that any nonzero linear combination of Q1,...,Q., satisfies the conditions of
Theorem 16. For 1 < i <m, let

A
fi($17"',xs’yl7-";yt) = [1:15"'azs]Qi[yla'--,yt]T@g‘i(mla""zs) ]

where g; is any function. Then F = [f1,..., fm] is an (s + t,m)-PC(l) of order
k function.



446

Definition 36. For F(zy,...,z.) = [f1,.--, fm], define

deg(F) 2 mindeg(aif; ® -~ ® am fn),
N(F) g minN(a1f1 DD a'mfm)a

where min is taken over all nonzero binary vectors [ay,...,am]).
Corollary 37. In Corollary 35,

(1) let g, =z ...x,/z;. Then deg(F) =5~ 1 if m < s.

(2) For s = even and m < 5/2, let [g1,...,gm] be a vector output bent function
given by [9]. Then N(f) > 2t+s—1 — ot+s/2-1,

(3) If s = odd and m < (s — 1)/2, we can obtain N(f) > 2t+s—1 — gt+(s-1)/2,

The following corollary is obtained from Theorem 19.

Corollary 38. Suppose that there exist

(1) a linear [t,h,k + 1] code with the dual minimum Hamming distance at least
l+1 and

(2) m matrices Gy, ...Ga . such that any nonzero linear combination of them
is a generator matriz of a linear [s,h, k + 1] code with the dual minimum
Haomming distance at least { + 1.

Let Q; 2 G{iGl for 1 < i < m. Then Qi,...,Q,, satisfy the condition of
Corollary 35.

6.2 Vector Output PC(2) of Order k&

Proposition 39. [9] Consider o linear feedback shift register of length r and
with ¢ primitive feedback polynomial. Let D be the state transition function of
such a shift register. Then D is a permutation of the space Z5 as well as the
powers D* of D, where

DiéDo---oD, 1=1,2,... .

Moreover, any nonzero linear combination of I,D,D?,..., D™ is also a per-
mutation.
Lemma 40. For any r > 2, there exist matrices Ga1,...,Ga, such that any

nonzero linear combination of them is a generator matriz of the [27 — 1,7,277!]
stmplex. code.

Proof. Let [iy,...,1,] be the binary representation of i.

(1) Let G331 be a r x (27 — 1) matrix such that the i-th column vector is
li1, ..., 4.7,
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(2) For 2 < j <r,let Go; be ar x (27 — 1) matrix such that the i-th column
vector is D77 (1, ..., ip).

Then any nonzero linear combination of G, 1, ..., G2 , is a parity check matrix of
a[2"—1,2"—1-r,3] Hamming code by Proposition 39. Equivalently, any nonzero
linear combination of Gg1,...,G2, is a generator matrix of a [2" — 1,r, 271
simplex code. m]

Theorem41. Forr > 2,
(1) there emists a (2711 — 2,7)-PC(2) of order 27~ — 1 function F with
deg(F)=2"~-2 .
(2) there exists a (271 — 2,7)-PC(2) of order 27! — 1 function F with
N(F)> 223 _ 32772

Proof. First, there exists a [2” — 1,7,2"!] simplex code (see Proposition 20).
Next, there exist matrices Gs,...,G3  such that any nonzero linear combina-
tion of them is a generator matrix of a (2" —1,+,27 '] simplex code from Lemma
40. Finally, the dual Hamming distance of a {27 — 1,7,2"!] simplex code is 3.
Hence, the conditions of Corollary 38 are satisfied.

Finally, apply Corollary 37 with s =t =27 — 1. 8]

6.3 Vector Output SAC(k)

Theorem 42. For any s > 0,

(1) there exrists a (23,3 — 1)-SAC(1) function F with deg(F) = s — 1.
(2) there erists a (25,5 — 1)-SAC(1) function F with

22s—1 _ 93s/2-1  4f 5 = eyen

N(F) > {225_1 —9(3s-1)/2 if s =odd .

Proof. Let I = (e),-..,es) be the s x s identity matrix and let P be a permu-
tation matrix such that P = (e,,€1,€3,...,€5s_1). Define
Q: = PU"I)(I + P) (13)

for 1 <i<s— 1. Weshow that @y,...,Q,_, satisfy the condition of Corollary
35, that is the conditions of Theorem 16 with s = t. Let

Q=a+ - +a,1Qs1,

where [a1,...,a;-1] #[0,...,0]. Let g; be the i-th column vector of Q and p; be
the i-th row vector of Q. Without loss of generality, we can assume that

(ai=---=a,_;1=1or
(2) ag=:-=a;=1andaj;; =0forsome1<j<s—2
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In case 1,

Q=I+pP1 .
In case 2,

Q=I+P +X,

where X cancels no elements of I + P?. In any case, W(g;) > 2 for any ¢ and
W (p;) > 2 for any . Thus, the conditions of Theorem 16 are satisfied for I = 1.
Finally, apply Corollary 37, O

Theorem 42 can be generalized as follows.

Theorem 43. For any k > 0 and any s > k+ 1, let

YEMk+1)/2) , mE ((s—k-1)/7+1] .
Then

(1) there exists a (2s,m)-SAC(k) function F with deg(F) =s—1.
(2) there exists a (25, m)-SAC(k) function F with

22s-1 _ 93s/2-1 if s = even

N(F) Z {225—1 — 2(33_1)/2 zfs = Odd .

Remark. In [3], we showed that there exists an (n,m)-SAC(k) function F' if there
exists a linear [N, m, k 4 1] code such that

n—1 if n is even
N*{n——Zifnisodd. (14)

In this construction,

(1) deg(F) and N(F) are small. Actually, deg(¥) = 2.
(2) However, m can be larger than that of Theorem 42 and Theorem 43.

In other words, there is a tradeoff between the construction of [3] and Theorem
42 and Theorem 43 of this paper.
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