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Abstract. We show that the usual constructions of bent functions,
when they are suitably modified, allow constructions of correlation-immune
and resilient functions over Galois fields and, in some cases, over Galois
rings.

1 Introduction

The functions used in a conventional cipher must provide both diffusion, for
merging several inputs, and confusion, for hiding any structure (cf. [19]). These
notions are respectively formalized through the properties of correlation-immunity
(2, 3, 4, 5, 20, 22] and nonlinearity {15, 16].

Correlation-immune functions play an important role in several aspects of

cryptography such as, for instance, the design of running-key generators in
stream ciphers which resist the correlation attack [20] or the design of hash
functions (cf. [21]). The most general definition (cf. [3]) defines them over fi-
nite alphabets (the original definition was given in [20] for binary functions): let
A be a finite alphabet; a function f from A" to A™ is t-th order correlation-
immune if the probability distribution of the output vector f(Xy, ..., Xn), where
Xi1,...,Xn are random input variables assuming values from .4 with indepen-
dent equiprobable distributions, is unaltered when at most ¢ of the variables
Xi,...,Xp are fixed (i.e. replaced by constants).
In [22], Xiao Guo-Zhen and J. L. Massey give a convenient characterization of
binary correlation-immune functions by means of characters. It is generalized in
[3] by Camion and Canteaut to finite abelian groups. Recall that the group of
characters on a finite abelian group G is isomorphic with G itself. For z, v € G,
we denote by (z,u) the image of £ under the character associated to u via such
an isomorphism. We have:

Z(w,u)#ﬂ@uzo. (1)

reG
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Such an isomorphism being chosen, the characters on the group G® (n > Q) are:

n

(z,u)n = H(zi,ui), T=(z1,...,%n), ¥ = (U1,...,Un).
i=1

A function f from G™ to G™ is t-th order correlation-immune if:

Yo e @™, Yue QY T <wg(u) <t, D (3,u)n(f(2),0)m =0 (2)
TEeGn

where wy(u) denotes the Hamming weight of w.

According to property (1), the equality in (2) is satisfied for every v # 0if v = 0.
Thus, v may be assumed to be nonzero in (2).

f is t-resilient if it is ¢-th order correlation-immune and balanced. It is a simple
matter to show that, thanks to the characterization above, this is equivalent to:

YweG™ v 0, Vue G wa(u) <t, Y (z,u)n(f(2),0)m =0.  (3)
zeG™

In [4] is given a bound on the degree relative to each variable of the algebraic
normal form of a ¢-th order correlation-immune (resp. t-resilient) function over
a finite field: in each monomial, at most n —t (resp. n — ¢t — 1, provided ¢™ # 2
or t #n — m) of the variables have (maximum) degree g — 1.

This bound, that generalizes Siegenthaler inequality [20], shows that the func-
tions over finite fields are better suited than binary ones to achieve high linear
complexity, given the order of their correlation-immunity.

The bent functions [5, 6, 7, 9, 11, 13, 15, 17] are those Boolean functions
whose nonlinearity is maximum. The notion has been first defined for Boolean
functions over GF(2)™ (cf. [17], recall that n must then be even) and later
generalized to functions over residue class rings (cf. [13]): let g and n be any
positive integers; we denote by Z, the ring Z/gZ. A function f from Z,™ to Z,
is called bent if, for any vector s, the character sum:

Z wqf(z)—z~s

wEan

has magnitude g%, where w, = €2"/9. The function f is called regular-bent if
there exists a function f such that, for any s:

3w @ = g, f0),
zEZq"

There exists also a generalization of the notion to functions over finite fields (cf.
[1]), that is not equivalent for prime fields. These definitions can be extended
to definitions of (regular-) bent functions over a Galois ring GR(p*, m) (whose
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definition is recalled in subsection 2.1): the character sums to be considered in
this wider framework are:
Z Wk Tr(f(z)—z-s)

z€G R(p*k,m)"

where T'r is the trace function from GR(p*,m) to Z,..

These notions of correlation-immune and bent functions are very similar. The
purpose of this paper is to show that various constructions of bent functions,
when they are suitably modified, lead to constructions of correlation-immune
functions. Some of these constructions will be primary, in the sense that they
lead to new classes of correlation-immune functions without using known ones.
Others, on the contrary, will be secondary constructions.

2 Primary constructions

2.1 A Maiorana-McFarland-like class

Maiorana-McFarland class (cf. [11]) is the set of all the (bent) Boolean functions
on GF(2)" = {(z,y),z,y € GF(2)?} (n even) of the form : f(z,y) =z - 7(y) +
g(y) where 7 is any permutation on GF(2)% and g is any Boolean function on
GF(2)%.

In [5] is derived a construction of binary resilient functions:

let t and n = r + s be any positive integers (r >t > 0, s > 0), g any boolean
function on GF(2)® and ¢ a mapping from GF(2)® to GF(2)" such that every
element in ¢(GF(2)*) has Hamming weight greater than ¢, then the function:

fl@y) =z-¢(y) +9(y), z € GF(2), y € GF(2)°

is t-resilient.

We generalize this construction to any Galois ring in theorem 1. Before we state
this theorem, we recall what are the definition and major properties of Galois
rings.

For any prime p and any positive integers k and m, the Galois ring GR(p*,m)
is the Galois extension of degree m of the ring Z,. When m =1, GR(p*,m) is
equal to Z,. and when k = 1, it is equal to the Galois field GF(p™). We refer
to [14] for a general presentation of this notion and to [12] for the special case
p=k=2

Galois rings share with Galois fields almost all their properties.

« Their elements can be described in two different forms by means of a primitive
element £ of order p™:

- the "multiplicative” form (this term comes from field theory):

k
T = Zpi_lu’iv u; € {Ovlaév .. qu"‘——?})

i=1
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- the ”additive” form:
m—1

T = Zarﬁr, ar € Zp.

r=0

« They admit a Frobenius automorphism:

k k
Y P e = Y pT uf
i=1 i=1
and a trace map from GR(p*,m) to Z:

Tr:z—z+ooE) +...+0" ),

where ™! is m — 1 times the composition of ¢ by itself.
The difference between Galois fields and general Galois rings is obviously that

every nonzero element of GR(p*,m) is not necessarily a unit; the units of
GR(p*,m) are the elements:

k
Zpiﬁluia uy € {1’67.“751)’"—2}’ U2,y ..., Uk € {07176’-'~’£pm_2}'

i=1

Their number is p*~ 1™ . (p™ — 1) = |GR(p*, m)| - (%)
We denote again by z -y the expression:

> ziy, = (21,...,2,) € GR(P*,m)", y = (y1,...,yn) € GR(P*,m)".
Jj=1

The characters on GR(p*,m)" are the functions: ¢ — {(z,y), = wka"("‘"y),
where w,. = e2milp*

The construction given in [5] could be extended to general finite rings. In the
case of Galois rings, it is easy to state:

Theorem 1. Let G be any Galois ring, t and n = r + s any positive integers
(r>t>0,s>0), g any function from G* to G and ¢ a mapping from G° to
G" such that any element in ¢(G*) has more than t coordinates that are units,
then the function:

flz,y) =z -#(y) +9y), T€ G, y € G°

is a t-resilient function on G™.

Proof:

For any nonzero element v of G and any element (u,u’) of G (u € G", u' € G*),
we have:

> (zuhely,w)u{f(zy),0) =

zEGT, YyeG?
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Z wpkTr(v[w'¢(u)+9(y)]+z‘u+y-u') -
T€G™, yeG®

Z (( Z wp"TT(z'[W(y)’Lu])) wkaT(Ug(y)+y-u’)) )

y€eG* zEGT

The sum:
3w T )
TEGT

is equal to 0, unless vé(y) + v = 0, according to property (1). Therefore:

Z (z, w)r(y, u)s(f(z,9),0) =

TEGT, yeG”

G Y s,
YEG? |ve(y)+u=0

If we assume that (u,u') has Hamming weight at most ¢, then u, whose Ham-
ming weight is a fortiori at most ¢, cannot be equal to —v ¢(y): according to the
hypothesis on ¢, v ¢(y) has more than ¢ nonzero coordinates. Thus, the sum

Z (x,u)r(y,u)s{f(z,7),v) is equal to zero. f is t-resilient. u]
z€GT,yeG*

Example: if G is a Galois field and ¢(y) = (¢1(y), .- -, d»(y)) is such that:
.the sets E; = {y € G°| ¢;(y) =0},i=1,...,r are disjoint each others;

. a monomial in the algebraic normal form of one of the functions ¢; has maxi-
mum degree ¢ — 1 relative to each variable;

then f(a197%,..., 2.9 %,y1,...,y,) is (r — 2)-resilient (according to theorem 1
and to [3], prop. 9) and almost reaches the bound on the degrees recalled in the
introduction.

2.2 A Partial-Spreads-like class

In [11] is also introduced the class of bent functions called PS,, (a subclass of
Partial-Spreads class), whose elements are defined the following way:
GF(2)% is identified to the Galois field GF(2%); PS,, is the set of all the

functions of the form f(z,y) = g(xyﬁ‘z) (ie. g(2) with 2 = 0ifz = 0
or y = 0) where g is a balanced Boolean function on GF(2)?. We have then

f(z,y) = g(%).

The idea of this construction may be used to obtain a construction of correlation-
immune functions. We give this construction in its most general form (involving
a Galois field GF(q) where g is any prime power).

In the next theorem, we identify a power F™ of a Galois field F = GF(q)
to the Galois fleld GF(g™). Such an identification is done the following way:
we choose a basis (ai,...,an) of the F-vector space GF(¢g™) and we identify
z=(Z1,...,Zm) € F™ to 31~ m;0; € GF(qg™). We know that a dot product
on F™ is, via this identification Try,(zy), where Tr,, is the trace map from
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GF(¢™) to GF(g). But the notion of correlation-immune function depends on
the choice of the dot product on F™. So, we assume that the basis (aj,...,am)
is self-dual (it is always possible to find such a basis when q is even or m is odd),
so that:

m
Trm(zy) = Zivz‘yi =z-y.
i=1

Notice that if we do not have a self-dual basis, we still have, for any basis,
z-y=Trplazy), a € GF(g™).

We will use a well-known fact about linear mappings: let ¢ be a linear mapping
from GF(g"™) to GF(g™), there exists a linear mapping ¢* (called adjoint of ¢)
from GF(¢™) to GF(q™) such that, for every z € GF(¢™) and every y € GF(¢"):

Tr(z ¢(y)) = Tra(¢" (2) y)-

We state theorem 2 in the case we have self-dual basis in GF(¢™) and GF(q").
It can be easily generalized to any case.

Theorem 2. Let F = GF(q) (q = p*) be a finite field and tr the trace function
from F to its prime field GF(p). Let n and m be two positive integers (n, m odd
if q is odd), g a function from GF(¢™) to F, ¢ a linear mapping from GF(q™)
to GF(q™) and a an element of GF(q™) such that a + ¢(v) # 0, Vy € GF(q").
Let f be the function from F™ x F" to F defined by:

faw =o )+ Trate),

a+ ¢(y)

where b € GF(q") and where z, y are viewed as elements of GF(q™), GF(q")
respectively.

Assume that, for every z in GF(q™) and every v # 0 in F, ¢*(z)+v b has weight
greater than t, then f is t-resilient.

Proof:
We have, for any (u,2’) in F™ x F" and any nonzero v in F:

Z (u,x)m(u', y)n(v, f(w,y)) — Z wptr[u-a:+u"y+v f(z,y)] —

rCFm yeFn TEF™ yeFm™
Z wptr [Trm(ua:)+Trn(ufy)+ug(;:jfm—)-)J—U Tr“(by)] )
z€GF(qg™),yeGF(q™)

Since, for every ¥, a + ¢(y) # 0, the element z = aﬁm ranges over the whole
field GF(¢™) when 2 does. We deduce:

S e valy, flz,9), =

zCF™, yeFn

3 w, r(Trm(uaz+26(u))+Tra(w'y)+o g(2) +o Tra(by)]
4
z€GF(q™),yEGF(q")
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E : w tr[Trm(uaz)+Tr,.(y[¢"(uz))+u'+v b])+vg(z)] —
14
ZEGF(qm™), yEGF(q™)

Z wptr[Trm(uaz)+11g(z)] Z wptr[Tr"(y[¢*(uz))+u’+y b])]
z€GF(g™) yeGF(q™)
qn Z wptr[Trm(uaz)+v e(2)]
2EGQF(gm) | ¢*(uz))+u +v b=0

3

according to property (1).
If we(u,u') <t, then according to the hypothesis on ¢*, the set

{z € GF(¢™) | ¢*(uz)) +u' +vb =0}

is empty, and this sum is equal to 0. Thus, f is t-resilient. 0

Example: Let £ be an F-subspace of ™ of maximum weight n — ¢ — 1 and ¢
a linear mapping from F™ to E. Let b be a word of weight n in ™. Then the
condition of theorem 2 is satisfied by ¢ = 1*, provided that a does not belong
to the image of 9* (which is always possible if n < m).

3 Secondary constructions

3.1 Modifying a correlation-immune function on a subgroup

Dillon proves in [11] that if a binary function f is bent on GF(2)™ (n even) and
if £ is a §-dimensional flat on which f is constant, then, denoting by ég the
indicator of E, the function f + ég is bent 1oo0.

We shall prove a similar result on correlation-immune functions.

Theorem 3. Let G be any finite abelian group, t, m and n any positive integers
and f a t-th order correlation-immune function from G™ to G™.

Assume there exists a subgroup E of G", whose minimum nonzero weight is
greater than t and such that the restriction of f to the orthogonal of E (i.e. the
subgroup of G™: E+ = {u € G™|Vz € E, (u,z), = 1}) is constant. Then f
remains t-th order correlation-immune if we change its constant value on E+
wnto any other one.

Proof:

Let a be the constant value of f on E+ and b any element of G™. Set f'(z) = f(z)
ifz ¢ EL, f'(z) =bifz € B+,

For any nonzero element v of G™ and any element u of G™, we have:

3 (2, whalf'(2), 0)m =

reGn

Z {z,w)nl{f(z), V)m + Z (2, u)n (b, V) — Z (z,w)n(a, v)m-

zEG" zeEL zecE+
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If u is nonzero and if its weight is at most equal to ¢, then:

D (@) (f'(@), 0)m = ( > (w,u)n> (b, v)m — (@, 0)m) -

zEG™ zcEL
The sum: Z {z,u)n is equal to 0, since u does not belong to E. O
zeEL

3.2 Adapting a secondary construction known for bent functions

It is known, cf. {11, 17], that if g, h, k and g + h + k are bent on GF(2)™ (m
even), then the function defined on any element (z;,z,, ) of GF(2)™*2 by:
f(.'l?l,.’llg,l') =

9(@)h(x) + 9(@)k(z) + h(@)k(z) + [9(x) + h(2)]71 + [g(z) + k(D)2 + 212
is bent.
Theorem 4. Let g, h and k be three functions from GF(2)™ to GF(2). If g is
t-resilient, h and k are (t — 1)-resilient and g + h + k 1is (t — 2)-resilient, then
the function on GF(2)™+2:
f(xlu T2, (L‘) =
9(z)h(z) + g(z)k(z) + h(z)k(z) + [g(z) + h(z)]z1 + [g(z) + k(z)]z2 + 122

is t-resilient (the converse is true).

Proof:
We have:
Z (_]_)f(9317$2ﬂ?)+ﬂ11'1+1121:2+a>z — Z
z1,226GF(2),2eGF(2)™ 21,22€GF(2),2E€GF(2)™

(__l)y(z)+[w1+g(a:)+k(z)+a2][z2+g(:c)+h(:c)+a1]+a1 [g(z)-{—-k(z)]+a.2[g(:l:)+h(z)]+a1a2+a~:1?.

Changing z; into z; + g(2) + k() + a2 and x5 into 25 + g(z) + h(z) + a1, we
obtain:

Z (—1)8(@)+mrza+arls(e) ()] +aalg(@)+h(e)]+a s +araz
z1,226GF(2),xeGF(2)™

that is equal to:

9 Z (—1)9t@)talg(@)+k(z)]+aslg(z)+ M) +a-ztaras
zEGF(2)™

Assume that the word (a1, az,a) has Hamming weight at most ¢t. Then if a; =

az = 0, we obtain:
2 ¥ (e

z€EGF(2)™
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that is equal to zero, according to the hypothesis and since @ has Hamming

weight at most ¢. If ; = 0 and ay = 1 (resp. a; = 1 and ay = 0), we obtain:

2 Z (=1)M@)tes (regp. 2 Z (—1)k(@)+e2) that is also equal to zero,
zEGF(2)™ TEGF(2)™

since ¢ has Hamming weight at most t — 1. If a; = ap = 1, we obtain:

-2 Z (_l)g(m)+h(m)+k(m)+a.z,
rEGF(2)™

that is equal to zero too, since a has Hamming weight at most ¢ — 2.
The converse is similar. O

Example: This result may be applied to functions g, h and k chosen in Maiorana-
McFarland-like class (over GF(2)): g(z,y) = - #(y) + 1(v), h(z,y) = z-¢'(y) +
hi(y), k(z,y) = = - ¢"(y) + k1(y), where any element of ¢(G*) (resp. ¢'(G*),
¢"(G*), (¢ + ¢ + ¢")(G*)) has more than ¢ (resp. t — 1, t — 1, t — 2) nonzero
coordinates.

Remark: It is possible to extend this result to general finite fields, but the hy-
pothesis becomes hard to satisfy.

3.3 Constructing correlation-immune functions from bent functions

The construction of bent functions that is recalled in the previous subsection is
generalized in [8]:

Let m and r be two positive even integers. Let f be a Boolean function on
GF(2)™*" such that, for any element =’ of GF(2)", the function on GF(2)™:

oz — flz,2")
is bent. Then f is bent if and only if for any element « of GF(2)™, the function
Pu: @ = for(u)

is bent ou GF(2)" (f; always exists: every bent function on GF'(2) in even
dimension is regular-bent). This result generalizes to functions f over Z,”™*" (as
stated in [8]) such that for every z', the function f, is regular-bent.

It leads us to a construction of resilient functions from regular-bent functions:

Theorem 5. Let r be a positive integer, m a positive even integer and p o prime.
Let f be a function from (GF(p))™*" to GF(p) such that, for any element z' of
(GF(p))", the function on (GF(p))™:

fx’ T f(miml)
s reqular-bent.
If, for every element u of (GF(p))™ of Hamming weight at most t, the function

oy T’ —".’f;(u)

is (t — wpg (u))-resilient, then f is t-resilient (the converse is true).
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Proof:
For every nonzero v in GF(p), and every (u, ') in GF(p)™*", we have:

Y. (wa)alw, ) (v, fz,a) =

(z,2')eGF(p)™tr
Z wpvfzf(z)+u~z+u'-z’ . (4)
(z,2)EGF(p)™+t7
for being regular-bent, we have:

Z wpfm'(m)+u'z = p% prfm'(—u)’ Yu € GF(p)m (5)
zEGF(p)™

Let us first prove that, for every nonzero v in GF(p):

3w 2 g2 ), va e GRG
zEGF(p)™

let €, be the cyclotomic field generated by w, over the rationnals, i.e.

Cp = Q(wp);
we know (cf. [18], see also [13]) that its Galois group is the abelian group each
element o of which raises w, to the v-th power, v € {1,...,p—1} (every element

of Q being invariant under o). Say ¢ = o,,.
From equality (5) and since p% € Q, we deduce:

o | Y wle@ter | =R, (wpf,:(—u))’

z€EGF(p)™
thus: —_
Z wpv(f,f(w)+wz) = p¥F e (W)
zEGF(p)™
and therefore: .
Yo wp @ = g (o), ©)
zeGF(p)™

From equalities (4) and (6), we deduce:

> (u, 2 (u', &) (v, f(z, 2"))

(z.z)EGF(p)m+tr

p% Z ,wpvfm/(—%)-ﬁ-u -z

' €GF(p)"

m vo_u(z')+u 2’
pE Y w :
z'€GF(p)”

It
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This completes the proof, since wy (—%) = wy(u) and since wy(u,u') < ¢ im-

plies wy(u) £t and wy(uw') <t — wr(u). The converse is similar. a

Example: taking f,+ in Partial Spreads class and ¢, in Partial Spreads-like class,
we obtain that the function f(z,y,z',y') = k(%, m) + Tr,(by'), where for
every z’, the function z — k{z,z') is balanced, for every ¥, a + ¢(3') # 0, and
for every z and every v # 0, ¢*(z) + v b has weight greater than £, is t-resilient.

Remark: Theorem 5 could be generalized to functions f(z, z’) over a more general
Galois field GF(q) such that, for every ' € GF(g)" and every nonzero v €
GF(q):

. the function fy/, : £ — vf(z,z') is regular-bent,

. f:c’,v = 'Ufz’,L
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