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1. INTRODUCTION

In this paper, we shall investigate the connections between three properties of a bi-
nary function : the Strict Avalanche Criterion, balance and correlation immunity.
The strict avalanche criterion was introduced by Webster and Tavares [7] in order to
combine the ideas of completeness and the avalanche effect. A cryptographic trans-
formation is said to be complete if each output bit depends on each input bit, and it
exhibits the avalanche effect if an average of one half of the output bits change when-
ever a single input bit is changed. Forré [1] extended this notion by defining higher
order Strict Avalanche Criteria. A function is balanced if, when all input vectors are
equally likely, then all output vectors are equally likely. This is an important prop-
erty for many types of cryptographic functions. The idea of correlation immunity is
also extremely important, especially in the field of stream ciphers, where combining
functions which are not correlation immune are vulnerable to ciphertext only attacks
(see, for example [4]). The concept of mth order correlation immunity was introduced
by Siegenthaler [5] as a measure of resistance against such an attack.

In a previous paper (2], we found conditions under which a function satisfying the
highest possible order Strict Avalanche Criterion was also balanced and/or correlation
immune. Here we shall look at functions satisfying the next highest order Strict
Avalanche Criterion. We shall also investigate higher orders of correlation immunity.

In Section 2, we establish some notation, define the properties to be examined and
state characterisations of functions with the various properties. Section 3 is devoted to
some preliminary calculations which will enable us to identify conditions the functions
must satisfy. We present results on balance in Section 4, on correlation immunity in
Section 5, and on simultaneous balance and correlation immunity in Section 6. In
each of sections 4, 5 and 6, we shall produce necessary and sufficient conditions for a
function to satisfy the criteria.

2. NOTATION AND DEFINITIONS

Although we are really dealing with functions of binary vectors of length n which
take values in {—1,1}, we shall find it convenient to identify a binary vector with
its support, that is the set of positions in which it has a 1. We shall, therefore, deal
instead with functions from subsets of {1,2,..,n} to {-1,1}.

Let S be the set {1,2,..,n}, and let Bs denote the set of functions which takes subsets
of S to {—1,1}. We formulate all the definitions and characterisations in terms of
such functions.
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2.1 Balance

This is the simplest of the three properties, and ensures that the number of 1’s
produced by f is the same as the number of -1’s produced.

Definition 2.1.1 Let f € Bs. Then f is balanced if and only if
Y f(v)=0.

ves

2.2 Correlation Immunity

Definition 2.2.1 f € Bs is said to be first order correlation immune if, for any ¢ € S,
the probability that i € V, given that V satisfies f(V) = 1, is equal to 1.

The definition is extended to higher orders as follows.

Definition 2.2.2 Let m be an integer with 1 < m < n. Then f € Bs is said to be
mth order correlation immune if for any J C § with |J| = m and any Y € J, the
probability that V N J =Y, given that f(V) = 1, is equal to 35.

Note that, for any m with 2 < m < n, mth order correlation immunity implies
(m — 1)th order correlation immunity.
In order to characterise correlation immune functions, we need to define the Hadamard-
Walsh transform.
Definition 2.2.3 The Hadamard-Walsh transform of f € B is defined by

HU) =3 f(V)(-1)UL

vCs

There is a well known formula for inverting the Hadamard-Walsh transform, which
we give below.

fW) = -217 ;‘:19 HU)(-)P™ forall W C S.

Xiao and Massey [6] have proved the following theorem characterising correlation

immune functions in terms of the values of their Hadamard-Walsh transforms.

Theorem 2.2.4 The function f € Bs is mth order correlation immune if and only if
HU)=0forallU CS with1 <[U}| < m.

Let us define the integer valued function X by

X(W)= 3 f(V) for WCS.

vew

We will find it more convenient to express the characterisation of correlation immunity
in terms of the function X. In order to do so, we need the following result.
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Lemma 2.2.5 If X and H are defined as above, then

1

> H(U) foralWCS.

ucs
Unw=49

Proof
Since H is the _Hada.ma.rd-Walsh transform of f, we know that

FW) = Z HU) =1V for all W C S.
UCS

Substituting this into the definition of X, we obtain

X(W Z 2n E H lUﬂVI
VCW Ucs
Z HU) S (-noi,
UCS Vew

For any V C W, we can write V = AU B with AC (WNU) and BC (W\U). So

CUAEED DD W e

vew BC(W\U) AC(WNU)

WU # @, there are as many subsets of odd size as of even size, so the sum is 0.
K WNU=0, then the sum is just 2/"!. Hence

1

Y HU) forall W CS.
Ucs
UnWw=¢

Note that X (S) = H(9).

We shall now use this to produce a formulation of mth order correlation immunity in
terms of X.

Lemma 2.2.6 If H and X are defined as above, then the following three conditions
are equivalent:

(i) f is mth order correlation immune

(it) HU)=0forall U C S with 1 < |U]| < m.
(iii) X(W) = 2Wl-nX(S) for all W C S with (n —m) < [W]| < (n —1).

Proof

The equivalence of (i) and (ii) is given by Theorem 2.2.4. We shall now show the
equivalence of (ii) and (iii), using Lemma. 2.2.5.
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Suppose that (ii) holds. Let W C S be such that (r — m) < |W| < (n — 1), and let
U C S be such that WNU = 0. Then 0 < [U] £ (n — |[W]) < m, so either U = §, or
H({U)=0. So

X(W) = e IWI E HU)= e lwaH(@)
UnW 9
Now X(S) = H(®), so we have (iii).
Now suppose that (iii) holds. We shall prove (ii) by induction on the size of U.

Suppose first that [U] = 1. Let W = S\ U. Then VN W = @ if and only if either
V=0orV=U,so

X(W) = —;-(H(V)) + HY)).

But since |W| = (r — 1), we know also that X(W) = JH(#). Hence H(U) = 0.
Now suppose that 2 < [U] € m and that H(V) =0 forall V with 1 < |V| < [U|. Let
W=8\U,then VAW =0 1if and only if V C U, so

X(W) = som(HO) + HU)+ 3 HV).
VCUV#8

Now, for any V C U, V # 0, we see that 1 < |V]| < |U], so H(V) = 0. Since
(n —m) < |W| £ (n —1), we know also that X(W) = 2™i-"H(@). Thus we may
conclude that H(U) = 0 as required.

Note that we may write the condition that f is balanced as X(S) = 0.
2.3 The Strict Avalanche Criterion

Definition 2.3.1 Let f € Bs. Then f satisfies the strict avalanche criterion (SAC)
if and only if

> fMf(Vu{il)y=0 forallj,1<j<n.
Ve(sS\{i})

We now define the higher order SAC. The SAC defined above is deemed to be the
SAC of order 0, and the SAC of order m for 1 € m < n — 2 is defined as follows.

Definition 2.3.2 [1] A function f € Bs satisfies the SAC of order m, where 1 <
m < {n —2) if and only if given any subset 7 of § with |7| = n — m and any subset
P of §\T, the function ¢ € By obtained from f by setting g(V) = f(V U P) for each
V C T satisfies the SAC. '

Let f denote the algebraic normal form of f (so f also takes subsets of S to {—1,1}).
We shall sometimes find it convenient to write F' for the function from S to {1,-1}
such that F(z) = f({z}). To reduce confusion between sets and elements of those
sets, we shall use capital letters to denote subsets of S and sma,ll letters to denote
elements of S.
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In [3], we proved the following result characterising functions satisfying the SAC of
order (n — 3). Note that, since we are dealing exclusively with functions satisfying
the SAC of order (n — 3), we insist throughout that n > 3.

Theorem 2.3.3 [3] Suppose that f € Bs. Then f satisfies the SAC of order (n — 3)
if and only if ‘ .
fVy= JI fU) foralVCS
UCvU|<3
and for each z € S, there is at most one y € § for which f({z,y}) =1.

Suppose that f satisfies the SAC of order (n—3). Then Theorem 2.3.3 tells us that for
any z € S, either f({z,y}) = —1 for all y € S, or there is exactly one y € S for which
F({z,y}) = 1. Given any W C S, and any € W, there can therefore be at most
one y € W for which f({z,y}) = 1. Suppose there are exactly m pairs (z,y) in W
with f({z,y}) = 1. Let us write these as (z1,¥1)y (Zm,¥m) (Where 0 < m < n/2),
and let us denote the remaining elements of W (if any) by z3m41,.., Zjw|- Then we
have W = {z1,%2, ., Tm, Y1,¥2, -»Ym, Tzm+1, -, Tjw|} Where f({z;,y;}) = +1 for all
1 <j<mand f({a,b}) = —1 otherwise. Note that, although the elements may be
numbered in various ways, the value of m is determined uniquely by W (and f). We
shall find the following definition useful.
Definition 2.3.4 We shall write Aw(n,m) (W C §, 0 < 2m < |W]) for the set of
functions f € Bs satisfying the following conditions:
f satisfies the SAC of order (n—3) and there exist ,,Z2, .-, Tm, Y1, Y2y -» Yms T2m415 s T[W]
such that
W= {-’51,312, 9 Zmy Y1 Y20 - Yms T2m41, oo $|W|},
and _
fziyh)=+1, 1<j<m
f({a,8}) = =1 otherwise.

In what follows, we shall want to distinguish the cases where there exists a pair (z,y),
such that f({z,y}) = 1 and F(z) = —F(y), from those where no such pair exists. It
turns out that the case where such pairs exist is much simpler than the other case.
In order to be able to state some subsequent results concisely in the cases where no
such pair exists, we introduce the following notation.

Definition 2.3.6 We shall write Cy(n,m,r,t,¢) (W CS,0<2m < [W|,0<r <m,
0<t<|W|—-2m, g =2r+2t +m~— |[W]) for the set of functions f € Bs satisfying
the following conditions:

f belongs to Aw(n,m)

and 3
F(z;)=F(y;)=+1, 1<j<r

F(z;)=F(y;)=-1, r+1<j<m
F(z;)=+41, 2m+1<j<2m+t
F(z;)=-1, 2m+t+1<j<|W]
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For ease of notation, we shall write simply C(n,m,7,t,¢q) for Cs(n,m,r,t,q). So we
see that, if f € Bs satisfies the SAC of order (n — 3), then either there exists a pair
(z,y), such that f({z,y}) = 1, and F(z) = —F(y), or f belongs to C(n,m,r,t,q) for
some values of m, r, ¢t and q.

3. PRELIMINARY CALCULATIONS

We want to express f(V U {z}) in terms of f(V). We know that, given z and V, if f
satisfies the SAC of order (n—3), then there is at most one z in V with f({z,2}) = 1.
We first deal with the case where no such z exists.

Proposition 3.1 Suppose that f € By satisfies the SAC of order (n — 3). Suppose
further that z ¢ V, and that f({z,y}) = —1 for all y € V. Then

F(V U {z}) = (=) f(V)F ().

Proof
Straightforward application of Theorem 2.3.3.

We turn now to the case where there is a unique element z in V with f({z,2}) = 1.

Proposition 3.2 Suppose that f € Bs satisfies the SAC of order (n — 3). Suppose
further that z ¢ V, and that f({z,2}) =1 (so f({z,y}) = -1 forally € V, y # 2).
Then

fVu{e}) = -V f(V)F(2).
Proof
Straightforward application of Theorem 2.3.3.

We are now able to produce an expression for X (W) = Tvew f(V) in terms of
the values of f. In order to prove this, we need also to produce the corresponding
expression for X~ (W) = ngw(—l)w'f(V) as well.

Lemma 3.3 Suppose that f satisfies the SAC of order (n —3). Let WE 5,z € w
and U = W\ {z}. Suppose that f({z,y}) = —1 for all y € U. Then

X(W) = X(U) + F(z)X~(U)

and

X~(W) = X~(U) - F(z)X(U)
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Proof

= f(V)= ZfV)+ZfVu{z})— U)+ 3 f(VU{z}).

VCW veuU vgu vcuU

To calculate the second sum, since f({z,y}) = —1 for all y € U, we may use Propo-
sition 3.1 to obtain

> f(vulzh) = 3 (-D)VA(V)F(z)

vCeuU veu

= F(z) 3 (-)Vf(V)

VU
= F(z)X~(U)

as required. Similarly
W)= 3 (-)MFV)- 2 ()M AVU{=)) = X~(U)- 3 ()Y A(VU{s})

veU veu vcu

Using Proposition 3.1 again, we have

> (- 1)'V'f(Vu{z}) F(z)X(U).

veu
Hence X~ (W) = X~ (U) — F(z)X (V).

Lemma 3.4 Suppose that f satisfies the SAC of order (n — 3). Let W C S, and
suppose that z,y € W are such that f({z,y}) = 1. Let U = W \ {z,y}, then

X(W) = X(U) + F(y)X~(U) + F(z)X~(U) + F(=) F(y) X (V)

and

X~ (W) =X"(U) - F(y)X(U) - F(z)X(U) + F(z)F(y) X~ (U).
Proof

As before, we have

XW)= 3 V= > N+ > fvuizh

vew VC(Uu{y}) VeUu{y})
=XWUu{yh+ Y FVUu{=).
VC(Uu{v})

By Propositions 3.1 and 3.2, we know that

_[OMFVPE) ity gy
v ={ TR, EE
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So we have

> fvul{zh= X EWEWF@+ Y (C)VAV)F(2)

ve(Uu{yl) VC(UU{y}) VC(UU{y})

= E( DVFVF@) + 3o (- )'V'f VU {yh)F(z)

veu vcu

= F(z)X~(U)+ F(z) 3 (-VF(Vu {u})

veu

Applying Proposition 3.1 again, since f({y,z}) = —1 for all z € U, we have
Y (-DMfvu{y)) = 3 F(V)F(y) = Fy)XU)
veu veu

So
2. f(Vu{z})=F(2)X~(U)+ F(=)F(y)X(V).

VC(Uu{y})

Now by Lemma 3.3, X (UU{y}) = X(U)+ F(y)X~(U), so putting these two together,
we obtain the desired result.

We may now do exactly the same with X~ (W) as follows.

X~wW)y= 3 )Wrwm+ Y )"Mrvuis))

Vo(Uu{yh) ve(uu{yh
=X"Wu{sh- X VAV Uiz)).
Ve(uu{v})
and
> W¥pvu{sh)y = Y fWVFE) - Y f(VIF(=)
ve(Uuiv) VC(CéU{y}) VC(UU{y})
=F(z EfVU{y})F( )
veu
= F(z)X( F(-f)VXC:Uf vu{y})
Then

Y f(vu{yh = X (-0)VIF(V)F(y) = Fy)X~(U)

veu veu
SO

> (WY U{z}) = F@)X(U) - F(z)F(y)X~(U).

ve(wuiv})

Now by Lemma 3.3, X~ (U U {y}) = X~(U) — F(y)X(U), so putting these two
together, we obtain the desired result.

We are now able to prove our main result in this section.
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Theorem 3.5 Suppose that W C S and that f belongs to Aw(n,m). Let i denote
the square root of -1, and let

m W]

Gw = f(0) J1(1 + F(z;)F(y;) +i(F(z;) + F(y;))) II (1+4:F(=5)),

=1 © j=2m4t

then
X(W)=R(Gw) +3(Gw) and

X~ (W) = R(Gw) — 3(Gw)
where R(z) and (z) denote the real and imaginary parts of z respectively.

Proof

The proof is by induction on the size of W. Firstly, we assume that |W| = 0, so that
W =0. Then

Gw = f(0) and X(W)=f(®) and X~ (W)= f(0).

.Now suppose the result true for all W with |W| < K, and let W be such that

W}l = K + 1. Choose £ € W. We shall split the proof into two cases. Since f
satisfies the SAC of order (n — 3), either f({z,y}) = —1 for all y € (W \ {z}), or
there exists a unique y € (W \ {z}) for which f({z,y}) = L. '

Suppose that the first case holds, and let U = W'\ {z}. Now, by Lemma 3.3,
X(W)=X(U)+ F(z)X~ (V).

By the inductive hypothesis, since |U/| = K, we have X(U) = R(Gv) + $(Gy) and
X=(U) = R(Gy) — S(Gu). We deduce, therefore, that

X(W) = ®(Gu) + 3(Gu) + F(=)(R(Gv) - 3(Go)) = R(Gw) + I(Gw).
since, in this case, Gw = (1 + i F(z))Gy.
We now turn to the second case, and let U/ = W \ {z,y}. By Lemma 3.4, we have
X(W)=X({U)+ F(y)X (U) + F(z)X(U) + F(z)F(y) X (V). .
By the inductive hypothesis, since [U/| = K, we have
X(U) = ®(Gv) +3(Gu) and X~(U)=R(Gv) - S(Gv)

so we have

X(W) = R(Gv) + (Gv) + F(y)(R(Cy) - H(Cw))
+ F(2)(R(Gv) — $(Cu)) + F(2)F(y)(R(Cu) + H(Cv))
= R(Gw) + 3(Gw)

since, in this case, Gw = (1 + F(z)F(y) + i(F(z) + F(y)))Gy.
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Corollary 3.6 Suppose that f belongs to Aw(n,m). Suppose further that for some
J; 1 £ j <m, we have F(z;) = —F(y;). Then Tycw f(V) =0.
Proof

Suppose, without loss of generality, that F(z;) = —F (yl) Then by Theorem 3.5,
Tvew (V) = R(G) + (G), where

m lid]
G=f(0) [T + F(z;)F(y;) +i(F(z;) + F(y;))) I (1+:iF(=)).
j=1 J=2m+1

But 1+ F(z1)F(y1) + i(F(z1) + F(y:)) = 0, since F(z;) = —F(y;), so G = 0. Hence
Tyew f(V) =0.
Corollary 3.7 Suppose that f belongs to Cw(n,m,r,t,q). Write k for |W}; then

F(B)(—1)3925(m+h) ¢=0 (mod 4)
X(W) = { S@(-1)}e02dmtkan) g =1 (mod 4)
F() (- 1)%("—2)2%(""”‘) g=2 Emod 4;
0 g=3 (mod 4

Proof
Let G be defined as above; we shall examine each term in turn. Now if 1 € j < m,
then
1 if F(z;)=1
(1 + Pl Pl +iF () +iP) = {51 TR HEE)=L,
and if 2m +1 < j < n, then
. W f1+e if F(z;) =
(1 +iF(z;)) = {1 ~i if Fz )=
So
G — f(0)2r(1 + i)r2m-—r(1 _ i)m—r(l + i)t(l _ i)k—2m—t
—_ f(g)zm(l + i)r-}-!(l . i)k—m-—r—t
— f(0)2k—r—t(1 +i)2r+2t+m—k
Now if 0 <5< 3, then

(-4)* ib=0
Ndatd 4 o datd _ ) 2(—=4)* ifb=1
RO+ + (1 +9) —{25—43“ b2
0 ifo=3
Now 2r +2t+m —k =g, and so
f F(@)25=r=t(—4)i0 if =0 (mod 4)
X(W) = { F@)25 41 (—4)i6=D if g =1 (mod 4)
f(B)25-T-41(—4)i6"D  if g =2 (mod 4
L0 ifg=3 (mod 4
[ F(B)(— 1)4"22(""”‘) if g =0 (mod 4)
= FM(- 1)t He-1)23(m+k+1)  jf 6 =1 (mod 4)
F(B)(—1)iG-D22(n+8) i ¢ =2 (mod 4
\ 0 ifg=3 (mod 4
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4. BALANCE

We shall use the results of the preceding section to obtain necessary and sufficient
conditions for a function satisfying the SAC of order (n — 3) to be balanced.

Theorem 4.1 Suppose that f € Bs satisfies the SAC of order (n —3). Then f is
balanced if and only if either

(i) there exist z and y with f({z,y}) =1 and F(z) = —F(y) or

(ii) f belongs to C(n,m,r,t,q) and ¢ =3 (mod 4).

Proof

Since f satisfies the SAC of order (n—3), we know that either (i) holds, or there exist
m, r, t and ¢ such that f belongs to C(n,m,r,t,q). We recall that f is balanced if
and only if X(S) = 0.

If (i) holds, then by Corollary 3.6, we know that X(S) = 0.

If (ii) holds, then by Corollary 3.7, we have

F@)(—1)ir23(mtn) if ¢=0 (mod 4)
X(8) = { FO)=1)30-D2dmtmtD) i g = 1 (mod 4)
f(@)(—1)3@D23(n+7)  if g =2 (mod 4
0 ifg=3 (mod 4

So in this case, f is balanced if and only if ¢ = 3 (mod 4), since f(#) = +1 or -1.

5. CORRELATION IMMUNITY

We shall now obtain necessary and sufficient conditions for a function satisfying the
SAC of order (n — 3) to be correlation immune.

Proposition 5.1 Suppose f € Bs satisfies the SAC of order (n — 3). Suppose there
are exactly p pairs (z;,y;) such that f({z;,5;}) =1 and F(z;) = —F(y;)- Then fis
exactly (p — 1)th order correlation immune.

Proof

Let us write § = {z1,¥1,, Zp, ¥p, T2p41, -, Tn} Where, as usual, f({z;,y;}) = 1, and
f({u,v}) = —1 otherwise. By Corollary 3.6, X(W) = 0 whenever there exists j,
1< £p, with z;,y; € W. Any W with |W| > n — p must contain at least one such
pair, so X (W) = 0 for any such W (including S). By Lemma 2.2.6, therefore, f is at
least (p — 1)th order correlation immune.

Let U = S\ {z1,%1,¥2,--,¥p}. Then U contains no pairs (z;,y;), and so Gy # 0.
Let us write z for z; and y for y;, and let U, = U U {z}, and U, = U U {y}.

Since F(z) = —F(y), we may assume without loss of generality that F(z) =1 and
F(y) = —1. Now

Gy, = (1 +iF(2))Gy = (1 + )Gy,
S0

X(Uz) = R(Gu) + S(Gu) + R(Gv) — S(Gu) = 2R(Gu)-
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On the other hand,
Gu, = (1+iF(y))Gv = (1 - )Gy,

S0

X(U,) = R(Gu) + 3(Cu) - R(Gu) + H(Gv) = 23(GC).

If f is pth order correlation immune, then X(U;) = X(U;) = 0. But this forces
Gy =0, which is not true. Hence f is not pth order correlation immune.

We shall now prove some results on the values of X(W). In the four lemmas which
follow, we assume that f belongs to Cw,(n,mj,r;,t;,¢;) for j = 1,2, and that |W;| =
k; for 5 = 1,2. We shall calculate the rela.tlonshxp between X(W;) and X(W3)
for various values of Wi and W;. The proofs of these results are straightforward
applications of Corollary 3.7, and are omitted for brevity.

Lemma 5.2 Suppose that W7 C S and that z,y € W) are such that 7({.7:,3/}) =
Let W2 = W1 \ {x}, then X(Wg) = %X(Wl)-

Lemma 5.3 Suppose that W; C S and that = € W, is such that f({z,y}) = —1 for
all y € Wi, and that F(z) = +1. Let W, = W \ {z}. Then

oo ¢ =0 (mod4
2 =1 d4
X(W)/X(W2) = 1 gi =2 ﬁgd 4
0 =3 (mod4

Lemma 5.4 Suppose that W; C S and that z € W; is such that f({z,y}) = —1 for
all y € W, and that F(z) = —1. Let W, = Wi\ {z}. Then

1 ¢ =0 (mod4

=1 d4

X(Wa)/X(Wp) = 2 B2 dmed
0 ¢=3 (mod4

Corollary 5.5 Suppose that W; C S and that z € W, is such that f({z,y}) = —
for all y € Wy. Let W, = W, \ {z}. Then

X(Wy) = %X(Wl) ifand only if ¢, =1 (mod 4)

Lemma 5.6 Suppose that W; C S and that =,y € W, are such that f({z,¥}) = +1,
and F(z) = F(y) = +1. Let Wy = W, \ {z,y}, then

o ¢ =0 (mod 4)

2 =
X(W)/X(Wy) = {8 a=1 (mods
0 ¢ =3 (mod4
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Lemma 5.7 Suppose that W; C S and that z,y € W; are such that f({z,y}) = +1,
and F(z) = F(y) = —1. Let W, = Wy \ {z,y}, then
2 ¢ =0 (mod4)
_ )2 ¢=1 (mod4
XW)/X(Wa) = { ¢1 =2 (mod 4
0 ¢=3 (mod4

Corollary 5.8 Suppose that W; € S and that z,y € W, are such that f{=z,y}) =
+1. Let W, = W, \ {z,y}, then

X(Wy) = -2}5X(W1) if and only if ¢ =1 (mod 4)

Proposition 5.9 Suppose that f belongs to C(n,m,r,t,q). If 2m < n,and ¢ # 1
(mod 4), then f is not correlation immune.

Proof

We must find W with [W| =n — 1, and X(W) # 1X(5). Let W = S\ {z.}. Since
2m < n, we may apply Corollary 5.5, with W; = S. Since ¢ # 1 (mod 4), we deduce
that X(W) # 1X(S). So f is not correlation immune.

Proposition 5.10 Suppose that f belongs to C(2m,m,r,0,¢). If ¢ # 1 (mod 4),
then f is exactly 1st order correlation immune.

Proof

Let us write S = {Z1,¥1, -, Tm, Ym } Where, as usual, f({z;,5;}) = 1, and f({u,v}) =
—1 otherwise. We show first that if [W| = n — 1, then X(W) = 1X(S). Let W be
such that |W| = n — 1. Then either W = § \ {z;} for some j or W = & \ {y;} for
some j. By Lemma 5.2, therefore, with W) = §, X(W) = 1X(8).

So we have shown that f is at least 1st order correlation immune. We now need to
find W with [W| = n — 2, and X(W) # 5 X(S). We take W = §\ {z1,11}. Then
we may use Corollary 5.8, with W; = §. Since ¢ #1 (mod 4), X(W) # £X(S5). So
f is not 2nd order correlation immune.

We turn now to the case where ¢ =1 (mod 4).

Lemma 5.11 Suppose that f belongs to C(n,m,r,t,q) and that ¢ = 1 (mod 4).
Then f is 1st order correlation immune.

Proof

Let us write § = {Z1, Y1, .-, Tm, Ym) T2m+1,--, Tn } Where, as usual, f({z;,y;}) =1, and
f({u,v}) = —1 otherwise. We must show that X(W) = 3X(S) for any W with
|W| =n — 1. Choose any such W. Then we have the following possibilities for W :

W =8\ {z;} forsomejl<j<mor
W =8\{y;} forsomej1<j<mor
W =38\ {z;} forsomej2m+1<j;<n
In either of the first two cases, we may apply Lemma 5.2, to obtain X(W) = 1X(S),

while in the third case we may apply Corollary 5.5 to obtain X(W) = 1X(S). Hence
f is 1st order correlation immune.
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Lemma 5.12 Suppose that f belongs to C(n,m,r,t,q) and that ¢ = 1 (mod 4).
Then f is 2nd order correlation immune if and only if 2m > n —1.

Proof
Let us write § = {21,91,..) Zm, Ym) Tam41, -, Zn} Where, as usual, f{z;,y;}) =1, and
f({u,v}) = —1 otherwise. We already know that f is Ist order correlation immune.

We must show that X(W) = £ X(S) for any W with |W| =n — 2. Choose any such
W. Then we have the following possibilities for W :

W=8\{z;,us}, i #k1<jk<m
W=38\{zj,zx},i #k1<5,k<m
W=8\{yj,ueh i #k1<jk<m

W =5\ {z;,y,}1,1<j<m
W=8\{z;,zx},1<j<m?2m+1<k<n
W=8\{yz},1<j<m2m+1<k<n
W =8\{zj,zx},i #k,2m+1<j,k<n

In the first case, we may first apply Lemma 5.2 with W; = § and W; = S\ {z;},
and then apply Lemma 5.2 again with W7 = S\ {z;} and W, = W to obtain
X(W) = 1X(S\ {z;}) = % X(S) as required. This may also be done in the second
and third cases. In the fourth case, we may apply Corollary 5.8, with Wi = S to
obtain X(W) = £ X(S), as required. In the fifth and sixth cases, we may proceed
in a similar manner as in the first case, applying Lemma 5.2, and then Corollary 5.5
to obtain the result (noting that q is unchanged after applying Lemma 5.2). When
we come to the seventh case, however, we see that if we apply Corollary 5.5 with
W1 =S, and W, = S\ {z;}, we obtain X(W,) = 7X(W;), but when we come to
apply Corollary 5.5 again with W; = S\ {z;} and W; = W, we now have ¢; = 0
(mod 4), or ¢ = 2 (mod 4), according as j < 2m; +¢; or j > 2my + ¢1, and so
X(W) # % X(S) in this case. This case can only occur when 2m+1 < n, so f is 2nd
order correlation immune if and only if 2m > n — 1.

Lemma 5.13 Suppose that f belongs to C(n,m,7,t,q) and that ¢ = 1 (mod 4).
Then f is 3rd order correlation immune if and only if 2m = n.

Proof
Let us write 5§ = {xlayl’~'a$m)ymv32m+la"a$n} where, as usual, ?({xj’yj}) =1,
and f({u,v}) = —1 otherwise. Suppose first that 2m = n. We therefore know

that f is 2nd order correlation immune, since 2m > n — 1. We must show that
X(W) = 5X(S) for any W with |W|=n —3. Let W be such that |W|=n—3. If
W = S\ {zj,zk, 21}, with j, k and ! all different, and 1 < j, &,/ < m, then we may
apply Lemma 5.2 three times to obtain the result. The same method will also work
in the cases W = S\ {z;,z¢,u1}, W = S\ {zj,ys, 01} and W = S\ {y;, yx, 0} The
cases W = S\ {z;,y;, 7} and W = S\ {zj,y;,yx}, where 1 < 7,k < m may each
be dealt with using first Corollary 5.8, and then Lemma 5.2. This means that when
2m = n, f is 3rd order correlation immune.
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When, however, 2m < n, we must consider the case W = S\ {z1,v1,%n}. We apply
Corollary 5.8 with W; = 8, and W, = §\ {z1,1}, and then apply Corollary 5.5 with
Wy = S\ {z1,11}, and Wy, = W. But this time either ¢; = 0 (mod 4) or ¢; = 2
(mod 4) according as r > 0 or 7 = 0. So in this case, f is not 3rd order correlation
immune.

Lemma 5.14 Suppose that f belongs to C(n,m,r,t,q) and that ¢ = 1 (mod 4).
Then f is not 4th order correlation immune.

Proof

We shall produce W with |W| =n — 4 but X(W) # xX(8).

In order for f to be fourth order correlation immune, it must certainly be third
order correlation immune. So, by Lemma 5.13, we must have 2m = n. Let us
write S = {Z1,Y1,+-»Tm,Ym} Where, as usual, f({z;,y;}) = 1, and f({u,v}) = -1
otherwise. We take W = &\ {z1,y1,72,¥2}. (Note that this is possible since n is
even and at least 3). Let us also denote S\ {z1,y1} by U. Then by Corollary 5.8, we
see that X(U) = 5 X(S), since g1 = 1 (mod 4). We now apply Corollary 5.8 with
W, = U. This time, however, we have ¢; =0 (mod 4) or ¢; =2 (mod 4), (according
asr > 1 or not) so X(W) # %X (U), and therefore X(W) # % X(§). Hence f is not
4th order correlation immune.

We thus have, combining the preceding four lemmas.

Corollary 5.15 Suppose that f belongs to C(n,m,r,%,q) and that ¢ = 1 (mod 4).
Then

(1) if 2m < n — 1, then f is exactly 1st order correlation immune and

(i) if 2m = n — 1, then f is exactly 2nd order correlation immune and
(i) if 2m = n, then f is exactly 3rd order correlation immune.

Combining all the results of this section, we have the following theorems and corol-
laries.

Theorem 5.16 If f € B satisfies the SAC of order (n — 3), then f is not correlation
immune if and only if either

(i) there is exactly one pair (z,y) with f({z,y}) =1 and F(z) = —F(y) or

(i) f belongs to C(n,m,r,t,q) and 2m < n and ¢ # 1 (mod 4).

Theorem 5.17 If f € Bs satisfies the SAC of order (n — 3), then f is exactly 1st
order correlation immune if and only if one of the following holds

(i) there are exactly two pairs (z,y) with f({z,¥}) =1 and F(z) = —F(y) or

(i) f belongs to C(n,m,r,t,q) and 2m =n and ¢ # 1 (mod 4) or
(ili) f belongs to C(n,m,r,t,q) and 2m <n—1and ¢=1 (mod 4).
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Theorem 5.18 If f € Bs satisfies the SAC of order (n — 3), then f is exactly 2nd
order correlation immune if and only if either

(i) there are exactly three pairs (z,y) with f({z,y}) =1 and F(z) = —F(y) or

(1) f belongs to C(n,m,r,t,q) and 2m =n —1 and ¢ =1 (mod 4).

Theorem 5.19 If f € B satisfies the SAC of order (n — 3), then f is exactly 3rd
order correlation immune if and only if either

(i) there are exactly four pairs (z,y) with f({z,y}) =1 and F(z) = —F(y) or
(ii) f belongs to C(n,m,,t,q) and 2m = n and ¢ =1 (mod 4).
Theorem 5.20 If f € B; satisfies the SAC of order (n — 3), then f is pth order

correlation immune (p > 3) if and only if there are exactly (p + 1) pairs (z,y) with
f({z,y}) =1 and F(z) = ~F(y).

6. BALANCE AND CORRELATION IMMUNITY

Combining the results in sections 4 and 3, we have the following result.
Theorem 6.1 If f € Bs satisfies the SAC of order (n — 3), then f is both balanced

and correlation immune if and only if either
(i) there exist at least two pairs (z,y) such that f({z,y}) = 1 and F(z) = —F(y) or
(i) f belongs to C(n,m,r,t,q) and n =2m and ¢ =3 (mod 4).
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