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Abstract. We discuss the impossible differential cryptanalysis of the
block cipher Zodiac [7]. The main design principles of Zodiac are sim-
plicity and efficiency. However the diffusion layer in its round function is
too simple to offer enough security. An impossible differential cryptanal-
ysis is a proper method to attack the weakness of Zodiac. Our attack
using two 14-round impossible characteristics derives 128-bit master key
of the full 16-round Zodiac with its complexity 2''° encryption times
faster than the exhaustive search. The efficiency of the attack compared
with exhaustive search increases as the key size increases.

1 Introduction

Differential cryptanalysis which was proposed by E. Biham and A. Shamir [3]
is the most powerful attack for block ciphers. Later, it was regarded as a very
useful method in attacking the known block ciphers — FEAL [10], LOKI [4],
and so on. For these reasons, block ciphers have been designed to consider the
differential cryptanalysis since the middle of 1990’s. Differential cryptanalysis
has also been advanced variously — Conditional Differential Cryptanalysis [I]
9], Truncated Differential Cryptanalysis [5], Impossible Differential Cryptanal-
ysis [2], Higher Order Differential Cryptanalysis [5l6]8], Boomerang attack [IT],
and so on.

The conventional differential cryptanalysis finds a key using the differential
characteristic with a high probability. The attacker chooses ciphertext pairs with
a specific difference of plaintexts, discards wrong pairs by filtering, and then finds
a key by applying the counting methods to the remaining pairs.

If a filtering method is efficient, the signal to noise ratio is greater than 1.
However, the case that the signal to noise ratio is far less than 1 is also useful.
Especially, the differential characteristic whose probability is zero is efficiently
applied to attack block ciphers. This attack is called the impossible differential
cryptanalysis.
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In general, it is possible that a cipher which has a cryptographically weak
diffusion or permutation has a long impossible differential characteristic, . E.
Biham et al. found a 24-round impossible differential characteristic to analyze
31-round Skipjack in [2].

The general impossible differential cryptanalysis is as follows:

1. Find impossible differential characteristics.

2. Obtain the ciphertext pairs for their plaintext pairs with the input difference
of the impossible differential characteristic.

3. For each value in the key space of the final round, decrypt the ciphertext
pairs with that value and determine whether they satisfy the impossible
differential characteristic.

4. Discard the values with which the pairs satisfy it from the key space. Go to
step 3 unless the number of elements in the key space is almost one.

In the above algorithm the remaining element in the key space is the correct
key value with high probability.

The block cipher Zodiac is submitted to the ISO/TEC JTC1/SC27-Korea
in September, 2000. It consists of Feistel structure with 16 rounds. Its design
principles are as follows [7]:

— Simplicity: We tried not to include ad-hoc design elements based on any
obscure reason. We do not believe that more complicated design could give
the more secure structure.

— Provability: As possible as we can do, we tried to design the cipher to have
a provably secure structure especially resistant to the well known typical at-
tacks such as differential cryptanalysis, linear cryptanalysis and interpolation
attack.

— Accommodation and Performance: Our cipher was designed to get high
performance both on general 32-bit CPU and general 8-bit microprocessor
(e.g. smart cards).

The byte-wise diffusion in its round function F is very simple and cryp-
tographically weak. Therefore, our observation is concentrated on impossible
differential cryptanalysis of Zodiac []. In our work we show that there exist 15-
round impossible differential characteristics in Zodiac. It follows that there exist
r-round impossible differential characteristics if » < 15. We also give an efficient
method to find the last round key using two 14-round impossible differential
characteristics.

2 Zodiac

Zodiac follows the conventional Feistel structure except for the initial and final
64-bit data whitening by two 64-bit keys. The initial and final permutation []
is shown in Figure
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Fig. 1. The structure of Zodiac
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Fig. 2. Permutation []

! We also found two 15-round truncated differentials which can be useful for distin-
guishing the 15-round Zodiac from a random permutation, but impossible differential
cryptanalysis succeeded in breaking the full Zodiac more efficiently.
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Hereafter, we ignore the initial and final permutations and the whitening
keys in the description of the attack because they don’t affect on input or output
difference values at all. Moreover, even in this case, the attack procedure and
the required complexity is considered to be similar because whitening keys can
be incorporated (XORed) into the internal round keys; i.e. Ky can be XORed
with the odd round keys, K77 can be XORed with the even round keys.

2.1 Round Function F

The round function F of Zodiac has very simple structure and all operations
in F are XOR operation and 8-by-8 non-linear substitutions (S-boxes) i.e. table
look-ups. The two S-boxes S1 and S2 are generated by the following functions
h(z) and g(z), respectively:

h(xz) = ho(ho(x)), where ho(x) = (45% mod 257) mod 256
g(x) = (170 + ) ! in GF(2%),

with irreducible polynomial % + z* + 23 +x + 1. The detailed structure is shown
in Figure 3.
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Fig. 3. Round function F

2.2 Key Schedule of Zodiac

Zodiac supports three types of key lengths, 128, 192, and 256 bits and needs
sixteen 64-bit round keys and additionally two 64-bit keys for the input masking
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and output masking of the processing data. The key scheduling algorithm of
Zodiac is basically constructed from its round-function. For details, see [7]. We
don’t make use of the key schedule in our attack.

3 Notations

We use the following notations in this paper.

It [4] the j-th byte in the left half of input difference of i-th round
I4[4] the j-th byte in the right half of input difference of i-th round
Ot [4] the j-th byte in the left half of output difference of i-th round
0414 the j-th byte in the right half of output difference of i-th round
St4) the input difference of the j-th S-box (S1 or S2) of i-th round
S5 14] the output difference of the j-th S-box (S1 or S2) of é-th round
K;[j] the j-th byte in the round key of i-th round

a,b,c,... bytes with non-zero difference

A, B,C,...bytes with any (zero or non-zero) difference

4 Impossible Differential Characteristics of Zodiac

We found two 15-round impossible differential characteristics in Zodiac. Since the
diffusion layer in the function F is performed by XORing two or three bytes, it is
easy to compute zero-bytes in a difference and to find an impossible differential
characteristic.

In Figure 4 if (11, I%) = (00000000, 00000aaa), then I% [3] must be zero, where
a,b, ... (small letters) denote nonzero one byte values and A, B, ... (capital let-
ters) denote any one byte values. Similarly, if (O1®, OF) = (00000200, 00000000),
then O%[3] must be nonzero. However, since I{ = O%, it is a contradiction.
Therefore, this is a differential characteristic with zero probability, i.e. an im-
possible differential characteristic. In a similar way (and due to symmetry of
the round function of Zodiac), we can see that the differential characteristic in
Figure 5 is impossible.

Actually, these characteristics are impractical because there are too many
zero bytes in the output differences of the 15th round. The more zero bytes are
there, the fewer key-bits are derived and the more plaintext pairs are required for
the attack. Nevertheless, the existence of 15-round impossible differential char-
acteristics implies a cryptographically potential weakness of the block cipher
Zodiac. It also follows that there exist r-round impossible differential character-
istics if » < 15.

We also found two 15-round truncated differentials (I},15) =
(00000000, 00000a00), (0}?,0F) = (00000a00,00000000) and (I},I) =
(00000000, 0a000000), (O}°,0F’) = (0a000000,00000000)
with probability of about 27129, They may be useful for distinguishing the 15-
round Zodiac from a random permutation, but failed to break the full Zodiac
efficiently.
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Fig. 4. 15-round impossible differential characteristic 15-I

5 Impossible Differential Cryptanalysis of Zodiac

Our attacks use two 14-round impossible characteristics shown in Figures 6 and
7 to derive the last round key. In our attack, we assume that the differential prob-
ability of the S-boxes is uniformly distributed and the round keys are random
and uniformly distributed.

5.1 Attack on 15-Round Zodiac

First, we describe the attack on the 15-round Zodiac as a simple example. As
we wrote in Section 2, we don’t consider the whitening keys and let the round
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Fig. 5. 15-round impossible differential characteristic 15-11

keys K1, Ks,..., Ki5. Our target is Ki15. We define the key values K] to enter
the S-boxes.

Ki[0] = K;[2] ® K;[3] © K;[4]
Ki[1] = K;[0] ® K;[1]
K![2] = K;[1] ® K;[2]
K;[3] = Ki[2] ® K;[3]
Ki[4] = K;[0] © K;[6] ® K,[7]
K;[5] = K;[4] ® K;[5]
K;[6] = K;[5] ® K;[6]
K;[7] = K;[6] ® K;[7]
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Fig. 6. 14-round impossible differential characteristic 14-1

We use the 14-round impossible differential shown in Figure 6. We choose
a structure of 2% plaintext pairs with (AP, APg) = (00000000, 00000aaa) and
then, collect the pairs satisfying ACL, = 00000bc0, ACg[j] = 0(0 < 5 < 3),
and ACR[4] # 0 where the difference of the plaintexts (AP, APg) = (I}, 1})
and the difference of the ciphertexts (ACL, ACg) = (O}, 0}>). The probability

that a plaintext pair satisfies these conditions is (55)°- (2&;—§1)3 ~ 2789 (because

there are 10 bytes with zero difference and 3 bytes with non-zero difference in
(ACL, ACR)).

Since the input difference of F of the 15-th round is 00000bc0, S3°[4], S3°[5],
and S}5[7] are nonzero, and S}°[6] takes any value. From the equation

S5 [4,5,6,7 ® ACR[4,5,6,7 = Or'[4,5,6,7],
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an element in the key space of Ki5 is not a correct key value if O14] = 0 and
O}'[5] = OK[6] = O[] # 0 by computing with the ciphertexts and it. Thus,
such elements should be eliminated from the key space. This method derives
4 ~ Tth bytes of K.

Let K be the key space of K/5[i](4 <4 < 7). The probability that an element
1,281 1 . 1) ~1_9-24

in I survives the test with such a pair is 1 — (2—8 i
Therefore, the number of the pairs required for narrowing down to one correct
key is N such that 232 . (1 — 2724)N ~ 1. N is about 228, Hence, the number
of required chosen plaintext pairs is 280 . 228:5 = 2108.5,

Since we can collect 9sCy = 2! pairs from such one structure, we need
structures. It follows that the attack requires 293-%.28 = 21915 chosen plaintexts.

293.5

This method is summarized as follows.
Goal: Finding K7{5[4] ~ Ki5[7].

1. Collect sufficiently many (2!°*®) plaintext pairs from the structures whose

ciphertext differences satisfy ACL, = 00000bc0, ACg[j] = 0(0 < j < 3), and
ACR[4] #0.
2. Choose a pair in the collection.
3. For each k € I,
a) Compute OL4], ..., OR7].
b) Remove k from K if O14] = 0,05[5] = OLY[6] = OXH7] # 0.
c) If |K] < ¢, stop. Otherwise, go to 2. (e is a sufficiently small integer.)

Using the characteristic in Figure 7, K{5[0] ~ K15[3] are also derived with
21015 chosen plaintext pairs. It is easy to compute K5 from K] .

5.2 Attack on 16-Round Zodiac

The impossible differential cryptanalysis for the 16-round Zodiac is a 2R-attack
using two characteristics in Figures 6 and 7.

Similar to Section 5.1, we use the structures of 2% plaintexts satisfying
(AP, APgr) = (00000000, 00000aaa) (with the characteristic in Figure 6) and
collect the pairs whose ciphertext differences satisfy ACL[j] = 000 < j <
3), ACL[4] # 0, ACg[0] # 0, and ACR[i] = 0(1 < i < 3) where the difference
of the plaintexts (AP, APg) = (I1,1%) and the difference of the ciphertexts
(ACL, ACR) = (O3,015). Therefore, the probability that any plaintext pair

satisfies these conditions is ()7 - (%)2 ~ 2756 Let K; be the key space of
K{4[0] and Kig[i](4 < i < 7) and let Ko be the key space of Ki5[j](4 <j < 7).
This attack is summarized as follows.

Goal: Finding Ki4[0], Kig[i](4 <i < 7), and K{5[j](4 < j<7)

1. Collect sufficiently many (discussed later) plaintext pairs from the struc-
tures whose ciphertext differences satisfy ACg[0] # 0, ACg[i] = 0(1 < i <
3), ACLj] = 0(0 < j < 3), and ACy[4] £ 0.

2. Choose a pair in the collection.

3. For each k1 € Ky,
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a) Compute OR[0],OR[1]|(4 <1<7).

b) Unless O} [0] = OR[4] = OF[7] =0, OF[5] # 0, and O} [6] # 0, choose
another k; € Ky and go to 3.(a).

¢) For each ky € Ko,

i. Compute OK[s](4 < s < 7).

roun

roun

roun

309

ii. Remove k1 and ke from K; and Ko, respectively, if Ok![4] = 0 and
OR'[5] = OR'[6] = OF[7] # 0.

4. If || < € and |K3| < €, stop. Otherwise, go to 2. (e and € are small

integer.)
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We obtain 72 bits of K15 and K}4. The probability that any (k1, k2) € K1 x K
survives the test with such a pair is

. 1\? /28-1\* 1 1\% 28-1 o1 16_12_48

) 5F) wp ) e (e)
Thus, the number of the pairs collected for the attack is N such that 272 - (1 —
278N ~ 1. N is about 2°%6. Therefore, the required number of chosen plaintext
pairs is 256 . 253:6 = 2109.6,

Since we can collect 2'° pairs from one structure, we need structures.
It follows that the attack requires 2746 . 28 = 21026 chogen plaintexts.

Using the characteristic in Figure 7, we obtain Ki4[i](0 < i < 4) and
K{;[7](0 < j < 3) with the same complexity, and then do Kj5 and Kig from
K{; and K{g. The time complexity of this attack is computed as follows.

294.6

— 2103:6(= 92 x 2102.6) encryptions of chosen plaintexts
— Finding K5 and K/ : 2-{272+27-(1-2798) 4. .. 4+272.(1-2718)
2121 _ 249 two-round encryptions. = 21® — 246 encryptions.

253.6

We can find every round key similarly to the above method. The total time
complexity is about 2!'? at most, since complexity decreases as the number of
rounds reduces.

6 Conclusion

The design principles of Zodiac are the simplicity, provability, accommodation
and performance. By the simplicity Zodiac attains the accommodation and good
performance. However, Zodiac has crucial weakness in security from the theo-
retical point of view because of its poor design of the diffusion layer.

In this paper we did find the 15-round and 14-round impossible differentials
of Zodiac. Using two 14-round impossible differential we attacked the 15-round
Zodiac with 2102 chosen plaintext pairs and the full-round Zodiac with 21936
chosen plaintext pairs. The complexity of our full round attack is at most 2'°
encryption, which means that this attack is more effective than the exhaustive
key search attack. Furthermore, when the key length is 192-bit or 256-bit, its
security decreases more seriously.

We think the diffusion layer should be changed. This result shows the impor-
tance of the design for the diffusion layer as well as the substitution layer.
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