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Abstract. In this paper we use the Hessian form of an elliptic curve
and show that it offers some performance advantages over the standard
representation. In particular when a processor allows the evaluation of a
number of field multiplications in parallel (either via separate ALU’s, a
SIMD type operation or a pipelined multiplication unit) one can obtain
a performance advantage of around forty percent.

1 Introduction

Much research has been conducted on implementing cryptographic operations
on various types of computer architectures. For example standard superscalar
RISC and CISC processors [3] [6], smart cards [9] and FPGAs [8] . In this paper
we are interested in producing highly efficient implementations of operations
needed in elliptic curve cryptography by exploiting parallelism.

In [3] the instruction level parallelism (ILP) in the various AES candidates
was examined. This is an important area of research for any cryptographic algo-
rithm as most algorithms will be implemented on superscalar processors which
make use of ILP to increase performance. In most cryptographic algorithms the
basic blocks are dependent, hence the only natural level of parallelism is at the
instruction level. We shall show in this paper that this is not true for elliptic
curve cryptosystems. We shall show that for elliptic curve systems one can make
use of parallelism at the basic block, or function, level. We shall then go on to
show that a special class of elliptic curves, namely those with a point of order
three, have addition laws which are highly parallel. In addition the curves will
be able to be used in both even and large characteristic. We shall give a com-
parison of a standard elliptic curve representation against the Hessian form on
an FPGA.

We see significant advantages for using the ideas in this paper when we
consider the use of custom processors for cryptographic operations. These are
common at both the high and low end of the markets: Smart cards require spe-
cialized cryptographic coprocessors to be able to perform a single cryptographic
operation in a reasonable amount of time, whilst high end servers often require
cryptographic accelerator boards to as to increase the throughput of the overall
traffic.

We envisage a processor which has the ability to conduct a number of multi-
precision arithmetic operations in parallel. We assume that the field is either
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Fp or F2n , as is common in elliptic curve systems. This can be implemented
in a number of ways, either as a SIMD operation, via a number of standard
coprocessors operating in parallel, by having a number of Arithmetic Logic Units
(ALUs) operating in parallel or by having a single pipelined multiplication unit.
To aid the discussion later we shall assume up to three field operations can
be applied in parallel in a SIMD fashion, i.e. at most three multiplications or
three additions. It will turn out that performing additions in parallel is not as
important, and in any case can be done virtually for free in characteristic two.

2 Cryptographic Algorithms

It is clear that standard implementations of RSA and discrete logarithm type
systems cannot make use of the architecture proposed in the previous section. Of
course they could perform a number of RSA exponentiations in parallel, but we
would not obtain a performance advantage for a single modular exponentiation.
The reason for this lack of improvement is that each modular multiplication
required in a group exponentiation algorithm is dependent on the previous op-
erations.

For elliptic curve cryptography (ECC) systems the situation is very different.
In ECC one trades smaller sizes for the field elements against a more compli-
cated group operation. We have already remarked that the group exponentiation
techniques do not offer any opportunity for parallelism. However, the group op-
eration itself does offer such opportunities.

To see this consider the following description of the doubling formulae for a
point P = (X, Y ) on a curve over a field of characteristic p > 3 given by

Y 2 = X3 − 3X + b.

We assume the point is given in Jacobian projective coordinates P = (x/z2, y/z3)
and the output is given by (x′, y′, z′);

λ1 = x2 λ2 = z2 λ3 = y2

λ4 = yz λ5 = xλ3 λ6 = λ2
3

λ7 = λ2
2 z′ = 2λ4 λ8 = 4λ5

λ9 = λ1 − λ7
λ10 = 8λ6 λ11 = 3λ9 λ12 = 2λ8
λ13 = λ2

11
x′ = λ13 − λ12
λ14 = λ8 − x′

λ15 = λ11λ14
y′ = λ15 − λ10

Each row corresponds to the (at most) three operations which can be carried out
in parallel. As one can see one can obtain a limited improvement in performance
by exploiting the parallel nature of the computation. However, this is rather
restricted due to our SIMD based constraint of not allowing the mixing of field
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additions and multiplications. Even if we dropped this constraint the above
algorithm would not improve performance that much. If we assume each row in
the above table can be executed in the same time on a SIMD/pipelined style
processor as a single operation could on a standard processor, we would obtain
roughly a 50 percent performance improvement.

Similar considerations apply to all the other standard algorithms for addition
and doubling on elliptic curves in even and large prime characteristic. There is
generally a set of operations at the beginning of each operation which lend
themselves to parallel execution followed by a sequence of operations which are
highly dependent. Overall one can obtain roughly a 50–60 percent improvement
in performance.

In the next section we present a special type of elliptic curve which allows
one to obtain a five fold increase in performance over the standard sequential
point addition algorithm and a three fold increase over the standard sequential
point doubling algorithm.

3 The Hessian Form of an Elliptic Curve

Let k = Fq denote a finite field with q a prime power such that q ≡ 2 (mod 3),
we include the case of characteristic two fields. Let E denote an elliptic curve
over k which has a k-rational point of order 3. The restriction on the choice of
k is for two reasons; Firstly it implies that although we have a point of order 3
we only have two of them rather than a full set of eight. Secondly it implies that
the construction below is guaranteed to apply.

Note that this constraint on the field and curve means that the recommended
curves specified in the ANSI and FIPS standards cannot be made into Hessian
form. However, these constraints are consistent with the recommendations for
curve parameters specified in the IEEE, ANSI and SECG standards. So the
Hessian form is still able to be used in standard compliant implementations, one
just cannot use the recommended curves contained in some standards.

By moving a point of order three to the origin, we can assume our elliptic
curve has the form

E : Y 2 + a1XY + a3Y = X3.

This curve has discriminant

∆ = a33(a
3
1 − 27a3) = a33δ.

The points of order three on E are given by (0, 0) and (0,−a3).
We wish to find a more convenient model for our elliptic curve E. To do

this we perform the following transformations: We let µ denote a root of the
polynomial

T 3 − δT 2 + δ2T/3 + a3δ
2 = 0.

Since q ≡ 2 (mod 3) every element in k has a unique cube root and we can
determine µ from the formula

µ =
1
3

((−27a3δ2 − δ3
)1/3

+ δ
)

.
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Now define
D = 3

µ − δ

µ
.

The curve E is then birationally equivalent to the curve

C : x3 + y3 + z3 = Dxyz,

which is called the cubic Hessian form [2]. The change of variable to pass from
E to C is given by

x =
a1(2µ − δ)
3µ − δ

X + Y + a3,

y =
−a1µ

3µ − δ
X − Y,

z =
−a1µ

3µ − δ
X − a3.

3.1 Example Curve

Our example curve will be in characteristic two, defined over the field of 2191

elements. We shall represent the field by a polynomial basis in t over F2, where

t191 + t9 + 1 = 0.

Elements of k we will represent by hexadecimal numbers, prefixed by the string
0x, which correspond to the associated polynomial being thought of as a poly-
nomial over the integers and then evaluated at 2. For example 0x11 corresponds
to the polynomial x4 + 1.

Consider the elliptic curve given by

E′ : y2 + xy = x3 + x2 + b

where

b = 0x4DE3965E00F2A1C6C9750156A6FEFBE5EEF780BF3EF20E48.

This curve has group order

6 · q = 3138550867693340381917894711648254768837315541933943803842,

where q is a prime. A point of order 3 on E′ is given by the point (x3, y3), where

x3 = 0x4763CFBC4340674B749E57887850E92C9B6BEDF58EEDC3BF,

y3 = 0x14A96A1E53DCC3E73CFB22B80E8658CE0D6D8E82ED2AEC7D.

If we perform the following change of variable

X = x + x3, Y = y + sx + x23,
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where

s =
x23 + y3

x3
,

then we obtain an elliptic curve E in the form

E : Y 2 + XY + x3Y = X3.

We can now use the above transformation to determine that the Hessian form
C is given by

x3 + y3 + z3 = Dxyz,

where

D = 0x16A4C7C2030FAD1380ABF8C2D47DC3E0C20AF62F6EDD06A7.

A point of order q on C is given by (x, y, z), where

x = 0x52FD0CE78D0651B4F66D2F4E12E170CA3E429F6A06433B22,

y = 0x1BECA50368403F3D13173968082B035397C77830A9D90E5D,

z = 0x2B08F7C0CCAC86151AA6FECABDD2D052BD60924F28A6A78E.

4 The Hessian Group Law

The group law on curves in Hessian form has been known to be particularly
simple for a long time, see [1, Formulary], [2] and [5]. The zero of the group law
on C is given by (1,−1, 0). The two points of order three are given by (0, 1,−1)
and (1, 0,−1). If P = (x1, y1, z1) and Q = (x2, y2, z2), we define

−P = (y1, x1, z1),
P + Q = (x3, y3, z3),

where

x3 = y21x2z2 − y22x1z1,

y3 = x21y2z2 − x22y1z1,

z3 = z21y2x2 − z22y1x1.

The formulae for point doubling are given by [2]P = (x2, y2, z2) where

x2 = y1(z31 − x31),
y2 = x1(y31 − z31),
z3 = z1(x31 − y31).

These formulae apply both in even and large prime characteristic. The addition
formulae requires 12 field multiplications, whilst the doubling formulae requires
6 field multiplications and three squarings.
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We first compare the sequential operation of the above group law with the
usual formulae.

For curves over fields of large prime characteristic, given by the usual model,
it is best to use a mixed coordinate representation of points, see [4]. In the
most common case of using Jacobian projective coordinates for doubling and
mixed Jacobian/affine coordinates for addition we can perform an addition in
8 multiplications and 3 squarings. A doubling will take 4 multiplications and 4
squarings.

In fields of characteristic two, again in the standard model, we can again
use a mixed coordinate system, but this time using the projective coordinates
proposed in [7]. One can now perform an addition using 9 multiplications and 4
squarings. A doubling can be performed in 4 multiplications and 5 squarings.

So for sequential execution of the multiplication operations the standard
representation appears to be more efficient. However, the group operations for
the Hessian form can be performed in a highly parallel way. As before we assume
that at most three multiprecision multiplications can be performed in parallel.

The addition of two points, P = (x1, y1, z1) and Q = (x2, y2, z2), in the
Hessian form can be carried out as follows

λ1 = y1x2 λ2 = x1y2 λ3 = x1z2
λ4 = z1x2 λ5 = z1y2 λ6 = z2y1
s1 = λ1λ6 s2 = λ2λ3 s3 = λ5λ4
t1 = λ2λ5 t2 = λ1λ4 t3 = λ6λ3
x3 = s1 − t1 y3 = s2 − t2 z3 = s3 − t3

The case of the two projective points being equivalent, and the doubling opera-
tion needing to be called, can be detected from the condition

λ1 = λ2 and λ3 = λ4.

The point doubling operation on the Hessian can also be expressed in a similar
highly parallel way

λ1 = x21 λ2 = y21 λ3 = z21
λ4 = x1λ1 λ5 = y1λ2 λ6 = z1λ3
λ7 = λ5 − λ6 λ8 = λ6 − λ4 λ9 = λ4 − λ5
x2 = y1λ8 y2 = x1λ7 z2 = z1λ9.

5 FPGA Implementation

We implemented the example curve above both using the standard representa-
tion and the Hessian form on a Xilinx4000XL FPGA. The code was written using
the HandelC language and compiler produced by Embedded Solutions Ltd. This
converts a C like language into a netlist which is then passed through Xilinx
tools to produce the final FPGA bitmap.

The implementation was made to test the relative performance of the two
models and not to maximize the speed. The FPGA implemented a simple point
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multiplication algorithm; taking as input a 191 bit integer m and returning the
projective point corresponding to [m]P , where P is the point of order q on the
appropriate models given earlier.

The point multiplication used was the simple right-to-left binary method.
The code for both representations made as much use of the parallel nature of
the double and add routines as could be accommodated.

The following timings were obtained as an average over a number of calls to
the FPGA;

Form of Curve Point Multiplication Time
Standard (Sequential) 77.238 ms
Standard(Parallel) 17.711 ms
Hessian 11.821 ms

So we see that the Hessian form gives around a 40 percent performance improve-
ment over the standard form, even when we exploit all the inherent parallelism
in the standard formulae.

6 Conclusion

We have shown that using the Hessian form of an elliptic curve allows us to
implement the point addition and point doubling operation in a highly parallel
way. This can be exploited by a number of processor architectures such as those
which have a SIMD style instruction set, those which have multiple ALU’s or
those which have a pipelined finite field multiplier.

We have shown, by implementing a demonstration example on an FPGA in
characteristic two, that the Hessian form does in fact give a significant perfor-
mance improvement in real life.
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