
ACCESS CONTROL AT THE NETHERLANDS POSTSL A N D  TELECOMMUNICATIONS SERVICES 

Willem Haemers 
PTT, Dr Neher L a b o r a t o r i e s  
Leidschendam, The N e t h e r l a n d s  

A b s t r a c t .  The N e t h e r l a n d s  P o s t a l  and  Te lecommunica t ions  S e r v i c e s  (PTT) have d e v e l o p e d  
a sys t em t h a t  c o n t r o l e s  t h e  e n t r a n c e  t o  t h e i r  b u i l d i n g s  by $use o f  rnaynei ic  s t r i p e  
c a r d s .  In t h l s  n o t e  some c r y p t o g r a p h i c  a s p e c t s  o f  t h e  sys t em a r e  e x p l a i n e d .  

The N e t h e r l a n d s  PTT h a s  a b o u t  100,000 employees  and 2 ,300  b u i l d i n g s .  Many o f  t h e  
employees h a v e  a c c e s s  t o  s e v e r a l  b u i l d i n g s .  The a c c e s s  c o n t r o l  s y s t e m  p r o v i d e s  e a c h  
employee w i t h  o n l y  o n e  m a g n e t i c  s t r i p e  c a r d ,  i r r e s p e c t i v e  o f  t h e  number o r  b u i l d i n g s  
t h e  employee h a s  a c c e s s  t o .  Because  of t h e  c o m p l e x i t y  o f  t n e  s i t u a t i o n  m o f f - l i n e  
sys t em is p r e f e r e d .  I t  i m p l i e s  t h a t  t h e  a c c e s s  i n f o r m a t i o n  must b e  on t h e  m a g n e t i c  
s t r i p e  c a r d .  The a c c e s s  i n f o r m a t i o n  c o n s i s t s  o f  t h e  f o l l o w i n g  s u b j e c t s :  

- i d e n t i t y  of t h e  employee  - b u i l d i n g s  t o  which t h e  employee  h a s  a c c e s s  - t i m e s  when a c c e s s  i s  a l l o w e d  
- a c c e s s  u n d e r  s p e c i a l  c i r c u m s t a n c e s  - PIN-code 
- random i n f o r m a t i o n  

For r e a s o n s  of s e c u r i t y  a n d  o r g a n i s a t i o n  i t  i s  r e q u i r e d  t h a t  t h e  c a r d  d i s t r i b u t i o n  
c e n t e r  o n l y  is a b l e  t o  c r e a t e  c a r d s .  T h i s  i s  a c h i e v e d  by e n c r y p t i n g  t h e  i n f o r m a t i o n  
by means of  a p u b l i c  k e y  s y s t e m .  The s e c r e t  e n c r y p t i o n  key ,  needed t o  c r e a t e  c a r d s ,  
is t h e n  Only p r e s e n t  a t  t h e  c e n t e r ,  w h i l s t  t h e  p u b l i c  d e c r y p t i o n  k e y ,  needed t o  
i n t e r p r e t  t h e  c a r d s  is p r e s e n t  i n  e a c h  b u i l d i n g .  T h i s  k i n d  o f  p u b l i c  key a p p l i c a t i o n  
c a n  b e  found  i n  i l l  p .  512. and  i n  [ 31 .  

D e c r y p t i o n  i s  r e q u i r e d  t o  b e  implemen ted  i n  PASCAL o n  a mic ro  compute r .  A 
s t r a i g h t f o r w a r d  i m p l e m e n t a t i o n  o f  RSA t a k e s  a b o u t  one  minu te .  For d e c o d i n g ,  t h i s  i s  
much t o o  long. W a i t i n g  a t  t h e  e n t r a n c e  s h o u l d  n o t  t a k e  more t h a n  h a l f  a s e c o n d .  One 
c a n  speed  up t h e  d e c r y p t i o n  of  RSA by use of a s m a l l  exponen t .  However,  Rabin [ 2 1  
p r o v i d e s  a s y s t e m  t h a t  i n  a l l  c a s e s  i s  f a s t e r  t h a n  RSA. The d e c r y p t i o n  f o r m u l a  fo r  
R a b i n ' s  s y s t e m  r e a d s  

( * I  

where ,  as  i n  RSA. p u b l i c  k e y  i s  t h e  p r o d u c t  of two l a r g e  primes. C o n p u t a t i o n  o f  t h i s  
f o r m u l a  h a s  been r e a l i z e d  i n  abou: 300 m s  ( t h e  number s i z e  i s  480 b i t s ) .  Encod ing  
s t i l l  t a k e s  a b o u t  o n e  m i n u t e ,  3 u t  C h i s  is no problem. 

A f t e r  a c a r d  i s  r e a d  a t  t h e  e n t r a n c e  t h e  c a r d  h o l d e r  can he a s k e d  Lo i d e n t i f y  h i m s e l f  
by means of  a P I N .  The P I N  is  a number c h o s e n  by t h e  c a r d  owner and ha5 no p r e s c r i b e d  
l e n g t h .  The i n f o r m a t i o n  n e c e s s a r y  f o r  PIN c h e c k i n g ,  t h e  ?IS-code,  i s  a l s o  on t h e  
c a r d .  I f  t h e  PIN i s  t y p e d  a t  t h e  e n t r a n c e ,  t h e  PIN-code is  computed arid compared w i t h  
t h e  PIN-code on t h e  c a r d .  The  PIN-code d e p e n d s  on t h e  PI4 ar.d t h e  i d e n t i t y  o f  t h e  
c a r d  owner v i a  a one-way f u n c t i o n .  The one-way f u n c t i o n  used i s  Rabin's d e c o d i n g  
f o r m u l a  ( * )  ( o n l y  32 b i t s  o f  t h e  outcome a r e  t a k e n  f o r  t h e  a c t u a l  PIN-code).  

I t  i s  i m p o s s i b l e  t o  p r e . i e n t  a n  e x h a u s t i v e  s e a r c h  a t t ack  o n  t h e  P I N  by anyone who 
knoKs t h e  p u b l i c  k e y .  ' T h e r e f o r e  t h e  publ:c  key i s  n o t  made 3 u b l i c .  Yowever, it is 
s t r a i g h t f o r w a r d  t o  d e r i v e  t h e  p u b l i c  key froin t h e  p l a i i i a x t  and t h e  c i p h e r t e x t  of 
abou t  two c a r d s .  T h e r e f o r  k n o u l e d g e  of  t h e  f u l l  p l a i n t e x t  i s  p r e v e n t e d  by means of 
t h e  random i n f o r m a t i o r  on t h e  c a r d .  The random i n f o r m a t i o n  3150 p r e v e n t s  a c h o s e n  

( c l e a r  t e x t )  = ( c i p h e r  t e x t ) '  NOD ( p u b l i -  k e y ! ,  
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plaintext attack which is known to exist f o r  the used application of Rabin's system. 
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