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The  ideas of completeness and t h e  avalanche effect were f i r s t  i n t roduced  

by Kam and Davida [ l ]  and  Feistel [ Z ] ,  respect ive ly .  If a c ryp tog raph ic  t r a n s -  

formation is complete, t h e n  each c i p h e r t e x t  bi t  must  depend o n  al l  o f  t h e  p l a i n t e x t  

bits. Thus, if it were poss ib le  t o  find t h e  simplest Boolean expression f o r  each 

c iphe r tex t  bit i n  terms o f  t h e  p l a i n t e x t  b i ts ,  each of those expressions would have  

t o  contain al l  of t h e  p l a i n t e x t  b i t s  if t h e  func t i on  was complete. A l ternat ive ly ,  if 

t he re  is a t  least one p a i r  o f  n - b i t  p l a i n t e x t  vectors  X and Xi that d i f f e r  o n l y  in 

bit i, and f ( X )  and f (X i )  d i f f e r  a t  least  in b i t  j f o r  all 

t hen  t h e  func t i on  f mus t  b e  complete. 

Fo r  a given t rans fo rma t ion  t o  e x h i b i t  t h e  avalanche effect, an average 

o f  one hal f  o f  t h e  o u t p u t  b i t s  should change whenever a single i n p u t  b i t  is 

complemented. I n  o r d e r  t o  de te rm ine  whether  a g iven m x n (m i n p u t  b i t s  and  

n o u t p u t  b i t s )  funct ion f sat is f ies t h i s  requirement, t he  Zm p la in text  vectors  mus t  

be d i v ided  i n t o  Zm-' pa i r s ,  X a n d  Xi, such t h a t  X and Xi  d i f f e r  on l y  in bit  i. 

Then t h e  2m-1 exclus ive-or  sums 
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must be calculated. These  exc lus i ve -o r  sums w i l l  be refer red t o  as avalanche 

vectors, each o f  wh ich  conta ins n b i t s ,  o r  avalanche variables. 

If t h i s  p rocedure  is  repeated f o r  all i such that  1 5 i 5 m, and one half 

o f  t he  avalanche va r iab les  a r e  equal  t o  1 f o r  each i, then the  funct ion f has a 

good avalanche ef fect .  O f  cou rse  t h i s  method can b e  pursued only  if m i s  f a i r l y  

small; otherwise, t h e  number  o f  p la in tex t  vectors becomes too large. If t h a t  i s  

t he  case then  t h e  b e s t  t h a t  can b e  done is t o  take  a random sample o f  p l a i n t e x t  

vectors X, and f o r  each va lue  o f  i calculate a l l  the avalanche vectors  Vi. If 

approximately one half t h e  r e s u l t i n g  avalanche variables are equal t o  1 f o r  all 

values of i ,  t hen  we can conclude t h a t  t h e  funct ion has a good avalanche e f fec t .  

THE STRICT AVALANCHE CRITERION AND THE INDEPENDENCE OF 
AVALANCHE V A  R I A B LES 

The  concepts o f  completeness and  t h e  avalanche effect can be combined 

t o  define a new p r o p e r t y  w h i c h  we shal l  call t h e  s t r i c t  avalanche c r i t e r i on .  If a 

c ryp tog raph ic  func t i on  is t o  sa t i s f y  t h e  s t r i c t  avalanche cr i ter ion,  t h e n  each 

o u t p u t  bi t  should change  w i t h  a p robab i l i t y  of one half whenever a s ing le input 

bit  is complemented. A more  p rec i se  def in i t ion of t he  cr i ter ion is as fol lows. 

Consider X and Xi, t w o  n -b i t ,  b i n a r y  p la in tex t  vectors, such t h a t  X and  Xi d i f f e r  

on l y  i n  b i t  i ,  1 <- i I n .  L e t  

vi = Y 0 Yi 

where Y = f(X1, Yi = f(Xi) and  f i s  t h e  cryptographic  transformation u n d e r  

consideration. I f  f i s  t o  meet t h e  s t r i c t  avalanche cri terion, t h e  p r o b a b i l i t y  t h a t  

each bit i n  Vi is equal t o  1 shou ld  b e  one half ove r  the se t  of al l  possible p l a i n t e x t  

vectors X and  Xi. T h i s  shou ld  b e  t r u e  f o r  a l l  values of i .  ASain, unless n is small 

it would b e  an immense t a s k  t o  fol low t h i s  procedure f o r  a l l  possible vec to r  p a i r s  

X and X i .  
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A n  a l ternate method wh ich  could be used t o  ascertain whether  a g i v e n  

c ryp tog raph ic  t ransformat ion,  f, satisf ies the  s t r i c t  avalanche c r i t e r i on  would b e  

t o  const ruct  a dependence m a t r i x .  F i r s t  an n -b i t ,  random pla in text  vec to r  X i s  

generated and  i t s  co r respond ing  m - b i t  c ipher text ,  Y = f (X ) ,  i s  obtained ( n  a n d  

rn wi l l  be equal if f i s  an i n v e r t i b l e  t ransformat ion and there i s  no data expansion) .  

Then t h e  set of n vec to rs  

is formed such t h a t  X and  X. d i f f e r  o n l y  i n  bit  j .  The c ipher text  vectors 
I 

are then f o u n d  where  Y .  f ( X . ) ,  a n d  t h e y  are used to  obtain t h e  set o f  m - b i t  

b ina ry  avalanche vec to rs  
J I 

( V , ,  V2 '  . . . I  V") 

such tha t  V.  = Y @ Y . .  T h i s  p r o c e d u r e  is i l lus t ra ted i n  Figure 1 
I 1 

T h e  va lue o f  bit i i n  V. (e i t he r  a 1 o r  a 0) i s  added to  element a i  in 

t h e  m x n dependence m a t r i x  A .  T h i s  p rocedure  is repeated f o r  a large number,  

r, of randomly generated p l a i n t e x t  vectors  X, and  each element i n  A is d i v i d e d  

by r .  Then each a. . g i v e s  t h e  s t r e n g t h  o f  t h e  relationship between p l a i n t e x t  b i t  

j and c iphe r tex t  bit i. A va lue  o f  1 indicates t h a t  whenever b i t  j is complemented 

i n  the  p la in tex t  t hen  t h e  c i p h e r t e x t  bi t  i wi l l  also change i t s  value, while a va lue  

of 0 indicates t h a t  t h e  c i p h e r t e x t  b i t  i s  completely independent o f  t h e  p l a i n t e x t  

bit. I f  al l  elements i n  t h e  m a t r i x  have  a nonzero value then the  c r y p t o g r a p h i c  

transformation i s  complete, and  if i t  i s  t o  sat is fy  the  s t r i c t  avalanche c r i t e r i on ,  

eve ry  element must have  a va lue close t o  one hal f .  Therefore, completeness is a 

necessary condit ion i f  t h e  s t r i c t  avalanche c r i t e r i on  i s  t o  be met. 

I , j  

' , J  
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F i g u r e  1. P a r t  o f  t h e  m e t h o d  f o r  t e s t i n g  t o  see if a t rans fo rma t ion  sa t is f ies  

t h e  s t r i c t  ava lanche  c r i t e r i o n :  I n p u t  b i t  j i s  complemented giving 

V Each  bit i, 1 < i 2 m, i n  V.  i s  added t o  element a. in t h e  

d e p e n d e n c e  m a t r i x .  

j ’  J i , j  

A second p r o p e r t y  w h i c h  w o u l d  seem des i rab le  fo r  a n y  c r y p t o g r a p h i c  

t rans fo rma t ion  i s  t h a t ,  f o r  a g i v e n  se t  o f  avalanche vec tors  g e n e r a t e d  by t h e  

complement ing of a s i n g l e  p l a i n t e x t  b i t ,  a l l  t h e  avalanche va r iab les  s h o u l d  b e  

pa i rw ise  i n d e p e n d e n t .  I n  o r d e r  t o  measure  t h e  degree of i ndependence  be tween  

a p a i r  o f  ava lanche  va r iab les ,  w e  can  ca lcu la te  t h e i r  cor re la t lon  c o e f f i c i e n t .  F o r  

t w o  va r iab les  A a n d  B 

i 
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where 

p{A, B I  corre la t ion coef f ic ient  o f  A and  B 

covEA, B I  covar iance o f  A and  B 

= E { A B }  - E { A }  x E { B }  

a 2 { A )  = E { A Z }  - ( E { A } ) *  

For t h e  case o f  b i n a r y  variables, it can b e  shown that a correlat ion coef f ic ient  

of 0 means t h a t  t h e  va r iab les  a re  independent .  I n  addition, t he  variables w i l l  a l -  

ways b e  identical if t h e  corre la t ion coef f ic ient  equals l ,  and a value of -1 means 

tha t  t h e y  wi l l  always b e  complements o f  one another [ 4 ] .  

If e i the r  t h e  s t r i c t  avalanche c r i t e r i on  o r  the avalanche var iab le i n -  

dependence requi rement  i s  n o t  satisf ied, then a cryptanalyst  can gain some 

information about  t h e  s tat is t ica l  p roper t i es  of t he  function, which he cou ld  

conceivably use t o  h i s  advantage ill an at tack on the system. 

PERFECT S-BOXES 

Now tha t  t hese  two  new c r i t e r i a  have been presented, it would seem 

desirable t o  d iscover  how t o  p r o d u c e  c ryp tog raph ic  transformations which sat is fy  

both condit ions. One addi t ional  condi t ion tha t  wi l l  be imposed on such t r a n s f -  

ormations i s  tha t  t h e y  b e  i n v e r t i b l e .  T h i s  means tha t  there must b e  a one-to-one 

correspondence between p l a i n t e x t  a n d  c iphe r tex t  vectors. 

If the re  a r e  n i n p u t l o u t p u t  b i t s  f o r  a given function, t he re  are (2”1! 

possible i nve r t i b le  t rans fo rma t ions .  T h i s  means that  there wi l l  b e  approx imate ly  

2 x 1013 such func t i ons  f o r  a f o u r - S i t  system. Therefore, the search wi l l  b e  l imi ted 

to  4 x 4 ( f ou r  i n p u t / f o u r  o u t p u t  b i t )  subs t i t u t i on  boxes (S-boxes). 
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1 

T h e  in i t ia l  s tep  i s  t o  f ind al l  t h e  potent ia l ly  inver t ib le  4 x 1 f unc t i ons  t h a t  '' 

i sat is fy  t h e  s t r i c t  ava lanche c r i t e r i on ,  which wi l l  be combined f o u r  a t  a t ime t o  I 

1' 
p roduce 4 x 4 s u b s t i t u t i o n  boxes.  A potent ia l ly  inver t ib le  func t i on  r e t u r n s  a va lue 

i 

o f  1 f o r  one ha l f  of t h e  poss ib le  i n p u t  vectors  and a value of 0 f o r  t h e  o t h e r  ha l f .  I ~ 

f 
It is a necessary, but n o t  su f f i c i en t ,  condi t ion i f  the S-boxes formed f r o m  t h e  j 

single o u t p u t  b i t  f unc t i ons  a r e  to b e  inve r t i b le .  The 12,870 potent ia l ly  i nve r t i b le ,  

4 x 1 funct ions w e r e  tested, and  it was found tha t  while 12,618 of them were 

complete, on l y  1368 sa t i s f i ed  t h e  s t r i c t  avalanche cr i ter ion [4] .  

These 1368 func t i ons  can b e  d i v ided  in to  9 equivalence classes o r  "fam- 

i l ies". Each fami ly  is  closed u n d e r  t h e  fol lowing Operations: 

1. Complementing one o r  more o f  t h e  i n p u t  b i ts  

2 .  Permut ing t h e  i n p u t  b i t s  

3. Complementing t h e  o u t p u t  bit 

Potential ' i n v e r t i b i l i t y  and  adherence t o  t h e  s t r i c t  avalanche c r i t e r i on  a r e  p r e -  

served o v e r  these operat ions.  

T h e  simplest p r o c e d u r e  t o  follow i n  const ruct ing t h e  subs t i t u t i on  boxes 

would b e  t o  randomly select po ten t i a l l y  inver t ib le ,  single o u t p u t  bit func t i ons  f rom 

t h e  l i s t  of those t h a t  sa t i s f y  t h e  s t r i c t  avalanche cr i ter ion.  F i rs t ,  these subs t i -  

t u t i on  boxes a r e  tes ted  t o  see if t h e y  are invert ible. If t h e y  sa t i s f y  t h a t  

requirement, t h e y  a r e  t h e n  examined t o  see if, when e a c h  i n p u t  b i t  i s  comple- 

mented, t h e  r e s u l t i n g  avalanche variables are pairwise independent. A n  S-box  t h a t  

displays bo th  o f  t hese  p roper t i es  w i l l  b e  re fe r red  to as a "per fect "  subs t i t u t i on  

box.  

When t h e  method of random selection of sinsle o u t p u t  bi t  f unc t i ons  was 

followed, t h e  p r o b a b i l i t y  of t h e  r e s u l t i n g  4 x 4 S-boxes being i n v e r t i b l e  was o n l y  

1 .2  x and o n l y  one S-box in 7.1 x 10 was perfect [ 4 ] .  D u r i n g  t h i s  search, 5 
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the families of s ing le  o u t p u t  bi t  funct ions which formed pe r fec t  S-boxes were  

noted. I n  an at tempt  t o  reduce  t h e  amount of e f f o r t  requi red t o  produce p e r f e c t  

S-boxes, t he  families f r o m  wh ich  t h e  4 x 1 funct ions were selected were f i x e d  so 

that  on l y  combinations w h i c h  had p roduced  pe r fec t  S-boxes i n  t h e  in i t ia l  search 

were used. This increased t h e  f r e q u e n c y  o f  occurence of per fect  S-boxes by abou t  

a factor  o f  one thousand .  Several o the r  approaches were tried which i n v o l v e d  

relaxing one o r  b o t h  of t h e  s t r i c t  avalanche c r i t e r i on  and the avalanche v a r i a b l e  

independence requi rement ,  b u t  none p roved  t o  be a s  good as  choosing t h e  s ing le  

output  b i t  f unc t i ons  f r o m  f i x e d  fami ly  combinations. 

In  t h e  process o f  b u i l d i n g  these S-boxes, it was discovered t h a t  if an  

S-box is complete, o r  even pe r fec t ,  i t s  inverse function may n o t  be complete. 

Th is  could become i m p o r t a n t  i f  these inve rse  funct ions are used in t h e  d e c r y p t i o n  

process, f o r  it would be des i rab l z  f o r  any  changes in  the c iphe r tex t  t o  a f fec t  a l l  

b i t s  in t h e  p l a i n t e x t  i n  a random fashion, especially i f  there is not  much r e d u n -  

dancy in t h e  o r ig ina l  p l a i n t e x t .  Complete cryptographic  transformations w i t h  in- 

verses which a re  complete a r e  desc r ibed  a s  being two-way complete, and  i f  t h e  

inverse is no t  complete t h e  t ransformat ion i s  s a i d  to be only one-way complete. 

A COMPLETE S - P  NETWORK 

Kam and  Dav ida  [ l ]  presen ted  a method whereby an en t i re  S - P  n e t w o r k  

could be guaranteed t o  b e  complete if all t he  substi tut ion boxes used i n  t h e  

procedure were complete. T h i s  enta i led us ing specialiy designed bit permutat ions 

between the  subs t i t u t i on  l aye rs .  T h e  networks can be of any size as long as 

n = kg 

where 

n = t h e  number o f  i n p u t / o u t p u t  b i t s  f o r  t he  ent i re  network 
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k = t h e  number  o f  i n p u t / o u t p u t  b i t s  f o r  each S-box 

g = t h e  number  of subst i tu t ion-permutat ion stages 

Since completeness is a prerequis i te  if the s t r i c t  avalanche c r i t e r i o n  is 

t o  b e  met, we t h o u g h t  t h a t  pe rhaps  by us ing perfect S-boxes i n  t h e  system we 

could come u p  w i t h  a "pe r fec t "  system. A complete S-P network w i t h  n = 64, k 

= 4 and  g 3 was implemented. Unfor tunate ly ,  it t u r n e d  o u t  t h a t  each o u t p u t  

b i t  changed w i t h  a p r o b a b i l i t y  of on l y  one eighth when a single i n p u t  bi t  was 

complemented. I n  fac t ,  i t  can be shown t h a t  the p robab i l i t y  o f  an o u t p u t  b i t  

changing w i l l  a lways b e  2 - g .  T h i s  was termed avalanche damping. T h e  same t e s t  

was r u n  w i t h  complete S-boxes of t h e  t y p e  t h a t  Kam and Davida suggested in t h e i r  

paper instead of p e r f e c t  S-boxes. The  mean value of elements i n  t h e  dependence 

matr ix  was s l i g h t l y  h i g h e r  a t  0.19, but t h e i r  variance was ove r  one h u n d r e d  times 

greater  t han  t h a t  ca lcu lated when t h e  per fect  S-boxes were used [ 4 ] .  In fact, 

some elements had  values as low as 0.01, which represents a s ign i f i can t  s h o r t -  

coming i n  t h e  system. 

T h i s  t e s t  was repeated f o r  S-P networks with pe r fec t  S-boxes a n d  random 

bit permutat ions.  A p l o t  of t h e  mean and variance of t h e  elements i n  t h e  

dependence m a t r i x  is shown i n  F i g u r e  2 .  Af te r  three rounds, t h e  per formance 

i s  poorer  t h a n  t h a t  f o r  t h e  complete S - P  network, b u t  a f te r  about 12 r o u n d s  t h e  

s t r i c t  avalanche c r i t e r i o n  i s  sat is f ied.  This  resul t  suggests t h a t  w i t h  t h e  add i t i on  

of several S-P stages w i t h  complete o r  per fect  S-boxes and random b i t  permu- 

tations, a complete S - P  n e t w o r k  could s t i l l  be guaranteed t o  be complete a n d  would 

probably  sa t i s f y  t h e  s t r i c t  avalanche c r i t e r i on .  
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F i g u r e  2 .  Mean a n d  v a r i a n c e  of e lements  i n  t h e  dependence m a t r i x  f o r  a n  
S-P n e t w o r k  v s .  n u m b e r  o f  subs t i t u t i on -pe rmuta t i on  stages: All 
t h e  s u b s t i t u t i o n  b o x e s  i n  t h i s  n e t w o r k  were  pe r fec t ,  a n d  t h e  bit  
p e r m u t a t i o n s  w e r e  g e n e r a t e d  randomly .  It is ev iden t  t h a t  t h e  s t r i c t  
ava lanche c r i t e r i o n  i s  sa t i s f i ed  a f t e r  approx imate ly  12 S - P  s tages .  

DES 

T h e  Data  E n c r y p t i o n  S t a n d a r d  (DESI  has been a federa l  s t a n d a r d  i n  t h e  

U n i t e d  States s ince  1977. DES emp loys  s u b s t i t u t i o n s  and permuta t ions ,  bu t  t h e  

a lgo r i t hm i s  much  m o r e  complex  t h a n  t h e  one  f o r  t h e  complete S-P n e t w o r k  [ 5 ] .  

It can b e  s h o w n  t h a t  t h e  DES a l g o r i t h m  is i nve r t i b le  [3, p .2401 .  S i n c e  

t h e  dependence m a t r i x  cou ld ,  i n  t h e o r y ,  be d i f f e r e n t  f o r  e v e r y  key ,  we c a n n o t  

s ta te  t h a t  DES i s  always a " p e r f e c t "  sys tem.  However ,  t he  resu l t s  shown i n  F i g u r e  
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3 fo r  t h e  key (FF . . . FF)  ind icate t h a t  in  t h a t  case the s t r i c t  avalanche c r i t e r i o n  

is satisf ied. In  addi t ion,  i n  a sample of 30 correlat ion coeff icients p i c k e d  a t  

random, t h e  h i g h e s t  absolute va lue found  was 4.88 x 10-l. This suggests  t h a t  

t he re  is v e r y  l i t t l e  co r re la t i on  between avalanche variables. Similar resu l t s  were 

obtained us ing  severa l  o t h e r  k e y  values. Thus,  we can conclude t h a t  DES is a 

"perfect" e n c r y p t i o n  a lgor i thm,  a t  least for  t h e  key values t h a t  were tes ted .  

Since t h e  S-boxes a r e  t h e  on ly  nonlinear port ion o f  t h e  D E S  algorithm, 

t h e i r  character is t ics  have  a s ign i f i can t  effect on t h e  s t rength of t h e  e n t i r e  system. 

The S-boxes a r e  n o t  i nve r t i b le ,  b u t  due to  t h e  way in which t h e y  a r e  employed 

in  the algori thm, t h i s  does n o t  pose a problem f o r  decrypt ion.  Nor  do t h e y  satisfy 

the  s t r i c t  avalanche c r i t e r i o n .  For  t h e  en t i re  set of 8 S-boxes, t h e  p r o b a b i l i t y  

t ha t  a pa r t i cu la r  o u t p u t  bi t  w i l l  change when a single i n p u t  b i t  i s  Complemented 

ranges f rom 0.43 t o  0.93. 

T h e  co r re la t i on  coef f ic ients  between pai rs  of avalanche variables f o r  t h e  

DES S-boxes were a lso  calcu lated.  While most o f  them had absolute values o f  less 

than  0.5, it was f o u n d  t h a t  when  i n p u t  bit 1 ( t he  least s ign i f icant  bi t  i n  t h e  i n p u t )  

was complemented, t h e  co r re la t i on  coeff icients between b i t s  1 and 2 and  between 

b i t s  3 and  4 i n  t h e  o u t p u t  o f  S4 were equal t o  - 1 .  This is equiva lent  t o  t h e  d i s -  

covery made by Hellman e t  a l .  [ 6 ]  t h a t  t he  exclusive-or sums of t h e  o u t p u t  bits, 

y l  0 y2 and y 3  0 y4,  o f  S4 a r e  Complemented whenever i n p u t  b i t  x l  changes i t s  

value. It can also b e  shown t h a t  b o t h  of these results can be de r i ved  f r o m  another  

one of t h e i r  f i n d i n g s  

_ -  
S,[X@OOOOOl) = (2,1)(3,4) S,(X) 0 ( x l ,  x l ,  xl, X I )  

3 

5 

where (2,1)(3,4) means t h a t  t'7e f i r s t  and second b i t s  a s  well as t h e  t h i r d  and  

fou r th  b i t s  of t h e  fo l l ow ing  vec to r  a re  interchanged. 
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Figure 3. Mean and  v a r i a n c e  of DES dependence matr ix  vs .  number of en-  
c r y p t i o n  rounds :  These  values of mean and variance are o n l y  for 
elements in  one q u a r t e r  of t h e  dependence matrix, b u t  Meyer  [7] 
shows t h a t  t h e s e  r e s u l t s  w i l l  propagate th rough  t h e  r e s t  of t h e  
ma t r i x  w i t h i n  t w o  rounds .  T h e  s t r i c t  avalanche c r i t e r i on  is  satis- 
f ied a f t e r  f o u r  rounds  f o r  t h i s  por t ion of t h e  matr ix ;  therefore, 
it w i l l  t a k e  s ix  r o u n d s  before t h e  f u l l  system w i l l  meet t h e  
r e q u  i remen t . 
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