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T h i s  paper  examines  p o s s i b l e  t r a p d o o r  s t r u c t u r e s  which can  be  used t o  

d e s i g n  p u b l i c  key  c r y p t o z y s t e m s  based on t h e  f a c t o r i z a t i o n  problem.Some 

examples o f  s u c h  f i n i t e  t r a p d o o r  sys t ems  which might s e r v e  as a b a s i s  for 

a n  ex tended  RSA c r y p t o s y s t e m  are proposed. 

Introduction 

Recen t ly  much research work has been  c a r r i e d  o u t  i n  t h e  f i e l d  of 

asymmetric or  p u b l i c  k e y  c r y p t o s y s t e m s  [1,2,3] ,which allow two u s e r s  t o  

communicate s e c u r e l y  o v e r  an  i n s e c u r e  channe l  w i thou t  any 

prearrangement.They are c l a s s i f i e d  as  asymmetric because t h e  s e n d e r  and 

t h e  r e c e i v e r  employ t vo  d i f f e r e n t  keys  t o  e n c r y p t  and d e c r y p t  a message. 

S e p a r a t i n g  t h e  e n c i p h e r i n g  and d e c i p h e r i n g  c a p a b i l i t i e s  allows s e c r e c y  t o  

be ma in ta ined  w i t h o u t  k e e p i n g  t h e  e n c r y p t i n g  key hidden as it is no l o n g e r  

used i n  d e c i p h e r i n g . T h e  d e c r y p t i n g  key is k e p t  p r i v a t e  and t h e r e  is no 

need for anyone t o  communicate h i s  d e c r y p t i o n  key t o  anyone elze.The 

concep t  o f  a p u b l i c  k e y  c r y p t o s y s t e m  is i l l u s t r a t e d  i n  f i g u r e  1.User i 
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Fig.1 - P u b l l o  key c ryp tosys t em 
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e n c r y p t s  t h e  message M using t h e  p u b l i c l y  known e n c r y p t i n g  key of user 3 

and s e n d s  t h e  c i p h e r  t o  u s e r  j over a n  i n s e c u r e  channel .0nly t h e  user 

w i l l  be a b l e  t o  d e c r y p t  t h e  c i p h e r  t o  r e c o v e r  M as he i s  t h e  o n l y  o n e  who 

knous h i s  secret  d e c r y p t i o n  key. 

The e n c r y p t i o n  (E) and d e c r y p t i o n  ( D )  algorithms in such  a sys t em h a v e , l n  

g e n e r a l ,  t h e  f o l l o w i n g  p r o p e r t i e s ;  

a. Dec iphe r ing  the e n c i p h e r e d  form of a message M y i e l d s  H , t h a t  is, 

D( E( M) )=M. 

b. Both E and D are  e a s y  to  compute.  

c. By p u b l i c l y  r e v e a l i n g  E , t h e  u s e r  does n o t  r e v e a l  a n  e a s y  way t o  compute 

D.This means t h a t  o n l y  the r e c e i v e r  c a n  d e c r y p t  t h e  messages e n c r y p t e d  

w i t h  E o r  compute D e f f i c i e n t l y .  

L CIPH€RTEXT , PUINT€XT .- 
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A major i m p l i c a t i o n  of t h e  p u b l i c  key cryptosystem is t h a t  it e l i m i n a t e s  

t h e  need f o r  a s e c r e t  t r a n s f e r r a l  of  keys as in t h e  case of convent ional  

symmetric c r y p t o g r a p h i c  a lgor i thms which employ t h e  same key f o r  both 

encrypt ion  and decryption.Furthermore,the publ ic  key a lgor i thms can be 

used i n  conjunct ion  w i t h  t h e  symmetric a lgor i thms t o  d i s t r i b u t e  t h e  s e c r e t  

key.This c a n  be s e e n  as fo l lows:  

User i can  e n c r y p t  the secret key i n  a symmetric system us ing  t h e  publ ic  

key of u s e r  j and t h e n  send it t o  u s e r  j over an insecure channel.Because 

t h e  dec ipher ing  key i s  only  known t o  u s e r  j ,  he is t h e  only one who can  

decrypt  t h e  c i p h e r  and o b t a i n  t h e  s e c r e t  key.Nou u s e r s  i and j can have a 

secure conversa t ion  using  a symmetric algorithm with t h e  t r a n s f e r r e d  

secret key. 

Note t h a t  i n  t h i s  arrangement  t h e  s o l e  purpose of the  publ ic  key system is  

to  d i s t r i b u t e  t h e  secret  key r e q u i r e d  f o r  t h e  symmetric algorithm. 

Another i m p l i c a t i o n  of t h e  p u b l i c  key cryptosystem is  t h a t  i t  is p o s s i b l e  

to  ' s ign '  messages i n  a way t h a t  is unforgeable  but  e a s i l y  

v e r i f i a b l e . T h i s  c a n  be  accomplished provided t h e  enciphering and 

dec ipher ing  procedures  can be used i n  e i t h e r  order.To s i g n  a message, a 

u s e r  i o p e r a t e s  first on t h e  message with h i s  s e c r e t  decrypt ion  key and 

then wi th  t h e  p u b l i c  key of u s e r  j t o  produce t h e  cipher.The u s e r  j 

recovers  t h e  message by o p e r a t i n g  on t h e  c i p h e r , f i r s t  wi th  h i s  secret 

decrypt ion  key and t h e n  w i t h  t h e  publ ic  key of  user i .Since only  u s e r  i 

knows h i s  secret d e c r y p t i o n  key, on ly  user  i could have c r e a t e d  t h e  c i p h e r  

which produces t h e  correct message when his public  key is a p p l i e d  t o  

it.Thus it i 3  p o s s i b l e  t o  o b t a i n  a d i g i t a l  s i g n a t u r e  f e a t u r e  [3] provided 

the  encrypt ion  and d e c r y p t i o n  a lgor i thms s a t i s f y  a n  a d d i t i o n a l  proper ty  

(d)  g iven  by 
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d. Enciphering t h e  deciphered form o f  a message M y i e l d s  M,that 

is, E(D(M)  )=M. 

For a publ ic  key system t o  be secure ,  i t  should be computat ional ly  

i n f e a s i b l e  For t h e  c r y p t a n a l y s t  t o  determine the  s e c r e t  decrypt ion  key 

from t h e  p u b l i c l y  known parameters  of t h e  encrypt ion and decrypt ion  

procedures and t h e  e n c r y p t i o n  key.Such systems a r e  constructed us ing  

' t rapdoor  one-way f u n c t i o n s '  

D e f i n i t i o n :  A f u n c t i o n  f is  s a i d  t o  be a one-nay func t ion  i f  it i s  e a s y  t o  

compute y = f ( x )  for a l l  x b u t  d i f f i c u l t  t o  compute x=f-\y) f o r  a lmost  a l l  y -  

Note t h a t  t h e  phrase  'a lmost  a l l  y r  i s  necessary because a t a b l e  of some 

of t h e  v a l u e s  of  P(x) can  be s t o r e d  and i f  y happens t o  belong t o  t h i s  

t a b l e  t h e  cor responding  x c a n  be e a s i l y  determined.The above d e f i n i t i o n  

does not  provide  a n  a b s o l u t e  sense i n  which a func t ion  i s  one-way as i t  

depends on the  computat ional  resources  availab1e.A precise d e f i n i t i o n  of a 

one-way f u n c t i o n  depends on a s p e c i f i c  measure o f  complexity as t h e  

d i f f i c u l t y  o f  computing t h e  i n v e r s e  f u n c t i o n  v a r i e s  wi th  t i m e  and 

technology.The complexi ty  measures are o f t e n  defined i n  terms of t i m e  o r  

s t o r a g e  r e q u i r e d  t o  compute t h e  inverse.Computationa1 t a s k s  which r e q u i r e  

of t h e  o r d e r  of  10 soopera t ions  o r  l a 5 '  s torage  elements are g e n e r a l l y  

considered t o  be i n f e a s i b l e  [4] . I t  i s  poss ib le  t o  c o n s t r u c t  one-way 

f u n c t i o n s  y = f ( x , k )  where t h e  d i f f i c u l t y  of  computing y i n c r e a s e s  l i n e a r l y  

wi th  k but  t h a t  o f  computing x i n c r e a s e s  exponent ia l ly  w i t h  k. In  such a 

case i t  is  p o s s i b l e  t o  i n c r e a s e  k t o  such an ex ten t  t h a t  computation of 

t h e  i n v e r s e  r e q u i r e s  t h e  l i m i t s  mentioned above.However one-way f u n c t i o n s  

cannot be used d i r e c t l y  t o  des ign  a publ ic  key system a s  t h e  legal 

r e c e i v e r  needs t o  decrypt  t h e  c ipher  y e a s i l y  f o r  a l l  y. 
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Defin i t ion :  A ' t r apdoor  one-way f u n c t i o n '  i s  a one-way func t ion  w i t h  t h e  

a d d i t i o n a l  proper ty  t h a t  if '  cer ta in  s p e c i f i c  information ( t h e  t rapdoor)  

employed i n  t h e  d e s i g n  o f  t h e  f u n c t i o n  i s  known then it is easy t o  compute 

t h e  i n v e r s e  f u n c t i o n .  

That i s , g i v e n  t h e  secret d e c r y p t i o n  key ( t r a p d o o r )  f - t y )  can be e a s i l y  

ca lcu la ted .  

A well known p u b l i c  key cryptosystem which has survived many 

c r y p t a n a l y t i c a l  a t t a c k s  i s  t h e  Rivest-Shamir-Adleman system (RSA) [2], 

uhich is based on t h e  d i f f i c u l t y  o f  f a c t o r i n g  a l a r g e  r a t i o n a l  i n t e g e r  

i n t o  its primes.The system des igner  chooses two d f s t i n c t  p r imes  p and 9 

and publ i shes  t h e  product  m=pq.The product  m is assumed t o  be so large 

t h a t  f a c t o r i n g  it i s  beyond a l l  p r o j e c t e d  computation c a p a b i l i t i e s . F o r  

i n s t a n c e , i f  m is chosen t o  be 200 d i g i t  decimal in teger , then  it w i l l  

r e q u i r e  of  t h e  o r d e r  of 10 

algori thm [2].The e n c r y p t i o n  procedure raises the  message x,l<x<m, t o  t h e  

e-th power modulo m and t h e  d e c r y p t i o n  i s  performed by r a i s i n g  t h e  c i p h e r  

y t o  t h e  d- th  power modulo m. 

23 o p e r a t i o n s  using the  bes t  knoun f a c t o r i n g  

Encrypt ion : y 5 x e  (mod m) 

Decryption : x 5 yd (mod m) 

The publ ic  e n c r y p t i o n  key i s  (e,m) and the  s e c r e t  decrypt ion key is 

(d,rn).The coding exponents  e and d are chosen t o  be m u l t i p l i c a t i v e  

inverse  of  each o the r  modulo $(m), where ,d is  t h e  Euler t o t i e n t  func t ion .  

ed = 1 (rood #(m)) (1) 

If the  c r y p t a n a l y s t  can  deterrnine @ ( a ) ,  then he can obta in  t h e  decoding 

exponent d by s o l v i n g  (l).lf m can  be e a s i l y  fac tor ized  t o  p and q ,  t h e n  

the c r y p t a n a l y s t  can f i n d  $(m) and d and hence crack the  system. 
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In t h i s  art icle,some a l g e b r a i c  s t r u c t u r e s  s u i t a b l e  for u s e  i n  t h e  d e s i g n  

of RSA t y p e  factor-ization-based,trapdoor sys t ems  are i n v e s t i g a t e d .  

Assume R 1s a f i n i t e  ring w i t h  u n i t y  which is a s s o c i a t i v e  b u t  n o t  

n e c e s s a r i l y  commutative.Suppose that members o f  t h e  ring R are used as 

messages and that r €  A is  e n c i p h e r e d  as re where e is t h e  p u b l i s h e d  

e n c r y p t i n g  exponent.  

The t r a p d o o r  p r o p e r t y  can be  s t a t e d  as f o l l o w s :  

t h e r e  e x i s t s  same integer n>O s u c h  tha t  r n + l  = r for a l l  r C R .  

These rings are t o  be r e f e r r e d  t o  as  t r a p d o o r  rings. 

For i n s t a n c e , i n  t h e  ring of integers  modulo a prime number p,  R = Z/pZr 

r P  = r for all rCR. Hore generally,if R = Fq = G F ( 4 )  , t h e  f i e l d  of Q 

e lemen t s  where q is  a pr ime  power (pk) ,  t h e n  rq = r for a l l  r&R. 

Cons ide r  a n y  two s u c h  t r a p d o o r  rings R and S and c o n s t r u c t  the  direct Sum 

R @ S  c o n s i s t i n g  of v e c t o r s  (r ,s)  w i t h  r & R  and s E S . T h e s e  v e c t o r s  are 

added and m u l t i p l i e d  componentwise.That is,(r,s) + (rl,st) g i v e s  

( r + r l , a + a l )  and ( r , s )  . ( r 8 , s t )  is ( r r ' , s s ' ) . T h e s e  r u l e s  make R@S i n t o  

another t r a p d o o r  r i n g , s a y  T. The number of e l e m e n t s  o f  T is e q u a l  t o  the 

produc t  of t h e  number of e l e m e n t s  i n  rings R and S.Suppose that = r 

for a l l  r t R  and Sn+I = s for a l l  scs.  Then rmN = rN f o r  a l l  N b 1 - 
S i m i l a r l y ,  sn+N = sN f o r  a l l  N >, I .  I n  p a r t i c u l a r ,  r l + u  = r for a l l  

k 

91+lmn = 9 for all 1 >, 1.Hence t1+lrnn = t f o r  a l l  t E T ,  1 >/ 1 ,  and so 

T is a t r a p d o o r  ring. 

T h i s  above p r o c e s s  c a n  be a p p l i e d  r e p e a t e d l y  by taking v e c t o r s  o f  

1 and ~ l + ~ ~  = s f o r  d l  k >/ 1. Hence r l t l r n n  = r and 
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a r b l t r a r i l y  many components ,  e a c h  t a k e n  from some f i n i t e  f i e l d . C o n s i d e r i n g  

f i n i t e  fields Fqi f o r  1 $ 1 6  j where 91's c a n  be t h e  same or 

d i f f e r e n t , t h e  t r a p d o o r  ring R c o n s i s t s  of a l l  v e c t o r s  x = (x1,...,xj) 

where x i  E Fqi , 1 S i 6 .I. The ring c o n s i s t s  of q l  ...qj elements 

and t h e  e q u a l i t y  rn+' = r is  obeyed f o r  a l l  r e  R,mhere n is equal t o  

( q l - 1 )  ... (qd-1)  or any m u l t i p l e  o f  it. 

There are many f i n i t e  rings which are  n o t  t r a p d o o r  r i n g s . C o n s i d e r , f o r  

i n s t ance ,R  = Z/p2Z where  p is a pr ime.  Then p2 = 0 = p3  = ... i n  

ring R b u t  p # 0 i n  A . S o  t h e  p r o p e r t y  t h a t  pn+l = p l a  not s a t i s f i e d  for 

any n > 0. However i f  we take a n  i n t e g e r  k t o  be  a s q u a r e  f ree  p o s i t i v e  

i n t e g e r , s a y ,  k I p l  ...P.J where a l l  pi's are d i s t i n c t  pr imes t h e n  

t h e  ring R = Z/kZ is a t r a p d o o r  ring and i n  fac t  i t  c a n  be r e g a r d e d  as a 

d i r e c t  s u m  of Fp, 0 ... 
t h i s  becomes t t e  s t a n d a r d  t r a p d o o r  ring used by t h e  RSA c r y p t o s y s t e ~ .  

@ FPj as d e s c r i b e d  above. If j = 2 ,  then 

L e t  R be any  t r a p d o o r  r ing .Then  

a. R has a 1. 

b. R is commutative.  

c. R is i somorph ic  t o  F 0,. @ F for c e r t a i n  f i n i t e  f i e l d s .  
9, % 

(THO r i n g s  R and S are i somorph ic  t o  e a c h  o t h e r  if t h e r e  e x i s t s  a f u n c t i o n  

f : R -----) S which is one-to-one and  o n t o  and satisfies f ( r l + Q )  = 

f ( r1)  + f ( rZ) ,  f(rIr2) = f ( i - 7 )  f(r2) for a l l  r i I r 2 E  A * )  

The proof relies on  t h e  u s e  of Wedderburn's s t r u c t u r e  theo ry  "5.1 for 

semisimple r i n g s . T h e  main s t e p s  of  t h e  argument a r e  as f o l l o w s  : 
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1. The r i n g  R I s  trapdoor i m p l i e s  t h a t  R has no n i l p o t e n t  e l emen t s  e x c e p t  

O.(An e l emen t  x is s a i d  t o  b e  n i l p o t e n t  i f  x Q  = 0 and x Q - I =  0 f o r  some 

a > 0 )  

2 .  A f i n i t e  ring w i t h o u t  non-zero n i l p o t e n t  e l emen t s  must have a 1 151. 

3. A f i n i t e  ring w i t h  1 and l a c k i n g  n i l p o t e n t s  (#O) is a d i r e c t  sum o f  

matrix r i n g s  w i t h  entries i n  a d i v i s i o n  a l g e b r a  (skew f i e l d )  - 
Wedderburn’s theorem. 

4. Ir a n y  o f  t h e s e  matrlces i a  n o t  l x 1 , t h e n  there u i l l  be  non-zero 

n i l p o t e n t  elements i n  R .  

5. Hence R i s  a d i r e c t  sum o f  f i n i t e  skew f i e l d s .  

6. A f i n i t e  skew f i e l d  is n e c e s s a r i l y  commutative (Wedderburn-Witt 

theorem). 

Hence t h e  o n l y  f i n i t e  t r a p d o o r  rings are of t h e  type  d e s c r i b e d  above u p t o  

isomorphism. 

le traDaoor 3truc_tures 

I n s t e a d  o f  u s i n g  ring3,we o n l y  need a sys t em S i n  which a n  a s s o c i a t i v e  

m u l t i p l i c a t i o n  is d e f i n e d , s a t i s f y i n g  

1. For all a , b €  S, a b E  S 

2. For a l l  a , b , c  E S, a ( b c )  = ( a b ) c  

Such a sys t em is c a l l e d  a s e m i g r 0 u p . H  S i s  a sen ig roup  w i t h  a 1 

s a t i s f y i n g  a.1 = 1.a = a f o r  a l l  a c S  t h e n  S i s  s a i d  t o  be a monoid. 

F u r t h e r  if a monoid S h a s  t h e  a d d i t i o n a l  p r o p e r t y  t h a t  t h e r e  is  a u n i q u e  

co r re spond ing  bcS  s u c h  t h a t  a b  = ba  = 1 t h e n  S i s  s a i d  t o  be a ErOup.In a 

f i n i t e  group G w i t h  n e l e m e n t s , e v e r y  g E G  s a t i s f i e s  g n  = 1 ,  g”+’ = g 

Hence a f i n i t e  g r o u p  of o r d e r  n c a n  be used t o  c o n s t r u c t  t r a p d o o r  
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systems.0n t h e  o t h e r  hand,not  a l l  semigroups can be used t o  form trapdoor 

systems. Semigroups w i t h  t h e  p r o p e r t y  t h a t  an+’ = a for a l l  aES are 

poss ib le  candidates.A more formal  way of express ing  t h i s  c o n s t r a i n t  would 

be : a semigroup S can be used provided i t  i s  completely regular .  

Let  us now c o n s i d e r  Some examples of f i n i t e  systems that might se rve  as  a 

basis for a g e n e r a l i z e d  RSA cryptosystem. 

If t h e  ring of a l l  run a a t r i c e s  Hn over  t h e  ring R = Z / m Z ,  where 

m =piri , ( p i ’ s  are primes) ,  is cons idered ,  then t h e  ring Hn 

conta ins  n i l p o t e n t  e lements  when n > 1.  T h i s  problem can be overcome by 

restricting t h e  message space thereby  avoid ing  n i l p o t e n t  elements. I n  

t h i s  paper, we c o n s i d e r  three such  s u b s e t s  namely, t h e  set of non-singular  

matr ices  over  Z/mZ,the set of upper t r i a n g u l a r  mat r ices  over  Z/mZ and the 

set of or thogonal  matrices over  Z / m Z .  

5 

L- I 

Let u s  first c o n s i d e r  t h e  m u l t i p l i c a t i v e  group fornaed by t h e  non-singular  

matr ices  of o r d e r  n over  Z / m Z .  The o r d e r  o f  t h e  group, N,, is given  by 

(2) 

L =  I 

where N r1 denotes  t h e  o r d e r  o f  t h e  group formed by non-singular 

matr ices  over  Z / q r i Z .  

I t  i s  well known [ 6 ]  t h a t  t h e  o r d e r  of t h e  g roup  formed by  non-singular  

matr ices  over  Z/pZ is given  by 

pi 

N p  = (pn-l)(pn-p)  ... (Pn-Pn”) ( 3 )  
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To e v a l u a t e  Npr, i n  g e n e r a l ,  l e t  8 be t h e  homomorphism mapping a n  

mn matrix A over  z / P ~ + ~ z  t o  A ' ,  a matrix over Z / ~ ? Z ,  v i a  

a i j  (mod pr+l )  * a i j  (mod pr). 

homomorphism 

That is, 

T h i s  induces-a  s u r j e c t i v e  

8' between t h e  l i n e a r  groups formed by t h e s e  matr ices .  

Using group theory  171, 

where P denotes  isomorphic  t o .  

The k e r n e l  c o n s i s t s  of the  se t  o f  matrices which are mapped t o  t h e  

i d e n t i t y  mat r ix  I (mod pr) ,  i .e.  

a i i  1 (mod pr) f o r  1 5 i < n ( 4 1  

a i j  5 0 (mod pr) f o r  i # j ( 5 )  

There are p p o s s i b i l i t i e s  f o r  each of the  equat ions (4 )  and (5) g i v i n g  

rise t o  pnL p o s s i b i l i t i e s .  

(denoted by symbol #)  is g i v e n  by 

Therefore  using group theory,  t h e  o r d e r  

= p r n z p  GLn(Z/pZ) 

= prn2 Np 
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Thus using ( 3 ) ,  

5. 
N P e r i  = p i ( r i - l ) n  ( p i n - l )  ..... ( p i n  - pin-1)  

L 

S u b s t i t u t i n g  ( 6 )  i n t o  ( 2 )  g i v e s  t h e  o r d e r  N,. 

Now as  i n  t h e  R S A  c r y p t o s y s t e m ,  if m i s  made t o  be t h e  product  of 

two d i s t i n c t  primes p and q ,  t h e n  t h e  e x p r e s s i o n  f o r  Nm s i m p l i f i e s  

t o  

Nm Np Nq 

=(p"-l 1.. . (pn-pn-' (q"-l).. . ( q L q n - 1 )  

A p u b l i c  key system c a n  t h e r e f o r e  be c o n s t r u c t e d  us ing  ( e ,m,n )  as t h e  

p u b l i c  e n c r y p t i o n  key  and (d ,m,n )  as t h e  s e c r e t  d e c r y p t i o n  key. The 

coding exponen t s  e and d are de te rmined  u s i n g  

ed  : 1 (mod Nm) 

A message M E GL,(Z/mZ) obeys  

MNm : I (mod a) 

The e n c r y p t i o n  and d e c r y p t i o n  p r o c e d u r e s  c a n  t h e r e f o r e  be g i v e n  by 

C Me (mod a) 

and 

M Cd (mod rn) 

r e s p e c t i v e l y , w h e r e  M,C E GLn(Z/mZ). 

Although t h e  o r d e r  N, c a n  be  used i n  f i n d i n g  e and d a s  i n  ('I), i n  

p r a c t i c e ,  it is often d e s i r a b l e  to f i n d  t h e  exponent ,  EXP, of t h e  

group,  t h a t  is, t h e  l eas t  i n t e g e r  greater  t h a n  z e r o  such t h a t  

MEXP 5 I (mod a) M E GLn(Z/mZ) 
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The exponent of t h e  group can  be shown t o  be [8,9]. 

EXP = lcm f v 1 ,  ......., vS] 7 

(assuming P i  is  g r e a t e r  t h a n  n f o r  a l l  i) .  

As t h e  express ion  for t h e  order N, (and t h e  exponent EXP)  depend on 

t h e  prime f a c t o r s  of m, i t  c a n  be used t o  design a public key 

cryptosystem by choos ing  m t o  be a l a r g e  i n t e g e r .  

Al te rna t ive ly ,  l e t  us now c o n s i d e r  t h e  set of upper t r i a n g u l a r  

matrices as a p o s s i b l e  c h o i c e  for t h e  message space. If t h e  d iagonal  

e n t r i e s  a r e  made u n i t y ,  t o  e n s u r e  t h a t  t h e  matr ix  is i n v e r t i b l e  over  

any modulus, t h e n  t h e  o r d e r  of  t h e  group formed by such mat r ices  over 

Z/mZ is equal  t o  ord = mn(n-1)/2. 

depend on t h e  prime f a c t o r s  of  m and hence t h i s  cannot be used as  a 

publ ic  key system. A convent iona l  cyrptosystem can be  designed where 

t h e  secret key is (e ,d ,m,n)  and t h e  exponents e and d a r e  c a l c u l a t e d  

us ing  ed 3 1 (mod o r d e r ) .  

T h a t  is, the  order  does not 

However, i f  t h e  message space i s  a l t e r e d  t o  conta in  upper t r i a n g u l a r  

mat r ices  w i t h  d i a g o n a l  e n t r i e s  r e l a t i v e l y  prime t o  a,  then such 

mat r ices  are a g a i n  i n v e r t i b l e  modulo m. Fur ther ,  i n  p r a c t i c e ,  as  m 

is a product of l a r g e  p r i m e  numbers, t h e  choice of diagonal e lements  

is almost a r b i t r a r y  provided they a r e  chosen t o  be r e a l t i v e l y  small 

in tegers .  
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The o r d e r  of t h e  g r o u p  formed by s u c h  matrices is determined a s  

f 011 ows : - 
Cons ide r ing  a nxn m a t r i x ,  i t  i s  r e q u i r e d  t h a t  a l l  t h e  n diagonal  

e n t r i e s  must be copr ime  t o  m. 

Coprime t o  m is g i v e n  by the  E u l e r  t o t i e n t  func t ion ,d (m) .  

remaining n(n-1)/2 s u p e r d i a g o n a l  e n t r i e s  of t h e  ma t r ix  may t a k e  any  

va lue  modulo m. Therefore, t he  o r d e r  i s  e q u a l  t o  mn(n-1)/2{d(m)}n. 

The v i t a l  d i f f e r e n c e  b e t u e e n  t h i s  o r d e r  and t h e  one c a l c u l a t e d  above 

i s  t h a t  now t h e  o r d e r  of t he  g r o u p  is dependent  on t h e  prime f a c t o r s  

of  m. Hence t h e  modulus m needs  t o  be  f a c t o r i z e d  be fo re  t h e  

The number o f  i n t e g e r s  l ess  t h a n  m and 

The 

d e c r y p t i o n  exponent  d c a n  b e  c a l c u l a t e d  us ing  ed 5 1 (mod o r d e r ) .  As 

for t h e  set of n o n - s i n g u l a r  matrices, t h e  exponent  of  t h e  group formed 

by such uppe r  t r i a n g u l a r  matrices c a n  be used i n s t e a d  o f  t h e  o r d e r  i n  

F i n a l l y ,  one can  a l s o  u s e  t h e  s p e c i a l  s e t  of  non-singular  matrices, 

namely the set  of o r t h o g o n a l  matrices, as t h e  message space of t h e  

m a t r i x  based RSA sys t em,  

o r t h o g o n a l  matrices o v e r  Z/pZ h a s  been  worked o u t  by MacWilliams [lo]. 

The o r d e r  of t h e  g roup  formed by nxn 

For  odd n, i.e. n = 2a + 1 for some i n t e g e r  a, t h e  o rde r  i s  g i v e n  by 
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For even n, i.e. n = 2a, t h e  o r d e r  i s  given by  

Using t h e  Chinese Remainder Theorem, t h e  order  of t h e  group formed by 

orthogonal m a t r i c e s  over  Z/mZ where m=pq, a square f r e e  i n t e g e r  i s  

equal t o  t h e  product .  

(order  of or thogonal  m a t r i c e s  over  Z/pZ) x (order  of orthogonal 

matrices over Z/qZ) .  

As t h e  f a c t o r i z a t i o n  of t h e  modulus m i s  required t o  c a l c u l a t e  t h e  

order ,  t h i s  se t  c a n  be used i n  t h e  matr ix  based public key system. 

Thus i t  can b e  s e e n  t h a t  t h e  RSA system can b e  general ised t o  mat r ix  

rings provided t h e  message space  i s  r e s t r i c t e d  t o  avoid n i l p o t e n t  

elements. From a p r a c t i c a l  implementation point  o f  view, t h e  upper 

t r i a n g u l a r  matrices w i t h  i n v e r t i b l e  diagonal  elements seems t o  be t h e  

b e t t e r  candida te  as t h e  messages can be constructed i n  a n  almost 

a r b i t r a r y  manner. I n  t h e  c a s e  o f  non-singular matr ices ,  a n  

a d d i t i o n a l  procedure t o  f i n d  t h e  determinant  of the  message mat r ix  is 

required.  However, t h i s  problem can be overcome by c o n s t r u c t i n g  t h e  

message matr ix  as a product  of upper t r i a n g u l a r  and lower triangular 

matrices as f o l l o w s :  

L e t  U be  an upper  t r i a n g u l a r  matrix and L be a lower t r i a n g u l a r  m a t r i x  

with u n i t  d iagonal  over  Z / m Z .  The elements o ther  than t h e  diagonal  

ones i n  U and L can be a r b i t r a r i l y  chosen modulo m. As both U and L 
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a r e  i n v e r t i b l e  over  Z/mZ, t h e i r  Product M-LU i s  also  i n v e r t i b l e  over  

Z/mZ. F u r t h e r ,  t h e  non-commutativity property of mat r ices  (LU#UL i n  

genera l )  ensures  t h a t  t h e  c r y t p a n a l y s t  s t i l l  needs t o  f a c t o r i z e  m t o  

be a b l e  t o  c a l c u l a t e  t h e  d e c r y p t i n g  exponent d .  T h i s  i s  i n  c o n t r a s t  

t o  the  c a s e  of j u s t  t h e  upper  t r i a n g u l a r  mat r ices  with u n i t  diagonal  

mentioned ear l ier .  T h i s  i s  because Me I ( U L ) e  # UeLe . Thus 

although 

Med,+ M (mod m) b u t  Med 

The r e c e i v e r  c a n  r e c o v e r  t h e  m a t r i c e s  L and U uniquely g iven  t h e  

matrix M. Fur thermore,  t h e  above procedure a l s o  a p p l i e s  i f  one o f  U 

or L is a t r i a n g u l a r  m a t r i x  w i t h  i n v e r t i b l e  diagonal elements and t h e  

o ther  t r i a n g u l a r  mat r ix  w i t h  u n i t  diagonal .  

Uedi  5 U (modm) and Led, L (modm) where edl E 1 (mod or&], 

M (mod m) where ed 1 (mod N, o r  E X P )  . 

This extended RSA system u s i n g  mat r ix  messages has been s imulated on a 

Prime Computer [8]. The e n c r y p t i o n  and t h e  decryption of message 

matr ices  have been performed u s i n g  t h e  Square and Multiply technique 

[ill. 

Two p o i n t s  a r e  wor th  ment ioning regard ing  t h i s  extended sys tem.  

F i r s t l y ,  i t  i s  s e e n  t h a t  a non-square f r e e  modulus can be u s e d  w i t h  

t h i s  system which is  n o t  p o s s i b l e  w i t h  t h e  RSA system over i n t e g e r s .  

That i s ,  powers of pr imes c a n  be used t o  form the modulus m. 

Secondly, t h e  use  of a m a t r i x  as  a message allows l a r g e  amounts of 

data  t o  be processed w i t h i n  one e n c r y p t i o d d e c r y p t i o n  cycle .  Whether 

t h i s  i s  a n  advantage depends upon t h e  ease with which matr ix  

manipulation can  be c a r r i e d  o u t  i n  real time. 
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Consider  t h e  f a c t o r i z a t i o n  t r a p d o o r  system i n  ano the r  r i n g  of s p e c i a l  

i n t e r e s t , n a m e l y  the ring of po lynomia l s  R E X ] ,  which c o n s i s t s  of 

polynomials  w i t h  c o e f f i c i e n t s  i n  an a r b i t r a r y  ring R. 

Let R Z/pZ and f ( x )  b e  a polynomial  i n  Z/pZ[x] of  d e g r e e  s whose 

f a c t o r i z a t i o n  is g i v e n  by 

where g i ( x ) ,  l<i<r, are  d i s t i n c t  i r r e d u c i b l e  polynomials  o v e r  Z/pZ 

of d e g r e e  s i  r e s p e c t i v e l y .  

Consider  t h e  m u l t i p l i c a t i v e  g r o u p  formed by polynomials o v e r  Z/pZ Of 

deg ree  l e s s  t h a n  s and  r e l a t i v e l y  prime t o  f ( x ) .  

group, deno ted  using t h e  E u l e r  f u n c t i o n  $,(f(x)) is  e v a l u a t e d  as 

fo l lows :  

Bp(f(x)) i s  e q u a l  t o  t h e  number of i n v e r t i b l e  e l emen t s ,  t h a t  is, 

The o r d e r  of t h e  

u n i t s  i n  t h e  r e s i d u e  ring z/Dz. 

Z [ x ] / ( p , f ( x ) )  aod c a n  b e  r e g a r d e d  as  a d i r e c t  sum of f i n i t e  f i e l d s  a s  

T h i s  ring is  isomorphic  t o  
+ C X )  



Hence 

Hence 

B /p ( f (x ) )  = (9 1 

L =  I 

A p u b l i c  key s y s t e m  i n  

f o l l o w s  [ 12 ]  : The message s p a c e  c o n s i s t s  of polynomials {m(x) ]  of 

degree less t h a n  s o v e r  Z/pZ. The p u b l i c  e n c r y p t i o n  key is  

( e , p , f ( x ) )  and t h e  secre t  d e c r y p t i o n  key i s  ( d , p , f ( x ) )  where t h e  

cod ing  exponen t s  e and d are c a l c u l a t e d  u s i n g  

Z [ x ] / ( p , f ( x ) )  can t h e r e f o r e  be des igned  as  

ed 1 (mod B P ( f ( x ) )  (101 

The e n c r y p t i o n  p r o c e d u r e  ra ises  t h e  message polynomial m(x) t o  t h e  

power e using 

c ( x )  z (m(x) Ie  rnod(p , f (x ) )  

The d e c r y p t i o n  p r o c e d u r e  i s  g i v e n  by 

m(x) E ( c ( x ) I d  mod ( p , f ( x ) )  

As t h e  o r d e r  ,Lfp(f(x)) is dependen t  on t h e  d e g r e e s  of t h e  i r r e d u c i b l e  

f a c t o r s  of t h e  modulus po lynomia l  f ( x ) ,  t h i s  scheme p rov ides  t h e  

t r a p d o o r  p rope r ty .  

However, t h e  above scheme i s  n o t  as secure a s  t h e  R S A  system o v e r  

r a t i o n a l  i n t e g e r s  o r  t h e  m a t r i x  based RSA system proposed ear l ier .  

Th i s  i s  because  t h e  s e c u r i t y  o f  t h i s  system i s  dependent o n  t h e  

d i f f i c u l t y  of f a c t o r i z i n g  a composi te  polynomial i n t o  i ts  i r r e d u c i b l e  

f a c t o r s  o v e r  a f i n i t e  f i e l d ,  which i n  g e n e r a l  i s  not  a hard problem i n  

s h a r p  c o n t r a s t  w i t h  t h e  f a c t o r i z a t i o n  problem o f  a large i n t e g e r .  



Berlekamp [ l 3 ]  proposed a n  e f f i c i e n t  a lgor i thm f o r  f a c t o r i n g  

polynomials i n  Z/pZ. 

some m o d i f i c a t i o n s  t o  t h e  Berlekampls procedure. Once t h e  degrees  o f  

t h e  i r r e d u c i b l e  f a c t o r s  a r e  found, t h e  c r t y p a n a l y s t  can determine t h e  

order  ,ffp(f ( x ) )  and t h e n  c a l c u l a t e  t h e  s e c r e t  decoding exponent u s i n g  

( 1 0 ) .  Furthermore w i t h  t h i s  scheme, the  same decoding exponent d works 

f o r  a l l  s e t s  of g i ( x )  f o r  i = 1 t o  r ,  w i t h  same degrees si. 

For l a r g e  primes p ,  Knuth [ l l ]  has suggested 

The s e c u r i t y  o f  t h i s  system c a n  b e  increased  i f  i t  is implemented i n  

t h e  r i n g  Z [ x l / ( m , f ( x ) >  

i n t e g e r s  m =ni and f ( x )  is  a square free composite polynomial as 

before. 

where m is t h e  product  of d i s t i n c t  prime 
t 

I.= I 

The message space  t h e n  c o n s i s t s  o f  polynomials In(x)l of  degrees  l e s s  

than s with  c o e f f i c i e n t s  i n  Z/mZ.vsing the Chinese Remainder Theorem, 

the  r i n g  Z [ x l / ( m , f ( x ) )  i s  isomorphic t o  t h e  d i r e c t  of sum of  rings 

given below 

The order  of  t h e  m u l t i p l i c a t i v e  group formed by polycomials of d e g r e e s  

less than s and r e l a t i v e l y  p r ime  t o  f ( x )  i s  equal t o  t h e  number of  

u n i t s  i n  Z[x] / (m,f (x) )  and i s  g iven  by B m ( f ( x ) )  
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where 

f i ( X )  : f ( x )  (mod p i )  

L e t  t h e  f a c t o r i z a t i o n  o f  f i ( x )  be 

l < i , < t  . 

f i ( x 1  = g i j ( x )  (mod P i )  ( 1 1 )  

j = l  

where t h e  d e g r e e  of  i r r e d u c i b l e  polynomial  g i j ( x )  over Z/piZ is 

sij. The uppe r  l i m i t  i n  t h e  p r o d u c t  term i n  ( 1 1 )  goes  up t o  ni as  

it is a f u n c t i o n  of t o  which pr ime p i  t h e  polynomial f(x) i s  b e i n g  

f a c t o r e d .  

n i  d i s t i n c t  i r r e d u c i b l e  f a c t o r s  as i v a r i e s .  

T h i s  i s  because  i n  g e n e r a l  f ( x )  mod p i  w i l l  have some 

Hence, 

The o r d e r  now d e p e n d s  not o n l y  on t h e  d e g r e e s  of t h e  i r r e d u c i b l e  

f a c t o r s  b u t  a l so  on t h e  pr ime d i v i s o r s  of modulus m. Thus t h e  

c r y p t a n a l y s t  n e e d s  to f a c t o r i z e  b o t h  m and f(x) and t h i s  g i v e s  rise t o  

a system which is a t  least a s  strong as t h e  co r re spond ing  RSA sys t em 

over t h e  i n t e g e r s .  Fu r the rmore ,  from c ryp tography  p o i n t  of view, i t  

is r e q u i r e d  t h a t  b o t h  f ( x )  and m must be  square f ree  t o  a v o i d  

n i l p o t e n t  e l e m e n t s  and enable  p r o p e r  dec ryp t ion .  I n  t h i s  r e s p e c t ,  i t  

d i f f e r s  from t h e  m a t r i x  R S A  sys t em d e s c r i b e d  ear l ier .  T h i s  sys t em 

has a l so  been s i m u l a t e d  on t h e  Prime Computer[8]. 



We now cons ider  t h e  d e s i g n  of publ ic  key systems i n  some a l g e b r a i c  

number f ie lds  based on f a c t o r i z a t i o n  t rapdoor .  

A number @ is s a i d  t o  be an a l g e b r a i c  number [ 1 4 ]  i f  i t  satisfies a 

polynomial e q u a t i o n  

f ( x )  anxn + an,lxn-l + ... + a. 

where t h e  c o e f f i c i e n t s  a i  are r a t i o n a l  numbers,Q. 

If t h e  equat ion  has r a t i o n a l  i n t e g e r  c o e f f i c i e n t s  and it is monic, 

then 8 is  said t o  be a n  a l g e b r a i c  i n t e g e r .  I f  e is a l g e b r a i c  over Q , 
then t h e  f i e l d  K = Q(Q) i s  def ined t o  be t h e  smal les t  ex tens ion  f i e l d  

conta in ing  both Q and . That is, i t  c o n s i s t s  of numbers of  t h e  form 

where a i  are r a t i o n a l  numbers. 

The s u b s e t  of  t h e  f i e l d  K c o n s i s t i n g  of a lgebra ic  i n t e g e r s  forms a 

r i n g  I), called t h e  ring o f  a l g e b r a i c  i n t e g e r s  i n  K.  I n  g e n e r a l ,  D is 

not a unique f a c t o r i z a t i o n  domain. F a c t o r i z a t i o n  of e lements  i n  D is 

unique i f  and o n l y  i f  every  i r r e d u c i b l e  i n  D is a l s o  a prime, t h a t  is, 

i f  and only  i f  D i s  a p r i n c i p a l  i d e a l  domain ( P I D ) .  

unique f a c t o r i z a t i o n  of i n t e g e r s  f a i l s  correspond t o  non-principal  

i d e a l  domains. I n  such domains, there a r e  i r r e d u c i b i e s  which a r e  n o t  

p r i m e s  and they g e n e r a t e  p r i n c i p a l  ideals  which a r e  not  prime i d e a l s  

but f a c t o r i z e  i n t o  non-pr inc ipa l  ideals [ 1 5 ] .  We only cons ider  the  

des ign  of  the f a c t o r i z a t i o n  t rapdoor  s y s t e m s  i n  P I D s .  

o therwise s ta ted,  from now on D is assumed t o  b e  a PID. 

The rings where 

Unless 
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Let m be a square  free i n t e g e r  i n  Some ring D and i t s  f a c t o r i z a t i o n  be 

wheremi are i r r e d u c i b l e s  o r  primes i n  D. 

Then, using t h e  Chinese Remainder Theorem, t h e  res idue  c l a s s  r i n g  i s  

isomorphic t o  t h e  d i r e c t  s u m  of  

q k m >  "= W<fi,) 
where <T) denotes  t h e  p r i n c i p a l  

f i n i t e  f i e l d s  a s  

@ 1 . .  0 V<TT? 

i d e a l  generated by T i  , The order  of 

the  group formed by i n v e r t i b l e  r e s i d u e  c l a s s e s  

given by $<m>, which is similar t o  the  Euler  

i n t e g e r s  . 

modulo the  i d e a l  <a> is 

func t ion  )3 f o r  r a t i o n a l  

F o r  a p r i m e  n:, 

where N < T L >  d e n o t e s  t h e  norm of t h e  i d e a l  <JTi>, the number of r e s i d u e  

c l a s s e s  modulo t h e  i d e a l  <Ti-;>. 

A publ ic  key system is t h e r e f o r e  poss ib le  a s  the  order  depends on t h e  

prime f a c t o r s  o f  m. Such a scheme i s  i l l u s t r a t e d  by cons ider ing  a 

simple q u a d r a t i c  f i e l d  K = Q(i). 

c o n s i s t s  of  e lements  o f  t h e  form { a  + b i  1 a , b k  21 and is commonly 

known as  t h e  ring of  Gaussian i n t e g e r s .  Now m is a composite i n t e g e r  

i n  Z [ 1 ]  and its f a c t o r s  q, l < q r ,  are  primes i n  Z [ i l .  To be a b l e  to 

c a l c u l a t e  $<a>, it  i s  necessary t o  f i n d  N < T L > ,  lsisr, (see  (12 )  and 

( 1 3 ) ) .  

The ring of i n t e g e r s  D = Z [ i ]  
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The norm NWi> i s  a r a t i o n a l  i n t e g e r  and is equal t o  

c 

where Ti i s  t h e  complex c o n j u g a t e  of n; 

L e t  the  prime d e c o m p o s i t i o n  of N<n;> i n  Z be 

where p i  are d i s t i n c t  p r imes  i n  2 .  

Then, a s r i  N<n;> , PI.. . .pt . That is, Ti d i v i d e s  one of 

t h e  pr imes Pj. 

t h e n  it i s  p o s s i b l e  t o  f i n d  two i n t e g e r s  a and b u s i n g  E u c l i d ' s  

algorithm s u c h  t h a t  apj + bPk 1.  A ~ Y  I p j  and r L I p k  , mL I 1. 

So is  a u n i t ,  n o t  a prime which i s  c o n t r a r y  t o  t h e  assumption.  

Thus e v e r y  G a u s s i a n  pr ime d i v i d e s  only one r a t i o n a l  prime pi. 
Hence N<TI-;> d i v i d e s  Npi. B u t  N p i  = pi2,  Therefore ,  

N < T L >  = p i  o r  pi*. It c a n  be  shown t h a t  [ 1 4 ] , i f  p i  5 1 (mod 4 )  

1 1 
It c a n n o t  d i v i d e  two pr imes p j  and p k s  If so ,  

t h e n  N < T ; >  = p i  

Thus t h e  order$<rn> is g i v e n  by 

whereas  i f  p i  : 3 (mod 4 )  t hen  N ~ L >  = p: . 

i = i  
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The e n c r y p t i o n  and  d e c r y p t i o n  c o d i n g  e x p o n e n t s  e and d c a n  be 

c a l c u l a t e d  u s i n g  

e d  : 1 (mod$<m>) ( 1 4 )  

The messages are r e p r e s e n t e d  u s i n g  t h e  r e s i d u e  c l a s s e s  modulo t h e  

i d e a l  <m> and t h e r e  are N<m> s u c h  r e s i d u e  c l a s s e s .  

w 
F i r s t  c o n s i d e r  t h e  case where  t h e  p r imes  ni which form m d i v i d e  

r a t i o n a l  p r imes  p i  of t h e  fo rm p i  9 1 (mod 4 ) .  Then t h e  norm i s  

a s q u a r e  free r a t i o n a l  i n t e g e r  g i v e n  by 

r J < r n )  = fi N < T ?  
L = I  

The r e s i d u e  class ring Z[i ] /< ,>  is i somorph ic  t o  t h e  d i r e c t  sum of 

f i n i t e  f i e l d s  Z [ i ] / < - r r ; >  , l<Gr , The f i e l d  Z [ i ] / < l - p  c o n t a i n s  

p i  elements. T h e r e f o r e ,  o n e  s t a n d a r d  method of r e p r e s e n t i n g  t h e  

messages  mod <m> u o u l d  be t o  u s e  t h e  i n t e g e r s  i n  t h e  ring Z / N < m > Z ,  

t h a t  i s , O  t o  N<m>-1. T h i s  is s imi l a r  t o  t h e  message space  o f  t h e  R S A  

sys tem o v e r  r a t i o n a l  i n t e g e r s .  The e n c r y p t i o n  and d e c r y p t i o n  p r o c e s s e s  

are c a r r i e d  o u t  u s i n g  C 

(e,N<m>) is t h e  p u b l i c  key. 

Now c o n s i d e r  t h e  s i t u a t i o n  where  t h e  message space  s t i l l  c o n s i s t s  Of 

t h e  i n t e g e r s  i n  Z/N<n>Z b u t  t h e  e n c r y p t i o n  and d e c r y p t i o n  p rocedures  

are c a l c u l a t e d  modulo m, mcZ[i]. Let m = a + b i  and t h e  message be  M 

i n  Z/N<m>Z. Then e n c r y p t i o n  g i v e s ,  s a y ,  

Me (mod N < m > )  and M 2 Cd mod( N < m > )  and 

C 5 Me 3 g + h i  (mod (a+bi)) 

Decryp t ion  p roduces  

( g + h i ) d  2 k + 11 (mod ( a + b i ) )  
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That is, t h e  recovered message M i s  equal  t o  k + l i  

M 5 k + li (mod ( a + b i ) )  (15)  

Conjugating both s i d e s  of  ( 1 5 )  

M 5 k - li (mod (a-bi)) 

Using Chinese Remainder Theorem, t h e  o r i g i n a l  M can be obtained a s  

M f c q ( k - l i )  + R 2  ( k c l i )  (mod(a+bi ) (a -b i ) )  

where q7 + %, = 1 K 1 ,  ,g2 k Z [ i l  . 

If t h e  p r i m e s T .  which form rn d i v i d e  r a t i o n a l  primes p i  of t h e  form 

p i  5 3(mod 4 ) ,  t h e n  t h e  N<m> is a non-square f r e e  r a t i o n a l  i n t e g e r  

given by 

I n  t h i s  case, a l t h o u g h  Z[i]/mi> is  a f i n i t e  field of p12 

elements, one cannot  r e p r e s e n t  t h e  r e s i d u e  c l a s s e s  modulo <TL> u s i n g  

t h e  i n t e g e r s  Z / p i 2 Z  as  t h e  l a t t e r  does not form a f i n i t e  f i e l d .  

On t h e  o t h e r  hand, one can  r e p r e s e n t  t h e  messages i n  t h e  form M = x+iy 

where 0 < x,y < 1 F> 1 -1, t h u s  g i v i n g  rise t o  N<m> d i s t i n c t  r e s i d u e  

c l a s s e s  modulo <m>. 

Encryption is  performed by r a i s i n g  t h e  message M t o  t h e  power e and 

reducing the c o e f f i c i e n t s  modulo 1 JN(m> 1 .  T h a t  is, i f  M = x + iy, 

then 

A similar procedure i s  c a r r i e d  out  i n  decrypt ion.  
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IS  m f a c t o r i z e s  i n t o  p r i m e s  n; some of which divide r a t i o n a l  pr imes 

p 

can be shown [8] t h a t  t h e  c r y p t a n a l y s t  can e a s i l y  p a r t l y  f a c t o r i z e  m 

l(mod 4 )  and o t h e r s  d i v i d e  r a t i o n a l  primes p 5 3 (mod 4 ) ,  t h e n  i t  

and hence reduce t h e  d i f f i c u l t y  of breaking the  system. Therefore  

from cryptography p o i n t  of view, t h i s  case should not be used. 

The s e c u r i t y  of t h e  p u b l i c  key system i n  Z [ i ]  again depends on t h e  

d i f f i c u l t y  of f a c t o r i z i n g  a l a r g e  r a t i o n a l  i n t e g e r  i n t o  i ts  primes; 

i n  Case 1 ,  t h e  r a t i o n a l  i n t e g e r  N<m> p1 ... pr needs t o  be 

fac tored  whereas i n  Case 2 ,  t h e  r a t i o n a l  i n t e g e r  1 ml = p1 ... pr 
needs t o  be f a c t o r e d .  In both  cases ,  once t h e  primes p1 t o  pr 

a r e  Sound, then  t h e  o r d e r  $<a> can  be e a s i l y  determined using 

@ < m >  = N < n i >  - 1 where N < r , >  = p i  o r  p i 2 .  Then, 
4 = l  

the  s e c r e t  coding exponent  d c a n  be c a l c u l a t e d  using (14) .  Note t h a t  

the  c r y p t a n a l y s t  does n o t  need t o  know t h e  Gaussian primes n, t o  -& 
but only needs t o  know t h e i r  r e s p e c t i v e  norms. I n  o ther  words, t h e  

c r y p t a n a l y s t  w i l l  be working over  2 and not over Z [ i ] .  

The des ign  of f a c t o r i z a t i o n  t rapdoor  system as described above c a n  be 

extended t o  o t h e r  q u a d r a t i c  f i e l d s  which a r e  pr inc ipa l  i d e a l  domains. 

A g e n e r a l i z a t i o n  o f  t h e  R S A  cryptosystem i n  the  ring of mat r ices  over  

Z/mZ where m i s  a composite i n t e g e r  is proposed. I t  i s  shown t h a t  
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f a c t o r i z a t i o n  o f  t h e  modulus m is needed t o  compute t h e  o r d e r  of t h e  

group formed by n o n - s i n g u l a r  m a t r i x  messages,  upper t r i a n g u l a r  m a t r i x  

messages w i t h  non-un i ty  i n v e r t i b l e  d i a g o n a l  e lements  and o r t h o g o n a l  

m a t r i x  messages t h u s  offering a similar l e v e l  o f  s e c u r i t y  as  t h e  RSA 

system. 

An e x t e n s i o n  o f  t h e  RSA sys t em t o  polynomial rings has been c o n s i d e r e d  

The d i f f i c u l t y  of f a c t o r i z a t i o n  of a polynomial i n t o  its i r r e d u c i b l e  

f a c t o r s  over a f i n i t e  f i e l d  d o e s  n o t  i n  i t se l f  provide a s e c u r e  p u b l i c  

key c r y p t o s y s t e n .  However i f  t h e  d i f f i c u l t y  o f  f a c t o r i z i n g  a 

polynomial is compounded w i t h  t h e  d i f f i c u l t y  of  f a c t o r i z i n g  a n  i n t e g e r  

t hen  a s e c u r e  RSA t y p e  c r y p t o s y s t e m  i n  t h e  r i n g  o f  polynomials  i s  s e e n  

t o  be p o s s i b l e .  

The d e s i g n  o f  p u b l i c  k e y  s y s t e m  i n  some q u a d r a t i c  a l g e b r a i c  number 

f i e l d s  u s i n g  f a c t o r i z a t i o n  t r a p d o o r  concep t  has  been p resen ted .  The 

s e c u r i t y  o f  s u c h  s y s t e m s  i s  found t o  be dependent on t h e  d i f f i c u l t y  Of 

f a c t o r i n g  t h e  norm of t h e  modulus.  

The i n v e s t i g a t i o n  of s u c h  e x t e n s i o n s  o f  RSA cryptosystem i n d i c a t e s  

t h a t  r i n g s  o t h e r  t h a n  t h e  ring of r a t i o n a l  i n t e g e r s  can  be used t o  

c o n s t r u c t  p u b l i c  key  s y s t e m s  based on f a c t o r i z a t i o n  t r a p d o o r  p r o p e r t y .  

From a p r a c t i c a l  p o i n t  of v i ew,  however i t  seems that the c o m p l e x i t y  

o f  such  systems may f a v o u r  t h e  implementat ion o f  t h e  f a c t o r i z a t i o n  

t r a p d o o r  i n  t h e  ring of r a t i o n a l  i n t e g e r s .  
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