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1 .  i n t r o d u c t i o n  

The u s u a l  method for g e n e r a t i n g  b i n a r y  sequences  of a c c e p t a b l e  p r o p e r -  

t i es  w i t h  r e s p e c t  t o  p e r i o d - c o m p l e x i t y  and  s t a t i s t i c s  i s  based o n  a 

d e t e r m i n i s t i c  f i n i t e  b o o l e a n  au tomaton  

Generator 

which a f t e r  h a v i n g  b e e n  i n i t i a l i z e d  by t h e  key on  e v e r y  c l o c k  i m p u l s e  

a t  t i m e  t o u t p u t s  a b i t  u t  , t E N o  . 
The c r y p t o g r a p h i c  v a l u e  o f  s u c h  a sequence  g e n e r a t o r  depends  o b v i o u s l y  

o n  t h e  c o m p l e x i t y  of t h i s  machine .  S e v e r a l  c o n c e p t s  f o r  i t s  d e s i g n  

are known. 

The b e s t - u n d e r s t o o d - t h o u g h  n o t  t o o  d e s i r a b l e  - f i n i t e  s t a t e  mach ine  i s  
a l i n e a r  f e e d  b a c k  s h i f t  r e g i s t e r  ( c f .  Se lmer ,  Golomb, J e n n i n g s ) .  

I n  most p r a c t i c a l  a p p l i c a t i o n s  s o c a l l e d  n o n - l i n e a r  f eedback  m a c h i n e s  a r e  

b e i n g  u s e d  w h i l e  t h e i r  c o m p l e x i t y ,  t h e  s o c a l l e d  . t inen& e q u i v a t e n t  is  
described v i a  t h e  s h o r t e s t  l i n e a r  r e c u r s i o n  g e n e r a t i n g  t h e  same o u t -  

pu t  s e q u e n c e .  A n o t h e r  c o n c e p t  of measur ing  complex i ty  h a s  r e c e n t l y  b e e n  

p roposed  by M i c a l i  e t  a l . .  

The a r t  o f  d e s i g n i n g  f i n i t e  b o o l e a n  au tomata  of h i g h  c o m p l e x i t y  h a s  

n a t u r a l l y  become o n e  of t h e  c e n t r a l  t o p i c s  of modern c r y p t o g r a p h y  - 
e x p e c i a l l y  i n  t h e  l i g h t  of r e a d i l y  a c c e s s i b l e  VLSI- implementa t ions .  

Examples of t h e s e  h a v e  b e e n  d e s c r i b e d  by B e k e r / P i p e r ,  J e n n i n g s ,  B e t h .  
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A r a t h e r  new c o n c e p t  of t h i s  k i n d  seems . t o  o r i g i n a t e  f rom t h e  idea of a 

v a r i a b l e  c l o c k  

While t h e  u s u a l  c o n c e p t  is  based on  a c l o c k  w i t h  t i m i n g  d i ag ram 

0 1 2 3 4 5 6 7 8 9  ... t 

diagram 1 

a v a r i a b l e  c l o c k  h a s  a t i m i n g  d iagram l i k e  

t 

0 1 2 3 4 5 6 7 8 9 l o l l  t 

diagram 2 

which c o u l d  be p r o d u c e d  from a u s u a l  c l o c k  (e .g .  i n  d iagram 1 )  AND-gated 

w i t h  a 0-1-sequence  ( a s  i n  d i ag ram 3 )  
4 

t 
diagram 3 

I n  a r e s e a r c h  p r o j e c t  wh ich  h a s  been  i n i t i a t e d  th rough  a g r a n t  b y  t h e  

B r i t i s h  S c i e n c e  a n d  E n g i n e e r i n g  Resea rch  Counc i l  awarded t o  t h e  t w o  

a u t h o r s  i n  t h e  y e a r  1 9 8 3 ,  t h e  t h e o r y  and  r e a l i s a t i o n s  of t h e s e s o c a l l e d  
Stop-and-Go-GeneaatoaA are  b e i n g  i n v e s t i g a t e d .  

2 .  The S top-and-Go-Genera tor  

The g e n e r a l  S top-and-Go-Geaera tor  i s  b u i l t  from two f e e d b a c k  s h i f t  re- 
g i s  ters  ( F S R )  

and 
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where  t h e  o u t p u t s  of SR(B) a r e  d r i v i n g  t h e  c l o c k  o f  SR(B) 

SR(B) 

ck =??I- SR(A) ( U t ) t E N 0  . 

The o u t p u t - s e q u e n c e  is t h e  Stop-and-Go-Sequence of  ( a t ) t  b y  ( b t I t .  

2.1 O b s e r v a t i o n  

t 

j =o 
With s ( t )  = w g t  b o , . - . , b t )  = Z b .  

3 

t h e  b i t s  a r e  g i  e n  b y  

Ut = a s ( t )  * 

From t h i s  o b s e r v a t i o n  w e  i m m e d i a t e l y  c o n c l u d e  t h e  f o l l o w i n g  

2.2 P r o p o s i t i o n  

L e t  I r e s p .  I be h e  p e r i o d  of t h e  s e q u e n c e  ( a t ) t  r e  

w = w g t ( b  , , - - - , b u * )  

be t h e  number of 1 ' s  i n  t h e  f u l l  p e r i o d  of bt . 
I f  (w , I I1 )  = 1 t h e n  t h e  p e r i o d  of ( u t I t  i s  

l o n 2  u = n  

p .  ( b t ) t  . 

The c o n d i t i o n  of P r o p .  2.2 is  n e c e s s a r y  a s  t h e  f o l l o w i n g  example  shows.  

2.3 Example 

L e t  5 = ( a  o , a ,  ,a2,ao,a, ,a2,. . . )  be  any sequence  o f  p e r i o d  3 

L e t  2 t h e  s e q u e n c e  w i t h  p e r i o d  (10101 1 .  
Then t h e  S top-and-Go-Sequence  of 2 by i s  

. 

u = ( a  a a a a a a a a a - 0 0 1 1 2 0 0 1 1 2"') 
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of  p e r i o d  5 and n o t  1 5  a6 w e  may e x p e c t .  
A f t e r  d e t e r m i n g  t h e  period w e  have  t o  d e t e r m i n e  t h e  l i n e a r  e q u i v a l e n t .  

A s  w e  know f rom c o d i n g  t h e o r y  we igh t  f u n c t i o n  

c a l l y ,  w e  t r y  a n o t h e r  a p p r o a c h  t o  d e s c r i b e  t h e  sequence  u t  . 
is n o n - t r i v i a l  a n a l y t i -  

2 . 4  Example: 

Obv ious ly  t h e  f o l l o w i n g  Boolean  e q n a t i b n s  h o l d  

u = a. ( b y  d e f i n i t i o n )  
0 

ul = bl a l  + (7-b, ) ao  

u 2  = b 2 b l a 2  + (b ,  ( 1  -b2)  + b 2 (  1 -bl ) ) a l  

+ ( l - b l ) ( l - b 2 ) a o  

I n  g e n e r a l  w e  h a v e  

2 .5  Lemma 

For  n€lNo u E B o o l P o l C b , ,  ..., b n ; a o ,  ..., a n ]  n 
is  a Boolean  P o l y n o m i a l  i n  

bl  ,-.., b a n d  a. ,..., a n  w i t h  degree 6 b ( u n )  = n - n 
w r t .  bl , . . . Ibn - 

From t h i s  w e  d e r i v e  

2.6 Lemma 

L e t  R n  d e n o t e  t h e  r i n g  of Boolean po lynomia l s  

R n  = B o o l P o l [ a o , .  . . , a n ]  . 
Suppose  t h e  l i n e a r  e q u i v a l e n t  of ( b t ) t  is L ( B )  

l i n e a r  c o m b i n a t i o n  of att 2 L ( B ) - 1  monomials i n  bo , .  . . ,bL-l . 
. Then u n  i s  t h e  R- 

With some s p e c i a l  a s s u m p t i o n s  from t h i s  w e  c a n  f o r  i n s t a n c e  d e r i v e  t h e  
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2 . 7  Theorem 

I f  ( a t ) t  and  ( b t ) t  a r e  b i n a r y  s e q u e n c e s  which b e l o n g  t o  l i n e a r l y  d i s -  

j o i n t  f i e l d  e x t e n s i o n s  t h e n  ( u t )  h a s  t h e  l i n e a r  e q u i v a l e n t  

Of c o u r s e  t h e  s i t u a t i o n  a s sumed  i n  t h e  theorem i s  t h e  " n i c e s t "  g e n e r a l  

c a s e .  O t h e r  s p e c i a l  cases a re  s t u d i e d  by  Vogel ,  w h o c o n s i d e r s  t h e  case of  

e q u a l  f i e l d  e x t e n s i o n s  ( c f .  Vogel) and  by Gollmann, who i n v e s t i g a t e s  cas- 
c a d e d  s h i f t  r eg is te rs  o f  e q U d  pkhne p e r i o d .  

3 .  Conc lud ing  r e m a r k s  

Under t h e  c o r r e c t  a s s u m p t i o n s  c a s c a d i n g  of p r i m i t i v e  s h i f t  r eg i s t e r s  
l e a d s  t o  i n t e r e s t i n g  r e s u l t s .  But from Gol lmann ' s  work i t  is  c l ea r  t h a t  

g e n e r a l  r e s u l t s  o n  cascaded a r b i t r a r y  s h i f t  regis ters  c a n n o t  be e x p e c t e d .  

I n  o r d e r  t o  g u a r a n t e e  a good  s t a t i s t i c a l  behav idur  of t h e  Stop-and-Go- 

Sequence  i t  is s u g g e s t e d  t h a t  t h e  o u t p u t  s equence  u t  is  f i n a l l y  XOR-ga- 

t ed  w i t h  a n o t h e r  PN-sequence. 

The s t a t i s t i c a l  b e h a v i o u r  of ( u t ) t  i t s e l f  - though t h e o r e t i c a l l y  q u i t e  

good i n  s p e c i a l  cases - i s  s o  t h a t  a c r y p t o a n a l y t i c  a t t a c k w o u l d  be p ro -  

m i s i n g  i n  s p i t e  of t h e  e x t r e m e l y  h i g h  l i n e a r  e q u i v a l e n t  of t h e  s e q u e n c e .  
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