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Abstract This chapter analyses Acts (here, the translation of ‘lag” and ‘lov’ into
English is ‘Act’) on investment screening and protective security agreements in
Finland, Norway, Sweden and Denmark. To put the existing Acts into perspective,
also potential future Acts are discussed. The following questions are asked: Which
acquisitions are screened/monitored or subject to protective security agreements?
Which sectors and factors are considered? Which are the reasons for rejection? This
chapter shows that Sweden, Norway, Denmark and Finland have quite different
systems. Out of the four countries, Finland has the only investment screening
mechanism, but to accommodate the new EU Screening Regulation on investment
screening, the Act needs to be somewhat updated.

J. Hallberg (<)
Kommerskollegium/National Board of Trade, Stockholm, Sweden
e-mail: jonas.hallberg@kommers.se

© Springer Nature Switzerland AG 2020 209
S. Hindelang, A. Moberg (eds.), YSEC Yearbook of Socio-Economic Constitutions

2020, YSEC Yearbook of Socio-Economic Constitutions (2021) 2020: 209-226,
https://doi.org/10.1007/16495_2020_17, Published online: 29 May 2020


http://crossmark.crossref.org/dialog/?doi=10.1007/16495_2020_17&domain=pdf
mailto:jonas.hallberg@kommers.se
https://doi.org/10.1007/16495_2020_17#DOI

210 J. Hallberg

The Norwegian Security Act contains a limited form of investment screening
mechanism. If a foreign actor buys a company of strategic importance in part or in
full, the Norwegian Act gives the government the power to approve or reject an
acquisition of critical infrastructure when vital national security could be
undermined. In addition to security-sensitive information, critical infrastructure is
at the core of the Act of Norway and on its way to be in the Act of Sweden.

Sweden does not currently have anything resembling an investment screening
mechanism. Instead, much like the already mentioned Norwegian Act, the Protective
Security Act focuses on situations related to running a business that holds informa-
tion important for Sweden’s security. However, a governmental report was released
in the end of 2018 regarding a potential future Protective Security Act that would
cover situations involving the transfer of ownership of private companies holding
sensitive security information. The proposal only relates to the security of the nation
and not to the strategic security of society or, for that matter, ‘security or public
order’. In mid-2019, another report suggested a limited investment screening mech-
anism covering seaports, airports and strategically important geographical sites.

Denmark does not have an investment screening mechanism; instead, Denmark
has the Prime Minister’s Security Circular. The Circular is similar to the present
Swedish Act in its focus on classified information. There are some area-specific rules
concerning the screening of foreign investments in regard to the production of war
materials, cyber-security, electricity and gas, and financial operations. However, the
Danish Government has created an inter-ministerial working group whose task is to
propose legislation on a national screening mechanism.

Moreover, critical infrastructure is mentioned in the EU Screening Regulation as
an example of what is targeted by the Regulation. In the future, it will be of interest to
follow the differences between what is covered by national security (national
competence) and what is by the EU Screening Regulation (EU competence) and
how these competencies will interact.

The three EU countries will most likely further converge in the future, with the
EU Screening Regulation serving as a guarantee for the convergence. This likely
would have happened anyway but not to the same degree and not as rapidly.

1 Introduction: Investment Screening in Four Nordic
Countries

In recent years, much attention has been paid to foreign companies acquiring
European companies that are of strategic importance. However, there is no effective
overarching investment screening mechanism at the EU level.

Acquisitions have been identified for which there were no sound economic
reasons,’ and suspicions arose that the reasons for these acquisitions were to gain

!Grieger (2017).
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influence or knowledge about functions vital to state security. There have also been
examples of companies that are forbidden to export certain products or services and
that have been acquired by companies from the very countries to which it is
forbidden to export.” These problems caught the attention of members of the EU
Parliament,” who called for an EU regulation that would give EU Member States the
tools to control these situations and ensure that the same rules would apply across the
entire EU.

Before the negotiations on such EU Screening Regulation began, the EU Com-
mission examined the investment screening mechanisms of the Member States and
found that investment screening mechanisms existed in 13 of them (now 14).* There
were wide variations between these mechanisms, and the argument was made that
there should be greater conformity as well as increased information sharing between
the Member States and the EU Commission. This was the rationale for having
common rules across the EU Member States. The EU Member States have now
reached an agreement among themselves and the EU Parliament on a future invest-
ment screening framework.’

This chapter aims to give an overview of how Finland, Norway, Sweden and
Denmark have (or have not) addressed investment screening until the present. To
provide a more nuanced picture, the chapter also covers Acts regarding security-
classified areas that require security protection agreements.

The chapter analyses the existing Acts in these four countries, as well as previous
Acts and a potential future Act with an emphasis on the following questions: What
acquisitions are screened? What sectors and factors are considered? What are the
reasons for rejection?

The Finnish system will be used as an example of how an investment screening
mechanism can be constructed and also to illustrate some of the characteristics of the
EU Screening Regulation. The comparison between Sweden, Norway, Denmark and
Finland shows that the countries have quite different systems. Out of the four
countries, Finland has the only investment screening mechanism, but its Act needs
to be updated to accommodate the new EU Screening Regulation. The Norwegian
Act includes transfer of critical infrastructure, which is at the focus of this analysis, at
the expense of security agreements.

Protective security agreements are agreements between on the one side a state
entity or someone who acts on behalf of the state and on the other side a private actor.
The content of the agreement is that security-classified information in public

>The companies Imego, Norstel and Silex produces semiconductors and were sold to Chinese
companies.

3Grieger (2017).

*As described at the EU Commission home page: http:/trade.ec.europa.eu/doclib/press/index.cfm?
id=1716.

SRegulation (EU) 2019/452 of the European Parliament and of the Council of 19 March 2019
establishing a framework for the screening of foreign direct investments into the Union, OJ L 79I,
21.3.2019, p. 1-14.
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procurements, outsourcing and, in some cases, acquisitions must be handled with
care, and if there is no agreement, there is no contract.

2 Monitoring Acquisitions in Finland

In Finland, the Act on the Screening of Foreign Corporate Acquisitions 2012° aims
to screen and, if required due to key national interests, restrict foreign influence in
Finnish companies.” The key® national interests mainly refer to (1) national defence,
(2) security of supply and (3) functions fundamental to society.”

The Ministry of Economic Affairs and Employment must approve the corporate
acquisition unless it potentially conflicts with such interest. If the corporate acqui-
sition may potentially conflict with a key national interest, then the Ministry must
refer the matter for consideration at a governmental plenary session.'®

The Finnish screening system targets ‘mergers and acquisitions’, whereas the new
EU Screening Regulation concerns ‘foreign direct investment’ (FDI). However, in
practice, there seems to be little difference between the two. This is because in the
Finnish Act, the term ‘acquisitions’ targets the situation of ‘[w]hen a foreign owner
gains control of at least one-tenth, at least one-third, or at least one-half of the
aggregate number of votes conferred by all shares in the company, or a holding that
otherwise corresponds to a decision-making authority in a limited liability company
or other monitored entity”."!

Recalling the difference between an FDI and a portfolio investment,'* we can
conclude that in this matter the Finnish Act is in line with the EU Screening
Regulation that only covers FDIL'®> However, the Act does not cover real estate

SLag om tillsyn 6ver utlinningars foretagskop 13.4.2012/172, here translated as the “Act on the
Monitoring of Foreign Corporate Acquisitions” (172/2012).

"The overview of the Finnish system is based on the author’s reading of the Finnish law and on
information published on the home page of the Finnish Government: https://tem.fi/en/acquisitions.
8<Key’ could be replaced here by ‘utmost’ or ‘fundamental’, stressing the severity of the national
interest that is at stake.

°Section 1 of the Act on the Screening of Foreign Corporate Acquisitions (172/2012) and home
page of the Government of Finland.

'The Governmental plenary session is a meeting between the ministers held weakly headed by the
Prime minister.

"'Chapter 5 paragraph 2 of The Act on the Screening of Foreign Corporate Acquisitions.

12EDI requires at least one-tenth of the deciding votes in a company. Less than that is a portfolio
investment.

3Paras. 8 and 9 in the recital of the EU Screening Regulation. Even if the CJEU has clarified what is
meant by FDI the Regulation has a definition of its own in Article 2(1): foreign direct investment’
means an investment of any kind by a foreign investor aiming to establish or to maintain lasting and
direct links between the foreign investor and the entrepreneur to whom or the undertaking to which
the capital is made available in order to carry on an economic activity in a Member State, including


https://tem.fi/en/acquisitions
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investments and green field investments.'"* Not long ago, in March 2019, a new
legislation concerning the screening of foreign acquisitions of certain land and
properties of importance to the total defence was approved in Finland and entered
into force in January 2020. The Finnish Ministry of Defence is in practice respon-
sible for these screening processes.

2.1 Which Acquisitions Are Screened?

A state can choose to require that investments be approved either in advance or after
an acquisition. Finland provides for both, depending on the sector.

All corporate acquisitions in the defence'” and dual-use'® sectors require advance
approval by the Ministry of Economic Affairs and Employment. In the defence
material industry, screening covers all foreign owners, including EU and EFTA
investors.

Investors in other sectors covered by the Act can voluntarily notify of the
acquisition in advance or even after the acquisition.'” However, an advance notifi-
cation can only be submitted immediately before the final conclusion of the
acquisition.

If the acquisition concerns companies outside of the defence sector, the rules on
monitoring only applies to foreign owners residing in or domiciled outside the EU or
EFTA.'® If a party considers that a company subject to screening could be critical to
functions fundamental to society, it is recommended that they file a notification with
the Ministry of Economic Affairs and Employment.

2.2  Which Sectors and Factors Are Considered When
Determining to Allow an Investment?

The Act does not specify sectors (apart from defence) or operations in the private or
public sector where companies would fall within the scope of screening. According

investments which enable effective participation in the management or control of a company
carrying out an economic activity.

“Green field investment is a type of investment where a parent company builds its operations in a
foreign country from the start.

'SChapter 4 of The Act on the Screening of Foreign Corporate Acquisitions.
16Chapter 4 paragraph 1 of The Act on the Screening of Foreign Corporate Acquisitions.
Chapter 5 paragraph 2 of The Act on the Screening of Foreign Corporate Acquisitions.

'®Chapter 5 section 1 of The Act on the Screening of Foreign Corporate Acquisitions and Ministry
of Economic Affairs and Employment screens foreign corporate acquisitions, home page of the
Government of Finland last visited the 13th of December 2018; https://tem.fi/en/acquisitions.


https://tem.fi/en/acquisitions
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to the Government of Finland, this is because it is not possible to determine which
sectors or operations will be critical to securing the functions fundamental to society
in the long term.'® The needs of national defence, public order and security and other
critical functions in society are ultimately decided by the conditions prevailing at
that time.

Even if ‘security of supply’ is a key national interest, this does not mean that all
companies operating in one of these sectors are screened under the Act. For example,
a great number of companies operating in the food supply or logistics sectors are not
considered as having a key role in the security of supply. Indicative information
about the Act’s scope of application is available in the public guidance documents on
security of supply and national security.*

In the EU Screening Regulation, the EU has more or less followed that approach,
with an amendment that includes a non-exhaustive and indicative list of factors and
sectors, such as critical infrastructure.?'

As mentioned, new legislation on real estate investment and ownership has
entered into force in Finland on 1 January 2020. This new legislation includes
three new Acts, which allow the government to screen real estate transactions and
ownership in Finland. The purpose of the legislation is to ensure that the ownership
and use of real estate property, especially in strategically significant locations, does
not pose a threat to Finland’s national security interests. Foreigners outside the EU
and EES need to get approval in advance if they want to buy property in certain areas
that are of importance for territorial integrity.*

2.3  Which Procedure Is Applied When Determining Whether
to Allow an Investment?

Application/notification must contain all information regarding the entity subject to
screening, the foreign owner (including the ownership structure that is also men-
tioned in the EU Screening Regulation in regard to information requirements>*) and
the corporate acquisition necessary for examining the notified case at hand.”* The
Ministry must request information within 3 months after a notification of a corporate
acquisition in any sector other than the defence sector.”> The EU Screening

Y1bid.

2Government Decision on the Objectives of Security of Supply, official version only in Finnish
and Swedish, but unofficial version available also in English. Security Strategy for Society
(Government resolution of 2.11.2017).

2'Para 12 in the recital and Article 4 of the EU Screening Regulation.

22 Act on Transfers of Real Estate Requiring Special Permission. See also RP 253/2018 rd.
2 Article 9(2)(a) of the EU Screening Regulation.

**Chapter 1 section 5 of the Act.

% Chapter 2 section 5 of the Act.
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Regulation is less specific in this regard and only states that EU Member States shall
apply time frames.”® The Act does not specify deadlines by which the Ministry can
intervene in a defence sector acquisition or request information. To be in line with
the EU Screening Regulation, this must be changed.

2.4 Competence and Reasons for Rejection

The Finnish Act refers to Articles 52 and 65 of the Treaty on the Functioning of the
European Union (TFEU) and states that ‘a key national interest means securing
national defence or safeguarding public order and security in accordance. . .” with the
above-mentioned articles. Both articles contain exceptions, including public policy
and public security.?” This is also the basis for denial of confirmation (approval) in
the Finnish Act.”®

The new EU Screening Regulation is based on the EU’s exclusive competence to
monitor foreign direct investments (FDIs) stemming from Article 207(2) TFEU
within the Common Commercial Policy. The ground for refusal provided in the
Regulation is ‘security or public order’. However, the Regulation reaffirms that this
is without prejudice to the sole responsibility of the EU Member States to safeguard
their national security, as provided for in Article 4(2) TEU. The recital states that the
Regulation is without prejudice to the protection of the EU Member States’ essential
security interests, in accordance with Article 346 TFEU,29 and that the Regulation is
without prejudice to the rights of Member States to derogate from the free movement
of capital, as described in Article 65(1) TFEU.

Hence, a state may put in place a screening mechanism based on the EU
Screening Regulation, which itself is based on Article 207(2) TFEU. But whether
or not a country has implemented the Regulation, the country may refuse an
investment using Articles 65(1) and 346 TFEU and Article 4(2) TEU. The author’s
interpretation is that if a country puts in place a screening mechanism, thanks to the
Regulation, the possibility to refuse an investment is broader than otherwise. This is
why the ground for refusal in the Regulation is ‘security or public order’ and not
“public policy and public security’. If this were not the case, the wording would have
been the same.

To be clear, Article 3 of the EU Screening Regulation states that EU Member
States may maintain, amend or adopt mechanisms to screen foreign direct invest-
ments on the ground of ‘security or public order’. This means that it is possible to
have an investment screening mechanism that uses Article 65(1) TFEU to deny an

26 Article 3(2) of the EU Screening Regulation.

27Chapter 2 paragraph 1 of the Act.

Z8Chapter 7, the Act on the Monitoring of Foreign Corporate Acquisitions.
*Recital 7 of the EU Screening Regulation.



216 J. Hallberg

investment, but if Finland desires wider possibilities to deny investments it needs to
include a reference to the Regulation.

Then what is the difference between ‘security or public order’ and ‘public policy
and public security’? The latter is defined in several decisions of the Court of Justice
of the European Union (CJEU), whereas ‘security or public order’ is a new creature
that has been imported from the GATS using a combination of two articles.*”

‘Public order’ comes from Article XIV GATS, and ‘security’ comes from
‘essential security interests’ in Article XIV GATS bis. ‘Security’ and ‘public
order’ have been merged into one expression: security or public order.’' The
expected difference between ‘public policy and public security’ and ‘security or
public order’ is that the latter will give EU Member States a broader possibility to
deny entry of FDI compared to Article 65(1) TFEU.*?

2.5 Legal Consequences and the Possibility to Appeal

If the Finnish authorities do not approve the acquisition, then the foreign investor
must dispose of the shares to a degree that diminishes the number of votes to less
than ten percent of the total stock, or voting share, or to a previous allowed level.*

Section 9 in the Finnish Act regulates the right to appeal. In principle, decisions
made by the Ministry of Employment and Economy and the Government Plenary
Session are open to appeal in the manner prescribed in the Finnish Administrative
Judicial Procedure Act. Based on the Finnish Act, the right to appeal applies equally
to the defence sector and other corporate acquisitions.

Decisions that cannot be appealed are the ones under:

— Section 4(3) of the Act—referral from the Ministry to the Government’s Plenary
session relating to acquisitions in the defence sector

— Section 5(3) of the Act—referral from the Ministry to the Government’s Plenary
session relating to other corporate acquisitions

— Section 5(4) of the Act—decisions of the Ministry to further look into the
application

30Paragraph 1 in the recital of the EU Screening Regulation.

3'Paragraph 35 in the recital and Article 2 of the EU Screening Regulation.

32 As stated above it is stipulated that the EU Screening Regulation is without prejudice to the right
of Member States to derogate from the free movement of capital as provided for in point b of Article
65(1) TFEU. However, it will be interesting to see to what extent case law from the CJEU regarding
the Regulation will be influenced by the case law stemming from Article 65(1) TFEU. We know
from CJEU case law that EU Member States may limit the free movement of capital on the grounds
of a serious threat to fundamental interests of society. The EU Commission, and later the EU
Member states, chose not to include this in the Regulation as a ground for refusal. The interpretation
made here is that this was deemed unnecessary because it is included in the ‘security or public
order’. Time will tell if the CJEU makes the same interpretation.

3 Chapter 8 of the Act.
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The EU Screening Regulation states that foreign investors and the undertakings
concerned shall have the possibility to seek recourse against screening decisions of
the national authorities.®* Seek recourse is a vague description, and the question
arises if it is sufficient to provide a possibility to appeal to the government or if it is
necessary to provide access to the domestic courts in accordance with Article
19 TEU.

3 Norway’s Security Act

Since 2002, Norway has no rules on acquisitions apart from acquisitions of critical
infrastructure.®® The first part of the analysis of the Norwegian system covers the
former Norwegian Security Act (Sikkerhetsloven)*® and the new Security Act (lov
om nasjonal sikkherhet), which entered into force on 1 January 2019,%” leaving the
Competition Act®® and the Stock exchange Act’ aside.

The purpose of the new Act is to safeguard the Norwegian territory, the demo-
cratic system and national security interests.*” In practice, this means that for
functions such as production of services, products or other businesses that are of
such importance, a partial or complete removal of their production would damage
national security. The Act covers security-graded information as well as information,
information systems, physical constructions and infrastructure that have significant
meaning for fundamental national functions.*'

3.1 The Former and New Norwegian Security Act
on Protective Security Agreements

A protective security agreement is of relevance when analysing a country’s invest-
ment screening mechanism since it is an agreement between the state and a supplier
of a service or goods under a public procurement agreement. When using a security
agreement, a country may set certain conditions that could make a supplier of service

3 Article 3(5) of the Regulation.
35Lov 20. Mars 1998 nr. 10 om forebyggende sikkerhetstjeneste.

*Lov om forebyggende sikkerhetstjeneste, all translations from Norwegian into English were made
by the author.

Lov 1. juni 2018 nr. 24 om nasjonal sikkherhet (sikkerhetsloven).

¥ov 5. mars 2012 nr. 12 om konkurranse mellom foretak og kontroll med
foretakssammenslutninger (konkurranseloven).

FLov 29. juni 2007 nr. 74 om regulerte markeder (borsloven).
“OChapter 1-1 of the new Act.
“!Chapter 1-3 of the new Act.



218 J. Hallberg

or goods hesitant to make an investment that would be necessary to fulfil the
conditions set out in the procurement agreement. Hence, a security agreement
could indirectly work as a way to deter investments.

The aim of chapter 7 of the former Norwegian Security Act was to guarantee
security when a supplier of services or goods gained access to an object or informa-
tion considered worthy of protection. When this was the case, the parties (state and
supplier) had to enter into a protective security agreement, and in some cases, the
supplier needed to be approved by the responsible Ministry. The new Security Act*?
came into force in January 2019, and in addition to physical infrastructure the new
Act also includes information infrastructure, such as the Internet and mobile tele-
phones.*> The change of what is considered necessary to protect clearly reflects a
world moving away from the production of goods to the production of services.
What was needed to protect yesterday is not the same as what is needed today. There
is also a chapter in the new Act on ownership control, to which we will return.**

3.2 Monitoring Acquisitions in Norway

Recall that the Finnish Act and the EU Screening Regulation only affect FDI above
10% of the controlling power of a company. In the new Norwegian Act, only those
acquisitions above qualified holdings are affected, which, in the Norwegian context,
means 1/3 of the stock or the right to vote or any other significant influence over the
company.*’ Therefore, to be applied, the new Act requires more than three times as
much ownership than the Finnish Act or the EU Screening Regulation. To avoid
foreign owners circumventing the Act, for example by using a Norwegian mailbox
company to acquire a strategically important company, the Act also covers Norwe-
gian owners. This is in contrast to the EU Screening Regulation, which only covers
investments info the union.*®

3.2.1 Which Sectors and Factors Are Considered?

The scope of the new Act when it comes to acquisitions has been broadened in the
sense that in critical infrastructure is now also explicitly included technical infra-
structure. Each Governmental Ministry is responsible for identifying, classifying and
monitoring objects and infrastructure worthy of protection. An object or infrastruc-
ture is worthy of protection if damage to it affects fundamental national functions.

“2Lov om nasjonal sikkerhet.

“3The analysis of the new Act is based on prop. 153 L 2016-2017.
44Chapter 10 of the new Act.

“>Chapter 10-1 of the new Act.

“6Article 1 of the EU Screening Regulation.
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The different classifications of these objects and infrastructure are ‘very critical’,
‘critical’ and ‘important’.*’ Hence, only the first two categories are considered
‘critical’.

If an investor would like to acquire a qualified majority of anything wherein the
Norwegian Ministry has deemed to include one or several of the following:

— Security classified information

— An information system

— Object or infrastructure that is considered to be of significance to basic national
functions or

— Whether its operations include an activity that is considered to be of significance
to basic national functions

then the buyer must report this to the responsible Ministry.*®
In the new Act, it is specified that the buyer is responsible for contacting a
Ministry about the acquisition.*’

3.2.2 What Are the Reasons for Rejection?

According to the Act, the Ministry receiving the notification from a potential buyer
(of critical infrastructure) may ask relevant agencies for information about the
buyer’s ‘risk potential’ and ‘trustworthiness in security matters’. If the government
finds that the transaction could bring about a more than insignificant risk, then the
government can decide either to forbid the acquisition or to attach conditions. This is
possible even if the acquisition has already been made.

There is no explicit condition in the Act that a buyer could get a clearance
beforehand. Instead, it is stated that a negative decision can be taken even if the
parties have already entered into a contract. If the buyer completes the acquisition
before receiving an answer from the government, then the buyer risks being forced to
sell if the acquisition is not approved.”’® Decisions not to approve an acquisition
occur only in exceptional circumstances and can only be taken after a proportionality
test in each specific case.”!

The Act gives the government an insight into the ownership structure of suppliers
of goods and services, and the possibility to withdraw clearance to deliver if the
owner structure, or a new owner structure, presents an increased security risk.
However, the Act is restricted to concrete public procurement and deals less with
the general need to control the ownership of strategically important companies. The

#TChapter 7 of the new Act.

“8Chapter 10-1 of the new Act.

49Chapter 10-1 of the new Act.

30Chapter 10-3 of the new Act.

5!Chapter 153 L (2016-2017) Lov om nasjonal sikkerhet (sikkerhetsloven) p. 152.
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Act cannot therefore ensure that essential national security functions will not be
harmed if a foreign actor buys a strategically important company in part or in full.>

3.2.3 The Possibility to Appeal

Negative decisions on the right to be or to continue to be a supplier can be appealed
to the Ministry of Defence.” In regard to acquisitions, it is the government™* that
decides if the acquisition should be approved and if there should be conditions
attached.’® The decisions taken by the government cannot be appealed.

4 Sweden and the Protective Security Act

On the 1 April 2019, a Protective Security Act replaced the former Protective
Security Act.”® The new Act has primarily the same aim as the old one, i.e. to protect
security-sensitive information of essential interest to Sweden’s security. In this
regard, the Act is quite similar to the Norwegian Act in that it is not an investment
screening mechanism; instead, it covers situations such as public procurement and
public building contracts. Unlike the Norwegian Act, it does not cover acquisitions
of critical infrastructure. That said, the Swedish Act is even less of an investment
screening mechanism than the Norwegian Act.

The Protective Security Ordinance’’ complements the Act and entered into force
on the same date as the Act. In the Protective Security Ordinance, it is regulated that
the seller of a security-sensitive business must report to the Swedish Security Service
or the Swedish Armed Forces before the acquisition is completed.”®

According to the Act, an operator’® of a public or private business sensitive for
national security is obliged to make a security analysis sharing the information one
way or the other. Based on the results of such analysis, the operator must take actions
related to what is required considering the specific operation, the existence of

32Sikkerhetsutvalgets rapport NOU 2016:19 Samhandling for sikkerhet — Beskyttelse av
grunnleggende samfunnsfunksjoner i en omskiftelig tid, chapter 12.2.

33Chapter 9-3 of the new Act.
3*Kongen i statsrad.
5 5Chapter 9-4 and 10-3 of the new Act.

3SProtective Security Act (1996:627)—Sikerhetsskyddslagen—replaces Protective Security Act
(2018:545).

>TProtective Security Ordinance (2018:658)—Sikerhetsskyddsforordningen—replaces Protective
Security Ordinance (1996:633).

58Chapter 2 paragraph 9 Protective Security Ordinance.
39«Verksamhetsutdvare” in Swedish language.
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classified information and other circumstances.®® If there are security concerns, then
the operator and the other party needs to enter into a protective security agreement.
The Act therefore places the onus on the business operator—not the acquirer.
Furthermore, there are no sanctions connected to the Act. The Act focuses on
information and is not an investment screening mechanism. If an acquisition con-
cerns sensitive information, there is a requirement to inform the state, but the
acquisition in itself does not need to be approved.®’

4.1 A Proposal for a New Protective Security Act

However, the government commissioned an investigator to analyse the need to
amend the Act well in advance of the Act being approved by Parliament. The result
of the investigator’s work was a report®” that identified situations where sensitive
information can be exposed to outsiders and when there is no obligation to enter into
protective security agreements. The report suggested that the obligation to enter into
such agreements should be extended. The responsible authorities, NGOs and other
concerned parties have commented on the report, and the Ministry of Justice has
compiled the comments. However, the report proposes an additional 110 persons to
conduct the work. For this reason, it is difficult to predict the end result of the report.
Even so, since it is quite probable that some version of the proposal will be
implemented, we will look into what is suggested below.

4.1.1 Which Acquisitions Are (or Should Be) Monitored?

As indicated above, Sweden does not currently have a general mechanism for
screening FDIs or acquisitions. The simple answer to what acquisitions are being
monitored today is, therefore, none.®?

The report mentioned above proposes that the requirement to enter into a protec-
tive security agreement should be extended to procedures other than public pro-
curements and to other acquisitions. For what is relevant here the extended
requirement means that in regard to acquisitions there should be an obligation for
the current business operator to identify security-classified information and to assess
whether or not it is appropriate that the other party gains access to such information

S0Chapter 2 paragraph 1 Protective Security Act (2018:545).

S There are other Acts that impact ownership, such as the Act on war material (1992:1300), the law
on acquisition of land (1979:230) and others, but these Acts do not.

S?Betinkande av Utredningen om vissa sikerhetsskyddsfrigor (sirtryck), SOU 2018:82.
Chapter 4.1 is based on an official summary of SOU 2018:82.

%There are however regulations regarding export control; lag (1992:1300) om krigsmateriel and
forordning (1992:1303) om krigsmateriel.
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(a special security assessment). If the business operator finds that there is sensitive
information involved, then there should be an obligation to consult with the super-
vising authority. This should also apply when a company subject to the provisions of
the Protective Security Act intends to transfer ownership of (1) all or any part of its
security-sensitive activities or (2) any property involved in its security-sensitive
activities that is of importance to Sweden’s security or to an international protective
security commitment that is binding to Sweden.

In the case of a transfer of ownership, consultation may also include an order
stipulating that the transfer may only be carried out under certain conditions;
therefore, the result of failing to comply is that the transfer will be declared void.
In this respect, the proposal is quite equivalent to an investment screening
mechanism.

The proposal is limited in the sense that only acquisitions in privately owned
security-sensitive companies are targeted and not transfer of stocks in public limited
companies. Another difference compared to many investment screening mecha-
nisms, such as the Finnish, is that it is the business operator that is targeted by the
proposal and not the buyer/investor. Also, the Norwegian Act®® regulates that it is
the buyer that is responsible for contacting a Ministry about the acquisition and not
the seller as in the Swedish case.

Furthermore, the proposal concerns matters related to the essential security of the
nation and does not refer to ‘security or public order’.

4.2 Sweden and a Limited Investment Screening Act

A more recent parliamentarian inquiry named Enhanced protection for the total
defence (2019:34)%° proposes to put in place a limited investment screening Act.®®
A realistic schedule for the Act to take effect is in the end of 2021, if ever.

4.2.1 What Investments Are to Be Screened?

The authors of the inquiry suggest that the limited investment screening Act should
be subordinate to the Protective Security Act.’ Hence, if an investment is cleared
after being controlled under the Protective Security Act, it needs not to be screened
under the investment screening Act as well.

%4Section 3.2.1 above.

5 Enhanced protection for the total defence, in Swedish Forbittrat skydd for totalforsvaret, SOU
2019:34.

SSEorslag till lag om overldtelser och upplitelser av egendom av visentligt intresse for
totalforsvaret.

S7SOU 2019:34 p.
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The proposition is to monitor acquisitions of seaports, airports and real estate in
geographic areas of essential importance for military defence. There will also be a
requirement that protected sites currently used by the civil defence may be sold or
rented only after been given a permission by the state. It is the seller’s responsibility
to acquire permission to sell.

4.2.2 Which Factors Are Considered?

It is difficult from the wording of the Act to understand what criteria are to be
considered.

4.2.3 What Are the Reasons for Rejection?

It is in chapter 4 paragraph 2 wherein it is stated that a permission to sell may be
given if there is no reason to assume that the acquisition will harm essential total
defence interests. Hence, an acquisition may be denied if it is assumed that it may
harm essential defence interests. How to decide if that is the case is not mentioned
other than that the decision must be proportional to what is protected.®®

As was the case with the proposition to the Protective Security Act, the limited
investment screening Act proposes that a transfer of ownership may be conditioned
with an order stipulating that the transfer may only be carried out under certain
conditions; the result of failing to comply is that the transfer will be declared void.*”

4.2.4 The Possibility to Appeal

The decision whether or not to approve an acquisition is to be taken by a County
Administrative Board, and a negative decision may be appealed directly to the
government.’” It will also be possible to ask the Administrative Supreme Court to
validate that a negative governmental decision is in accordance with Swedish law.

4.3 Sweden and a Comprehensive Investment Screening Act

The government has commissioned retired president to the Supreme Administrative
Court Sten Heckscher to conduct an inquiry to adapt Swedish laws to the binding
commitments in the EU Screening Regulation. The inquiry reported proposed

(’8Chapter 5 paragraph 2.
69Chapter 4 paragraph 2.
7OChapter 5 paragraph 6.
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changes in April 2020. The same inquiry shall also present a proposition to a
comprehensive investment screening Act in November 2021. According to the
directives to the inquiry, the purpose of the future Act is to control strategic
acquisitions of companies whose business and technology are of importance for
Swedish security or public order. Because of the special circumstances due to the
Corona virus Covid 19, the Government has stated that it will implement an
investment screening Act taking effect much sooner than previously expected.
Hence, most likely the Government will not wait for the report in November 2021.
Instead, an Act will take effect as soon as possible. The content of that Act is at the
moment of writing not public. There are indications that the Inspectorate of Strategic
Products will be responsible for the screening mechanism.

5 Denmark

In Denmark, security protection is regulated by the Prime Minister’s security
Circular’' covering both Danish information worth protecting as well as information
from other countries and organisations. The Circular focuses on information security
and does not give protection in other regards.’? The Danish Circular is therefore
reminiscent of the present Swedish Protection Security Act.

Industry security is not regulated by law, but the Circular contains a regulation
stating that the National Security Authority can enter into agreements regarding
security approval. Another Act’® gives the secret service of the Defence Authority
the same rights. These agreements are entered into between the state and a private
contractor. The Secret Service of the Defence Authority decides whether or not the
treatment of classified information is allowed or not.

Hence, Denmark does not have a national system in place for the screening of
foreign investments. There are some area-specific rules concerning the screening of
foreign investments in regard to the production of war materials, cyber-security,
electricity and gas, and financial operations.

The Danish Government has convened an inter-ministerial working group tasked
with proposing legislation on a national screening mechanism in Denmark. The
working group consists of several ministries, including the Ministry of Justice,
Ministry of Foreign Affairs, Ministry of Business, Ministry of Defence and Ministry
of Finance. The Ministry of Justice heads the working group. The work is still in an
early phase, and information from other countries with screenings systems, including

"!Statsministeriets Cirkulere om sikkerhedsbeskyttelse af informationer af falles interesse for
landene i NATO eller EU, andre Klassificerede informationer samt informationer af
sikkerhedsmassig beskyttelseinteresse i gvrigt, CIR nr. 10338 af 17/12/2014.

7Kompletteringar till den nya sikerhetsskyddslagen, SOU 2018:82, p. 115.

Lov nr. 602 af 12/06/2013.
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Germany, the United Kingdom and other Nordic countries, is being compiled as
inspiration for possible screening models for the Danish system.

6 Similarities and Differences

Norway, Sweden and Denmark have systems focusing on protecting sensitive
information in the form of protective security agreements. In Norway there also
exists, to some extent, protection for acquisitions of critical infrastructure (which
also is at the heart of the EU Screening Regulation), and Sweden and Denmark are
moving in that direction.

Of these three countries, Norway has most recently updated its security Act,
moving further in the direction of investment screening of critical infrastructure.
Sweden will probably soon have an act that also covers acquisitions of critical
infrastructure. However, none of these three countries have presently anything
close to a substantial investment screening mechanism, nor will they have such a
mechanism in the near future, with the possible exception of Sweden if the screening
Act would take effect much earlier than planed due to the Corona-situation.

Out of the four countries described above, only Finland has what could be defined
as a proper investment screening Act. Finland is also working to modernise this Act.

In addition to security-sensitive information, critical infrastructure is at the core of
the Acts covering protective security agreements. Moreover, critical infrastructure is
mentioned in the EU Screening Regulation as an example of what is targeted by the
Regulation.

The worldwide transition from production of goods to production of services
seems to make protective security agreements a necessary complement to investment
screening mechanisms since in reality the protection given by the agreements are of
different nature to screening mechanisms even if there are some overlapping. A
country with only an investment screening mechanism is well advised to also use
protective security agreements. Denmark and Sweden have now learnt that these
agreements are not enough. Instead, it is also necessary with a broad investment
screening mechanism.
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