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Abstract. In 2004, the inventors of TTM cryptosystems proposed a new
scheme that could resist the existing attacks, in particular, the Goubin-
Courtois attack [GCO0] and the Ding-Schmidt attack [DS03]. In this
paper, we show the new version is still insecure, and we find that the
polynomial components of the cipher (F;) satisfy nontrivial equations of
the special form

n—1 m—1
Zaixi—i— Z bijij-i- ZCij-f—d:O,
i=0 0<j<k<m—1 j=0

which could be found with 22® computations. From these equations and
consequently the linear equations we derive from these equations for any
given ciphertext, we can eliminate some of the variables x; by restricting
the functions to an affine subspace, such that, on this subspace, we can
trivialize the ”lock” polynomials, which are the key structure to ensure
its security in this new instance of TTM. Then with method similar to
Ding-Schmidt [DS03], we can find the corresponding plaintext for any
given ciphertext. The total computational complexity of the attack is
less than 239 operations over a finite field of size 28. Our results are fur-
ther confirmed by computer experiments.

Keywords: Multivariate public key cryptography, TTM, quadratic
polynomial.

1 Introduction

Public key cryptography is an important tool for our modern information society.
Traditional public key cryptosystems such as RSA and ElGamal rely on hard
number theory based problems such as factoring or discrete logarithms. However,
techniques for factorization and solving discrete logarithm continually improve
and polynomial time quantum algorithms can be used to solve both problems
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efficiently [Sho97]. Hence, there is a need to search for alternatives which are
based on other classes of problems.

Multivariate public key cryptosystem (MPKC) is one of the promising al-
ternatives. The security of MPKC relies on the difficulty of solving systems of
nonlinear polynomial equations with many variables, and the latter is a NP-hard
problem in general. The public key of MPKC is mostly a set of quadratic poly-
nomials. These polynomials are derived from composition of maps. Compared
with RSA public key cryptosystems, the computation in MPKC can be very fast
because it is operated on a small finite field. So MPKC may be suitable for even
low-end devices.

The first promising construction of MPKC is the Matsumoto-Imai (MI)
scheme [MI8S8] proposed in 1988. Unfortunately, it was defeated by Patarin in
1995 with the linearization method [Pat95].

Tame transformation method (TTM) schemes [Moh99] was proposed by Moh
in 1999. The central map of TTM is the so-called tame transformations which
is closely related to the famous Jacobian conjecture in algebraic geometry. The
construction of TTM is very beautiful, and the decryption of TTM is very fast
due to its special design.

But by now, all instances of TTM are insecure. In 2000, Goubin and Courtois
claimed that they completely defeated all possible instances of TTM schemes us-
ing the Minrank method and demonstrated it by defeating one of the challenges
set by the inventors of TTM [GCO0]. However, the inventors of TTM refuted the
claim, and they presented another construction to support their claim [CMOT].
But this new scheme also had a defect common among all the existing TTM
schemes at that time. Ding and Schmidt pointed out that there exist lineariza-
tion equations satisfied by the components of the ciphers, and they extended
linearization method to attack this new version [DS03]. In order to resist these
attacks, the inventors of TTM proposed another new instance [MCY04] in 2004,
and they claimed the security is 2!4® against the Goubin-Courtois attack. To
resist the Ding-Schmidt attack, they incorporated new lock polynomials which
can not be trivialized by Ding-Schmidt attack.

Unfortunately, we find this new implementation of TTM also has a defect,
that is, there exist nontrivial equations of the special form

n—1 m—1
Zaixi—F Z bijij+ ZCij+d=0.
i=0 0<j<k<m—1 §=0

We call them second order linearization equations. We use these equations
as a starting point to trivialize the lock polynomials in the TTM instance. In
other words, for any given valid ciphertext, we can find an affine subspace W in
the plaintext space such that all lock polynomials become constants on W. Then
with method similar to Ding-Schmidt [DS03], we can recover the corresponding
plaintext for a given ciphertext easily. This attack in principle is very similar to
the attack of Ding and Hodges in [DHO3]. The total computational complexity
of our attack is less than 237,
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The paper is organized as follows. We introduce the basic ideas and new in-
stance of TTM schemes in Section 2. In Section 3, we describe how to attack this
new TTM, present a practical attack procedure, and calculate the complexity of
our attack. Finally, in Section 4, we conclude the paper.

2 TTM Cryptosystems

2.1 Basic Idea of TTM Schemes

Let K be a small finite field. The TTM systems is constructed as a composition of
several maps ¢1, ¢o,- -+, and ¢;, F = ¢o¢;_10---0¢1, where ¢; is a polynomial
map from K™ to K™+ and n =n; <ng < --- <myy1 =m, such that

1. The value of F(zg, - ,x,—1) at any given (zg, - -+ ,Z,—1) is easy to compute.

2. Each ¢; is easy to invert, and F(zg, - ,2,—1) is also easy to invert if one
knows the composition factors of F', namely the ¢;. But it is hard to invert
F if one does not know the factorization.

3. Some of the ¢; are linear polynomials, while F' is a quadratic polynomial
map.

The expression of F(xg,- -+ ,z,—1) is taken as the public key in a TTM sys-
tem and the linear ¢; as the secret key. F' : K” — K" is a set of quadratic
polynomials. In all known instances of TTM design, one uses the following two
types of maps for the ¢; :

1. Linear affine maps of the form f(X) = AX +b, where X, b € K* are vectors
and A is an invertible matrix.
2. Tame transformations. They are maps of the form

(yOa"' aym—l)

— J(3307"' ,xn—l)

= (zo, 21+ q1(20), - s Tn—1 + qn-1(T0, -+ , Tp_2),
Qn<m07"' 71'7171)7"' 7Qm71($07"' 71'7171))'

The inventor, an expert in algebraic geometry, uses the basic concept of tame
transformation from algebraic geometry. The inverting process of a tame trans-
formation is very simple and is also a tame transformation.

The key construction of TTM schemes is the so-called lock polynomials. In

the new instance [MCY04], a set of new lock polynomial G;(xg, - ,Zn-1), j =
0,---,6, is constructed, where the central map becomes
J((E07 T 71'7171)
= (zo + Go, 71 + q1(w0) + G1,- -+ , 26 + g6(z0, -+, T5) + G,
Z7 + Q7(1‘0a T ax6)7 e, ITp—1 + Qn—l(x(h e 7$n—2)7
Gn(Tos Tn—1)s Gm-1(T0, "+ s Tp—1)).

A pure triangular system can be solved by Minrank method, therefore the
lock polynomials are needed to resist this attack. Our attack uses a different
method and we start from first trying to trivialize these lock polynomials.
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2.2 New Instance of TTM

We use the same notation as in [MCY04]. Take K as the finite field with 2%
elements and m = 110 and n = 55. The map F : K — K!'° is a composition
of 4 maps ¢1, ¢2, @3, and ¢4, namely F' = ¢4 0 ¢3 0 ¢z 0 ¢1:

F K% KN K55 RN K110 s, K110 Pa, K110

¢1 and ¢4 are invertible affine linear maps, ¢5 is a tame quadratic transformation,
and ¢3 is a degree 8 map using lock polynomials.

The expressions of ¢ and ¢3 are public information in the TTM system. ¢
and ¢4 are taken as the private key, while the expression of the map (yo, - - , y109)
= F(xo,...,x54) is the public key. Each component polynomial y; = F;(xo, ...x54)
of F is a quadratic polynomial. To encrypt a plaintext (zg, ..., 54) is to evaluate
F at it.

Define

(To, -+ ,T54) = ¢1(w0,- -+ ,w54), (Yo, - - ,Y110) = P2(To, " -+ , T54),
(20, ,2110) = #3(Jo, - -+, F110)s (Yo, - -+ > y110) = P4((20, - » 2110)-

The exact description of ¢ is given in appendix.
Seven lock polynomials, G;(Zo, -+ ,ZTn-1), 0 < j < 7, are used to define ¢3
and they are defined as follows:

Ry := Ye6Ys7 + Y6sYso + Yr0¥Y31 + Yr1¥Y32 + Y2933 + Y73Y34 + Yral75 + Yr6Y3s + Yas;
Ro := Yr7y78 + Y7980 + Y75Y31 + Y36¥Y81 + Y37Ys2 + Y3sYs3 + Yralsa + Y39Yss + Yae;
R3 := yseYs7 + Yss¥so + Yooy22 + Y91Y23 + Yo2Y24 + Yo3¥25 + Yoa¥os + YoeY26 + Yar;
Ry := YorYos+¥o9y100+Yo5Y22 + 27101 +Y28Y102 5295103 +Yo4Y104 T Y30Y105 Y485
Rs := ys5Y56 + Ys7Ys8 + Y5940 + YeoYa1 + Ye1Y42 + Y6243 + YesYea + YesYaa + Ya9;
S1 = RaR4 + R3Rs5 + Y50 = Ts0;

S := R1R3 + R4Rs + 51 = Ts1;

Sz := R Ry + Ry Rs + 52 = Ts2;

S4:= R1Rs + RoR3 + Y53 = Ts3;

S5 := R1 Ry + R3Ry + Y54 = Ts4;

Go 1= 5254 + 5355 = T51T53 + T52T54;

G1 = 5153 + 5455 = T50T52 + T53Ts54;

Go 1= 5154 + 5255 = T50T53 + T51T54;

G3 := 5155 + 5253 = T50T54 + T51T52;

Gy = 5152 + 5354 = T50T51 + T52T53;

G5 == R1S1 +RaSo+ R353+ RySy+ R5Ss = T50T45 +T51T46 + T52T47 +T53T 48+
T54%49;

Gg := R1S9+ RoS3+ R3S4+ R4S5+ R551 = T51%45 + T50%46 + T53Ta7 + T54Tas +
T50T49-

@3 is defined as:

&3(o, -+, J109) = (Go + Go(Po, - -+ , J109), "
236 + Gﬁ(g()v T 7?109)a g77 T 7@109)'
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Note that ¢3 is of degree 8 in terms of ;. Then

¢32(Zo, -+, Tsa) = @3 0 P2(To, - -+ ,Tsa) = (Yo + Go(Zo,- -+, Tpa), -+,
U6 + Go(Zo, -~ ,T54), Y7, -+ ,J109)-

Note in the two formulas above, the functions G; are seen differently, while in
the first one they are functions of g; with degree 8, in the second formula they are
functions of ; with degree 2. Denote by ¢; ; the j-th component function of ¢;.
Similar notations ¢sz ;, ¢i;,¢;;, and Fj are denoted for ¢sz, (;51_1, ¢Zl, and F,
respectively. Obviously, each Fj is a quadratic polynomial, and F'(zo, ..., 254) =

¢4 0 32 © P1(T0, ..., T54)-

3 Cryptanalysis on New TTM Instance

Our attack is a ciphertext-only attack. We start from first finding all second
order linearization equations. For any given ciphertext, we use them to trivialize
the lock polynomials. Then, we derive the corresponding plaintext through the
iteration of the process of first searching for linear relations in equations derived
from the public key and the ciphertext and then substituting them into these
equations.

3.1 Second Order Linearization Equations

We first observe that all the R; (1 <14 < 5) are linear on Ty, - - -, and Zs4. By a
direct computation, we find that Ry = T45, R = Tug, R3 = T47, R4 = T4s, and
R5 = T49, namely,

Ta5 + Yeelor + YesYeo + Yroys1 + Yr1Ys2 + Yr2Y33 + YraYsa + Yralrs + YrelYss + Yas = 0;
T46 + Yr7Yrs + YroYso + YrsYs1 + YseYs1 + Y3rYs2 + YssYss + Yralsa + YsoYss + Yas = 0;
ZTa7 + YseYs7 + YssYso + Yooz + Yo1Y23 + Yo2U24 + YosY2s + YoaYos + YoeY2e + Yar = 0;
Z48 + YorYos + YooY100 + YosY22 + Y2ryr01 + Y8102 + Y20Y103 + Y9a¥104 + Y30Y105 + Yas = 0;
ZTa9 + Ys5Ys6 + Ys7Yss + Ys9Ya0 + YeoYa1l + Ys1Ya2 + Ye2Ua3 + Ye3led + YesYaa + Yag = 0;

(3.1)

Since F' is derived from ¢32 by composing from the inner and outer sides
by invertible linear maps ¢1 and ¢4, ie., T = ¢1,:(z0, - ,x54) and F; =
¢;;(FO, -+, Figg) for j > 21, and 9o, - - - ,y21 do not appear in equations (3.1),
each of these equations can be changed into an identical equation of the form:

54 109

Zaixi—t— Z bijij—FZCij +d=0, (32)

i=0 0<<k<109 =0
which is satisfied by any (zg,--- ,754) € K°°. Note that the coefficients a; (0 <
i < 54) are not all zero. Furthermore, there exist at least five equations of the
above form such that their corresponding coefficient vectors (ag,- -+ ,as4) are

linearly independent since as linear combinations of xg, - - , 54, the coefficient
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vectors of T45, -+ , T49 are linearly independent. Let V' denote the K-linear space
composing of all second order linearization equations of the form (3.2), and let
D be its dimension.

To find all equations in V is equivalent to find a basis of V. The equation
(3.2) is equivalent to a system of equations on the coefficients a;, bjx, ¢;, and
d. It is well known that the number of monomials in n variables of degree < D
is ("+P) (ICP03]), so the number of unknown coefficients in these equations is

equal to
55 110+ 2
= 6271.
() + (7)o

To find a basis of V, we can randomly select slightly more than 6271, say
7000, plaintexts (zq,- - ,54) and substitute them in (3.2) to get a system of
7000 linear equations and then solve it. Let {(az(-p), b;Z),cy)), d”),1 < p < D}
be the coefficient vectors corresponding to a basis of V', where i, (j, k), and j
stand for : = 0,--- ,54,0 < j <k <109, and j =0,---,109, respectively.

Let V' be linear subspace which is consisting of the zero equation and all

second order linearization equations with (ag,---,as4) # (0,---,0), and let
I = dimV’ > 5. Without loss of generality, we assume (agl),--- ,aé}f),--- ,
(aél), . ,aé@) are linearly independent and (aép), a @éﬁ?) = (0,---,0) for I +
1< p<D.Let E,(1 <p< D) denote the equation

54 109

StalPzi+ Y WWER+Y VR +d =0 (3.3)

i=0 0<j<k<109 §=0

The work above depends only on any given public key, and it can be solved
once for all cryptanalysis under that public key.

3.2 Deriving Linear Equations Satisfied by Plaintext

Let’s assume we have a valid ciphertext y' = (y(, -+, Y]gg)- Our goal is to find
its corresponding plaintext &’ = (zf, -+, ky)-

Substituting (Fo,- -, Fio9) = (Yh,- - ,Ylge) into equations Eq,---, E;, we
derive [ linearly independent linear equations in xg, - - - , x54, which are denoted
by Ef,--- , E]. These | equations are also satisfied by z’. Doing a simple Gaussian
elimination, from these [ equations we can represent [ variables of zg, - , x54 by
linear combinations of other 55 — [. That is, we can find two disjoint subsets of
{0,---,54}, Ay = {vf, -+ ,v/} and Ay = {v1, - ,vs5-1}, and linear expressions

Toj = hj(@oys v @), 1 < < (3.4)

such that E{,--- , E] holds when (3.4) are substituted into them.

To put some calculations in one-time precomputation and make our attack
more efficient, we can further refine the analysis about hj;. Clearly, only the
constant term in h; relies on 3/, the coefficients of the linear monomials in h; rely
on only the public key of the TTM scheme. Let W denote a (55 — [)-dimensional
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affine subspace of K°5, the component z,, of any vector (zg,--- ,xs54) in W is
J
hj(@u,, -+, Tugs_, ). Each vector = (z9,--- ,x54) in W satisfies > agp)aci =1,,
i=0

0 < p <1, where

109

= D kijZc")’ (3.5)

0<;j<k<109

is a constant independent of (zg,- -, z54).
Since each equation in (3.1) is an element of V' and hence a linear combination
of E1,-- -, Ep, the linear part (i.e., excluding the constant term part of an affine

54
function) of each Z; (45 < i < 49) at € W is a linear combination of al(»p)a;Z
i=0
(1 < p <), that is, it is a linear combination of constants ¢1,--- ,¢;. Hence, as
functions in @y, , -+, Ty, all Ry = Taayi (1 < i < 5) are constants on W. Let
they be rq,--- 75, respectively.
Now substitute (3.4) into F}j(xo,--- ,54) and derive 110 new quadratic func-
tions Fj(xvl,--- , ZTyss_,) (0 < 5 <109). The quadratic monomials of Fj rely on
only the public key since so do the coefficients of the linear monomials of h;.

3.3 Trivializing the Lock Polynomials

To continue the attack, we utilize the following equations stemming from the
definition of the lock polynomials:

Y50 + T46T4s + Ta7Ta9 + Tso = Ys0 + RaRy + R3Rs + Ts0 = 05
Us1 + Ta5T47 + TagTag + Ts1 = Y51 + R1R3 + RyRs + T51 = 05
Us2 + TasTag + Ta6Tag + T2 = Y52 + R1 Ry + RoRs + Ts2 = 0; (3.6)
Us3 + Ta5Ta9 + TaeTar + Ts3 = Y53 + R1Rs5 + RoR3 + T53 = 0;
Usa + Ta5Ta6 + Ta7Tag + Tsa = Y54 + R1Ro + R3Ry + T54 = 0.

On W, (3.6) is
Ys0 + Tso + 51 = 0;
P51 + Ts1 + 82 = 0;
Us2 + Ts2 + 53 = 0; (3.7)
Us53 + Ts3 + 84 = 0;
Ys4 + Tsa + 55 = 0,

where si1,---, S5 are constants defined by s; = rory + 73715, S9 = 173 + 475,
S§3 = rir4 + Tor5, S4 = T1T5 + Tor3, and s5 = rire + r3ry. Through linear
transformation ¢; and (;5;17 equation (3.7) implies that there exist quadratic
equations in x,,, -+, Zy,, , of the form

55—1 109 R R
> iy, + Y b +d=0, (3.8)
i=1 j=0

where (bo, -+ ,bigg) # (0,--- ,0).
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To find all equations of the form (3.8), we can use the same method as the
one used for equations (3.2). But the case is simpler and easier since far fewer
unknowns are involved here.

To again improve efficiency by utilizing one-time precomputation, we use an-
other alternative method, that is, we expand each Fj and compare the coefficients
of quadratic monomials in @, ,- - ,Zy,,_, in the two sides of (3.8), we derive a
system of linear equations in IA)O7 e ,3109. Since quadratic monomials are of the
form z? or z;x; for i # j, this system has

I;(p)

equations. It also depends on only the public key. Let D and {(Bép)7 <, big)il <
p < D} be the dimension and a basis of the solution space of this system,
respectively.

Substituting (l;(()p), . bgg)g) into (3.8) and comparing constant terms and co-
efficients of linear monomials in x,,, -, %, , in the two sides, we uniquely
determine the other coefficients in (3.8), “(p)7 e a(5 and d®), because they

are determined by the 13§p ) (0 < j <109) and the linear and constant terms of
the Fj (0 < j < 109). These coefficients depend on specific values of the cipher-
text 9/, since the linear and constant terms of the Fj depend on the constant
terms of the h;.
Let R
(@, a8 by, bih,d?),1 < p < D}

be a basis of the space of the coefficient vectors of the equations of the form

(3.8). Rearranging these basis vectors, we assume that (ag ), e &(515)_1), s
@, .. aé’;) ;) are linearly independent and the other vectors @, ... ’déls)fl)

k+1<i< D) are their linear combinations. Let Ep denote the equation

55—1 109

> a7 w, + 3 WOE +dY =0, (3.9)
i=1 j=0

1 < p < k. These k equations are satisfied by all (zy,,"+ , %y, ,) € K7L
Substituting (Fp, - , F1g0) by 3 into (3.9), we derive the equation E’;:

55—1

Sy, +7, =0, (3.10)

i=1
where 7, = Z b (p) ’ )7 1 < p < k. Doing a Gaussian elimination on El’,(l <
p < k), we Wlll find two disjoint subsets of {v1,- -+ ,vs5_1}: Ay = {wl, -+, w}}
and Az = {wy, - ,ws5-1—}, and linear functions in Ty, , Twss_,_s»

Tt = hi( Ty Twgs_y )1 <0<k (3.11)
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such that (3.10) holds when (3.11) are substituted into it. We substitute (3.11)
into Fj(@y,, -+, Tuss_,) to derive Fj(Tw,, - s Twss ;4 ), 0 < j < 109.

Let W denote a (55 — I — k)-dimensional affine subspace of W, where for each
vector (zo,- -+ ,254) in W, , is substituted by (3.11) for any 1 <i < k. Thus,
every vector (g, -, ¥54) in W satisfies (3.10). R X

Restricting on W, each equation in (3.6) is a linear combination of £y, --- , Ep,
and hence, the linear part of Z; (50 < ¢ < 54) is a linear combination of
55—1
> &Ep)mvi, (1 < p < k), ie., a linear combination of #1,---,7, which is a
i=1
constant independent of x € W. Therefore, Tsg, Ts1, Ts2, T3, and Tsq are all
constant on W. R

By the definitions of R;, S;, and G;, they are all constants on W as functions

in zg, -+ ,w54. Let G; be g;, g; € K, i=0,---,6.

3.4 Finding the Plaintext

The analysis mentioned in the previous subsection is a step of trivializing lock
polynomials. Although we do not know the concrete values of g;, we know all G,
are constant on W. This fact is used below to complete the remaining steps
of our attack. We also use the fact that gy := ¢20(Zo, - ,T54) = To and
g1 = ¢2.1(To, - ,Ts4) = f1(To) + T1 for some quadratic fi; please refer to
the appendix.

Because ¢35 is a tame triangular transformation on ¢1(W), set ¢321 = P320¢1.
Since

¢321,0(%0, -, T54) = P32,0(To, -+, Tsa) = (Yo + Go(Zo, -+ ,Ts4)),
for (zg, - ,x54) € W, we have

G10(F) = ps21,0(mo, -+ . m54) = d1,0(x0, -+, T54) + go.

So there must exist identical equations of the form

55—1—k wy
> @i, + Y biFj+d=0, (3.12)
i=0 =0
which are satisfied by all (Zu,, ", Twss_,_,) € K?°7'7% and the coefficients

(bo, -+, brog) # (0,--+,0).

Similarly to (3.8), we can derive a basis of linear space of all coefficient vec-
tors (@1, ,a55—1—k, Bo, o+ biog, d) satisfying (3.12). Write these basis vectors
as row vectors to get a matrix and change it into a top triangular matrix by

row transformations. Substitute F; by g, in the equations (3.12) corresponding

to each row of the matrix with (ai,---,as5—;—r) # (0,---,0), then we derive
some, say p, linearly independent linear equations in @y, , -+, Ty, , ,. Lhere-
fore we can represent p variables of z,, -+ , Zy,,_,_, as linear expressions of the

remaining variables. We also derive a (55— — k — p)-dimensional affine subspace
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W of W. Let Tuys s Tugs_y_ ey be the remaining variables. For the same rea-
son as mentioned above, ¢1,0(xo, - ,Zs54), and hence fi(¢1,0(zo, - ,x54)), are
constant on W
Let Fi(axul, ", Tuss_,_,_,) denote the p-variable-eliminated function Fi(axwl,
s Twss_,_i)- Let g1 = g1 + f1(p1.0(zo, - ,x54)). Again, we have

¢Z%(F) = ¢3a1,1(x0, -+ ,T54) = ¢1,1(T0, -, T54) + 91,

(xo,- -+ ,54) € W, and we know there exist identical equations in (zy,,- - ,
Tuss_;_,_,) Of the form

55—1—k—p 109 .
Y G, + Y biF+d= (3.13)
=0 j=0

with (Z)o, R 7l~)109) 75 (0, te ,0)
Repeating similar steps of eliminating and substituting variables, we derive in
turn smaller and smaller affine subspaces of W. On these subspaces, we have in

turn ¢1,1(zo, -+, s54), fo(P1,001,1), -5 d1,20(T0s -+, 54), fo1(d1057 -, d1,20),

¢1.21(T0, -+ ,T54), -+, and ¢154(x0, -+ ,x54) are constant. Since 19
(xo, -+ ,x54), -+ -, and ¢1 54(wo, - -+, 54) are constants on the last subspace and
¢1 is an invertible map, (o, - ,54) is a constant vector on that subspace. This

means that this affine subspace is a point (i.e., the 0-dimensional subspace). This
point is exactly the plaintext.

Collecting all linear expressions between variables, we get the plaintext. Now
the attack is accomplished.

3.5 A Practical Attack Procedure and Its Complexity

The attack in the previous subsections can be further divided into the following
six steps. The first three steps are independent of the value of the ciphertext y’
and can be done once for a given public key.

Step 1 of the attack. Find a basis of the linear space of the coefficient vectors
(@i, bjk,c;,d) of the identical equations

54 109
Zaixi—t— Z bijij—FZCij—Fd:O.
i=0 0<j<k<109 j=0

As mentioned in subsection 3.1, we randomly select 7000 plaintexts (o, - -, Z54)
and substitute them into equation (3.2) to get a linear system of 7000 equations on
6271 unknowns. The computational complexity to solve it is 62712 - 7000 < 238
operations on the finite field K = Fys. Reorder the resulting basis vectors such
that (a(”, -+ ,a%%) = (0,---,0) for [+ 1 < p < D, and that for the [ x 55 matrix
with (ag )7 e aéi)) as its p-th row and its v{-,v5-, - - -, vj-columns form an identity
matrix of order [. (Let the columns are indexed by 0,1, - - -, and 54.)
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Step 2 of the attack. Let {v1,--- ,vs5—1} = {0,---,54}\ {v},--- ,v/}. Repre-
sent the variables x,;, Ty, -+, and Ty as linear expressions of the form

55—1
hj(‘rvu T 71'1;55_1) = E h]ﬁixvi + 1y,

respectively, 1 < j <1, according to the system of | linear equations

54
Zaz(-p)m:tp,lgpgl.
i=0

Substitute Ty by hj(zy,, - T ,) (1 < 7 < 1) into the expressions
Fi(xo,--- .7354) (0 < ¢ < 109) for the public key, and derive 110 new quadratic
polynomials F (Toys s XTugs_, ), 0 <4 < 109. The coefficients of quadratic terms
in F; are independent of t1,--- , 1.

The first part of this step costs no computation. The second substitution part
is of computational complexity about

551(1 + 3)(55 — 1)(56 — 1) < 2%,

Step 3 of the attack. Comparing the coefficients of quadratic terms in the two
sides of the equation

109
bij(xvu Ty ) =0
§=0
to derive a system of (55—1)(56 —1)/2 linear equations on by, - - - 13109 Then use
Gaussian elimination to find a basis of its solution space, {(I;gp b%g)

p < k}.
The computational complexity of this step is

110% - (55 — 1)(56 — 1) /2 < 2'3(56 — 1)? < 2%4.

The above three steps can be precomputed for any given public key. The total
complexity is less than 238. In what follows, we go to break the corresponding
plaintext of a specific valid ciphertext y' = (y{, -, ¥i09)-

Step 4 of the attack. First, substitute y' = (yy, -+ ,Yig9) nto (3.5) to obtain

t1,--- ,t; and substitute t1,--- ,t; into F; to get simplified F;. Then for each
(bé b%g) compare the coefficients of the linear and constant terms in the
two sides of (3.9) to determine a(p) a(4 ; and dP),

The computational complex1ty of substitution is

(2 x ((110) + (1;())) + <110>) x [~ 2% < 217,

The complexity of calculating a(p) e ,&éi)_l and d) is (56 — l)zﬁ < 215,
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Step 5 of the attack. Do primary transformations (similar as primary row
transformations on matrices) on the vectors

@0, 0 B, B, d) 1 < p < D
obtained in Step 4 to make (&5")7 s &(g ) (1 < p <k) are linearly independent

and (&&p),m ,dégll) =(0,--+,0) for k+1<p < D. Calculate

109 R N
=D by +d”,
=0

1< p <k, and do a Gaussian elimination on the system of linear equations

55—1
alPa,, +7,=0,1<p<k

(]

i=1

to eliminate k variables by expressing them as linear expressions in the remaining

variables, Ty = hj(Tw,,+  Twss_,_, ), where 1 < j <k and {wy,--- ,w;} and
{wy, -+ ,wss—1—k} are two disjoint subsets of {vi, -+ ,vs5—1}. Substitute Loy,
by fALj(acw17~-~ s 1) (1 < G < k) into Fy(xy,,- ,Tus1) to derive 110
polynomials Fi(Tw,, -+ s Twss_,_,), 0 <3 < 109.

The computational complexity of primary transformations on the vectors is
(55— 1+11041)2D = (166 — 1)?D < 2'8.

To calculate 7,, the complexity is 110k < 28k < 2'', while the complexity of
solving the system of linear equations (3.10) is (55 — 1)2k < 2. Finally, the
computational complexity of substituting z.,; = ij (2w,) into Fy(zy,,-- -, x54)
(0 <i < 109) is

55(k(k +3)(55 — 1 — k)(56 — 1 — k)) < 223,
The total complexity of this step is less than 218 4 211 4 214 4 223 < 224,

Step 6 of the attack. Compare the coefficients of all terms in the two sides of
the equation

55—1—k 109
Z &z$w7 + ZB]‘F]‘ +CZ=
i=0 j=0
to derive a system of linear equations m (ay,--+ ,a55—1—k, Eo, . 5109, ci) Solve
it to find a basis of its solution space, (@ ) aég) Py b(p), .- bgg) 762@)), 1<
p < D, where p is its dimension. Among these vectors, select a set of vectors
with mazimal number, say p, such that for these p Uectors,(dgp), e ,&éps)flfk)

are linearly independent. Let F; = v, (0 < i < 109) in(3.12) and solve the
resulting system of linear equations on Ty, , - - , Ty, _,_, - Again we will eliminate
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p variables by expressing them as linear functions of remaining variables. We
substitute these linear functions into Fi (0 < i < 109) to derive 110 quadratic
functions with smaller variables. Iterate the above process till all variables are
eliminated. Then we collect all linear expressions between the variables and derive
the plaintext ©' = (x(), -, xky).

The number of iterations is less than 55—1—k and the computation complexity
of each iteration is less than 224 + 216 4- 224 < 225 Hence the total complexity
of this step is less than 225(55 — [ — k) < 23%.

The largest computational complexity occurs in the first step with complexity
less then 238; the complexity of other steps is minor in comparison. Hence, the
total computation is less than 239 Fos-operations.

3.6 Experimental Results

We implement our attack on a Pentium IV 2.4Ghz PC with 256M memory, and
we code the attack using VC++. We choose 100 different public keys, for each of
which we give a ciphertext and try to find its corresponding plaintext. In TTM, each
public key is a composition of ¢1, @32, and ¢4, and @32 is determined by 25 randomly
taken quadratic polynomials f;(xo,- - ,zi—1) (i = 1,---,21) and fi(xo, - ,T54)
(i =106, - - ,109). We choose 10 different sets of the f;, for each of which we choose
10 different pairs of ¢ and ¢4 for experiments. The results are as follows:

1. For all 100 chosen ciphertexts, the attack successively finds their corresponding
plaintexts. To find each plaintext, less than 1 hour and 37 minutes in total cost
on the PC mentioned above, where 95 minutes cost on the execution of the
step 1 in subsection (3.5), while about 1 minute and 20 seconds cost to execute
the all remaining steps. Hence, the attack is very efficient. This timing data
coincides with the analysis in the previous subsection: the remaining steps of
the attack is about 23% /231 = 128 times faster than the first.

2. For each chosen public key, the experiment finds D =1 = 5 in step 1 and
D =k = 5 in step 3 and step 5. This means that we can eliminate 5 variables
in step 2 and 5 variables in step 5. The experiment shows that if ¢, is the
identical map, we will find directly the values of x5, - - - , )9 of the plaintext
in step 1 and of x%g,- - , x5, in step 5.

3. If we derive the systems of equations (3.8), (3.12) and (3.13) by taking suffi-
ciently many (concretely, 200) plaintext/ciphertext pairs in the experiment,
that is, not by comparing coefficients of monomials, then for each given ¢32,
the number of total iterations of steps 4-6 and the numbers of the variables
eliminated in each iteration in step 6 are respectively the same for the 10
chosen different pairs of ¢ and ¢4. This can easily analyzed theoretically.

4 Conclusion and Discussion

In this paper, we present a very efficient attack on a new instance of TTM
in [MCY04]. We need to do first precomputation, which takes 95 minutes on
a PC with a 2.4Ghz Pentium IV processor. Our attack then can recover the
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corresponding plaintext of any valid ciphertext in less than 2 minutes. The compu-
tational complexity of the precomputation is 23 Fys-operations and the complex-
ity for deriving a plaintext from a ciphertext is 23!. Therefore the total complexity
is less than 239 and this new TTM instance is totally insecure. We think everyone
should take our attack method into consideration when designing new MPKC.

The key point of the attack is finding the existence of certain quadratic relation
(not linearization equations) on plaintexts and ciphertexts, which is used to
trivialize the lock polynomials defined in TTM.

Like the previous ones, this instance of TTM has a very rigid structure and is
not scalable, thus it is not possible to give a toy example to illustrate our attack
and give the computation complexity in terms of a function of the dimensions of
the plaintext and ciphertext space. We can only present the concrete complexity
value for this instance.

Although the new instance of TTM is broken, TTM is still a very interesting
idea, which could have great potential due to its high efficiency, if it can be
made secure. We think, to make the TTM work, one must develop a systematic
method to establish lock polynomials, which seems to require some deep insight
from algebraic geometry.
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Appendix: The Description of ¢,

The expressions of (Yo, -, ¥109) = d2(ZTo, - -
,Tsa) (106 <4 < 109) are randomly

filZo, -+

chosen quadratic polynomials.

Yo :
Y2 =

Y4

Y6

ys

Y10
Y12
Y14
Y16
Y18
Y20
Y22
Y24

Y26 -
Yos :

Y30

Y32 :
Y34 -

Y36

y3s -
Y40 -

Ya2

Yaa -
Y46 -

Y48
Y50
Y52
Y54

Y56 -
Ys8

Y60

Y62 -
Yod -

Y66

Y6s -
T

yr2

Yra -
Yr6 -

Y78

yso :
Ys2 :

Ys4
ys6

Zo;
fo+ Z2;
= fa+ T4
= fo + Ts;
= fs + Ts;

= fi0 + Z10;

= fi2 + T12;

= fia + Z14;

= fi6 + Z16;

= fis + Z1s;

= fao + Z20;

1= ToT5 + T1T4 + Ts + T2z;

‘= Z1T6 + T2T5 + To4;
I3T4 + ToT7 + To6;
TeTy + T22T7 + Tas;
‘= Z10T3 + T2Zs + T30;
ZT11T17 + T13%15 + T32;
T14%16 + T12T18 + T34;
‘= Z13T20 + T31Z14 + T36;
ZT21T18 + T19Z17 + T38;
T11%12 + Z1T0 + T39 + Tao;
‘= Z1T2 + T13%12 + T42;
I3T0 + Z11T14 + T44;

‘= Z28T2 + T30Z7 + T27Te + T29T3 + Tas;
= T46%48 + Ta7T49 + T50;

1= T45T48 + Ta6Ta9 + T52;

‘= Z45T46 + Ta7Z4a8 + Ts4;

ToT43 + T12T44 + T2T29 + T14T40;
T11%43 + T1T44 + T13T29 + T3T40;
‘= T42T29 + T39T43 + T14;

ZT30T44 + T41Z40 + T13;

T3%2 + T13T14;

‘= Z11T33 + T12Z32 + T13T19 + T14T21;
T15T33 + T16Z32 + T17T19 + T18T21;
T33T35 + T32T34;

‘= T32T20 + T19Z35 + T14;

T21T20 + T19Z31 + T12 + T15;
T21%34 + T33T31 + T17;

‘= Z12T14 + T16Z18 + T39T20 + T36T19;
ZT11T14 + ZT15Z18 + T38T20 + T37T19;
ZT15T39 + T38%16 + T13;

‘= Z37T39 + T38T36;

‘= ZoT24 + T1Z23 + T2Zs + T3T10;

ZT37T13 + T39T18 + T36T17 + T38T14 + Ta6;

yZi—1) (1 <i <21) and fi(Zo, -

,T54) are listed as follows, where

o= fi + T
U3 = f3 + T3;
U5 := f5 + Ts;
g7 = fr+ 2
Jo := fo + Zo;

11 = fi1 + ZT11;
713 = f13 + Z13;
Y15 = fi5 + T15;
yi7 = fir + Tir;
Y19 == fi9 + T19;

yo1 -
Y23 1=
Y25 -
Yor -
Yag :
Y31 :
Y33 -
Y35 -
Y37 -
Y39 :
Y41
Y43 -
Y45 :
Yar
Y49 -
Ys1 -
Ys3
Ys5 -
Ys7 -
Ys9
Y61 -
Y63 -
Y65
Yo7 -
Y69
Y1
Y73 -
Y75 -
Y -
Y79 -
ys1 -
ys3 -
yss -
ys7 -

fo1 + Zo1;

ZToTe + T2T4 + T2s3;

Z3T5 + T1Z7 + T2s;

ZoT9 + T22X3 + Tor;

Z10T7 + T8Te + T29;

Z11Z16 + T12%15 + T19 + T31;
Z12%17 + T13%16 + T33;

Z14%15 + T11T18 + T35,

Z17Z20 + T31Z18 + T37;

Z21T14 + T13%19 + T39;

Z11T2 + T13T0 + T41;

Z3T12 + T1%14 + T43;

Z32T18 + T14T33 + T13T34 + T17T35 + T4s;
Z23%7 + T3T24 + T2T25 + TeTa6 + Tar;
Z14T41 + T3T42 + T13T43 + T2T44 + Tag;
ZT45T47 + T48Tag + Ts1;

T45T49 + Ta6Ta7 + Ts3;

Z11Z42 + T1Z41 + T13T39 + T3T30;
ZoT42 + T12%41 + T2T39 + T14T30 :
T42T44 + T41T43;

Z41T29 + T39%44 + T3;

Z30T29 + T39T40 + T1 + Zo;

ZT30T43 + T42T40 + T2;

Z15T34 + T16T35 + T17T20 + T18T31;
Z11Z34 + T12%35 + T13T20 + T14T31;
Z33T20 + T19T34 + T18;

Z21T35 + T32%31 + T13;

Z14T17 + T13%18;

ZT11%13 + T15T17 + T3sT31 + T37T21;
Z12713 + T16T17 + T39T31 + T36T21;
Z11Z39 + T3sT12 + T17;

Z37%16 + T15T36 + T14;

Z37T12 + T11%36 + T1s;

ZT4To5 + T5T26 + T6Ty + T7T22;



Yss
Y90

Y94
Y96
o8
2100
Y102
Y104
Y106
Y108
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‘= T4%24 + T5X23 + TeTs + T7T10;
‘= T24T26 + T23T25;

Yo2 :
‘= Z10T9 + TgT22 + T1 + T4;

1= T10T25 + T24T22 + Ts;

‘= Z1Z3 + T5ZT7 + T30T9 + T27Ts;

T23T9 + TsT2e + I3;

1= ToT3 + T4aT7 + T29T9 + T28T8;
‘= T4aT30 + T29T5 + T2;

‘= T28T30 + T29%27;

= f106;

= f108;

Y89 :
Yo1 :
Y93 :
Y95
Yo7 =
Y99 :
Y101 -

Y103
Y105
Y107

ToZ2s + T1T26 + T2X9 + T3T22;
T24T9 + TsTas + T7;

ZT10T26 + T23T22 + T2;

T3Te + T2T7;

ToT2 + TaZe + T29T22 + T28T10;
T1T2 + T5Te + T30T22 + T27%10;
ToZ30 + T29T1 + Te;

‘= T28T5 + TaZo2r + T3;
‘= 281 + ToZ27 + T7;
= fio7;
Y109 ‘= f109.
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