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Abstract. We investigate the problem of model checking Interval-valued
Discrete-time Markov Chains (IDTMC). IDTMCs are discrete-time finite
Markov Chains for which the exact transition probabilities are not known. In-
stead in IDTMCs, each transition is associated with an interval in which the ac-
tual transition probability must lie. We consider two semantic interpretations for
the uncertainty in the transition probabilities of an IDTMC. In the first interpre-
tation, we think of an IDTMC as representing a (possibly uncountable) family of
(classical) discrete-time Markov Chains, where each member of the family is a
Markov Chain whose transition probabilities lie within the interval range given
in the IDTMC. This semantic interpretation we call Uncertain Markov Chains
(UMCQ). In the second semantics for an IDTMC, which we call Interval Markov
Decision Process (IMDP), we view the uncertainty as being resolved through
non-determinism. In other words, each time a state is visited, we adversarially
pick a transition distribution that respects the interval constraints, and take a
probabilistic step according to the chosen distribution. We show that the PCTL
model checking problem for both Uncertain Markov Chain semantics and Inter-
val Markov Decision Process semantics is decidable in PSPACE. We also prove
lower bounds for these model checking problems.

1 Introduction

Discrete time stochastic models such as Discrete Time Markov Chains (DTMCs)
have been used to analyze the correctness, reliability, and performance of systems
[8LIL1L19L13]. In a DTMC, the system is assumed to have finitely many states, and
the system’s future behavior is completely determined by its current state. From each
state of the system, the probability of transitioning to any other given state at the next
step is fixed and is given by the transition probability matrix of the DTMC.

The assumption that the system makes transitions according to a fixed distribution
at each step and that this distribution is precisely known when modeling, is a strong
assumption that may often not hold in practice [12,[15,261[14]. If the system being
modeled is an open system, i.e., interacts with an environment, then uncertainty in the
transitions may arise due to imperfect information about the environment. For example,
consider a system that interacts with an imperfect communication medium that may lose
messages. The probability of message loss may either depend on choice of the commu-
nication medium or on a complicated, time-varying dependence on events that are not
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precisely understood at the time of modeling the system. Another source of impreci-
sion is that the transition probabilities in the system model are often estimated through
statistical experiments, which only provide bounds on the transition probabilities.

In order to faithfully capture these system uncertainties in stochastic models, the
model of Interval-valued Discrete-time Markov Chains (IDTMC) has been introduced
[12.[14]. These are DTMC models where the exact probability of taking a state transi-
tion is not known, and instead the transition probability is assumed to lie within a range
associated with the transition. Two semantic interpretations have been suggested for
such models. Uncertain Markov Chains (UMC) [12] is an interpretation of an IDTMC
as a family of (possibly uncountably many) DTMCs, where each member of the fam-
ily is a DTMC whose transition probabilities lie within the interval range given in the
IDTMC. In the second interpretation, called Interval Markov Decision Process (IMDP),
we view the uncertainty as being resolved through non-determinism. In other words,
each time a state is visited, we adversarially pick a transition distribution that respects
the interval constraints, and take a probabilistic step according to the chosen distribu-
tion. Thus, IMDPs allow the possibility of modeling a non-deterministic choice made
from a set of (possibly) uncountably many choices. An IMDP can be seen as a general-
ization of Markov Decision Processes (MDPs) [[17,13,121]].

We investigate the problem of model checking PCTL specifications for IDTMC.
The two semantic interpretations of IDTMCs yield very different model checking re-
sults (whenever the property has at least two probabilistic operators, not necessarily
nested; see example in Figure[I)) and require different algorithmic techniques. For the
case of UMCs, we show that PCTL model checking problem can be reduced to find-
ing feasible solutions to inequality constraints, much like in the case of DTMC and
MDRP [I8,44,13,[19,[7]. However, there is one important difference. The constraints to be
solved in the case of UMCs are polynomial and not just linear (as for DTMCs and
MDPs). Since the existential theory of reals is decidable in PSPACE [186], the feasi-
bility of the polynomial constraints arising in model checking, can be determined by
making a “query” to the existential theory of reals. Thus, the PCTL model checking
problem for UMCs is in PSPACE. In practice, however, this algorithm may not be the
most efficient. The constraints we obtain during model checking all take a special form:
the polynomials are bilinear'. Therefore, it might be more efficient to instead use algo-
rithms for solving bilinear matrix inequalities (BMIs) [10,9] or tools developed for this
purpose [16]. Checking feasibility of BMIs is known to be NP-hard [24], but the exact
complexity, which is lower than PSPACE, is unknown. On the other hand, in the case
of IMDPs, we show that the model checking problem can be reduced to model check-
ing an MDP of exponential size. We then use known results for MDPs to show that
IMDPs can be model checked in PSPACE. We also present an iterative model checking
algorithm for IMDPs which may prove to be more efficient in practice.

In addition to demonstrating the decidability of the model checking problem, we also
prove lower bounds on the complexity of the model checking problem. We show that
the model checking problem for UMCs is NP-hard and co-NP-hard; thus, for UMCs the
problem is unlikely to be in P. A straightforward corollary of our results is that solving

! The highest power of any variable in the polynomial is 1, and any term is the product of at
most two variables.
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BMIs is also co-NP-hard. For IMDPs, we can only show P-hardness; in fact, even this
is a consequence of the P-hardness of (classical) DTMC model checking.

The rest of the paper is organized as follows. We briefly discuss related work next.
In Section [2| we formally define IDTMC and give its semantics as UMC and IMDP.
PCTL and the model checking problem is introduced in Section[3] We then revisit the
model checking algorithm for DTMC (Sectiond)) and present a modified version of the
classical algorithm. The ideas in the section play a key role in our UMC model checking
algorithm. Section [5| (UMC) and Section [0l (IMDP) contain our main results about the
model checking problem, providing both upper and lower bounds. Finally we present
our conclusions in Section[7l Due to lack of space, we do not present any proofs here;
all proofs including motivating examples of UMCs and IMDPs can be found in [23].

Related Work. The model of IDTMCs has been introduced independently by Jons-
son and Larsen [12]] and Kozine and Utkin [[14] under the names interval specification
systems and interval-valued finite Markov chains, respectively. However, they consider
different semantic interpretations. Jonsson and Larsen consider the UMC interpreta-
tion and study bisimulation and simulation preorders for such an interpretation. Kozine
and Utkin, on the other hand, take the IMDP interpretation and present algorithms to
compute the probability distribution on the states after ¢ steps. Neither of these papers
investigate the PCTL model checking problem which is the focus of this paper. We
introduce new names to emphasize the subtle semantic difference in the two interpreta-
tions. A more general model called generalized Markov processes for describing infinite
families of Markov Chains was introduced in [1]]. In that paper, they showed that model
checking such models with respect to PCTL* (a more general logic than PCTL) is de-
cidable and has elementary complexity. PCTL model checking for classical DTMC and
MDP models has been considered in [&}4,3,[19.7]].

2 Formal Models

Definition 1. A discrete-time Markov chain (DTMC) is a 4-tuple M = (S, s;, P, L),
where

1. S is a finite set of states,

2. sy € S is the initial state,

3. P: §xS — [0,1] is a transition probability matrix, such that ), .o P(s,s') = 1,
and

4. L: S — 2P is a labeling function that maps states to sets of atomic propositions
from a set AP.

A non-empty sequence m = SpS1S2--- is called a path of M, if each s; € S and
P(s;,si11) > 0 forall i > 0. We denote the i*" state in a path 7 by 7[i] = s;. We let
Path(s) be the set of paths starting at state s. A probability measure on paths is induced
by the matrix P as follows.

Let sg, $1,...,8% € S with P(s;,s;41) > 0forall 0 <4 < k. Then C(sps1 ... Sk)
denotes a cylinder set consisting of all paths m € Path(sp) such that 7[i] = s; (for
0 < i < k). Let B be the smallest o-algebra on Path(sg) which contains all the cylinders
C(s081 - .- Sk). The measure 4 on cylinder sets can be defined as follows
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1 ifk=0
P(so,81) - P(sk—1,5k) otherwise

n(C(sos1...51)) = {

The probability measure on B is then defined as the unique measure that agrees with
1 (as defined above) on the cylinder sets.

Definition 2: An Interval-valued Discrete-time Markov chain (IDTMC) is a 5-tuple
Z=(5,s1,P,P, L), where

1. S is a finite set of states,

s; € S is the initial state,

. P: S xS — [0,1] is a transition probability matrix, where each P (s, s') gives the
lower bound of the transition probability from the state s to the state s’,

. P: S xS —[0,1] is a transition probability matrix, where each P (s, s') gives the
upper bound of the transition probability from the state s to the state s,

5. L: S — 2P is a labeling function that maps states to sets of atomic propositions

from a set AP.

@

N

We consider two semantics interpretations of an IDTMC model, namely Uncertain
Markov Chains (UMC) and Interval Markov Decision Processes (IMDP).

Uncertain Markov Chains. An IDTMC 7 may represent an infinite set of DTMCs,
denoted by [Z], where for each DTMC (S, s7, P, L) € [Z] the following is true,

- P(s,5') < P(s,s') < P(s,s') for all pairs of states s and s’ in S

In the Uncertain Markov Chains semantics, or simply, in the UMCs, we assume that the
external environment non-deterministically picks a DTMC from the set [Z] at the be-
ginning and then all the transitions take place according to the chosen DTMC. Note that
in this semantics, the external environment makes only one non-deterministic choice.
Henceforth, we will use the term UMC to denote an IDTMC interpreted according to
the Uncertain Markov Chains semantics.

Interval Markov Decision Processes. In the Interval Markov Decision Processes se-
mantics, or simply, in the IMDPs, we assume that before every transition the external
environment non-deterministically picks a DTMC from the set [Z] and then takes a one-
step transition according to the probability distribution of the chosen DTMC. Note that
in this semantics, the external environment makes a non-deterministic choice before ev-
ery transition. Henceforth, we will use the term IMDP to denote an IDTMC interpreted
according to the Interval Markov Decision Processes semantics. We now formally de-
fine this semantics.
Let Steps(s) be the set of probability density functions over S defined as follows:

Steps(s) = {u: S — R=" | Z u(s’) =1and P(s,s") < u(s') < P(s,s) forall s’ € S}
s'eS
In an IMDP, at every state s € S, a probability density function y is chosen non-

deterministically from the set Steps(s). A successor state s’ is then chosen according to
the probability distribution x4 over S.
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A path 7w in an IMDP T = (S, s, P, P, L) is a non-empty sequence of the form
so 3 s B3, where s; € 9, Wit1 € Steps(s;), and p;11(8;4+1) > 0 for all i > 0.
A path can be either finite or infinite. We use 7g,, to denote a finite path. Let last(7g,)
be the last state in the finite path mg,. As in DTMC, we denote the i*? state in a path
m by w[i] = s,. We let Path(s) and Pathgy,(s) be the set of all infinite and finite paths,
respectively, starting at state s. To associate a probability measure with the paths, we
resolve the non-deterministic choices by an adversary, which is defined as follows:

Definition 3. An adversary A of an IMDP T is a function mapping every finite path may,
of T onto an element of the set Steps(last(may)). Let Az denote the set of all possible ad-
versaries of the IMDP I. Let Path” (s) denote the subset of Path(s) which corresponds
to A.

The behavior of an IMDP Z = (S, s;, P, P, L) under a given adversary A is purely
deterministic. The behavior of a IMDP 7 from a state s can be described by an infinite-
state DTMC M4 = (54, 54, P4 L4) where

- 84 = Pathgn (s),
- s =5, and
N e . A(mgin)
_ PA(TK'{-‘m, mh) = { A(man)(8") if mgy 1.s of the form g, = — " s
0 otherwise

There is a one-to-one correspondence between the paths of M4 and Path” (s) of Z.
Therefore, we can define a probability measure Prob;4 over the set of paths PathA(s)
using the probability measure of the DTMC M4,

3 Probabilistic Computation Tree Logic (PCTL)

In this paper we consider a sub-logic of PCTL that excludes the steady-state probabilis-
tic operators. The formal syntax and semantics of this logic is as follows.

PCTL Syntax

¢ u=true |a| =g | GNP | Poap(y)

Yu=oU¢|Xo
where @ € AP is an atomic propositions, < € {<,<,>,>},p € [0,1], and k € N.
Here ¢ represents a state formula and v represents a path formula.

PCTL Semantics for DTMC

The notion that a state s (or a path m) satisfies a formula ¢ in a DTMC M is denoted
by s Eam ¢ (or m = ), and is defined inductively as follows:

s Em true

sEma iffa € L(s)

s EMm ¢ iff s et @

SEM b1 Ad2 iff s Ea P and s Eaq @2

s Em Poap(p) iff Prob{m € Path(s) | m =am Y} >p
rEmXe  iffr[l] Eam é

TI":M o1 U d2 lffHZZO(TK'M ':M ¢2ande<i.7r[ﬂ ':M ¢1)
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s = true

skEa iffa € AP(s)

sk ¢ iff s £ ¢

sk ¢1Age iff s|= ¢1and s = ¢o

5 = Poap(¥) iff Prob2({m € Path”(s) | m = ¥}) > p
forallAc A

7 X¢ iff 7[1] = ¢

0=P_g,(Xa) VP o, Xb) 7=y U po iff Fi > 0 (n]i] = po and V5 < i. 7[j] =)

Fig.1. Example IDTMC and Fig. 2. PCTL semantics for IMDP
PCTL formula ¢. The UMC

interpretation of the IDTMC

satisfies ¢, whereas the IMDP

interpretation of the IDTMC

violates ¢.

It can shown that for any path formula ) and any state s, the set {m € Path(s) |
T [=m 1} is measurable [25]]. A formula P, (1) is satisfied by a state s if Prob[path
starting at s satisfies ¢)] >t p. The path formula X¢ holds over a path if ¢ holds at the
second state on the path. The formula ¢1 U ¢- is true over a path 7 if @2 holds in some
state along 7, and ¢ holds along all prior states along 7.

Given a DTMC M and a PCTL state formula ¢, M = ¢ iff s; Eaq .

PCTL Semantics for UMC

Given a UMC 7 and a PCTL state formula ¢, we say Z = ¢ iff, for all M € [Z],
M = ¢. Note that 7 £~ ¢ does not imply that Z = —¢. This because if Z [~ ¢, there
may exist M, M’ € [Z] such that M = ¢ and M’ = —¢.

PCTL Semantics for IMDP

The interpretation of a state formula and a path formula of PCTL for IMDPs is same as
for DTMCs except for the state formulas of the form P, (1)).

The notion that a state s (or a path 7) satisfies a formula ¢ in a IMDP 7 is denoted
by s = ¢ (or m = ¢), and is defined inductively in Figure 2l

The model checking of IDTMC with respect to the two semantics can give different
results. For example, consider the IDTMC in Figure [Tl and the PCTL formula ¢. The
UMC semantics of this IDTMC satisfies ¢, while the IMDP semantics violates ¢.

4 Revisiting DTMC Model-Checking

In this section we outline the basic model checking algorithm for (classical) DTMCs.
The algorithm that we outline here for DTMCs is not the most efficient (like the one
presented in [8]]); however the main ideas presented here will form the crux of our model
checking algorithm for UMCs.
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The algorithm for model checking DTMCs will reduce the problem to checking the
feasibility of simultaneously satisfying a finite set of polynomial inequalities. This fea-
sibility test can be done by checking if a first-order formula with existential quantifiers
about the real numbers is true. More precisely, we need to check if a formula of the
form x4, ..., 2, P(x1,...,x,) is valid over the reals, where P is a boolean function
of atomic predicates of the form f;(z1,...,x,) > 0, where f; is a multivariate poly-
nomial and € {=, #, <, >, <, >}. It is well-known that this problem can be decided
in PSPACE [18l[6] 2.

The model checking algorithm for DTMC takes a DTMC M = (S, s;,P, L) and a
PCTL formula ¢ as input. The output is the set Sat(¢) = {s € S | s Ear ¢}, i.e., the
set of all states of the model that satisfy ¢. We say M |= ¢ iff s; € Sat(¢).

The algorithm works by recursively computing the set Sat(¢’) for each sub-formula
¢’ of ¢ as follows.

Sat(true) = S Sat(a) = {s | a € L(S)}
Sat(—¢) = S\ Sat(¢) Sat(¢p1 A ¢2) = Sat(¢1) N Sat(¢pz)
Sat(Peap(¥)) = {s € S| ps(¢) > p}

where p, (1)) =Prob{m € Path(s) | m = 1}. The computation of the set Sat(Pup (1))
requires the computation of p4 (1)) at every state s € S.

If ¢ = X¢, then ps(¢) = 3_ s cgar(p) P(s:8)-

To compute p, (1 U ¢2), we first split the set of states S into three disjoint subsets,
Sno, §ves and S” where S™° = Sat(—¢; A —¢o), SY = Sat(¢s), and S =
S\ (5m° U S¥es). Moreover, let S”° be the set {s | ps(¢1 U ¢2) = 0} \ S™° and
S>0 be the set {s | ps(d1 U ¢2) > 0}. Note that S = S>0 U S™° U S°, By [8],
{zs = ps(¢1 U ¢2) | s € S} is a solution of the following linear equation system.

0 if s € S
s =<1 if s € 5¥ (1)
{ Zs,esP(s,s')xsl ifse S?

Note that the equation system (IJ) can have infinite number of solutions. For example,
consider the formula true U a, where a is an atomic proposition and the DTMC M =
({s},s,P, L), where P(s,s) = 1 and L(s) = (). Note that s € S"°. The linear
equation system () that is instantiated for computing ps(true U a) for M is z, = x,.
The system has infinite number of solutions.

We can ensure that {z, = ps(¢1 U ¢2) | s € S} is a unique solution of a system
of equations as follows. Fix a v such that 0 < v < 1. Consider the following linear
equation system.

0 if s € S™°
=<1 if s € §ves )

S oesP(s, 8l ifse S

2 If one takes the computational model to be Turing machines, then this result holds when the
coefficients of the polynomials are rationals. One the other hand, if one considers a model of
computation that is appropriate for real number computation, like the one proposed by Blum,
Shub, and Smale [5], then the algorithm can handle even real coefficients.
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; 0
Lemma 1. z, > 0 iff s € S~°.
Lemma 2. The system of linear equations in @) has a unique solution.

Lemma 3. 2/, = 0 jff s € S™° U Sm°.

Consider the following system of constraints.

zh =0iffz, =0foralls € S 3)

where a2, are variables of (@) and x5 are variables of (I).

Lemma 4. The system of linear equations in (I) and @) has a unique solution given
that the constraints in (3) hold. Moreover, for this unique solution ©s = ps(¢1 U ®2),
foralls € S.

Note that the set of constraints (1), (), and (@) can be written compactly as follows.

0 if s € S™° 0 if s € S™°
zs =4 1 if s € 8V ze =<1 ifs e S¥ (4)
YesP(s, sz ifs e S’ YvesVP(s, 8", ifs e S?

6s >0 Ts = 05

where for each s € S, we introduce the variable 65, such that we can impose the con-
straint that x5 = 0 iff /, = 0. The satisfiability of the set of constraints () can be easily
reduced to checking if a formula with existential quantifiers belongs to the theory of re-
als. The constructed formula is linear in the size of the DTMC.

S Model Checking UMC

In this section, we reduce the problem of model-checking a UMC to checking the feasi-
bility of a bilinear matrix inequality. (More details about bilinear matrix inequality can
found in [23]].) In the non-trivial reduction, we introduce a number of auxiliary variables
to achieve the goal. Note that a simpler PSPACE algorithm, which avoids the extra aux-
iliary variables by guessing their values non-deterministically, is possible and is easy
to come up from our reduction. However, we believe that the following reduction is
important from the perspective of implementation in practice using algorithms to solve
bilinear matrix inequalities (BMlIs).

Given a UMC Z and a PCTL state formula ¢, our goal is to check whether Z =
¢. In other words, for every M € [Z], M [ ¢. Thus, to check whether Z | ¢,
we check if there exists some M € [Z] such that M | —¢. If such an M does
not exist, we conclude that Z |= ¢. We will view the problem of discovering whether
a M € [Z] satisfies —¢ as problem of checking the feasibility of a set of bilinear
inequality constraints as follows. Each transition probability of the DTMC M that we
are searching for, will be a variable taking a value within the bounds. We will also have
variables denoting the satisfaction (or non-satisfaction) of each subformula at each state,
and variables denoting the probability of a path subformula being satisfied at each state.
Inequality constraints on these variables will ensure that they all have consistent values.
We now describe this construction formally.
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Letus fixan UMCZ = (S, s;, P, P, L) and a PCTL formula ¢. Let M = (S, s;, P, )
be an arbitrary Markov chain in [Z].

For every pair of states s,s’ € S, let the variable p,, denote the transition proba-
bility from s to s’ in M, i.e., pss denotes P(s, s’). Since M is an arbitrary DTMC in
[Z], by the definition of UMC, the following constraints hold: For every state s € .S,
> secsPss = 1 and for every pair of states s,s" € S, P(s,s') < pss < 13(3, s').

Given any PCTL formula ¢, let us define the set subfS(¢) (of state sub-formulas)
recursively as follows:

subfS(a) = {a} subfS(—¢) = {—¢} U subfS(¢)
subfS(¢1 A ¢2) = {d1 A p2} U subfS(¢r) U subfS(¢2)  subfS(Poap(¥))) = {Poap(¥) } U subfS(1))
subfS(¢1 U ¢2) = subfS(1 A —¢2) subfS(X¢) = subfS(¢)

Given a state s € S and any formula ¢’ € subfS(¢), either s |=pq ¢ or s Faq &
For each s € S and each ¢/ € subfS(¢), let the variable t?’ be such that t¢" = 1
iff s Ea ¢ and, tf’ = 0iff s £ar ¢'. Following the definition of the various
logical operators in PCTL, we can set up a set of constraints among these variables
such that for any M € [Z], the values taken by these variables is consistent with their
intended semantic interpretation. We introduce the following additional variables to
aid in setting up these constraints. For every state s € S and ¢’ € subfS(¢), let the
auxiliary variables fj’/, and uf/ be such that tg’/ =1 fg’/ =0 uf/ =1
andtd =0 < f¢ =1 «— u? = —1Clearly, t?, f¢', and u¢" are related by
the following set of constraints:

2 =0 =1 2 = 11

For every formula ¢’ € subfS(¢) of the form Py, (1) and for every state s € S, let
p? be the variable such that p¥ denotes Prob{r € Path(s) | m =g 1} in M.

For each state s € S and for each ¢/ € subfS(¢) exactly one of the following
constraints hold depending on the form of ¢':

' =1 if ¢’ =a € L(s) 2" =0 if ¢’ =a ¢ L(s)
¢ =1t if ¢ = =1 to1eg2 = ¢’ if ¢ = ¢1 A 2
ul'pl > ul'p+ 62 if ¢ = Psy(t) ul'pl > ul'p+ 6t if ¢ = Psy()
ul'pl + 812 <ul'pif ¢’ = Pey(t) ul'p? + 6t <upif ¢’ = Poy()

where ¢ is slack variable that is required to be strictly greater than 0.

Note that the above constraints do not reflect the fact that for each ¢’ € subfS(¢)
of the form Puy, (1)), p?¥ denotes Prob{m € Path(s) | © F=pm 9}. To set up such
constraints, we introduce the set subfP(¢) (of path sub-formulas) as follows:

subfP(a) =0 subfP(—¢) = subfP(¢)
subfP(¢1 N ¢2) = subfP(¢p1) U subfP(¢2) subfP(Poap (1)) = {0} U subfP(¢))
subfP(¢1 U ¢2) = subfP(¢1) U subfP(¢2) subfP(X$) = subfP ()

Thus for all sub-formula of ¢ of the form Py, (1)), subfP(¢) contains ).
For any ¢ € subfP(¢) of the form X¢; and for each s € S the following constraint

holds:
pg) = Z pss'tfxl

s'eS
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For each ¢ € subfS(¢) of the form ¢ U ¢ and s € S the following constraints

hold.
py =122 + 82y w? =" papt
s'eS
As in simple DTMC, if we consider the above constraints only, then we may not have

unique solution for certain p¥. Therefore, we fix a v such that 0 < < 1. Then, as in
simple DTMC model- checking, for each ¢ € subfP(¢) of the form ¢; U ¢ and s € S,

we introduce the variables p, ¥ and Wy ¥ such that the following constraints hold.

! A= ’ ! ’
p;/) = t?2 + tfl ¢2wsw wsw =7 Z pss’psw
s'eS

We want p¥ = 0 if p/sw = 0. To ensure this, for each ¢ € subfP(¢) of the form
é1U ¢2 and s € S, we introduce the auxiliary variable §¥ and ensure that the following
constraint hold.

6191)>0 pTP: spe

Let V(Z,9) = {6} U Us,s’es{pss’} U UsES,(ﬁ'Esube(qﬁ){t? JEugy U
Uses,pesubfP(s) {p?, w?, p¥ w¥, 6¥} denote the set of variables over which the
above constraints are described and let C(Z, ¢) denote the above set of constraints.

Lemma 5. For every solution I: V(Z,¢) — R of C(Z, ¢), there exists a DTMC M =
(S, s1,P, L) € [T] such that the following holds:

I(pSS ) =P(s,s') foranys,s' € S

A = {0 1} and u? € {=1,1} forany s € S and ¢' € subfS(¢)
t¢ —1/\f¢ —0/\u¢ —11]73 Eaxm ¢ forany s € S and ¢’ € subfS(¢)
tf =0Af¢ —1/\uf = —1iffs=m ¢ foranys € S and ¢’ € subfS(¢)
5. p¥ = Prob{m € Path(s) | m [Enm ¥} for any ¥ € subfP(¢)

The proof follows from the observations made while setting up the constraints. An
immediate consequence of the Lemmal[3lis the following theorem.

Theorem 1. If there exists a solution I of C(Z,¢) such that I1(t2,) = 1, then there
exists an M € [Z] such that M = ¢.

.'RSNE\)CN

In order to check if Z = ¢, the model checking algorithm sets up the constraints
C(Z,—¢) and checks its feasibility. Clearly, checking the feasibility of C(Z,—¢) is
equivalent to checking if a sentence with existential quantifiers is valid for the reals;
the size of the sentence is polynomial in the size of the UMC. However, the constraints
C(Z,—¢) are bilinear constraints, and we need to satisfy the conjunction of all these
constraints (not an arbitrary boolean function). The feasibility of such constraints can
be more efficiently checked viewing them as bilinear matrix inequalities (BMIs) for
which algorithms [10,/9] and tools [16] have been developed. (More details can seen
in [23]].) We also observe that to prove that the model checking problem can be solved
in PSPACE, we could have constructed a simpler set of constraints by first guessing the
values of the variables tf/, uf/, and ff/ for the subformulas ¢’, and then solving the
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constraints resulting from those guesses; since NPSPACE = PSPACE, we can obtain
a deterministic algorithm from this. However, we believe that in practice solving this
single BMI presented here will be more efficient than solving the exponentially many
simpler BMIs that this alternative approach would yield.

5.1 Complexity of Model-Checking UMC

We showed that the model-checking problem for UMC can be reduced to checking the
validity of a formula in the existential theory of the reals. Therefore, the model-checking
problem of UMC is in PSPACE.

The model checking problem for UMCs is however intractable: we can reduce both
the satisfiability and validity of propositional boolean formulas to the model checking
problem (details in [23]).

Theorem 2. The model checking problem for UMC with respect to PCTL is NP-hard
and co-NP-hard.

6 Model-Checking IMDP

We consider the problem of model checking IMDPs in this section. We will solve the
problem by showing that we can reduce IMDP model checking to model checking
(classical) a Markov Decision Process (MDP) [4}120]. Before presenting this reduction
we recall some basic properties of the feasible solutions of a linear program and the
definition of an MDP.

6.1 Linear Programming

Consider an IMDP Z = (S, s7, P, P, L). For agiven s € S, let IE(s) be the following
set of inequalities over the variables {pss/ | ' € S}:

Z Pesr = 1 P(s,s') < ps < P(s,s') forall s’ € S
s'eS

Definition 4. A map 6°: S — [0,1] is called a basic feasible solution (BFS) to the
above set of inequalities TE(s) iff {psss = 0°(s’) | s’ € S} is a solution of IE(s)
and there exists a set S’ C S such that |S'| > |S| — 1 and for all s' € S’ either
05(s') = P(s,s") or0°(s') = P(s, s').

Let ©° be the set of all BFS of IE(s). The set of BFS of linear program have the special
property that every other feasible solution can be expressed as a linear combination of
basic feasible solutions. This is the content of the next proposition.

Proposition 1. Let {pss = pss | 8 € S} be some solution of IE(s). There there are
0 < ags < 1forall 0° € O%, such that

Dss’ = D gscos ps0°(8") forall s' € S and D oseg s =1

Lemma 6. The number of basic feasible solutions of IE(s) in the worst case can be

O(|S|2151-1),
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6.2 Markov Decision Processes (MDP)

A Markov decision process (MDP) is a Markov chain that has non-deterministic tran-
sitions, in addition to the probabilistic ones. In this section we formally introduce this
model along with some well-known observations about them.

Definition 5. If S is the set of states of a system, a next-state probability distribution
is a function pi : S — [0, 1] such that ) .. s pi(s) = 1. For s € S, p(s) represents the
probability of making a direct transition to s from the current state.

Definition 6. A Markov decision Process (MDP) is a 4-tuple D = (S, sy, T, L), where

1. S is a finite set of states,

2. sy € S is the initial state,

3. L: S — 2A% s a labeling function that maps states to sets of atomic propositions
from a set AP,

4. T is a function which associates to each s € S a finite set T(s) = {p3, ..., u3_} of
next-state probability distributions for transitions from s.

A path 7 in an MDP D = (S, sy, 7,L) is a non-empty sequence of the form sg =t
s1 %3 ... wheres; €S, ti+1 € 7(si), and p;1(8i41) > 0 forall ¢ > 0. A path can be
either finite or infinite. We use gy, to denote a finite path. Let last(may ) be the last state
in the finite path 7g,. As in DTMC, we denote the i*® state in a path 7 by 7[i] = s;.
We let Path(s) and Pathg,(s) be the set of all infinite and finite paths, respectively,
starting at state s. To associate a probability measure with the paths, we resolve the

non-deterministic choices by a randomized adversary, which is defined as follows:

Definition 7. A randomized adversary A of an MDP D is a function mapping every
finite path Ty of D and an element of the set T(last(wan)) to [0,1], such that for a
given finite path g, of D, Zuer(last(m- ) A(Tfin, ) = 1. Let Ap denote the set of

all possible randomized adversaries of the MDP D. Let PathA(s) denote the subset of
Path(s) which corresponds to an adversary A.

The behavior of an MDP under a given randomized adversary is purely probabilistic.
If an MDP has evolved to the state s after starting from the state s; and following the
finite path 75y, then it chooses the next-state distribution p® € 7(s) with probability
A(man, 1°). Then it chooses the next state s’ with probability p®(s’). Thus the proba-
bility that a direct transition to s’ takes place is Y . ¢, (5) A(7an, u*)p”(s"). Thus as for
IMDPs, one can define DTMC D4 that captures the probabilistic behavior of MDP D
under adversary A and also associate a probability measure on execution paths. Given
a MDP D and a PCTL formula ¢, we can define when D |= ¢ in a way analogous to
the IMDPs (see Figure 2).

6.3 The Reduction

We are now ready to describe the model checking algorithm for IMDPs. Consider an
IMDP 7 = (S,s;,P,P, L). Recall from Section we can describe the transition
probability distributions from state s that satisfy the range constraints as the feasible
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solutions of the linear program IE(s). Furthermore, we denote by ©° is the set of all
BFS of IE(s). Define the following MDP D = (S’, s, 7, L') where S" = S, s} = sy,
L’ = L,andforall s € S, 7(s) = ©°. Observe that D is exponentially sized in Z, since
7(s) is exponential (see Lemma 6).

The main observation behind the reduction is that the MDP D “captures” all the
possible behaviors of the IMDP Z. This is the formal content of the next proposition.

Proposition 2. For any adversary A for I, we can define a randomized adversary A’

such that PmbfA = PmbfA for every s, where ProbfA is measure on paths from s
defined by machine X under A. Similarly for every adversary A for D, we can find an
adversary A’ for T that defines the same probability measure on paths.

Proof. Consider an adversary A for Z. For a path g, let A(may, ) = p € Steps(last(may ) ).
We know from Proposition[I] that there are ags for 6° € ©° such that

(") =D gecos ags0°(s’) forall s € S and Y oecs os =1

A Al
We now define A’ (7qn, 0°) = .. It is straightforward to see that Prob”” = Prob”" .
The converse direction also can be proved similarly. O

An important consequence of the above observation is the following main theorem.
Theorem 3. For any PCTL formula o, T = ¢ iff D = .

Thus, in order to model check IMDP Z, we can model check the MDP D for which
algorithms are known [4}[20]]. The algorithms for MDP run in time (and space) which is
polynomial in the size of the MDP. Thus, if we directly model check D we get an EXP-
TIME model checking algorithm for Z. However, we can improve this to get a PSPACE
algorithm. The reason for this is that it is known that as far as model checking MDPs is
concerned, we can restrict our attention to deterministic, memoryless adversaries, i.e.,
adversaries that always pick the same single non-deterministic choice whenever a state
is visited.

Proposition 3 ([4,20]). Let Aget be the set of deterministic, memoryless adversaries
for MDP D, i.e., for all A € Aqet, A(s, 1) = 1 for exactly one p € 7(s). Consider a
PCTL formula ¢ = Py (1) such that the truth or falsity of every subformula of 1 in
every state of D is already determined. Then D |= ¢ iff D |= ¢ for all A € Aget.

For every subformula of the form P.q, (1)), our model checking algorithm, will model
check each of the DTMCs D4, where A is a deterministic, memoryless adversary. This
will give us the desired PSPACE algorithm.

Theorem 4. The model-checking algorithm for IMDP is in PSPACE.

Proof. From Lemmal@ we know that the total number of BFSs is O(|S|2/°1=1). Hence

the total number of DTMCs D4 for A € Age; is O(\S||S|2|S|2*|S|). By reusing space
for every subformula P,y (1)), all of these model checking problems can be solved in
PSPACE. O
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6.4 Iterative Algorithm

The above PSPACE algorithm is computationally expensive for large IMDPs. There-
fore, we propose an alternative iterative algorithm motivated by a similar algorithm
in [2].

The iterative model checking algorithm for PCTL over IMDPs works exactly as for
DTMCs with the exception of handling of Py.qp,(¢)). For these, we need to check if
pA() = Prob2({r € Path’(s) | 7 [= 1}) satisfies the bound x p for all adver-
saries A € Az. Let p?**(¢) and p?*™ () be the minimum or maximum probability,

S
respectively, for all adversaries A € Az, i.e.,

def

P ) S sup e, [ (0)], P () E infacazlpd (9)].

Then if e {<, <},

Sat(Poap(¥)) = {s € S | p"™*(¢) >a p}

and if e {>,>}, A
Sat(Poap (1)) = {s € S | p5™" (¥) < p}

We next describe how to compute the values p™#% (1)) and pit(v)) for ) = X¢ and

1 = ¢1U ¢o. Recall that ©F is the set of all BFS osf IE(s). It can be shown following [2]]

max(n)

that p*** = lim,, oo Ds where:
1 if s € §¥*
0 if s € S™°
pmaxm — ) 0 ifseS"andn =0

_ max(n—1)
max{p, .,|s'€S}eos Zs/espss’-ps/

ifseSTandn >0

min(n)

and p’snin = lim,, . coPs where:
1 if s € 5V
0 if s € S™°
min(n) _ 0 1f$€S7 andn =0

Ps )
. _ min(n—1)
mmyp_ ., |s’'eSyeos Zslespss"ps/

ifseSTandn >0

Note that although the size of ©° can be O(|S|2/°I=1) (by LemmalG), the computa-
tion of the expressions

— max(n—1) . — min(n—1)
maXx{s_ ., |s'€eSteos E Pss’-Dgr Or MINyp5 ., |s’eS}eos E Dss’-Pgr

s'esS s'eS
(%)

can be done in O(|S]) time as follows:
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We consider the ordering s1,s2,...,85) of the states of S such that
prax(n=) ymax(n=1) p?‘lgr(n_l) is in descending order. Then the following result
holds.

Lemma 7.

a) There exists an 1 < i < |S| such that {15(8,81),...,13(5,51'_1) q,P(s Sit1)s
,15(5,5|5|)} is a BFS of IE(s), where ¢ = 1 — 37, 271)P(s,53) -
2+n<i<is Ps:85)-
b) and for that i

_ max(n—1 max(n—
max{ﬁ55/|5’63}695 {Z Pss’-Pgr ¢ )} = Ps; (n 1)-q

s'eS

n Z pg;ax(n—l).lf,(&sj)_’_ Z pg;mx(n 1) P(S,Sj)

1<5<(i—1) (i+1)<5<|S]|
Proof.
a) Let 1o be defined as follows:
i Is|
1o = min{i | ZP(S,S]’) + Z P(s,s;) > 1}
j=1 j=i+1

. Observe that §uch an 7o must exist if the IMDP is well-defined. Consider the solution
{P(s,51),...,P(5,84,-1),¢,P(5,5i41),...,P(s,55)} where ¢ = 1 —
2oi<ji<(io—1) P(8,55) = 2 (io+1)<j<|s| P (8, 85). This solution is a BFS of IE(s).

b) Let {Pss; ;- - -, Pss5  be any solution (it may be BFS or not) of IE(s). Then by
simple algebraic simplification it can be shown that

Z p:;ax(nfl)‘P(s SJ)+pmax(n 1) q+ Z p;r;ax(n—l) P S S] Z Past pmdx(n 1)

1<5<(i-1) (i+1)<5<19] s'es

given the fact that pmax(" D> pmax(" D> > p‘slll;"("_l), and P(s, s') < fgsr <
P(s,s') forall s’ € S. O
Similarly, if we consider the ordering si, s2,...,5|5 of the states of S such that
prﬁin(" D,pf;m(" D,...,pfl“;‘l(” D is in ascending order, then the above Lemma

holds with max replaced by min.
The expressions () can be computed in O(|S]) time by finding an ¢ as in Lemmal[7l

6.5 Lower Bound for IMDP Model-Checking

We can show that the model checking problem for IMDPs is P-hard. The result follows
from observing that the problem of determining the truth value of propositional logic
formula under an assignment (which is known to be P-complete) can be reduced to the
PCTL model checking problem of DTMCs; since DTMCs are special IMDPs, the result
follows. The details can be found in [23]].
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7 Conclusion

We have investigated the PCTL model checking problem for two semantic interpreta-
tions of IDTMCs, namely UMC and IMDP. We proved the upper bounds and the lower
bounds on the complexity of the model checking problem for these models. Our bounds
however are not tight. Finding tight lower and upper bounds for these model-checking
problems is an interesting open problem.
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