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NON-TECHNICAL MANIPULATION OF
DIGITAL DATA
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Abstract  This paper investigates basic issues related to the use of digital evidence
in courts. In particular, it analyzes the basic legal test of authenticity of
evidence with respect to an e-mail tool that can be used to manipulate
evidence. The paper also examines the experiences and perceptions of
U.S. state judicial officers regarding digital evidence, and reviews case
law on how such evidence might be tested in the courts. Finally, it
considers ethical and social issues raised by digital evidence and the
mitigation of problems related to digital evidence.
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1. Introduction

Digital forensics bridges the science of computing and the judicial pro-
cess. Both disciplines seek the truth, but their methods are distinct and
their ends different. Every aspect of digital evidence, even the seemingly
trivial, is tested during the judicial process. For example, issues related
to the authenticity and integrity of e-mail messages are addressed during
the administration of justice. Addressing these issues involves varying
contributions by digital forensics with varying results.

This paper examines basic issues related to the use of digital evi-
dence in courts and how digital forensics links computing to the judicial
process. The growing use of digital evidence in judicial proceedings is
discussed, focusing on the use of e-mail evidence in U.S. District Courts.
The mutability and evanescence of electronic data raises issues concern-
ing its authenticity that may lead courts to question its reliability as
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Figure 1. U.S. District Court cases referencing e-mail.

evidence. This issue of authenticity is investigated with respect to an
e-mail tool that can be used to manipulate evidence.

The paper also examines the experiences and perceptions of U.S. state
judicial officers regarding digital evidence, and reviews case law on how
such evidence might be tested in the courts. Finally, it considers ethical
and social issues raised by digital evidence and the mitigation of potential
problems related to digital evidence.

2. Digital Evidence

Society’s dependence on computers and networks assures the presen-
tation of digital evidence in courts [11]. Electronic mail has become
the very fabric of commercial litigation [20]. It creates a wealth of pos-
sible evidence and a growing “cottage industry” to assist litigators in
discovering such evidence, with the legal commentary to explain it.

A keyword analysis of trial-level U.S. District Court opinions refer-
encing e-mail shows a significant increasing trend over a ten-year period
(Figure 1). The bulk of all cases in the United States, including most
criminal cases and all domestic relations cases, are resolved by state
courts whose opinions are not reported in legal databases. Nevertheless,
anecdotal information suggests that the increasing trend in the use of
e-mail evidence is common throughout the judicial system.

3. Relevance and Authenticity

Relevance and authenticity are two significant considerations that ju-
dicial officers must take into consideration before deciding whether or
not to admit any evidence into court. Relevance is the truth or false-
hood of a fact or issue in question; a test of relevance must not involve
any undue prejudice against the opposing party. Authenticity, in its le-
gal sense, means that something is what it is claimed to be. One of the
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Table 1. Case data from a U.S. state court system.

Year 2001 2002 2003 2004
General jurisdiction cases ter-
minated (by fiscal year (July 1- | 115,800 | 117,900 | 129,600 | 138,500
June 30))
Reported appellate opinions in-
volving digital evidence (by cal- 2 3 3 3
endar year)
Subset of reported appellate
opinions involving challenges to 0 0 0 0
admissibility

measures of authenticity is how evidence is demonstrated to be reliable.
The legal testing of the authenticity of digital evidence has received less
attention than techniques for digital forensic investigation and discov-
ery [20]. In 2004, of about 163 reported U.S. federal appellate cases
referencing e-mail, none addressed authenticity issues. Furthermore, of
about 760 federal trial cases referencing e-mail, only four involved issues
of authenticity of e-mail messages.

The ability to fabricate digital data makes authenticity a vital issue,
even where some courts assert that digital mutability alone does not
impact reliability [16, 25]. But this situation may change if authentic-
ity challenges begin to exclude digital evidence from court proceedings.
Robins [20] questions whether the computerized nature of digital evi-
dence makes fabrication and/or errors more likely and, therefore, less
reliable for decision-making.

Table 1 presents case closure statistics for trial courts, published ap-
pellate opinions involving digital evidence, and the admissibility of dig-
ital evidence for one U.S. state court system. Interestingly, from among
more than 100,000 trial-level cases during each 12-month period, there
were no more than three reported appeals in each period mentioning
digital evidence, and not one case addressed admissibility or reliability.
This may explain why there is so little case law guidance for individuals
working in the discipline of digital forensics.

3.1 Legal Tests for Authenticity

In U.S. courts of law, the Rules of Evidence seek to assure the integrity
and authenticity of evidence as a precondition for admissibility, to the
end that the truth may be ascertained and proceedings justly determined
(21, 24, 27, 28, 31, 32, 34-36]. In particular, Federal Rule of Evidence
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901: Requirement of Authentication and Identification [34] and its state
progeny provide as to any evidence, digital or otherwise:

The requirement of authentication or identification as a condition prece-
dent to admissibility is satisfied by evidence sufficient to support a find-
ing that the matter in question is what its proponent claims.

This flexible rule permits authentication by direct testimony or anal-
ysis of contents, internal patterns or other distinctive characteristics.
Digital evidence gets special treatment in this rule. In particular, the
rule states that where “data are stored in a computer or similar device,
any printout or other output readable by sight, shown to reflect the data
accurately, is an original.” Thus, a printout or other output of digital
data may be used as the evidence [31]. Testimony pertaining to such a
duplicate or copy of digital evidence is considered to be as reliable as
the original (or “best evidence”). Evidence rules pertaining to hearsay
also address reliability. In particular, out-of-court statements of third
parties are not admissible absent showing such second-hand evidence is
authentic and reliable, and need not withstand direct testing via cross-
examination.

Robins [20] and Givens [11] suggest that these evidentiary rules might
be liberally construed in a way that admits digital evidence with less
rigor than non digital evidence. Givens [11] notes that some courts give
greater credence to digital evidence because a computer is deemed less
subject to error and manipulation than a human agent. However, several
non-technical tools are available for manipulating digital information
such as e-mail messages. As discussed below, these tools significantly
increase the potential that digital evidence may be fabricated.

3.2 Fabrication of E-Mail Messages

A popular e-mail program was used to investigate the ease with which
digital evidence could be fabricated. Although the fabrication may be
obvious to experts, it may not be obvious to many individuals in the
judicial system, including jurors, counsel and judges.

A digital forensics expert who reports on the fabrication or authen-
ticity of digital evidence must be prepared to address what may be “ob-
vious” to him/her in a clear, credible and non-condescending manner.
Clarity and credibility may depend on truthful testimony that the ex-
pert has tested the “obvious” and has made hard findings. Speculation
— even if it is scientifically grounded — may not be enough. The expert’s
answer to the question: Have you ever tested this? may be important
to a judge or jury in accepting the expert’s conclusions. In any case,
testing is good scientific method.
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Three tests were conducted using a popular e-mail program. The tests
were used to create digital evidence, including potentially admissible
printouts of e-mail messages.

Fabrication Test 1
The first test simply edits an existing e-mail message and prints out
the edited version.

1 An existing e-mail message is opened using an e-mail program.
2 The e-mail message is edited by adding or deleting text.
3 The e-mail message is printed.

Examination of the printout of the fabricated e-mail message reveals
that the edited version is indistinguishable on its face from the original.

Fabrication Test 2

Assuming a challenge to the paper “original,” the e-mail program is
used to fabricate the electronic copy of the e-mail message itself. In
other words, the “best evidence” of the e-mail message is modified.

An existing e-mail message is opened using an e-mail program.

The e-mail message is edited by adding or deleting text.

1
2
3 The edited e-mail message is saved.
4 The e-mail program is closed.

5

The edited e-mail message is re-opened using the e-mail program, showing the
edited text as part of the e-mail message.

The forged e-mail message is saved in digital form as the document
itself. The content of the document cannot be demonstrated to be un-
reliable.

Fabrication Test 3

The Properties option in the e-mail program permits the review of
the time an e-mail message was sent, received and last modified. This
timestamp information may indicate tampering, raising questions about
the authenticity and integrity of the “best evidence.”

The system date and time are reset.

An existing e-mail message is opened using an e-mail program.
The e-mail message is edited by adding or deleting text.

The edited e-mail message is saved.

The e-mail program is closed.

(= A

The edited e-mail message is re-opened using the e-mail program, showing the
edited text as part of the e-mail message.

7 The Properties option is executed, showing the reset date and time in the
e-mail message timestamp.
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Figure 2. Caseloads of individual officers involving digital evidence.

Digital forensic analysis may be able to detect the modifications made
to the e-mail message and the system date and time, but there are some
hurdles. Can the costs of such analysis can be afforded by the parties? Is
there sufficient skill or sufficient opportunity to use such analysis in every
case? The judicial process will render judgment based on the evidence
it is provided. How it does so depends, among other things, on judicial
perceptions and experience with digital evidence.

4. Judicial Perceptions and Experience

A sample of state judicial officers were surveyed about their percep-
tions and experience with digital evidence and its reliability. These
officers handle divorce, custody and maintenance actions. An examina-
tion of trial and appellate results from their jurisdictions indicates that
there were more than 26,000 and 34,000 trial cases in 2001 and 2004,
respectively [14]. No appellate opinions mentioned digital evidence [14].

4.1 Survey of State Judicial Officers

The survey results indicate that the majority of respondents had dig-
ital evidence in cases before them (Figure 2). In all, 75% of the respon-
dents indicated that they had encountered digital evidence in proceed-
ings. (Note that 52% of the individuals who were solicited responded
to the survey.) Digital evidence appeared very frequently in cases be-
fore one respondent, but for others it was much less so. The frequency
distribution suggests future growth in the use of digital evidence.

As shown in Figure 3, e-mail was the most common type of digital
evidence in cases before 48% of the surveyed individuals (68% of the
respondents), followed by web browsing items (30%/44%) and digital
photos (26%/37%). The prevalence of e-mail evidence in domestic rela-
tions cases parallels Robins’ observation for commercial litigation [20].
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Figure 8. Judicial officers with cases involving digital evidence.
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Figure 4. Frequency of various types of digital evidence.

Figure 4 shows that e-mail had the highest frequency of use among all
types of digital evidence. 48% of the individuals (68% of respondents)
had encountered e-mail evidence (68% of respondents). For 39% (56%
of respondents), e-mail was the most frequently used digital evidence.

Number of Officers
Q = N W h DN P

More Same Less
Degree of Concern

Figure 5. Comparison of concerns about evidence falsification.

The survey results also indicate that the majority of judicial offi-
cers had the same concerns about the falsification of digital evidence
as non digital evidence. However, as shown in Figure 5, 22% (36% of



58 ADVANCES IN DIGITAL FORENSICS

Number of Officers
Q = N W h 01 O N O

Admitted and Admitted All Excluded Al
Excluded Evidence Evidence

Figure 6. Judicial officers admitting and excluding digital evidence.

respondents) were more concerned about the possible falsification of dig-
ital evidence than non digital evidence. This also shows a difference in
perception among some judicial officers about the reliability of digital
evidence as opposed to traditional evidence.

4.2 Reliability Concerns

The survey results also indicate that the majority of judicial officers
who were faced with digital evidence in cases had both admitted and
excluded the evidence (Figure 6). They applied the state’s rules of evi-
dence, modeled on the U.S. Federal Rules, that test for relevance, undue
prejudice, hearsay and authenticity in deciding whether to admit or ex-
clude evidence [29, 30, 33, 34].

Relative Frequency

Relevance Prejudice Hearsay Authenticity

Grounds for Exclusion

Figure 7. Grounds for excluding digital evidence.

Figure 7 shows that the lack of authenticity was the most frequent
reason for excluding digital evidence. Hearsay, another reliability filter,
was also noted as a ground for exclusion. Relevance and undue prejudice
were also grounds for excluding evidence, but decisions regarding them
are often made prior to determining authenticity. As a result, evidence
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Figure 8. Most common grounds for excluding evidence.

excluded for reasons of hearsay or prejudice are usually not tested for
authenticity.

Figure 8 shows the relative frequencies of the most often cited and
the next most often cited grounds for excluding digital evidence. Com-
bining the values for the most often and next most often grounds for
exclusion show that relevance and undue prejudice play significant roles
in excluding digital evidence in domestic relations proceedings. Some of
these cases may have benefited from digital forensic analysis, but others
did not.

The default response, absent digital forensic analysis, is that tradi-
tional factors are used to decide authenticity, such as credibility and
circumstantial evidence. Thus the author of an e-mail message can be
authenticated by distinctive characteristics and the circumstances sur-
rounding the e-mail message as well as by circumstantial evidence of the
author’s style and personal information he/she would have known [17,
23, 27].

Does the easy fabrication of e-mail evidence, coupled with the lack
of digital forensic expertise and the use of non-technical, circumstantial
evidence, by default, raise questions about the fairness and reliability
of digital evidence? Should a domestic violence case involving e-mail
threats be dismissed due to the technical superiority of one party over
another, e.g., Rabic v. Constantino [8]7 Does this raise ethical and
social issues that must be addressed by the digital forensics discipline?

5. Ethical and Social Concerns

The easy fabrication of digital evidence and the existence of a “dig-
ital divide” (between those who can afford digital forensic services and
those who cannot go) beyond the courts. Unless these issues are ad-
dressed, the confidence of any process that relies on digital evidence can
be undermined. Natsui [18] notes several due process (basic fairness)
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issues concerning information security and electronic personal informa-
tion (both of which involve digital forensics). Furthermore, while OECD
Guidelines hold that information security should be compatible with the
fundamental values of a democratic society, they do not explicitly rec-
ognize any due process rights [18, 19]. For attorneys, their obligations
relating to competence and integrity in working with opposing parties
place a professional onus on them to assure that digital evidence is used
properly [2-6]. Lack of knowledge may not be a valid defense to ethi-
cal and other sanctions in cases where an attorney, exercising diligence
in investigating the merits of the case, discovers falsified evidence, e.g.,
Jimenez v. Madison Area Technical College [22, 26].

The obligations are more diffuse for experts in digital forensics. Ex-
pert witnesses in litigation are generally protected under the witness
immunity doctrine so long as they do not perjure themselves. How-
ever, this immunity is under scrutiny and the possibility exists that
expert witnesses could be held to some standards for liability [12, 13].
Such standards might be applied to digital forensic experts as their work
moves from laboratory to courtroom, but they will probably be applied
first to experts in licensed, regulated professions, e.g., medical practice.
To the extent that digital forensics falls with the computing discipline,
it does not yet have fully realized practices and procedures requiring re-
sponsible engineering and science even though its professional societies
(ACM and IEEE) aspire to such [1, 10, 13]. Indeed, Linderman [15]
contends that, unlike medical practice, information technology is not a
“profession” with attendant, articulated obligations. On the other hand,
Denning [9] argues that guidance is needed in the information technology
discipline as public trust and confidence, once lost, may take years to
rebuild. Without guidance as to what should and should not be done in
digital forensics, there is a risk that missteps might be taken that would
affect public confidence in the discipline. Clearly, the digital forensics
discipline must take greater responsibility for the veracity of digital in-
formation. While this is not a perfect solution, it is critical to probative
processes in the digital age.

6. Conclusions

The use of digital evidence is growing in American courts. Mean-
while, non-technical tools are becoming available that make it very easy
to fabricate digital evidence. At present there is little case law guid-
ance regarding the reliability of digital evidence in court, and some trial
judges are concerned that digital evidence offers greater opportunities for
falsification than traditional evidence. The discipline of digital forensics
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does not currently offer a complete response to those concerns. Judges
and lawyers may not be fully versed in the use of digital evidence. Par-
ties may not be able to afford digital forensic expertise, or one party may
be able to “outgun” another with experts. And there is still the issue of
certification of digital forensics experts, or some other way to validate
the competence of purported experts in what is growing area of analy-
sis. Digital forensics must address technology as well as perceptions of
reliability and fairness to bridge the gap between computing and judicial
processes. Failure to address these matters will hurt the truth-finding
enterprise.

Aristotle [7] noted the differences in how the scientific and political
disciplines pursue truth, and he advised not to expect more than is
possible. The critical tasks are to reduce uncertainty, both intended and
unintended, and to promote fairness and truth-finding processes with
regard to digital information in every forum.
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