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Abstract

Purpose of Review: Distributed ledger technologies (DLTs), particularly blockchain, are paving the way to securing and
managing distributed and large-scale systems of autonomous agents. We look into how these technologies are moving out
of the lab and into the real world within the robotics field.

Recent Findings: Despite the scalability and real-world applicability concerns, new solutions have emerged that show
resilience to intermittent connectivity, as well as scalable solutions for managed or permissioned networks.

Summary: We present a review on the various use cases that different DLTs can support in multi-robot systems. We argue
that the majority of the work to date on open and permissionless blockchains is only applicable to a subset of robotics
use cases, with novel DLT architectures and permissioned blockchains driving adoption across industrial and more mature

application scenarios.

Keywords Blockchain - Multi-Robot systems - Auditability - Autonomy - Distributed ledger technologies - Ethereum -

Hyperledger fabric - IOTA

Introduction

Autonomous robotic systems are arguably on the cusp of
the embodiment of the IoT paradigm [1, 2]. Indeed, as
mobile robots become more connected and step out of
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the lab and into the wild, they can take full advantage of
operating in the edge-cloud continuum [3, 4]. This new set
of operational and connectivity paradigms has in turn led
to increasing attention towards the management of large-
scale distributed robotic systems, as well as in terms of
accounting for cybersecurity, safety or ethical aspects [5—
7]. Simultaneously, with robots being deployed in larger,
connected and cooperative fleets, there is evident interest in
multi-robot systems [8].

In parallel to the development of robotic and Al
systems over the past decade, a series of technologies
now allow for more secure, decentralized and resilient
networked systems [9, 10]. Many of the ideas and core
concepts behind blockchains and other distributed ledger
technologies (DLTs), as well as the Web 3.0, are applicable
also to multi-robot systems [11, 12e]. The integration
of blockchain technologies for robotic systems has been
showcased in multiple works in the literature, yet its
adoption in real-world robotic systems remains limited,
almost nonexistent [13].

This review looks at recent developments at the
intersection of DLTs and robotic systems. Despite the
majority of the work being focused on public blockchains
such as Ethereum, recent works have demonstrated that
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permissioned blockchain frameworks, such as Hyperledger
Fabric [11, 14, 15], and new types of DLTs, such as
IOTA [12e, 16-18], can be applied to real-world robotic
systems. Importantly, these works show that blockchain
technologies can drive secure multi-robot cooperation [19],
as well as be deployed in systems with dynamic network
topologies or intermittent connectivity [12e]. This has the
potential to change the initial skepticism with which DLTs
have been often met by roboticists [20ee, 21].

This review is motivated by the increasing potential
of DLTs for real-world robots. Over the review, we
focus the analysis on the existing works in terms of (i)
integration to existing robotic frameworks, such as the
Robot Operating System (ROS); (ii) potential for scalable
solutions; (iii) ability to support more realistic intermittent
or unreliable connectivity; and (iv) additional features, such
as fleet management or implementation of high-level logic.
Objective and quantitative information about these aspects
is unfortunately not often available from the literature, so
we provide a qualitative and informed opinion based on the
available information whenever possible.

In addition to the key classification areas above,
it is clear that the integration of DLTs into robotics
has advantages from the perspective of built-in security
features, and the auditability of the autonomous operations
and sensor data gathered. Privacy-preserving applications
can also significantly benefit from DLT integration. In
general, DLTs can provide a framework to build trust
and enable decentralized and byzantine-tolerant decision-
making. Despite reviewing novel DLT architectures, the
bulk of the literature is in the use of more traditional
blockchain frameworks. Through this manuscript, we
assume the reader is familiar with the basic concepts
of blockchain technology, including consensus algorithms
such as Proof of Work, Proof of Stake, or Practical
Byzantine Fault Tolerant (PBFT) consensus. We refer the
reader to previous and more generic reviews in blockchain
integration for reference on these concepts [10, 13, 22].

The rest of this review is organized in three distinct
sections. We first look at key concepts in the DLT domain
in the “Background” section, to continue with the different
research efforts and integration approaches for robotic
systems in the “DLT Frameworks for Multi-robot Systems”
section. The “Challenges and Opportunities” section looks
at the key use cases where DLTs can revolutionize robotic
systems, with a discussion on open research questions and
the core opportunities.

Background

There are two key elements of DLT architectures defining
whether they can meet the constraints and requirements for
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different use cases: (1) the underlying data structure, and (2)
the consensus mechanisms or underlying algorithms [10].
Additionally, the openness of the DLT platform directly
affects the potential for adoption. For instance, permis-
sionless or open blockchain platforms such as Ethereum
are more suitable for systems where the blockchain pow-
ers robotics applications or data marketplace [23]. How-
ever, with most robots, and specially robot fleets, being
deployed for industrial applications, permissioned or pri-
vate blockchain platforms such as Hyperledger Fabric offer
key benefits [14, 15]. In short, permissioned blockchain net-
works are those that require nodes to be authorized by a
certain authority and where identities are managed by the
network. In contrast, permissionless networks allow for new
and anonymous nodes to join the network anytime without
requiring a prior authorization phase.

It is evident that DLTs can bring a series of beneficial
properties to robotic systems. Ultimately, however, the
only specific functional property that a DLT brings to a
robotic system is the capacity to build trust within an
a priori untrusted and decentralized network of agents,
independently on whether they are autonomous or not. This
is a direct consequence of the combination of consensus
algorithms and the underlying immutable data structures.
The rest of properties (e.g., built-in security or identity
management) can contribute to building more mature and
robust systems, as these properties are not often readily
available out-of-the-box in the most common robotics
middlewares, e.g., the Robot Operating System (ROS), even
in its revamped form ROS 2 [5, 24].

Through this section, we look at the main bottlenecks
of DLT platforms beyond scalability, and the core aspects
of multi-robot systems design where a DLT can bring
significant advantages.

DLT Architectures

Building trust is already a significant benefit to multi-robot
systems, with consensus required to reach coordination and
deeper levels of collaboration [25]. Nonetheless, there is
an inherent cost in terms of storage, communication and
computation. Indeed, scalability is one of the main concerns
stopping wider adoption of DLTs across domains. New
DLT solutions, and new consensus mechanisms for existing
blockchain platforms, are driving massive improvements
in scalability in terms of both computational cost and
communication cost or confirmation time. The confirmation
time is a key metric in blockchain platforms, as data might
be quickly made available across the network, but consensus
has not been reached on the validity of a transaction
until it has been confirmed in a block in the chain. In
general words, the confirmation time is the amount of time
it takes for a transaction to be verified in the network,
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and be added within a new block in the chain. While
the transaction data might be already available throughout
the network, nodes cannot necessarily trust it until it is
confirmed. This leads to use cases where the computation
time is minimal, yet the consensus mechanisms require
significantly higher amounts of time. For example, in [12e],
a scalable platform integrating ROS 2 and IOTA is shown to
add a negligible computational overhead, yet comes with an
inherent additional latency for decision-making.

In addition to scalability, a particular problem of systems
of multiple mobile robots in the real world is connectiv-
ity [8]. A robust networking solution is particularly relevant
in use cases in GNSS-denied environments and areas where,
for example, wide area networks of mobile connectivity
are not available. The recent DARPA Subterranean com-
petition demonstrated such a scenario [26, 27]. Therefore,
it is essential for DLT platforms to allow for flexible and
dynamic network topologies, and even network partitioning
over time, yet the vast majority of current solutions fail to
meet this requirement [12e].

An illustration of basic DLT architectures is shown in
Fig. 1. At the top, Fig. 1(a) shows a linear blockchain,
such as Bitcoin or Ethereum. In this type of blockchain,
a network partition would result in data loss as only
one of the partitions would remain valid once global
connectivity is regained. Directed acyclic graph (DAG)-
based architectures, illustrated in Fig. 1(b), on the other
hand, are more flexible and offer potentially more scalable
solutions. Nonetheless, a state machine needed to run

Fig.1 Illustration of (a) a linear

smart contracts is not partition-tolerant, and therefore
chains anchored to the DAG structure need to be deployed
for higher-level logic beyond transactions, as shown in
Fig. 1(c). By smart contracts we refer, in general words,
to programs or algorithms that run on the blockchain.
These programs or algorithms are capable of modifying the
blockchain state and these modifications will be validated
or agreed on within the blockchain network.

With appropriate design decisions, however, partition
tolerance can be maintained at the application level if the
logic is divided across chains given a priori knowledge
of potential network partitions that might occur. A design
approach to achieve both partition tolerance and byzantine
tolerance with an integration of IOTA and ROS2 is
provided in [12e]. Within this context, byzantine agents
are considered those whose behavior is detrimental to the
performance of the global system or cooperative actions,
independent of whether the causing factor is intentional
(e.g., a malicious agent) or not. Byzantine attacks, therefore,
are those actions by byzantine agents carried out in
detriment of the performance or success of a multi-robot
system, in the context of this paper.

Both permissionless blockchains such as Ethereum and
permissioned networks such as Hyperledger Fabric rely
on linear blockchains as represented in Fig. 1(a). In
these networks, blocks in the chain accumulate multiple
transactions, which are validated when included in a new
block. IOTA’s architecture, however, is based on a DAG
structure where nodes in the graph represent individual

blockchain and (b) an acyclic
directed graph DLT. IOTA’s
smart contract platform,
however, still requires linear
chains on top of the DAG (c).
Nodes in (a) represent blocks in
the blockchain, while black
nodes in (b) and (c) represent
transactions that have been
confirmed. Colored nodes in (c)
show transactions related to the
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transactions. This allows for a more flexible network
topology, as new nodes do not link directly to a global or
partial state of the network, unlike in the linear chain case.

Decentralized Coordination

The trust that can be built within a distributed robotic system
through a DLT platform directly leads to cooperative and
collaborative decision-making. It is worth noting here the
difference between distributed and decentralized systems,
and between cooperation and collaboration. A multi-robot
system is naturally distributed, yet it may rely on a
centralized controller, external or not [28-30]. Specific
cases of multi-robot systems, such as swarms of robots,
are however inherently decentralized [31, 32]. While DLTs
allow for trust to be built on a decentralized system,
specially open platforms such as Ethereum, many DLT
solutions are equally suitable for distributed multi-robot
systems where agents in the cloud or external controllers
are also part of the blockchain network. For example, with
Hyperledger Fabric and other permissioned blockchains
better suiting industrial robotic fleet use cases with various
key benefits including identity management and certificate
authorities, data access control, or private data channels,
among others [11, 14, 15, 33, 34]. In terms of cooperation
versus collaboration, the former refers to passive interaction
in most cases, while the latter requires active interaction
between the robots or agents [25].

A key feature of blockchain-based decision-making
system for multi-robot systems is the ability to provide
byzantine tolerance [35]. While this is a direct consequence
of the consensus algorithms, the consensus mechanism by
itself is not able to build trust without the data structures of a
blockchain [21, 36ee]. Over the past 5 years, multiple works
have proposed byzantine-tolerant solutions to problems in
distributed robotic systems. In [37], the authors provide a
framework for achieving consensus on energy optimization
in drone swarms. A more general solution in [38] proposes
a platform for robot accusations and ranking management.
Liao et al. in [39] instead focus on the particular problem
of multi-drone exploration. In [17], Salimpour et al.
demonstrate byzantine robot detection within a multi-
robot system operating in a common environment by
comparing visual data. This same work, however, also
points to a current limitation in the majority of smart
contract platforms, with deep learning algorithms needed
off-chain and only partial validation being possible within
the blockchain. Most, if not all, of these works are related
to cooperative multi-robot applications. There is a breadth
of literature in terms of active collaboration. In [40],
a blockchain-based system for managing communication
bandwidth and optimizing shared data quality in multi-
robot systems is proposed, yet only a minimal proof of
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concept is built. Therefore, there is significant potential
yet to be explored in the area of secure and trustable
collaboration.

Auditability

One of the key properties of DLT frameworks is the
immutability of data. By itself, this already opens doors
to potential use cases. Indeed, auditability of autonomous
systems is a key open question in the future of ubiquitous
Al and robotic systems [41, 42]. Not only can blockchain
technology provide a framework for immutable and
distributed data recording, it can also aid in real-time
collaboration and learning, e.g., providing a security and
identity management backbone for federated learning
frameworks [42, 43]. Al has enabled the processing of
diverse sensor data and yielding significant advantages.
However, this technology also poses novel qualitative
and quantitative risks and vulnerabilities. To bolster
the reliability of such systems, audit approaches are
instrumental in promoting their trustworthiness.

An early work in this area is the black box recorder by
Ruffin White [20ee], a secure logging framework for robots
which enables the immutability of continuous event data
records via distributed ledgers and integrity proofs. Another
solution of a modular and portable black box recorder in
[44] has been introduced to increase the transparency of
autonomous robots. It includes secure data storage and
encrypted data processing, which leads to the authenticity
and integrity of the data in the robot systems.

To achieve more widespread adoption, better inte-
gration of DLTs with existing robotics middlewares is
needed. Recent research has shown efforts directed towards
Ethereum and ROS integration [45, 46], Ethermint and
ROS [23], Hyperledger Fabric and ROS2 [11, 15], and
IOTA and ROS 2 [12e]. However, the scalability constraints
of DLTs present challenges. In that regard, the work in [15]
demonstrates a near real-time remote teleoperation for real-
world robot fleets based on an event-driven Fabric-ROS 2
bridge, which maintains lower latencies at high network
loads than previous solutions. Such a system shows the
potential of the development of DLT-based remote control
or teleoperation systems in [oT and robotics.

Security and Privacy

A DLT framework facilitates secure communication and
data sharing between different nodes on a network. Robotic
systems can benefit from this property since sensors and
devices must communicate in real-time in order to make
decisions and take actions. Therefore, communication and
data sharing can be made more secure and efficient with
DLTs, without any unauthorized access or tampering [17].
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The integration of DLTs can support and complement
existing efforts in securing robotic systems in general [6].
While SROS?2, for example, focuses on securing DDS
communications [5], DLTs can act as a bridge between
robotic systems [15] or even for interoperability with
external agents. First, a blockchain can secure either the
communications or the management of the communication
system that robots use as a data sharing and coordination
medium, such as mobile or ad hoc wireless networks [47,
48]. Second, from the perspective of learning systems,
blockchains can aid in securing interactions for federated
learning [37, 43, 49, 50]. Third, a DLT framework can be
used to detect, trace, track and mitigate security threats [51].
In general, the advantage of DLTs is from the perspective
of the built-in technologies and properties that these
frameworks offer with respect to standard robotic platforms
or middlewares such as ROS. For instance, permissioned
blockchains such as Hyperledger Fabric offer mature
identity management solutions to generate cryptographic
certificates for robots [52—54].

DLT Frameworks for Multi-robot Systems

Distributed ledger technologies can be applied to distributed
networked systems formed by individual robots [18, 55—
57], or to networked systems where robots interact with
other systems or users [15, 18, 58]. The above uses cases
include promising new research directions that, even if not
yet reaching multi-robot systems explicitly, have significant
potential. For example, the work in [58] demonstrates
the first economically autonomous robot, able to exploit
blockchain not just as an interface but also for interacting
with buyers and sellers. The robot itself draws on demand
and uses the Ethereum blockchain and cryptocurrency to
issue financial transactions. This opens the floor to new
considerations also from ethical and legal perspectives.

In terms of networked systems, even if not cooperative,
multiple works have been utilizing blockchain to connect
autonomous vehicles in the network providing a secure
means of continuous communication and data exchange,
even in dynamic situations like accidents or government
regulation changes [57, 59]. There is indeed a significant
volume of literature in the integration of DLTs for vehicular
technology solutions [60-62], particularly in terms of
communication and data sharing [63, 64], as well as
federated learning [43, 65].

In general terms, the applications described above
apply to systems composed of single or multiple robots
but are not necessarily considered multi-robot systems
owing to the lack of true interaction among the robots.
The rest of this section focuses on the different and
most typical blockchain frameworks used in multi-robot

systems research: Ethereum, Hyperledger Fabric and IOTA.
In Table 1, we summarize the key contributions and
characteristics of a selection of relevant and representative
papers in the literature over the past 5 years.

Ethereum Blockchain

The vast majority of work to date in blockchain and
robotic system integration is based on Ethereum smart
contracts [36ee, 45, 66, 67e, 70].

A number of research efforts in early integrations were
directed towards applying blockchain consensus to swarms
of robots. In an early work in [36ee], Strobel et al. show how
conventional collective decision-making algorithms fail in
the presence of byzantine nodes. This experiment aims to
find out which tiles have the most coverage on a black and
white tiled surface. In contrast to more basic approaches,
their proposed Ethereum smart contract based decision-
making algorithms can converge to the correct value with
a high probability. The applicability of Ethereum to multi-
robot systems has been studied in [66] in the context of
following the leader in the presence of byzantine nodes,
another collective decision-making task in swarm robotics.
In this work, blockchain is used as a reliable communication
tool to disseminate information among robots. Based on
the experiments and measured resource consumption of
robots, the authors claim that the approach can be applied
to practical scenarios. Another recent work [67e] utilizes
the Ethereum blockchain as a real-time control layer for
the foraging task in swarm robotics. By applying DLTs in
swarm robotics, the collective performance of swarms is
increased, meanwhile, single points of failure are eliminated
compared with centralized, or delegated task distribution.

In addition to these, which mainly focused on applying
Ethereum smart contracts to a specific task within the
swarm robotics domain, there is a number of other works
for more generic robotic applications. For example, the
integration of Ethereum with robotic platforms such as
ROS [45] or a data sharing platform for mobile robots based
on Ethereum [70]. The first integration of Ethereum and
ROS for physical robots, showcasing cooperation within
a heterogeneous multi-robot system, is reported in [46].
Another application area is formation control or spatial
coordination in multi-robot systems [68].

Permissioned Blockchains

The work in [11] introduces a framework for controlling
robots and gathering and processing data using blockchain
technology by integrating ROS 2 and Hyperledger Fabric
blockchain. The same framework is then applied in [69]
to implement distributed decision-making in a system of
multiple mobile robots with the help of dynamic UWB role

@ Springer



Current Robotics Reports (2023) 4:43-54

48

j0qoi Sunured

V/N V/N Joyerndrueiy VIOI 2 X uonendruew 0qoI-9[3urg 9quaSe  OIIOU0dd  SNOWOUOINY [81] & 10 IojI0pUAYOSEY

Suryewr BuroezIdul 7 SOY-VIOI [L1]Te

7SOd JUONTWLINU] SADN VIOI » A -UOISIOop ‘SWAISAS j0qoI-Bnjy  ‘uonerodood  JuBIS[O}-UOHIIE] 10 moduufes ‘(o7 1] & 10 JeWRIOY]
[oIeds Surew-uoIsodp aAneIadood

V/N JULNIWINU] SAVN V10I M M oAne1adood ‘swolsAs AyN-INA  Jueidoj-uonnied pue 9]qe[eds [91] 1 30 sodwre) o sojues
J1Iqe -7 SOY USALIP-JUAD

7SOd [eqo1D SAVN ouqe M 2 uone1odos]o) ‘s}0qoI J[IqOJN  ‘[OTUOD QJOWSI OWIN-[EdI JBON [s1]1R39 N

juowage Suroeyroiul oLqed-7 SO [69] 1® 10 uoIOoIN

(4o [2q0[D SADN SAVN ouqeq A’ S -UeW JOO]) ‘SWASAS JOQOI-UINAl  PUB  UONEIOQE[[0d 10qor-nnN  ‘[p[] [e jo twifes [[1] (e 1o ruwies
Suruuerd yred

VIN VN VIN oLqeq X N, Suruueld ‘SwISAS 100NN 10QOI-NAW  PISEq-UILYONoo[d [e€] 12 10 TeION
10qO0I SNOWIOUOINE Ue JO

V/N V/N 1oye[ndruey wnaIdyIg M M uonerndiuew ‘sorouarndoydAr)  Awouods pue juowkojdwo-}jo§ [8¢] 1 10 101104
Huies) 3y[se) Surpuey 9AIRIOqR[[00 puE

V/N [eqo[D ordnny WNIAYIT M 2 -SAS 10qoI-pNW SNOdUAT0INNH Jurppuey asnoyarem ‘uoneIIAeN [9%] 1® 10 IyOyORIEYI[RIN
Swo) suonjeorjdde pue

SOY V/N V/N  jurueyg X X  -SAs oanpoeror  ‘[oad]-idesuo)  ejep [0[+H0qoy Io} doe[diovIey [€2] 1e 30 seuopie)
90URIO[0}

V/N V/N SAVN WNAIOYI ' 2 yoeoidde uSisop ‘sonjoqor uremg ounuezAq WM SWIBMS 9IN09S [L€] 1e 30 uues Y
on $30q01 dunuezAq [IM uon

V/N V/N SAVN wnoIoy)g ' A -U0O UOTJBWIOJ ‘SO1)0QOI ULIBMS -eINSIJUOOdI [ONUOD  UOIBULIO] [89] 1 10 Suem
03puq wnaeya-SOY

SOY [eqo|D V/N wnaeyg ' M uoneIdojur ‘[e1ouad ur sOR0qoY  YUM  SJUSWAOUBYUD  AJLINOAG [s#] 1830 Sueyz

sns SWLIBMS UT SNSUISUOD [e£9] 1 32 002yoed [99] [B

V/N V/N  ond-g SoOygv wnaIaylg ' A -UQSUOO WHEMS ‘SO)0QOI ULeMS  J0J SUD[EW-UOISIOND 9ANOJ[[0D) 19 I01I9] O[[Ise)) ‘e e9¢] T8 30 [9q0NS
SOY  Ananosuuo) s10q0Y 11a [edy  uus urewo(q uondrosaq

swR)sAs joqoI-nnu 03 (s 1) SPISojourd) 198pa] panquusip SunerSajur suonesrjqnd JUBASAI JO UOTIOS[AS © JO UOIBIIISSE]) | d|qel

pringer

A's



Current Robotics Reports (2023) 4:43-54

49

allocation algorithms integrated into Fabric smart contracts,
using a larger number of mobile robots switching between
different spatial configurations. As a result of enhanced
identity and data access management, this paper provides
the same functionality in a secure and trustable manner.
Similarly, in [14], the Fabric and ROS2 framework is
used to drive multi-robot interaction and role allocation
with ground and aerial robots cooperating in an inventory
management task. The smart contracts in the blockchain
implement in this case high-level mission control, such
as informing the robots whether they should follow a
predefined path or return to a given position for charging.
Another use of Fabric for multi-robot path planning is
introduced in [33], however, the methods are crafted for the
specific problem and algorithm at hand, therefore limiting
potential applicability or integrations to other domains.

Despite the evident benefits and built-in properties of
Fabric for industrial systems, the limits of such as platform
for robot teleoperation or remote control had not been
studied earlier. In [15], a novel event-driven integration
approach shows that a Fabric blockchain can relay data
between ROS 2 systems with latency in the same order of
magnitude than widely available mobile networks (i.e., in
the hundreds of milliseconds). This opens the door to new
use cases and application areas.

Directed Acyclic Graph Architectures

DLT platforms based on DAGs for the underlying data
structure have, a priori, more potential for scalability and
adaptability to real-world networks. This is particularly true
for large-scale IoT systems with mobile edge units [71—
73], which naturally applies to fleets of mobile robots
and other multi-robot systems [12e]. In an early work in
the area, Tran et al. proposed SwarmDAG [74] to address
challenges caused by potentially intermittent connectivity
leading to data loss or reduced performance. SwarmDAG
is not a specific implementation, but rather a system-level
design approach to integrating DAG data structures and
an identity and membership management system. Solutions
such as SwarmDAG introduced new functionality, yet
security vulnerabilities were found in areas where more
traditional blockchain frameworks like Ethereum already
provide a solution to, including Sybil attacks (i.e., attacks
in which a single node can simultaneously operate a large
number of identities within the network). Nonetheless, there
are today a number of next-generation DLT solutions, such
as IOTA, which are based on DAGs and are still able
to maintain the security standards of previous blockchain
platforms. In [16], Santos et al. demonstrated perhaps the
first DLT-based multi-robot system capable of managing
intermittent connectivity and evolving network topologies.
However, only basic transactions and low-level logic was

possible. IOTA’s maturity has evolved and smart contracts
are now available. The work in [12e] extends the new IOTA
smart contract platform, which deploys smart contracts
on linear chains anchored to the IOTA DAG structure, to
introduce the first DLT-based framework that allows for
the design of both partition-tolerant and byzantine-tolerant
multi-robot systems.

The more complete solution in [12e] opens the door
to more scalable solutions that are partition-tolerant and
applicable to real-world networks. This applies to general
decision-making processes in multi-robot systems. While
the IOTA smart contract platform does not imbue a
system with built-in partition tolerance, the work in [12e]
demonstrates how logic can be divided across smart
contracts given a priori knowledge of potential network
partitions or topology changes that the network of robots
might undergo. There is a clear trend in advancing towards
more mature, scalable and usable DAG-based solutions
across the robotics and IoT domains [75], despite limited
adoption until now.

Challenges and Opportunities

This section covers the main use cases that have so far been
identified within the literature at the intersection or DLTs
and multi-robot systems. Despite security being a key con-
cept behind cryptographic research leading to DLT frame-
works, robotic applications also find significant advantages
in building trust, ensuring data privacy, managing fleets or
building auditable systems. An overview of the different
uses of DLT platforms for robotic systems is illustrated in
Fig. 2, where we do not explicitly differentiate between
the functionality available only in permissioned blockchain
platforms.

Decentralized Trust and Decision-making

With trust being increasingly important across robotic and
Al systems, and zero-trust becoming a design principle
in many next-generation autonomous systems [76, 77], it
is evident that DLTs can play a key role in advancing
towards zero-trust multi-robot systems. In a zero-trust
system, nodes do not trust each other by default, for
instance just because of being part of a secure network.
Instead, the key design idea of a zero-trust system is that
identities and permissions have to be always verified for
each interaction between nodes. Multiple works in the
literature introduce solutions and frameworks that, however,
do not rely on blockchain technology [78, 79], but often
do inspire from the technology stack [19, 80]. The key
challenge today is how to unify the definition of rrust
across fields, or how to adapt it to specific applications,
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Fig.2 Overview of how DLT platforms can interface with distributed robotic systems and most typical functions that can be implemented.

such as multi-robot exploration or human-robot interaction.
In works such as [81] or [17], the concept of trust
is implemented as a ranking for robot data reliability.
Other examples in the literature focus instead in shared
autonomy for human-robot interfaces [82, 83]. In general,
we can consider the vast majority of works focusing on
byzantine agent detection or byzantine behavior mitigation
to be advancing towards decentralized trust. Many of
these works have laid the foundations and demonstrated
the advantages of integrating blockchain smart contracts
[35, 36ee, 37, 679, 84, 85]. We see the main trend in more
recent works in the literature moving towards more general
solutions and design approaches to more scalable trustable
decision-making [12e, 38, 86], as well as ranking systems
for multi-robot systems [4, 17, 40, 87]. Decentralized trust
and coordination is often implemented at the smart contract
layer (see Fig. 2), albeit some of the works above do rely on
the transaction layer for data logging.

Privacy-Preserving Applications

Security and privacy, despite being fundamentally different
areas of a system design, are intrinsically related. Built-in
security and anonymity in blockchain platforms was already
exploited for privacy-preserving applications in early adop-
tion in robotics. In [55], Ferrer et al. demonstrate an applica-
tion of smart contracts for privacy-preserving collaborative
learning in human-robot interaction. The specific use case
was medical therapy robots. Medical robots and health-
care use cases are a natural field for integrating blockchain
technology to ensure data traceability, security and pri-
vacy [88-92]. In these directions, there are clear use cases
to be further explored and potential for privacy-preserving
collaborative learning or data processing applications with
the wider Al field as well as in distributed robotic sys-
tems. In particular for multi-robot systems, perhaps the most
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relevant direction is online multi-robot federated learning
[93-95].

Auditability and Management

A number of works in the literature have focused on the data
provenance and immutability properties of DLTs. This is
possible for both on-chain and off-chain data, as illustrated
in Fig. 2, by either validating the data itself within the
DLT platform or data stream hashes, for example. In works
such as [20ee] and [44], there is a strong emphasis on
enabling auditability of autonomous processes by logging
data effectively. There are different strategies that need to
be followed, as blockchains are not suitable for storing or
transporting high-bandwidth streams of data. Hashing data
or a subset of the streamed data can still be used to validate
the data itself while minimizing the memory and storage
requirements from the perspective of the blockchain.

There is even more potential in this area for permissioned
blockchains. For instance, the advantages of a Fabric
blockchain for multi-robot inventory management and high-
level fleet control is shown in [11]. Robots have been used
to detect objects of interest in a demonstration of the use
of the proposed framework to manage inventory, with the
blockchain layer having only a negligible effect over the
robot performance. As an extension to fabric-based fleet
management, the work in [14] uses ultra-wideband (UWB)
localization for both autonomous navigation and robot
collaboration. With the help of an aerial and ground robot,
the paper has been focused on an inventory management
application that uses a blockchain to store information about
warehouse-like environment objects.

Overall, we see multiple use cases benefiting from
data immutability, traceability and, more generally, data
provenance, areas where DLTs have superior maturity and
properties [96, 97]. DLTs can aid in addressing many
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open research questions in the areas of explainable Al
and explainable autonomy, but also in enabling auditing of
teleoperation and remote control processes.

Security Enhancements

Beyond the natural security and encryption features in
blockchain frameworks, there is additional potential to
the integration of blockchain for security within robotics
middlewares such as ROS. Insight into this direction is
already given in [15], where a Fabric blockchain bridges
isolated ROS 2 systems with cross-organization potential.
Such a bridge, which already features an auditable and
more secure data transport channel, is able to provide
additional functionality to existing robotic systems when
added a posteriori. For instance, access control policies and
high-level logic or mission control can be implemented
at the smart contract level, resolving conflicts between
simultaneous control inputs or mission commands, or
validating them. Therefore, we see additional potential in
terms of security enhancements from a design perspective,
with complimentary features to what solutions such as
secure ROS, or SROS2, can already provide [5, 98,
99]. The potential for such enhancements is illustrated in
Fig. 2 in the smart contract and management layer, with
features ranging from secure mission control to identity
management.

Conclusions

Distributed ledger technologies have potential to bring
security, trust, auditability and privacy to next-generation
autonomous networked systems. However, adoption is
hindered by complexity, and limitations in scalability
and adaptability to real-world networks. Through this
manuscript, we have looked into how the integration of
blockchain and other DLTs has rapidly evolved and matured
in the past 5 years, going from a conceptual and proof-
of-concept level to experimental results with real robots
and integration of more realistic data processing pipelines.
We have identified permissioned blockchains and DAG-
based frameworks as two of the directions with most
potential to drive real use cases, owing to their features
for industrial and managed systems, and for connectivity
and byzantine behavior robustness, respectively. There is
still much to demonstrate for the robotics community to
embrace more widely DLT frameworks, but we believe
that the initial skepticism has shifted towards curiosity and
acknowledgment of potential.
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