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Abstract
We propose a hierarchical (nested) variant of a recurrent random neural network (RNN) with reinforced learning, introduced 
by Gelenbe. Each neuron (committee) in a top-level RNN represents a different bottom-level RNN (or sub-committee). The 
bottom-level RNNs choose the best routing and the top-level RNN chooses the currently best bottom-level RNN. Each of 
the bottom RNNs is trained in a different way. When they differ in their choice of the best path, several cognitive packets 
are routed according to the different decisions. In that case, a respective ACK packet trains individual bottom RNNs and not 
all bottom RNNs at once. An example presents an optimisation of a real-time routing in a dense mesh network of wireless 
sensors relaying small metering messages between each other, until the messages reach a common gateway. The network 
is experiencing a periodic electromagnetic interference. The hierarchical variant causes a small increase in the number of 
smart packets but allows a considerably better routing quality.

Keywords Random neural network · Hierarchical neural network · Cognitive packet routing · Real-time routing · Wireless 
sensor · Electromagnetic interference

Introduction

A hierarchical structure of committees, where a higher-level 
committee votes for the best lower-level committee, is uni-
versally found in complex organisations [22]. A recurrent 
random neural network by Gelenbe [10] contains already 
single-level committees. We extend that hierarchy to a two-
level one and test its real–time efficacy in a wireless mesh 
network.

One of the frequent requirements in metering application 
concerns real-time constraints. For example, a packet with 
metering data must be delivered with at most a given mean 
latency, having at most a given variance. In particular, hard 
real-time constraints may be present, which invalidate all 
packets with expired data. On the other hand, sizes of pack-
ets transmitting such data are often small, if only events like 

its very occurrence or a scalar temperature are communi-
cated. This may cause that parameters like a maximum band-
width of a network are not a problem. Conversely, metering 
networks like radio-frequency mesh systems often operate 
in difficult industrial conditions or over an extended area, 
which may make them particularly susceptible to failures or 
different external interference.

There are many types of wireless mesh networks in use 
[2, 7]. Different methods of obtaining an optimal or near-
optimal routing [3] may alleviate various issues like uneven 
performance or interference [19]. In particular, a dynamic 
routing reconfigurable in real time can be provided by a 
cognitive packet routing (CPN) introduced by Gelenbe [6, 
12, 23] with, e.g. energy-aware variants [17] which can be 
important in battery-based wireless nodes. In a CPN, a so-
called smart packet (SP) is transmitted through a network 
along a path partially based on decisions of recurrent ran-
dom neural networks (RNNs) (exploitation) and partially 
randomised (exploration). Each node contains a separate 
RNN for each destination of packets. For scalability, such 
an RNN usually decides only about the next hop, i.e. which 
output of the node to choose. An SP once arrives at its des-
tination, returns as an ACK packet, which provides differ-
ent QoS data, like latency. That data train the RNNs using 
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reinforcement learning [6]. There are concrete implementa-
tions of CPN in modern networks [1] and in performant 
hardware [4].

Reinforcement learning involves trial-and-error, where a 
balance exists between a usage of an accumulated knowl-
edge and the need of acquiring a new knowledge, e.g. due 
to changing network conditions. This is known as a conflict 
between exploitation and exploration, or alternatively iden-
tification and control [15, 18]. CPN involves an exploitation/
exploration scheme where particular variants of the same 
problems are evident: if exploratory decisions are rare, the 
routing will adapt slowly to new conditions. Otherwise, if SP 
packets are often rerouted because of the exploration, it will 
be hard to maintain multi-hop paths. For example, if a prob-
ability of leaving an N-hop path by an exploratory SP is px at 
each of the N nodes involved, then the probability of follow-
ing exactly that path by an SP is obviously pf = (1 − px)

N . 
For typical values of N = 10 for a moderately long path 
and a px = 0.1 to avoid trapping in local minima, we obtain 
pf ≈ 0.35 . Thus, in this case most ACK packets will report 
on paths different from the original one, which may thus 
be forgotten, despite its aptness, due to extinction [14], a 
phenomenon which is obviously found in RNNs due to their 
training method.

This paper introduces a hierarchical (nested) variant of a 
recurrent RNN, where each neuron in a higher level (tier) 
RNN represents a different lower-tier RNN, as seen in the 
example in Fig. 1. The bottom RNNs choose the best rout-
ing, as usual in CPN, while the additional top-level RNN 
chooses the currently best bottom-level RNN. Each of the 
bottom RNNs is trained with a more or less different data, 
as these RNNs have different tendencies of learning from 
ACK packets having different levels of their “exploratory” 
past. When the bottom RNNs differ in their choice of the 
best path, new cognitive packets are routed according to the 
different decisions, yet still the original SP continues along 
the path given by the best bottom RNN (according to the 
top RNN). If a packet is not an effect of an unequivocal 

decision of the bottom RNNs, then the respective following 
ACK packet trains only an individual bottom RNN which 
is responsible for the decision, and not all bottom RNNs at 
once. In turn, a packet sent in an exploratory direction by 
some router does not have an RNN responsible and, thus, it 
eventually trains bottom RNNs simultaneously in the router 
involved.

The paper is constructed as follows: in next section, we 
present a similar research. The proposed architecture is for-
mally defined in “A Hierarchical RNN 3”. Section “Sensitiv-
ity to Exploration 4” shows how the training of bottom-layer 
RNNs is differentiated by regulating their sensitivity to the 
exploration. In “Inertial Cargo Routing 5”, we discuss an 
inertial routing of cargo (dumb) packets, which poses a sub-
stantial improvement in the studied mesh network. Section 
“A model of wireless sensor network 6” presents a model of 
a wireless sensor mesh network. The model is occasionally 
disturbed by a variable external electromagnetic interfer-
ence, as described in “Scenario of external electromagnetic 
interference 7”. The hierarchical RNNs are tested in a case 
study in “Results 8”. Finally, there is a discussion in last 
section.

Similar Research

Employing nested hierarchy in an neural network is a com-
mon, if a very varied technique. A deep feedforward neu-
ral network can be seen as a set of layers processing data 
of different level of abstraction [16], just like in biological 
systems, e.g. in the visual cortex [21]. Different competi-
tion schemes can be used to choose the best solution. Poorly 
performing parts of a network can, e.g. be pruned [13] or an 
explicit voting scheme can be used [24], which is similar to 
the top RNN in out approach. Another, but related topic is 
an individualised learning of same-level modules in a hier-
archical neural network. Logically, if we have a number of 
such competing modules, we might not want them to behave 
in exactly the same way. Sometimes a desired variation may 
appear thanks to the very randomisation of weight or con-
nections [20]. We may also introduce the variation by mak-
ing the modules learn differently, e.g. react in different time 
scales [9] or feed them with differently distorted data [8]. In 
the latter paper, the modules do not compete, but rather their 
output is averaged to form a response.

The author is not aware of any nested architecture specific 
to RNNs as presented by Gelenbe, but nevertheless there exist 
a training improvements of these networks with multicast SP 
[11], a solution with resemblance to a creation of multiple 
unicast SP in the method presented here. An event triggering 
such a behaviour is different, though: in [11], a node without 
knowledge of its surroundings floods them with broadcast SP. 
This is expensive and thus its usage is limited. In our case, the 

Fig. 1  A schematic example of a two-tier hierarchical recurrent RNN. 
This network classifies between 3 classes (outcomes), and there are 
two competing committees (classifiers) that differ in some aspect. Pi 
are the potentials of higher level neurons, where i is an index of one 
of the competing bottom level classifiers; Qi

j
 are the potentials of bot-

tom level neurons, where j is one of the outcomes
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multiple unicast SPs are created if, as discussed, the bottom 
RNNs diverge in their decision about a future path.

A Hierarchical RNN

Let there be an RNN ri
p
 at a hierarchy level hi , i = 1, 2,…H . 

If it is a bottom-most RNN, i.e. at h1 , then a decision repre-
sented by its neuron N i,p

j
 , j = 1, 2,…D , is directly j. Obvi-

ously, if N i,p

j
 is the winning neuron, i.e. one with the highest 

potential, that decision becomes also the decision of ri
p
 . If 

instead, the RNN is located at hk , k > 1 , a decision represented 
by N k,p

j
 is equal to the decision taken by one of the RNN at 

hk−1 which is “nested” by N k,p

j
 , as schematically depicted in 

Fig. 1.
Let a number of neurons in each of RNNs at hk be Cn

k
 . Let 

there be only a single RNN at hH , so that the whole hierarchy 
of RNNs takes only a single decision. A number of RNNs Cr

i
 

at each layer are easy to compute

See that the constituents ri
p
 , p = 1, 2…Cr

i
 , apart from the 

interpretation of their decisions, are plain RNNs as intro-
duced in [11] and thus may undergo various improvements, 
like in [5, 23], independently of forming together a nested 
hierarchical classifier of two-level committees, the bottom 
ones should normally differ in some aspect of decision mak-
ing in order to be not redundant.

Sensitivity to Exploration

As just said, we need a method of differentiation of training 
of the bottom RNNs. Different schemes can be thought of, 
e.g. a different training speed which would result in the bot-
tom RNNs forming short- and long-term memories. Here, we 
will individualise the bottom RNNs by giving then different 
sensitivities to exploration, thus by setting individually the 
discussed exploitation/exploration balance.

Let each SP store where on its path it has been routed in 
an exploratory way. When returning as an ACK packet, its 
informs the router about the exact number of exploratory deci-
sions E from that router to the SP’s original destination. Thus, 
E can be understood as an explorativeness of the path taken 
by the SP, after it left the exact router. Let a probability, that a 
bottom RNN r1

p
 is trained by an ACK packet (does not ignore 

it) be

where rE is a global constant of an exploratory rejection.

(1)Cr
i
=
∏

k>i

Cn
k
.

(2)Pre
p
=

1

1 +
p−1

Cr
i
−1
rEE

Inertial Cargo Routing

A modification which turned out to be important was an 
inertia of routing of normal cargo packets (also called dumb 
in CPN terms). The routing without inertia, i.e. if a decision 
of an RNN is realised directly also in the case of cargo pack-
ets, reflects possible transitory disturbances resulting from 
an ongoing rebuilt of the routing (e.g. when retraining the 
RNNs). The inertia, in turn, allows a slow transition from 
the routing so far to a new routing, hopefully already stabi-
lised and robust. As the inertia does not affect SPs, it does 
not also affect the speed of training of RNNs. The inertia 
is realised in a straightforward way: when a cargo packet 
asks about a routing decision, then instead of choosing the 
winning neurons using their current potentials, a moving 
average is used instead:

where k is a training iteration of a specific RNN, Qk is the 
current potential of a neuron (as experienced by SPs) and 
Q∗

k
 is the current inertial potential (as experienced by cargo 

packets). The coefficient � controls the update speed of Q∗
k
 

and its effect on the routing quality will be studied in Sect. 8. 
Equation (3) is used in all RNNs in the hierarchy.

A Model of Wireless Sensor Network

The network has a grid topology as seen in Fig. 2. A router 
at each node is both a sensor and a wireless relay; boundary 
nodes can also be gateways. All sensors want periodically 
to submit a sensed value to one of the gateways. This is 
also a CPN network with slight modifications concerning 
the routing of SPs:

– if all neighbours around a node were already visited by 
a given SP, the packet fails and transforms into an ACK 
packet;

– if instead, an RNN decides about making an SP col-
lide with its own path so far, the router is asked again; 
this loop always ends, as each router makes sometimes 
exploratory decisions.

A cost (weight) w of an edge is abstract and represents a 
difficulty in communication. One of the possible interpreta-
tions is a risk of retransmission due to noise, a potentially 
critical parameter in case of real-time constraints. A weight 
may also express real positions of the routers, which do not 
necessarily need to be placed along a grid. An additional 
cost would in that case also be an effect of distance to be 
travelled by a radio signal. Further, we place the routers on 
a regular grid, though.

(3)Q∗

k
= (1 − �)Q∗

k−1
+ �Qk
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Scenario of External Electromagnetic 
Interference

Let separate sources of electromagnetic interference appear 
and disappear as a result of a Poisson process, where the 
respective rates are � and � . These are external sources out-
side the routers; thus, a placement of a source is arbitrary, yet 
within the region of the grid. The placement is also uniformly 
random. Once created, a source does not move.

The level of interference f with a router at a distance r 
from a source of an intensity s is given by the strength of an 
electromagnetic field around a point source:

Thus, a near source may completely disable a router and 
large s may weaken communications in a wide region within 
the mesh (see an example in Fig. 2b). Let a unit of r be the 
distance of two nearest routers.

We assume non-directional antennas, thus f affects only 
reception, and not transmission quality at r. See that it makes 
the edge weights asymmetric in case of a non-zero interfer-
ence. A base weight w is affected by f as follows:

(4)f =
s

r2
.

(5)w� = w + f

where w′ is an effective weight caused by s. We assume a 
superposition of interference (which may not be completely 
true when, e.g. different sources operate on similar well-
defined (low noise) frequencies, a distinguishable construc-
tive or destructive addition of carrier waves may occur). 
Because of the superposition, (5) should be applied recur-
sively for each source.

Results

Let us consider a 8 × 8 grid with edge weights as depicted 
in Fig. 2. We will use different number of RNNs in the 
bottom layer Cn

1
 to compare performances. The number of 

neurons in each of these bottom RNNs is equal in turn to 
the number of neighbours of a router. The constant weights 
w (called further for simplification latencies) have been 
drawn using a uniform PDF in the range ⟨0.2, 1⟩ . Any 
router creates SPs in a Poisson process at a constant rate 
drawn using a uniform PDF in the range ⟨0.04, 0.2⟩ . A 
failed SP adds to its latency a penalty of Ft

SP
= 1000 when 

training and a penalty of Fq

SP
= 10 when computing a mean 

latency for a given routing, i.e. a routing quality L , a meas-
ure further used to estimate the performance. We use two 

Fig. 2  An example 8x8 wireless mesh, with only a single active gate-
way: (a) initial state, flat RNNs, (b) hierarchical RNNs with three 
neurons in the top layer (or networks in the bottom layer); as seen, 
nine of these internally diverges due to a rebuilt caused by a moder-
ate external electromagnetic interference. Node size and colour depict 
its rate of creation of packets; gateways are numbered, though only 
one (marked with an arrow) is a destination of packets. Edge thick-
ness depicts easiness of communication, i.e. is inversely proportional 
to the respective weight. Sizes of filled satellite circles around a node 
depict potentials in a respective RNN, where a potential of the win-

ning neuron is distinguished with green (lighter) colour. In the case of 
a hierarchical RNN, each of the bottom-level RNNs is depicted along 
a separate circle. A green (lighter) colour of these circles depicts a 
neuron with a maximum potential in the top level RNN. A narrowing 
of an edge with red (lighter) colour border represents the strength of a 
possible interference. See that in both (a) and (b), the neural networks 
have been initialised with the winning neurons representing the same 
routing paths; thus, the visible differences in the winning neurons (or 
directions) are the result of a training process (colour figure online)



SN Computer Science (2020) 1:30 Page 5 of 7 30

SN Computer Science

values as Ft
SP

 turned out to give good results and Fq

SP
 seems 

to be more realistic given the delays in the example grid. 
Let � = 8 ⋅ 10−5,� = 8.5 ⋅ 10−5 , which results in zero to 
few sources on average. The RNNs are initialised so that 
they realise an optimal routing. To counterpart a stochas-
tic nature of CPN, we will further use different runs of 
simulation for very similar coefficient values, instead of 
multiple runs for the same values. This will roughly esti-
mate at once a trend and a variation between the individual 
runs —see, e.g. Fig. 4, with less and more “noisy” regions 
for different �.

For visualisation and unless otherwise stated, we will 
use a concrete scenario of interference illustrated in Fig. 3, 
with a simulation time of 2 ⋅ 105 time units. Darker gray 
region shows a theoretically optimal routing quality Lopt ; 
lighter gray region shows a routing quality Linit assuming 
an initial configuration of RNNs (an optimal adaptation to 
a situation without the interference, as initially there was 
none). The latter region would thus represent a perfor-
mance in the case when the RNNs do not learn at all and, 
thus, the name static in the figure.

Let us begin with an estimation of a good routing inertia 
represented by � , with non-hierarchical (flat) RNNs. Let 
a probability of an exploratory decision px be in this case 
typical for CPN and equal to 0.1. A diagram of a resulting 
latency overhead L

+ , i.e. a difference between an actual 
and an optimal routing, is shown in Fig. 4. Let us choose 
a default � = 0.005 where L is both low and far from the 
regions of a considerably worse performance. Let us use 
the value to compare a direct routing vs inertial one (again 
Fig. 3). We see that the inertia acts as a low-band filter, 

reducing spikes in latency but not visibly adding any sub-
stantial delays when the interference abruptly changes.

See Fig. 5 for a comparison of the flat RNNs with hierar-
chical ones for different values of Cn

1
 and rE . For more aver-

aged results, the simulation time has been extended 10 times 
to that in Fig. 3 and we repeat the simulations for very close 
values of px . Due to the said creation of new SP if RNNs 
diverge in their decisions, there has been a moderate increase 
of the total number of SPs of about 9% when a hierarchi-
cal architecture has been employed. On the contrary, the 
latency overhead has been reduced from approximately 0.54 
to 0.33 at px ∈ ⟨0.06, 0.12⟩ The reduction amounts to about a 
39% decrease in the latency overhead, at the cost of a small 
increase of the number of SPs. See that the region of optimal 
px coincides with our initial choice of px = 0.1 in Fig. 4.

We do not see a clear winner among the hierarchical 
architectures, although it can be said that for Cn

1
= 3, rE = 0.3 

there still has been a substantial spike in the considered 

Fig. 3  Routing latency against a 
variable electromagnetic inter-
ference, flat RNNs, � = 0.995

Fig. 4  Routing quality overhead against inertia, flat RNNs, px = 0.1
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region of px and that the lowest overhead of 0.023 has 
been achieved for Cn

1
= 3, rE = 0.7 , vs 0.046 for the flat 

architecture.
Let us compare the performance visually as it changes 

with time. Fig. 6 shows the flat variant with several widely 
varying px . As visible in the diagram, a large ratio of explor-
atory SPs does not allow the RNNs to settle at an optimal 
point. Conversely, a small number of these packets produce 
a number of peaks despite the routing inertia, which may 
signalise a predictable problem with the speed of readjust-
ment of neurons. The hierarchical RNN in comparison read-
justs usually fast after the interference modifies network 
conditions.

Discussion

A hierarchy of different committees does not form the 
whole picture of the method. For example, an explora-
tory packet, when sent by chance in the direction of the 
winning bottom RNN in some router, may likely follow a 
successful path found in part by that winning RNN. Yet 
as it will eventually train all bottom RNNs in that router 
at once, a transfer of knowledge about that successful path 
from the winning RNN to the losing ones might occur in 
this case. A study and design of a well-balanced isola-
tion and communication between the bottom RNNs, so 
that we keep their differentiation but also allow exchange, 

Fig. 5  Routing quality overhead 
for different architectures, 
against explorativeness, 
px = 0.1, � = 0.005 , simulation 
time 2 ⋅ 106

Fig. 6  A temporal chart of an 
effect of different exploitation/
exploration balance on the rout-
ing quality: a comparison with 
the hierarchical variant
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may possibly be a way of a further improvement of the 
proposed solution.
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