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Abstract

This study presents the vulnerability of digital documents and its effective way to protect the ownership and detection
of unauthorized modification of multimedia data. Watermarking is an effective way to protect vulnerable data in a digital
environment. In this paper, a watermarking algorithm has been proposed based on a lossy compression algorithm to
ensure authentication and detection of forgery. In this proposed method, the CDF9/7 biorthogonal wavelet is used to
transform the watermark image and encoded the wavelet coefficients using Set Partition in Hierarchical Tree algorithm.
Then, the encoded bits are encrypted by shuffling and encrypting using symmetric keys. After that the encrypted bits
are inserted into the Least Significant Bit position of the cover image. In addition, two tamper detection bits are gener-
ated based on texture information and pixel location and inserted in the watermarked image. The proposed algorithm
reconstructs the watermark and the tampering region more efficiently and achieved 56.5463 dB PSNR for STARE data-
base. Experimental result shows that the proposed algorithm is effectively prevented different attacks and ensure the
integrity of watermark bits within the watermarked image. Also finds the tampered region more efficiently compared

with the existing state of art algorithms.
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1 Introduction

Due to extensive development in the internet and digi-
tal communication technologies, the data generation
processes are rapidly changing in contemporary soci-
ety. Presently, the online digital communication system
help to easily store and spread multimedia files such as
image, audio, and video. However, during multimedia
transmission and storage, the data may alter for illegal
use by intruders. Therefore, the copyright protection and
identification of ownership, and forgery detection do not
maintain data integrity and create problems with image
authentication [1]. In many human-centered applications,
such as medical image, military communication, remote
sensing, and geographic data system implementation, this

illegal modification becomes an issue. Digital watermark-
ing systems can be integrated to address these problems.
Digital image watermarking is a technology that provides
protection from an opponent by implanting an impercep-
tible or perceptible watermark in a digital image.

In this paper, a fragile watermarking algorithm has been
proposed for image authentication, tamper identifica-
tion, tamper localization, and watermark reconstruction.
To prevent unlawful digital data transformation, many
watermarking systems have been proposed to tackle the
problem [2-4]. In this field, numerous researchers have
done great work. The authors of [5, 6] proposed a Dis-
crete Wavelet Transform (DWT) based blind image water-
marking algorithm coupled with a second level Singular
Value Decomposition (SVD) algorithm to improve both
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imperceptibility and robustness. The authors used image
blocking to find the optimum image sub-block size. Also,
a two-level authentication is performed to ensure security.
Liu et al. [7] proposed a chaotic-based watermarking algo-
rithm. The watermark bits has generated by mapping the
differential binary image from the original chaotic image.
Then, the watermark bits have embedded into the LSB bit-
plane on the original image. Rawat [8] proposed a chaotic
pattern-based fragile watermarking algorithm, using an
"XoR’ operation between a binary watermark image and
a chaotic logistics mapping image. All these strategies
are effective in some common attacks, but can’t resist
attacking content alone. In order to address this issue,
a fragile watermarking algorithm based on [8] has been
proposed by Teng et al. [9]. The Local Binary Pattern (LBP)
in the watermarking area has been introduced in [10, 11].
Zhang and Shih proposed a semi-fragile aqueduct based
on space-related LBP operators [10]. The host image is fit-
ted with a binary watermark by changing the pixel values
of the neighborhood in each block using its LBP pattern.
Experimental results have shown that this algorithm has
some degree of robustness on overall image processing
operations, such as contrast and JPEG compression. The
main disadvantage of these watermarking systems is that
the detection process is not blind. When the detection pro-
cess is applied on the receiver side, the original watermark
or image required. This is not possible because it is quite
difficult to provide the original watermark or image at the
receiver. Therefore, the semi-blind and blind watermarking
method with high detective precision becomes a subject
of study. Benrhouma et al. [12] proposed a watermark-
ing algorithm for blind manipulator detection in which
a local pixel contrast is established between the pixel
values of the neighborhood and the average pixel value
of the respective frames. Preda [13] has proposed a semi-
fragile wavelet-based watermarking scheme. The wavelet
coefficients are permuted first by using a secret key and
then it has been divided into various groups. The water-
mark is used as a binary random sequence made up of
the secret key. The watermark bits are generated by quan-
tizing the coefficients. Despite low watermark payloads,
this approach achieves better image quality. Neverthe-
less, several noise dots are scattered in the image during
tamper detection, which decreases the detection accu-
racy. Filtering and morphology operations are performed
to purify noise points. However, for different images, it
is hard to achieve and the post-processing operations
should be different. The literature survey shows that any
watermarking scheme requires a subset of the following
property. Imperceptibility: The fundamental requirement
for unseen watermarking. In other words, it is vital after the
watermark is incorporated to maintain good visual qual-
ity. Robustness: The watermark should be constructed so
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that all assaults do not affect the system performance.
Reversibility: Watermarking is one of the finest authenti-
cations and manipulation detection methods. However,
the watermark may harm the significant data in the initial
cover image after the insertion phase. So, a precise cover
image at the receiver is hard to obtain. However, applica-
tions include military, medical, etc., where it is important
to recover initial cover media. Reversible watermarking
systems are used in such applications instead of standard
watermarking. Payload: The number of watermark bits is
the payload. Security: security is evaluated by the assess-
ment of the system’s strength against current assaults.
Existing research has shown that in practical application
some safety loopholes exist in the watermarking tech-
nology. Tamper detection: Manipulation is a deliberate
change of files to harm consumers. It is therefore impor-
tant that during the extraction phase, the watermark and
the cover image is revealed. Authentication: Authentica-
tion ensures the claimed entity.

However, there are few methods that exist to achieve
tamper detection, authentication, and restoration
problems in one model. Moreover, most of these study
attempts focused on the gray image. Few numbers of
study have been made on the enhancement of the visual
appearance of the image, and many of those watermark-
ing systems have focused on the effectiveness to detect
the tamper region. So, it is essential to develop a system
for watermarking which could detect manipulation and
also check authenticity to fully retrieve information. Some
scientists have used error recovery into account in water-
marking systems through the LBP. The contributions of this
paper are described as: a fragile watermarking algorithm
has been proposed based on a pixel by pixel processing
image authentication, tamper detection, and watermark
restoration. Here the cover image has transformed into the
wavelet domain using the CDF 9/7 bi-orthogonal wavelet.
It has a huge success in image compression. The trans-
form coefficient is encoded using the SPIHT algorithm.
Then watermark bits have shuffled and encrypted to pro-
vide security of the watermark. The embedding process
has been done pixel by pixel in the LSB layer of the cover
image. Also, two tamper detection bits are embedded into
the LSB of each pixel sub-blocks to detect the tampering
region. Self-embedding watermarking is done to recon-
struct the watermark and host image. The authentication
watermark generation process is the reverse of the encod-
ing process. The remaining paper is structured as follows.
A brief literature review has presented in Sect. 2. The pro-
posed watermarking algorithm with a suitable block dia-
gram has been presented in Sect. 3. The experiments and
performances of different methods are reported in Sect. 4
followed by the concluding remarks are given at the end
of this paper.
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2 Literature review

This section provides a brief of the development and
application of the watermark authentication and recov-
ery process. The performance of the watermarking pro-
cess is generally described by the recovered watermark,
recovered cover image, and the condition of the restora-
tion process. The quality of the recovered image is com-
pared with the original image and it is represented by
Peak Signal to Noise Ratio (PSNR), Structural Similarity
Index (SSIM), etc. The quality of the watermark and the
restoration image is highly depending on the tampering
rate. Higher the tampering rate causes more restoration
data have been lost, resultant a low-quality image is
recovered. A large number of algorithms exist to recover
tamper content [14-16]. In image authentication tech-
niques, generally, the watermarked image is generated
by embedded the watermark bits in the LSB position
of the cover image. So, any modification of the water-
marked image will change the LSB bit plane and will be
lost the watermark bits. The authors of [17] proposed a
non-blind digital watermarking technique to preserve
the ownership of the color image. In this algorithm, the
original watermark is extracted from four similar water-
marks. To do this, four similar watermarks are extracted
from the watermarked image, which is then combined
to generate sub-watermark images, among these images
the appropriate watermark is selected using the corre-
lation coefficient (CC). A lossless compression-based
image watermarking scheme has been proposed in [18].
Here adaptive prediction technique is used to compress
medical images to produce watermark bit and embed-
ded in the LSB of the original image. An adaptive image
watermarking algorithm has been proposed in [19] for
colorimages by using the features of the Discrete Cosine
Transform (DCT), DWT, and Arnold transformation. The
DCT based watermark generation is described in [19,
20]. In these methods, the watermark and original image
have divided into image sub-block and independently
applied DCT on each block. The DCT coefficients of the
watermark block has been partially added with the DCT
coefficients of the original image and inverse DCT has
been performed to generate the watermarked image.
In many watermarking algorithms, the authentica-
tion bits and recovery bits are embedded into another
block of the original image. If these blocks have tam-
pered, it is not possible to recover the watermark bits.
This tampering process is called a coincidence problem.
The algorithms described in [21-23] do not deal with
this problem. A hierarchical watermarking algorithm
has been proposed in [24]. In this algorithm, the author
used four levels of tamper detection process and used

2 authentication watermark bits in each 2x2 image sub-
block. Due to the block independency of the authentica-
tion, this algorithm is vulnerable against Vector Quan-
tization (VQ) and college attack. In the reconstruction
phase, the bits are recovered by averaging the 6 MSB bit
planes of the sub-block.

The authors of [14, 25] used a reference sharing mech-
anism to proposed a self-embedding watermarking
method. By embedding the redundant information in the
cover image both methods provide improved quality of
the recovered cover image. Again, the described algorithm
is vulnerable to the VQ attack. The accuracy of tamper
localization is decreased due to the use of a large block.

In [26] authors proposed a self-embedding water-
marking algorithm to avoid coincident problems. In this
method, the watermark bits have been inerted to the
whole image. At first, the watermark image pixels are per-
muted using a secret private key and a series of pixel pairs
are used to divide the permuted image. The recovery bit is
generated by XoR the pixel pair of the 5th MSB layer. The
recovery bit is generated by XoR the pixel pair of the 5th
MSB layer. The generated authentication bits and recovery
bit have been embedded into the 3rd LSB bit plane of the
cover image. In this method, the reference data is used
to recover the 5th MSB bit plane. The percentage of the
actual recover bit extraction depends on the amount of
the tampering rate.

Recently the deep learning-based image watermark-
ing became popular to achieve high capacity and robust-
ness of the watermarking systems [27-29]. The synergetic
neural networks based digital image watermarking has
proposed in [27] to ensure the security and robustness
of the watermarking system. The authors embedded the
watermark bits into the block DCT component. In this
algorithm, the cooperative neural network has been used
to detect and extract the watermark. In [28], the host
image is divided into equal size subblock, and each sub-
block is transformed using slantlet transformation. Three
copies of watermark information are embedded into the
cover image. Optimal block selection logic is used cou-
pled with a multilayer deep neural network. A robust zero
watermarking algorithm has been proposed in [29] based
on conventional neural networks and deep neural net-
works. The watermarked image has been generated using
Conventional Neural Network (CNN) and XoR operation
between the cover image and the watermark image.

3 Proposed method

The proposed watermarking algorithm is described in
this section. In the proposed method, the watermark bits
generation is done in the transform domain, however,
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the embedding is done in the spatial domain. The overall
image watermarking process is divided into five steps: bi-
orthogonal CDF 9/7 wavelet transform, then encoding the
wavelet coefficient using the SPIHT algorithm, after that,
the watermark bits are permutated and encryption using
private keys, then generated two tamper detection bits
and finally the embedding process is done in the cover
image. Additionally, an error correction coding is used
to become the algorithm more robust against different
attacks. The block diagram of the proposed watermarking
algorithm is shown in Fig. 1.

3.1 Wavelet transformation

The wavelet transform creates a floating-point coefficient,
which helps to compress the image significantly [30].
Although these coefficients are sufficient to reconstruct
the original image, the quantization of the coefficient
using finite arithmetic precision turns the process into
lossy. In the proposed algorithm a bi-orthogonal wave-
let is used to decompose the image. The bi-orthogonal
wavelet has the invertible capability and supported the
symmetric property. These symmetric properties of filter
coefficients are required for the linear transfer function.
However, the bi-orthogonal wavelet transform has two
scaling functions, which efficiently generates multi-res-
olution coefficients. The CDF 9/7 bi-orthogonal wavelet
transform produces a greater number of zero coefficients
and the image energy is concentrated within fewer bits.
The wavelet filter pairs have the ability to convert into a
primary and dual lifting sequence to lift the application.
Figure 2 shows the 2-level wavelet transform of Bird image.
The 9/7 filter poly-phase matrix for effective production

are as follows:
1 ol[1ci+x D] [k 0
d(1+x) 1] |0 1 0 1/K

(1)
where a, b, ¢, d are the four lifting parameters and Kiis the
scaling parameter.

W = [1 a(l +x‘1)]

0 1

Fig.2 The output of the two-level wavelet transform of bird image

3.2 Encoding with SPIHT algorithm

The set partitioning in the hierarchical tree is the most
advanced image encoding technique. Its performance
is quite better than the existing well-known state of
art methods such as JPEG-2000, EZW. It is a progressive
coding method, where the wavelet transformed coeffi-
cient is considered significant or insignificant based on
a threshold [31]. If a particular coefficient of subband
has the highest level of value against the threshold is
considered as a significant subband otherwise insignifi-
cant. In this way, a large group of coefficients has been
encoded using fewer bits. The SPIHT algorithm saves a
large number of bits according to this relationship that
indicates minor coefficients. SPIHT works on two steps:
sorting pass and refinement pass.

Fig. 1 Block diagram of the proposed watermarking algorithm
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The block diagram of the SPIHT algorithm is presented in
Fig. 3. At the beginning of the encoding process, the highest
coefficient value is used to calculate the maximum iteration
number. Then, the wavelet coefficient is put into the sorting
pass and searching all significance coefficients. The sign of
each significant coefficient has been encoded by 0 or 1 for
(-) negative or (+) positive coefficient respectively. All signifi-
cant coefficients are put into the refinement pass from the
sorting pass for encoding each coefficient. So, two bits are
required to reconstruct and approaching to the real value.
The above process is repeated iteratively and the threshold
T, decreases in each step. The threshold value T,, = 2"where
n is the number of iterations starting with the highest value.
The reconstruction process is just reverse and the recon-
struction value is considered as (R, — R, — 1/2).

3.3 Error correction coding

The error correction code is widely used to correct the bit
error. In the proposed watermarking algorithm, the convo-
lutional encoder has been used to correct bit error and the
Viterbi decoder to decode the encoded bit sequences. The
SPIHT coding is very vulnerable to reconstruct the water-
mark in case bit error. To reduce the bit error and to enhance
the reconstructed watermark image, here used 1/2 convolu-
tional error correction coding. At first, the SPIHT algorithm
encodes the most significant coefficient and then encodes
the less significant coefficient. However, the Most Signifi-
cant Bit (MSB) can reconstruct the original image approxi-
mately. In this work, the first 15,000 bits have considered
as a most significant bit, which is encoded by using a 1/2
convolutional encoder, and the other 5536 bits are consid-
ered as the less important bits. The less important bits kept
unencoded. Finally, 35,536 bits (equivalent to 0.25 bpp) have
been embedded into the cover image. Figure 4 shows the
block diagram of 1/2 convolutional encoder. At the recon-
struction phase, the Viterbi algorithm has been used, which
is the most efficient method and used the maximum like-
lihood decoding algorithm. The algorithm calculates the
mean distance between the received signal and the trellis
path entered in each state [32]. The Viterbi algorithm drops
the least likely trellis path at each stage which decreasing
decoding complexity and provides efficient concentration
on survival paths of the trellis.

4
N
N>
/
N
1

v Output

Input

So > Si | Sy U | h—>
\ N
Ve
AL

Fig. 4 Block diagram of 1/2 convolutional encoder

3.4 Encryption

Encryption converts the data in a form that is difficult to
understand by the intruder. The encryption process in
the watermarking system hides the watermark informa-
tion from the intruder. Also, this system can be used in
data steganography applications. Moreover, data encryp-
tion ensures that no one can reconstruct the watermark
image except the owner. To keep the watermark more
confidential and difficult to understand here is used data
permutation and three symmetric keys. The permutation
process makes the data sequence random and the keys are
used to encrypt the watermark bits. Figure 5 represents
the data encryption process. At first, the data stream has
been converted into an 8 X n block in a zigzag manner as
shown in Fig. 5. Then, XoR is performed of every odd row
with the secret symmetric key and keep unchanged every
even row. After that, every pixel in each row is shifted dif-
ferently and the shuffling process is done as:

Dij = Dizms1y, (2)
The initial value of ‘m’is considered as 13 and decreases by
one for each consecutive row. To get more random data,
column-wise and row-wise shuffling is done and mixing
all bits effectively. The whole process has repeated sev-
eral times, in this experiment the encryption process done

three times.

3.5 Tamper detection bits generation
and embedding process

The bits have been embedded in the LSB of the cover
image. The cover image has been divided into 8 X 8 non-
overlapping blocks. Sixteen watermark bits and 2 tamper

Fig. 3 Block diagram of SPIHT
algorithm

Lifting based . .
wavelet transform Sorting pass H Refinement pass Bit stream
Threshold (T,) &
Reconstruction value (R,-R,1/2)
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Fig.5 Data encryption flow
chart for the proposed algo-
rithm

detection bits are embedded in each block and keep a
specific distance between every embedded bit position.
The watermark embedding process with an example is
shown in Fig. 7. Two-tamper detection bits are generated

Fig.6 Key generation process
for tamper detection of the
proposed watermarking
algorithm. a First key genera-
tion process and b Second key
generation process
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using the LBP information, pixel coordinates, MSB value,
and a secret key. Figure 6 represents the key generation
process for the tamper detection of the proposed water-
marking algorithm. The LBP is the best technique to find
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Fig. 7 Example of the water- 65/40/55/56[57(48143 140 1/0/1/0/1/0] 1| 0| 16watermark bits and 2 for tamper detection
mark embedded and extrac- 66|42/55(56(56 (49|43 41 o|lol1]|ofol1]1]1
. 143] 1/1/1|1]o|o[o]o|o|1|o]1]1]1]0]0]a:=1|a,=1
tion process of the proposed 65|43/54 |56 |55(50 /42|42 1]1]/o0fof2]0]0]0 [[alg[2lo[olofolof1[o]1]s[1]o[gl |7‘
watermarking algorithm 62|44 54| 54|54 49| 42|40 olojojolol1/0]o0 N8 14011 Lo
6046 53|54 53|48 4139 olo[1]o[1]o[1]1 RIS IR
62[47/53[53[52[47/40[37 0|1/1]|1]0/1]0|1 >l1[1]afol1]o[ollo
63]4952(52]51 463937 t]1]olof[1]o0o/1[1 00.00000\/
66/51[51[50(50[45/38[36 ol1/1]o0]ol1]o0]0 0{0j1]0]1j0 1M1
8x8 image sub-block LSB layer 0j0j1/1/0]0 O'v,,\l
1]1]ofof[1]0]a]l
N
6414054565648 | 42] 40 >(_Add )€ 01-11.009?
6642555656 |48 |42 | 20 W Watermark bits embedding in
6442|5456 (5450|4242 65/40]55]56[57]48]43]40 510l olsels7 28l 23] 20
62 (44|54 |54|54 |48 42|40 66|43 55|57 (5649|4341 ol olols756a9!la3|a1
604652545248 4038
6543555655 50|42 42 o0l olsslss 502222
62146|52|52|52|46 40|36 62|44 54|54|54|48 (42|40
o[o|o|sa|sa]as]az2]a0
62148]52152|5046|38 | 36 60(4653|54|5348]41[39
] } o|o0|o|sa|53|a8]a1]39
66]50]50]50]50]44 |38 |36 62|46 53|53|52 46|40 37
Image block except LSB 6349 52| 52|51 46|39 37 0101 01>352/46]40137
o[o|o]s2]51]46]39]37
66/51|51(51(50]44[38]36
o] o] ofs1]s0[4a]38]36
Watermarked block
Watermarked block with cropping attack
Not T d
ot Tampere <—| Yes LIL| L LG L]y L
L9 LlO Lll LlZ L13 L14 L15 LIS
Ll7 L18 Gal LZD L21 L22 L23 L24
No Gar=a, Las | Los | Loy | Los | Lyo | Lso | Lay | Ly
Tampered Region | €= or
Gas=a, Lss | Laa | Lss | Lse | Ls7 | Las | Lo | Lao
Ly | Loz | Las | Laa | Las | Lag | Loy | Lag
L49 LSO 1 L51 LSZ | L53 L54 GaZ L56
Recovered16 watermark bits and 2 tamper detection bits lr Ls| Lsg | Lso | Leo | Le1 | Lea | Les | Lea

5 1 1
‘ Lo | L1 |L14‘L16|LZS‘LZS‘L3D|L32‘L42|L44|L46‘L48‘L58|L60‘L62‘L64| Ga; ‘Gaz‘z LSB of watermarked image block

the texture information of the cover image. The tamper
detection keys generation process are described as:

1. The cover image has divided into 8 x 8 non-overlap-
ping blocks.

2. Calculated the LBP of the non-overlapping image sub-
block. The LBP value is 1 when the center pixel’s value
is greater than its average value of the neighboring
pixel, otherwise, it is 0.

3. Now, summed up each coordinate (i, j) of each block,
mod it by 2, then the result is "XoR’ with LBP.

4, Summed up each column of step 3, then the result is
mod by 2 to create a binary row matrix.

5. Now, the row matrix is encrypted by XoR with secret
key k;.

6. After that, the row matrix has converted into a decimal
number, to get the first tamper detection bit a,, the
decimal number is modded by 2.

7. To generate the second tamper detection bit a,, the
MSB value has been "XoR'ed with the LSB value of each
pixel block.

8. Steps 5 and 6 is repeated to get the second tamper
detection bit a,.

3.6 Watermark extraction

The watermark extraction process is done by watermark
reconstruction, tamper detection, and localization. The
extraction processes are as follows:

1. The watermarked image or any suspicious image has
divided into 8 X 8 non-overlapping image block.

2. All bits from the specified pixel position have
Extracted. These are the encrypted watermark.

3. The watermark bits are obtained by decrypting the
extracted watermark.

4. The SPIHT decoding algorithm is applied to the water-
mark and generate the wavelet approximation coef-
ficients.

5. After the inverse wavelet transform, the approximate
watermark image is found.

6. Fortamper detection and localization, the two-tamper
detection bit Ga,, Ga, is calculated as described earlier
for the taken watermarked image.

7. Tamper detection bits a,, a, is extracted from the
watermarked image. If Ga, = g, and Ga, = a,, then
the block is valid otherwise the block is marked as a
tampered block.
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4 Result and discussion

This section evaluates the performances of the proposed
watermarking system. A set of images with size 512 x
512 has been considered to test the performance of the
proposed scheme. The experiment is performed in Intel
core-i3, 3110M CPU, 1000 series hp laptop. Which have
4GB RAM, 64 bit windows operating system and 2.40GHz
clock frequency. More specifically, here are used four dif-
ferent image datasets USC-SIPI [33], UCID [34], STARE [35],
and HDR [36] for performance testing and also use some
well-known standard images.The USC-SIPl image dataset
contain digitized image with 256 x 256, 512 x 512 and
1024 x 1024 pixels. The gray images are 8 bits/pixel and
the color image have 24 bits/pixel. The image dataset
has textures, aerials, miscellaneous, and sequences type
images. UCID is an uncompressed color image dataset
having 1338 images. The STARE dataset contains 20 reti-
nal fundus images with 700 x 605 pixels. The dataset has
two-part, one part used for training and testing and the
other part acts as baseline. The HDR image dataset has
105 images and the image is captured using a Nikon D700
digital still camera. The raw image contains 14 bits image
with size 4284 x 2844.Three different types of watermark
images are considered, one is a bird image; another one is
alogoimage and the last one is the self-embedded image.
All watermark images are 128 x 128 in dimension. Figure 8
shows 8 standard images along with the watermark image,
the embedded watermarked images, and the correspond-
ing recovered watermark image. Figure 7 shows that there
is no visual distortion on the watermark image and the

recovered watermark approximations have perfect visual
quality. To calculate the performances and effectiveness
of the proposed method here are calculated Peak Signal
to Noise Ratio (PSNR), Structural Similarity Index Meas-
urement (SSIM), Mean Square Error (MSE), Quality Index
(Q-index) and Normalized Correlation Coefficients (NCC).
The PSNR, MSE, SSIM, NCC, and Q-index of the standard
512 x 512 images are shown in Table 1. The table has
shown that the average PSNR of the watermarked image
is 56.21. The average MSE, SSIM, NCC and Q-index are
0.1158, 0.9988, 0.9999 and 0.9954 respectively. Also, the
proposed algorithm tested on four different datasets and
calculates the performance parameter which is shown in
Table 2. The tested algorithm shows a better performance
parameter value of the watermarked image. Also, Table 2
shows the variation of PSNR, MSE, SSIM, NCC, and Q-index
value for the SIPI, UCID, STARE, and HDR image datasets.
In the case of the SIPI data set used 64 texture images
and 38 aerials images and achieved above 56.1374dB and
56.3774dB average PSNR. 100 images have been used
for both UCID and HDR datasets and got an average of
56.5815dB and 56.615dB respectively. However, 56.5463dB
average PSNR is found for 397 images in the STARE data-
set. Again Table 3 represents the various evaluation results
of the four individual images in four datasets. It is shown
that the DHR, STARE, and UCID images have greater PSNR
than 56.5dB, and SIPl images have less PSNR than 56.5dB.
Table 4 shows the comparison of PSNR for Lena, Pepper,
Barbara, and Soldhill images fo various existing water-
marking algorithms with other proposed algorithms, and
the comparison of the proposed scheme is done with the

Fig.8 Standard images along

with watermark image, recov- Image
ered watermark image name

‘Watermarked Recover

watermark

Recover Image Watenna.[k

n
watermark Coyerimage

Babbon B .

_ 128x128 56 9dB 335066dB

SN Applied Sciences

A SPRINGERNATURE journal



SN Applied Sciences (2021) 3:400 | https://doi.org/10.1007/542452-021-04387-w

Research Article

Table 1 Comparison of PSNR,

; Image name PSNR MSE SSIM NCC Q_index TCT
MSE, MSSIM, NCC, Q-indes and
total computation time (TCT) Lena 56.6702 0.1206 0.9988 1 0.9954 14.245s
ﬁ;;g‘z:ta”dard 312x512 Barbara 56.0012 0.1207 0.9994 1 0.9971 14.834s
Boat 56.2712 0.1219 0.9992 1 0.9982 13.984s
Flinstones 56.2215 0.1233 0.9987 0.9999 0.9972 14.223s
Peppers 56.3401 0.1207 0.999 1 0.997 14.349s
Babbon 56.429 0.1214 0.9999 1 0.9995 145165
im0370 57.1748 0.075 0.9979 1 0.9882 14.401s
ucid00024 56.2323 0.123 0.9972 0.9999 0.9905 14.280s
Average 56.21 0.1158 0.9988 0.9999 0.9954 14.354s
Table 2 Compariso.n of PSNR, Database name Imagessize image number PSNR MSE SSIM NCC Q_index TCT
MSE, SSIM, NCC, Q-index and
total computation time (TCT) SIPI_Texture ~ 512x512 64 56.1374 0.1399 09821 1 09995  14.618s
gtfafr?é‘;rdd'f;‘jrze;ts‘ia;?;itg‘g':h SIPI_Aerials  512x512 38 563774 0121 09985 1 09973 145835
Ucid 512x512 100 56.5815 0.1409 0.9939 1 09891  14.293s
STARE 512x512 397 56.5463 0.1348 0.9958 1 09852  14.137s
HDR 512x 512 100 56615 0.1427 09638 0.9996 09585  14.207s
Table3 Comparison of PSNR, Data set Images PSNR MSE SSIM NCC Qindex  TCT
MSE, SSIM, NCC, Q-index,
and total computation time HDR [33] S0010 566917 01393 09943 1 0.9652 14.091s
i(;i;)e‘;f four different dataset 50020 562768  0.1533 09917 09998  0.9441 14.210s
50030 566899  0.1393 09868 09999  0.9507 142355
50040 566503 01406 09697 09999  0.9202 13.895s
UCID [34] ucid00001 566152  0.1418 09981 1 0.9797 144245
ucidoo002  56.6624  0.1402 09817 1 0.9639 14.223s
ucidoo003  56.6538  0.1405 09997 1 0.9982 14.437s
ucidoo004  56.6645  0.1402 09972 1 0.9905 14.2565
STARE[35]  im0O1 562373  0.1169  0.9941 09999 0978 14.167s
im003 563182  0.1182  0.995 1 0.9819 14.2455
im008 55.5621 0.119 0.9941 09999  0.9686 14.001s
im009 557884  0.1185 09805 09999  0.9569 14.329s
1.1.01 571073 0.1188 1 1 1 14.578s
SIPI [36] 1.1.02 562518  0.1168 1 1 0.9999 14.673s
1.1.03 567757  0.116 09877 1 0.9997 14.762s
1.1.04 564238 01174 09999 1 0.9996 14.349s

existing LBP scheme. The comparison has shown that for
Lenaimage the proposed algorithm provides better PSNR
56.6702dB than 46.7dB-53.6dB [1, 37-42, 44-46], [47], and
comparable with 57.31 [43]. The result of the proposed
algorithm has shown that the scheme has better visual
quality (56dB PSNR), which is very important in medical,
military, and e-governance applications. Table 3 shows
the performance in terms of PSNR, MSE, NCC, SSIM, and
Q-index for the four different datasets images.

The robustness of the proposed algorithm is analyzed
by measuring the evaluating parameters such as PSNR,

SSIM, Q-index, NCC, and BER in presence of different types
of attacks as salt and pepper noise, cropping, and copy-
move and forgery. The effect of the salt and pepper noise
on the Lena image is shown in Figs. 9, 10, and 11 represent
the effect of cropping and copy-move and forgery on the
Lena and Boat image respectively. From these experiments
it is shown that the reconstructed watermark image is
slightly changed in quality, however, the tamper location
of the watermarked image has been identified efficiently.

Figure 12 represent 3 different types of phase. The defi-
nition of each phase are:
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Table 4 Peak Signal to Noise
Ratio (PSNR) comparison of
various existing watermarking
algorithm

Fig.9 Effect of various
strength salt and pepper noise
on Lena watermark image
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Lena Pepper Barbara Goldhill Payload (Bits)
Pabitra et al. [37] 53.57 53.57 53.59 53.56 693,600
Janaetal. [38] 52.81 52.72 52.76 52.78 74,752
Jungetal.[1] 48.18 48.18 48.15 48.19 519,180
Jafar et al. [39] 48.7 48.7 48.7 48.72 650,369
Lu et al. [40] 49.2 49.19 49.22 49.23 524,288
Qin et al. [41] 52.11 51.25 52.12 52.12 557,052
Lee and Huang [42] 49.76 49.75 49.75 49.77 1.07 bpp
Wang [43] 57.31 - 57.31 - -
Chang et al. [44] 39.89 39.94 39.89 39.9 802,895
Cao et al. [45] 49.9898 50.0839 49.8901 - -
Penga [46] 51.8832 51.898 - - -
Araghi [5] - 46.9093 46.9161 - -
Deng [27] - 48.41 50.12 - -
Sinhal [28] 39.9736 40.0318 39.0337 - -
Proposed method 56.6702 56.3401 56.0012 55.8923 35,536 (.28125 bpp)
Cover image Watermark Vesternked s Recovered Data of recpvered
(512x512) (128x128) watermarked watermark images

MW

Lena

Logo Image

MW

Logo Image

MW

Lena

Logo Image

MW
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Logo Image
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Phase 1: The watermark image has 128 x 128 pixels and
the reconstructed image have the same size (128 x 128).

Phase 2: The watermark image has 128x 128 pixels and
the reconstructed image have 512 x 512 pixels.

Phase 3: The watermark image has 512 x 512 pixels and
the reconstructed image have the same size (512 x 512).

In the proposed self-fragile watermarking algorithm,
the 128 x 128 image is the resized image of the cover
image (512 x 512). After the reconstruction of the water-
mark image (128 x 128) is converted into a 512 x 512
image, which is marked as phase 2 in Table 5. This recon-
structed image (Phase 2) is used to reconstruct the tam-
pered region of the watermarked image. At a low bit rate,
the Phase 2 approach is well performed than when using a
512x 512 image as the watermark image (represent Phase
3). Figure 12 shows the comparison of the PSNR variation
with respect to the changing of the number of bits. The
experimental result has shown that at a low bit rate the
Phase 2 watermark image provides better PSNR than the
reconstruction done in Phase 3. However, at a higher bit
rate, the reconstruction is done in Phase 3 achieve higher
PSNR than the reconstruction done in Phase 2. Table 5 rep-
resents the experimental result for the reconstruct of origi-
nal 512 x 512 watermark images from the 128 x 128 and
512 x 512 watermark images. It has shown that at a lower
bit rate the reconstruction from 128 x 128 image (Phase 2)

Table 5 The comparison of PSNR, MSE, and SSIM of reconstructed
watermark image for the various size watermark bits

Image size  No.of bits PSNR MSE SSIM
Phase1 128x128 262,144 112.3527 3.2676E-07 1
Phase2 512x512 28.3868  84.838 0.8153
Phase3 512x 512 38.0859  9.9484 0.8972
Phase1 128x128 131,072 753049  0.0017 1
Phase2 512x512 283768  84.8405 0.8152
Phase3 512x 512 326521 32911 0.7906
Phase1 128x 128 65,536 51.7097 0.3785 0.9925
Phase2 512x512 28.0593 85.1118 0.799
Phase3 512x512 244337  273.5371 0.4322
Phase1 128x 128 35,536 40.7459 47236 0.9603
Phase2 512x512 28.1706  89.3607 0.7399
Phase3 512x512 143217  2.44E+03 0.2014
Phase1 128x 128 32,768 39.6951  6.0953 0.9508
Phase2 512x512 27.7552  91.0233 0.7234
Phase3 512x512 14.184 2678.8 0.1863
Phase1 128x 128 24,576 359486  6.0953 0.92
Phase2 512x512 25.8606  91.0233 0.685
Phase3 512x512 11.8017 267838 0.108
Phase1 128x128 16,384 324234  38.748 0.8545
Phase2 512X 512 23.2976  126.3072 0.6057
Phase3 512x512 8.9894 9528.8 0.0766

provides better PSNR (23.2976, 25.8606, 27.7552 28.0593)
then the process done from 512 x 512 image (Phase 3)
(8.9894, 11.8017, 14.184, 24.4337). Also, at a low bit rate
Phase 2 provides better SSIM and MES than Phase 3. In the
proposed watermarking algorithm are used 35,536 water-
mark bits to provide authentication of an image.

The self-embedding watermarking and reconstruction
result is shown in Fig. 13. The experiment had been done
on different cover images (Lena, Boat, and Barbara) and
different attacks (cropping, and copy-move and forgery).
It has shown that at low noise level the reconstructed
watermark and the reconstructed cover image have bet-
ter visual quality around 21dB and 30dB respectively. At
higher cropping attack the proposed algorithm facing
some vulnerability. At 40% of the cropping attack, many
significant bits of the watermark image has corrupted,
which destroys the reconstructed watermark image. To
improve the visual quality of the watermark image, here
incorporated the error correction algorithm that corrects
the corrupted bits of the watermark image. The proposed
algorithm used the state of art 1/2 convolutional encoder
to encode the watermark bits and the Viterbi decoder
is used to decode watermark bits. This approach has
improved the visual quality of the watermark image and
increases the visual image quality metrics such as PSNR,
SSIM, Q-index, BER, and NCC. Figure 14 shows the results of
the error correction approach and it is clearly shown that
the analyzed result increased significantly. The proposed
algorithm has tested on a different color image and pro-
vides a significant outcome. Table 6 shows the comparison
of PSNR, MSE, SSIM, NCC, and Q-index for a different color
image. The result has shown that the quality metrics of
PSNR, MSE, SSIM, NCC, and Q-index are around 56dB, 0.14,
0.999, 1, 0.99 respectively.

5 Conclusion

In this paper, SPIHT based fragile image watermarking
scheme is presented. The CDF 9/7 wavelet transform has
been used to convert the watermark image into the wave-
let domain, and then the wavelet coefficients encoded
using the SPIHT algorithm. This algorithm can localize the
tamper region successfully and has restoration capability.
The scheme also can detect copy-move falsification suc-
cessfully, although a single bit is modified in an image. Due
to the adaption of error correction coding, this scheme can
correct the error bit which is created due to the tampering
of the watermarked image and improves the quality of the
reconstructed watermark image under different types of
attacks. The proposed algorithm has tested on different
standard benchmark images. Experimental results indicate
that both watermarked images and watermarks are highly
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Fig. 10 Effect of croping attack
on watermark Lena image

sensitive. The average PSNR of the proposed scheme is
around 56dB which is higher than the existing LBP based
scheme and provides better visual qualities. Also, the
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security of the proposed scheme is strengthened when the
block of data is encoded with the use of separate secret
keys in case of a deliberate attack. It allows the proposed
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Fig. 11 Effect of copy move
and forgery attack on water-
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Fig. 12 Comparison of the PSNR of the reconstructed watermark

image

system as a better alternative for addressing authentica-
tion and copyright protection compared to similar water-
marking schemes. This algorithm can be applied in many
applications where image authentication and detection of
tamper are essential. The proposed algorithm is a fragile
watermarking scheme, so, the watermark information may
be destroyed by applying basic image processing opera-
tions like blurring, contrast enhancement, JPEG compres-
sion. Therefore, in the future, the proposed scheme will be
extended to a semi-fragile watermarking scheme couple
with a deep learning algorithm.
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Fig. 13 Effect of different types
of attacks on self-embedded
watermarking approach
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Fig. 14 Effect of different types
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Table 6 Comparison of PSNR, MSE, SSIM, NCC and Q-index for

Colorimage

Imagename  PSNR MSE SSIM NCC Q-index

Lena 56.1502  0.1478 09989  1.000  0.9965 Declarations
Peppers 56.5993  0.1481 09985 1.000  0.9971

Airplane 56.5207 0.1482 09967 1.000  0.9907

Baboon 56212 01473 09998 1.000  0.9994 interest.
ucid00022 564865 0.146 09998  1.000  0.9995

ucid00024 56.4934  0.1458 09999  1.000  0.9997
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