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Abstract
In this work we introduce a new approach for digital signature based on hash chains. The method is supported on the 
well known security principles of hash functions. Some main advantages of this public key system include security and 
estimated efficiency through the so called signature chains. In addition, the algorithm is a promissory alternative for 
digital signatures for the quantum era.
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1 Introduction

Generally speaking, a digital signature covers the methods 
useful to demonstrate irrevocably that a user has written a 
digital message. To achieve the goal, such algorithms have 
exploited some computational problems based on modu-
lar arithmetic or the security properties of hash functions. 
Unfortunately, methods based on the integer factorization 
problem or discrete logarithm fail under Shor’s algorithm 
for the quantum era [1]. By contrast, hash functions are 
considered a good alternative to construct post-quantum 
algorithms [2]. In such scenario, we have developed a new 
method based on what we call hash-entangled chains. The 
term hash-entangled denotes that a hash-chain is linked 
to a previous chain. Later, we will give detail about the 
algorithm. First, in the next section, we will describe briefly 
some of the most relevant systems for digital signatures. 
Next, we will introduce the hash-entangled method to 
discuss, right away, the security issues and performance 
of the algorithm.

1.1  Digital signatures

Some methods have been developed to perform digital 
signatures. We can mention two main algorithms emerged 

among modular arithmetic which are based on the dif-
ficulty of the integer factorization problem: the RSA cryp-
tosystem [3, 4] and the Rabin cryptosystem [5]. Also, the 
Digital Signature Algorithm (DSA) [4, 6, 7] is based on the 
difficulty of the discrete logarithm problem.

By contrast, other methods have been conceived over 
the basis of hash functions. For this case, we can mention 
the one time signature method (OTS) [8], OTS with Merkle 
Trees [9–11] and Lizama Certification Authority [12]. We 
identify some major advantages of hash functions which 
we summarize as follows:

• Well known security foundations
• A variety of algorithms is available
• A promissory alternative to be post-quantum
• Easy and fast to compute hash chains
• Specific hardware has been developed to compute 

hash chains

In the following section we will introduce a new method 
to achieve digital signatures based on hash functions. But 
before to introduce it, let us write the security assumptions 
of hash functions:

• Arbitrary data size input.
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• Fixed data size output (e.g. 128, 160, 256 bits, etc).
• Feasible to compute. Is easy to compute f(x) for all x.
• One way function. For any given hash value h it is com-

putationally infeasible to find x given f (x) = h.
• Resistant to collision simple. For any given input x, 

it is computationally infeasible to find y ≠ x so that 
f (y) = f (x).

• Resistant to strong collision. It is computationally infea-
sible to find any pair (x, y) in such a way that f (x) = f (y).

Before concluding this section we will mention that hash 
cryptography is resistant to quantum-crypto-analysis [13]. 
By contrast, methods based on modular arithmetic and 
the integer factoring problem or the discrete logarithm 
problem [14–16] are vulnerable to quantum computers 
capable to execute Peter Shor’s algorithm [1]. However, a 
new approach based on quantum physics has emerged 
[17] which has been enhanced to resist quantum attacks 
[18, 19].

2  Digital signatures using hash‑chains

For the present discussion, a hash chain is computed from 
a secret seed s then performing a hash chain whose length 
is fixed to 2n − 1 (n could be chosen between 128, 160, 
256, etc.). After applying the hash function over the seed 
it yields the head of the chain f 2n−1(s) . If some middle point 
of the chain is shared or revealed, say f 2n−1−x(s) , this value 
conducts to f 2n−1(s) by applying successively x times the 
hash function, that is f x(f 2n−1−x(s)) = f 2

n−1(s).
From the previous discussion, a message can be signed 

in the following manner: Alice publishes f 2n−1(s) where s 
is a secret number and n is publicly shared and it is fixed. 
Now, taking the hash of the message to be signed say 
f (m) = h Alice publishes m and f 2n−1−h(s) . Any user who 
wants to verify the signature just compute h and from here 
f h(f 2

n−1−h(s)) = f 2
n−1(s).

Unfortunately, the scheme described before is not 
completely functional at a practical level. First, consider 
that in the quantum era a secure hash function must be 
at least 256 bit length. Therefore, the length of the hash 
chain grows to 2256 − 1 which implies an enormous com-
putational cost. Moreover, if we want to sign several mes-
sages with the same hash chain it must be enhanced 
properly. To overcome such limitations we will use multi-
ple hash chains. In Fig. 1 we show the approach to reduce 
the length of the hash chain: the hash of the message 
h0 = f (m0) is divided in two portions h00 and h01 which cor-
respond to the most and least significant bits of h0 . This 
reduces the length of the original hash chain to the half. 
As it can be inferred, increasing the number of hash chains 
also increases the number of the public head-chains to 

be stored (which constitutes the public key). Let k be 
the number of the hash chains to be used. The effect of 
increasing k will be discussed later.

2.1  Digital signatures using multiple hash‑chains

Two hash chains could not be enough to minimize the 
computational effort required to sign a message. Now, we 
will describe the method using k = 4 and a hash function 
of 128 bits, so any user (say Alice) must perform the fol-
lowing steps to sign messages (see the overall signature 
process in Fig. 2):

1. Alice chooses randomly four seeds s1 , s2 , s3 and 
s4 , then she computes the hash-chains f 2n−1(s1) , 
f 2

n−1(s2) , f
2n−1(s3) and f 2n−1(s4) . For this example, the 

size of each seed is |si| = 128 bits. The number n is 
fixed to 128 / k thus the length of the hash chain is 
232 − 1 . Now, Alice publishes her public head-chains: 
PuA = {f 2

32−1(s1), f
232−1(s2), f

232−1(s3), f
232−1(s4)}.

2. To sign the first message m1 , Alice computes the hash 
of the message which is denoted as h1 = f (m1) . Then, 
she separates the 128 bits in tree portions of 32 bits. 
Let us denote such portions as h1

00 , h1
01 , h1

10 and h1
11 . 

Alice takes the seeds and computes f 232−1−h1
00

(s1) , 
f 2

32−1−h1
01

(s2) , f 2
32−1−h1

10

(s3) and f 232−1−h1
11

(s4).
3. Alice publishes the message m1 , so any user who 

wants to verify the signature must check that: 

f h1
00

(f 2
32−1−h1

00

(s1)) = f 2
32−1(s1) , f h1

01

(f 2
32−1−h1

01

(s2)) = f 232−1(s2) , 

f h1
10

(f 2
32−1−h1

10

(s3)) = f 2
32−1(s3) , f h1

11

(f 2
32−1−h1

11

(s4)) = f 2
32−1(s4).

4. Finally, Alice generates and publishes the next head 
chains f 232−1(s5) and f 232−1(s6) , f 2

32−1(s7) , f
232−1(s8) as 

they can be seen in Fig. 2. The process continues to 
sign an undefined number of incoming messages.

Fig. 1  The length of the hash chain could be reduced projecting 
the hash of the message over two hash chains
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3  The entanglement algorithm

The security of the method is based in what we call the 
entanglement algorithm. To describe it, let us consider 
firstly the case k = 1 . At the end of this section, we will 
generalize the algorithm.

Suppose Alice has signed a message m0 using f 2n−1(s0) , 
it means she has revealed f 2n−1−h0(s0) where h0 = f (m0) . If 
Alice signs a new message m1 so h1 = f (m1) an intruder 
could fake the signature of m′

1
 provided h′

1
< h1 where 

h�
1
= f (m�

1
) because it is easy to compute the hash chain 

in such direction (see bottom of Fig. 3).
To surpass such weakness we propose the entangle-

ment algorithm which is based on the fact that in a hash 

chain after signing a message always remains unused 
some points at the left of the computed values of the 
chain. This is so because 2n − 1 is the maximum number 
that could be allocated in the chain so 2n − 1 > hi (see 
Fig. 3).

The first step is compute the relation between the 
complement of h1 that is 2n − 1 − h1 over the length of 
the hash chain 2n − 1 then projecting it over 2n − 1 − h0 
as indicated in Eq. 1. We must demonstrate that in the 
presence of an attacker who is trying to fake h1 with h′

1
 , 

the point that defines 
2n−1−h�

1

2n−1
(2n − 1 − h0) is always at 

the left of 2
n−1−h1

2n−1
(2n − 1 − h0) in the hash chain of s0 (see 

Fig. 3). Such condition is represented in Eq. 2. We must 
remark that �x1 defines a unique point inside the hash 
chain according to hash principles (see Fig. 3). The steps 
indicated after Eq. 2 allow us to conclude that h′

1
< h1 

which is always true as it was commented previously.
We introduce the chain ratio �x1 in Eq. 3 that is com-

puted as h1 −
h0h1

2n−1
 (a rounding function must be applied 

to �x1 if it were necessary), so any user who wants to 
verify the signature must apply Eq. 4. To be clearer, let 
us enumerate again the steps of the signature process:

1. Assume Alice has previously published f 2n−1(s1) . To 
sign the message m1 Alice computes the chain ratio �x1 
to obtain f 2n−1−h0−�x1(s0) , then she publishes it along 
m1.

2. Using m0 and m1 Bob computes �x1 and verifies that:

Fig. 2  The overall signature 
publication process with k = 4 . 
Alice sends to the receiver the 
corresponding messages mi . 
The super-indices 00, 01, 10 
and 11 denote the portion bits 
of the hash code. Alice con-
tinues signing an undefined 
number of messages

Fig. 3  Eve cannot compute f 2
n−1−h0−�x

�
1 (s0) because this opera-

tion requires to reverse the hash function from f 2n−1−h0−�x1 (s0) to 
f 2

n−1−h0−�x
�
1 (s0)
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• f �x1(f 2
n−1−h0−�x1(s0)) = f 2

n−1−h0(s0)  ( r e m e m b e r 
that f 2n−1−h0(s0) has been previously published 
by Alice.

• f h1(f 2
n−1−h1(s1)) = f 2

n−1(s1).

An intruder who intercepts T1 cannot forward to Bob 
another message say T ′

1
 signed as T1 , because:

• As stated before, if h′
1
> h1 , Eve would try to forge 

the message m′
1
 but this condition violates Eq.  2. 

This requires Eve to compute the hash function from 
f 2

n−1−h0−�x1(s0) to f 2n−1−h0−�x�1(s0) (see Fig.  3). This 
operation implies reversing (several times) the hash 
function which it is assumed to be computationally 
infeasible.

The strategy described before can be general-
ized to multiple hash chains. For example, when 
k = 4 (Alice signs the first message h0 using sk  , 
k = 0,… , 3 ). To sign the next message h1 , Alice pub-
lishes f 2n−1−h1−�xk (sk  , k = 4,… , 7 . Bob must compute 
�xk  and verify that f �xk (f 2n−1−h1−�xk (sk)) = f 2

n−1−h1(sk) , 
k = 4,… , 7 and so on. It must be clear that the com-
putation process of f �xk (f 2n−1−h1−�xk (sk)) is much faster 
than f h1(f 2n−1−h1(sk)) = f 2

n−1(sk) because �x1 = h1 −
h0h1

2n−1
 

is always small compared with h1 (the maximum value 
for h0 and h1 is 2n − 1 ) (Fig. 4).

(1)
2n − 1 − h1

2n − 1
(2n − 1 − h0)

(2)

(
1 −

h1

2n − 1

)
(2n − 1 − h0) = 2n − 1 − h0 − h1 +

h0h1

2n − 1

2n − 1 − h0 − h�
1
+

h0h
�
1

2n − 1
> 2n − 1 − h0 − h1 +

h0h1

2n − 1

(3)

− h�
1
+

h0h
�
1

2n − 1
> −h1 +

h0h1

2n − 1

h�
1
−

h0h
�
1

2n − 1
< h1 −

h0h1

2n − 1

h�
1

(
1 −

h0

2n − 1

)
< h1

(
1 −

h0

2n − 1

)

h�
1
< h1

𝛿x1 = h1 −
h0h1

2n − 1

(4)f �x1(f 2
n−1−h0−�x1(s0)) = f 2

n−1−h0(s0)

3.1  Single‑chain

Suppose Alice and Bob have recorded its signature history 
in a web service where both of them have been registered. 
In this context, we call single-chain to this user-chain his-
tory. Now, Bob needs to verify Alice’s single-chain who 
wants to perform a digital transaction with him. To achieve 
this goal Bob must perform the next steps:

• Firstly, Bob must verify the hash of the first two mes-
sages signed by Alice h0 = f (m0) and h1 = f (m1).

• Then he computes �x1 = h1 −
h0h1

2n−1
.

• U s i n g  f 2
n−1−h1−�x1(s0)  B o b  v e r i f i e s  t h a t 

f �x1(f 2
n−1−h1−�x1(s0)) = f 2

n−1−h1(s0).
• Bob obtains the hash of the next message h2 = f (m2).
• U s i n g  f 2

n−1−h2−�x2(s1)  B o b  v e r i f i e s  t h a t 
f �x2(f 2

n−1−h2−�x2(s1)) = f 2
n−1−h2(s1).

• The verification process continues until Bob reaches the 
current signature executed by Alice.

The method described before prevents Bob to verify each 
Alice’s digital signature of each chain through the com-
putation f hj (f 2

n−1−hj (sj)) = f 2
n−1(sj) which requires a larger 

verification process. It is supported by the fact that in the 

Fig. 4  The signature publication process with �x security. Alice 
sends to the receiver the corresponding message mi
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relation �xj = hj −
hj−1hj

2n−1
 , �xj is derived from two values hj 

and hj−1 . Thus, given hj and hj−1 they produce a unique 
hash-sequence of the messages that have been previously 
signed by the user. We write it symbolically in Eq. 5 and it 
is represented in Fig. 5:

Before analyzing the performance analysis in detail, 
we can introduce the following optimization of the stor-
ing space. The web service would store the hash of the 
message, the public-head hash f 2n−1(si) , the signing hash 
f 2

n−1−hi (si) and the security hash f 2n−1−hi−�xi+1(si):

1. hi

2. f 2
n−1(si)

(5)
�x1 → h0h1, �x2 → h1h2 … �xk → hk−1hk … �xn → hn−1hn

3. f 2
n−1−hi (si)

4. f 2
n−1−hi−�xi+1(si)

However, after a new message hi is verified, then f 2n−1−hi (si) 
could take the place of f 2n−1(si) to be stored in the web 
service, so we can keep just three hashes: the hash of the 
message, the signing hash and the security hash (see 
Fig. 6).

1. hi
2. f 2

n−1−hi (si)

3. f 2
n−1−hi−�xi+1(si)

To avoid an attack over f 2n−1−hi (si) the hash of the sign-
ing message hi is computed applying the hash function 
to the concatenation of the hash of the current message 
mi and the hash of the previous one hi−1 . Symbolically, it 
is written in Eq. 6.

4  Performance analysis

As discussed before, using a 256-bit hash requires to 
compute the hash chain as f 2256−1(s) which could be and 
extremely heavy process. However, as commented earlier 
the hash of the message can be divided into k chains.

We will analyze the performance of the signature 
method for some k values at a hash rate of 15,840,454 
hash/s according to the data published on the site bit-
cointalk.org. Let us call N to the size of the hash function 
used in the signature process. So we have N =

∑k

i=1
⋅ni . 

For example, if N = 128 and k = 4 they are generated four 
chains of 64 bits.

Tables 1, 2 and 3 show the size of the keys and the 
estimated time required to compute the hash chains for 
k = {2, 4, 8, 16, 32} and N = {128, 160, 256} at a hash speed 
of 107 hash/s. Finally, Table 4 summarize the best results in 
the current state of computer technology.

(6)
h0 = f (m0), h1 = f (h0||f (m1)),

h2 = f (h1||f (m2)),… hi = f (hi−1||f (mi))

Fig. 5  Alice verifies f �xj (f 2
n−1−hj−�xj (sj−1)) instead of f hj (f 2

n−1−hj (sj)) 
which requires a larger hash chain computation

Fig. 6  The order at which the information is published in the 
web service. In step 2, the web service substitutes f 2n−1(s0) by 
f 2

n−1−h0 (s0)

Table 1  The hash length is 
N = 256

It has been assumed a hash speed of 107 hash/s. The notation f |e|(si) means that the exponent |e| is com-
puted as 2e . The size of the key is obtained as k ⋅ N . The time has been derived according to the site bit-
cointalk.org with a processor AMD Phenom(tm) II X6 1055T, 6 cores, 2819.765 MHz, 15,840,454 hash/s

k ∶ f 2
n−1(si) where i = 1,… , k k ⋅ 256 (bits) Number of hashes Required time (s)

2 ∶ f |128|(s1), f
|128|(s2) 512 2128–1038 ∼ 1031

4 ∶ f |64|(s1), f
|64|(s2),… f |64|(s4) 1024 264–1018 ∼ 1011

8 ∶ f |32|(s1), f
|32|(s2),… f |32|(s8) 2048 232–108 ∼ 101

16 ∶ f |16|(s1), f
|16|(s2),… f |16|(s16) 4096 216–104 ∼ 10−3

32 ∶ f |8|(s1), f
|8|(s2),… f |8|(s32) 8192 28–101 ∼ 10−6
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The private key is formed by the seeds Alice uses to 
compute the chains. For example, for k = 16 we have the 
following seeds: {s0, s1,… , s15} . A convenient method to 
reduce the size of the private key is represented in Eq. 7.

The size of the private key is reduced to the length of two 
hashes. If we are using SHA-256, then the size of the pri-
vate key (to be stored in a mobile device) is fixed to 512 
bits.

4.1  System implementation

Figure 7 shows the system architecture of the signature 
system. For this implementation we used SHA-256 and 
k = 6. The signature file occupies 32 hashes (8192 bits), 
which can be viewed according to the points in Fig. 6:

• 16 points marked with the number 3 in the chain 
starting with s0.

• 16 verification points marked with the number 3 in 
the chain of s1.

The Web file contains 32 hashes (8192 bits) plus the hash 
of the message:

(7)s0, s1, s2 = f (s0||s1), s3 = f (s1||s2),…

• 16 new head-chains, points marked with the number 3 
in the chain of s2.

• 16 hashes, points marked with the number 2 in the 
chain of s0 used by the web system to replace the head-
chains (marked with the number 1 in the chain of s0 in 
Fig. 6).

Table 2  N = 160 bits at a hash 
speed of 107 hash/s

k ∶ f 2
n−1(si) where i = 1,… , k k ⋅ 160 (bits) Number of hashes Required time (s)

2 ∶ f |80|(s1), f
|80|(s2) 320 280–1023 ∼ 1016

4 ∶ f |40|(s1), f
|40|(s2),… f |40|(s4) 640 240–1011 ∼ 104

8 ∶ f |20|(s1), f
|20|(s2),… f |10|(s8) 1280 220–106 ∼ 10−1

16 ∶ f |10|(s1), f
|10|(s2),… f |5|(s16) 2560 210–102 ∼ 10−5

Table 3  N = 128 bits at a hash 
speed of 107 hash/s

k ∶ f 2
n−1(si) where i = 1,… , k (bits) k ⋅ 128 Number of hashes Required time (s)

2 ∶ f |64|(s1), f
|64|(s2) 256 264–1018 ∼ 1011

4 ∶ f |32|(s1), f
|32|(s2),… f |32|(s4) 512 232–108 ∼ 101

8 ∶ f |16|(s1), f
|16|(s2),… f |16|(s8) 1024 216–104 ∼ 10−3

16 ∶ f |8|(s1), f
|8|(s2),… f |8|(s16) 2048 28–101 ∼ 10−6

32 ∶ f |4|(s1), f
|4|(s2),… f |4|(s32) 4096 24–100 ∼ 10−7

Table 4  Some promising 
results are 128 bit-hash and 
1024 bits key-size, 160 bit-hash 
with 1280 key-bit and 256 bit-
hash with 4096 key-bit

k ∶ f 2
n−1(si) where i = 1,… , k Hash func-

tion (bits)
Key size (bits) Number of hashes Required time (s)

8 ∶ f |16|(s1), f
|16|(s2),… f |16|(s8) 128 1024 216–104 ∼ 10−3

8 ∶ f |20|(s1), f
|20|(s2),… f |20|(s8) 160 1280 220–106 ∼ 10−1

8 ∶ f |32|(s1), f
|32|(s2),… f |32|(s8) 256 2048 232–108 ∼ 101

16 ∶ f |16|(s1), f
|16|(s2),… f |16|(s16) 256 4096 216–104 ∼ 10−3

Fig. 7  Digital system architecture for signing a file (upper) and the 
signature verification (low)
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• The hash of the message written as hash File_ 1 in Fig. 7.

The user stores the seeds s0 and s1 (possibly in his mobile 
device) which are used by the signature system to gener-
ate the next seeds and the head-chains (public key). In this 
implementation, the time to generate the public head-
chains goes from 1.1 to 1.3 s. Alice sends the file of the mes-
sage (File_ 1) to Bob accompanied by its signature file. After 
Bob downloads the Web file, the signature verification is 
achieved successfully provided (see Fig. 6):

• He can go from the (16) points marked with the number 3 
to the (16) points marked with the number 2 in the chain 
of s1.

• Bob can move from the (16) points marked with the num-
ber 3 to the (16) points marked with the number 2 in the 
chain of s0.

The verification of the signature file takes around 0.3 s 
in our implementation. However, verification of the single-
chain varies according to its length, occupying few minutes 
to complete the verification.

4.2  Applications

Digital signatures based on hash chains, as the ones com-
pared in Table 5, have a wide range of applications because 
transactions are highly traceable and verified before they are 
stored in an encrypted data base. Although exist some inter-
esting applications for this kind of service one of the most 
relevant is the electronic payment service. Other potential 
uses include smart contracts, tracing physical or digital 
assets in the scope of the Internet of Things (IoT). Moreover, 
it could be properly enhanced other services as healthcare, 
music, government and identity.

To reduce the time to verify the single-chain of each user, 
it could be defined middle certificated points. It could be 
explored in a future implementation work.

5  Conclusions

Signature methods developed so far using hash functions 
are either ephemeral, as Lamport signature or they are not 
completely scalable as Merkle trees or Lizama hash sig-
nature. In this work, we have introduced a new approach 
based on hash functions and hash chains, which is capable 
to work over a public key infrastructure so that users can 
initialize remotely their hash-chain in its own computa-
tional device.

The signature method, which can exploited as a single 
block chain is based on the security principles of hash 
functions and our analyses suggests that the signature 
chains introduced here are scalable with today’s hash tech-
nology. The method does not require other math function 
apart of hash function, therefore the algorithm is a promis-
sory alternative for digital signatures in the quantum era.
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